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Introduction

It is often said that change is the only constant in the modern business world. In fact, this idea has been with
us for centuries. In 1531, writing in his Discourses on Livy, Niccolo Machiavelli observed that, “Whosoever
desires constant success must change his conduct with the times.”

It is, in my view, too early for us to determine if the Internet of Things (IoT) will come to be seen as
the harbinger of another great evolution of human productivity, rivaling those spurred by the industrial
revolution in the 18th and 19th centuries, or by the move to computer automation and information
technology (IT) in the 20th. However, it is already clear that IoT is a disruptive technology, and with any
disruption comes both challenge and opportunity.

Like many advances in technology, IoT is a new name for a collection of ideas that have been
developing for many years. The central enabling technologies of IoT solutions—sensors, telemetry streams,
data storage and analysis, and system-level command and control—have existed for decades. Certainly, the
systems of the NASA space program in the mid-20th century were IoT systems without that name. What has
changed is that maturing technologies have been matched by dramatic economic changes, and together
these have increased capabilities while simultaneously driving down costs. Today IoT solutions can be built
which would have been economically infeasible only a short time ago.

At this point, the potential impact of IoT solutions includes most areas of human endeavor—industrial
systems; logistics and manufacturing; smart homes, buildings, and cities; autonomous vehicles; efficient
and personalized healthcare; tailored retail experiences; and many others, including systems that enrich
fans’ experiences in following their favorite sports figures. Bob and Jeff have been early practitioners of IoT
solutions in many of these areas, and what they have learned along the way informs and enriches this book.

IoT solutions typically connect devices, provide analysis of the data from those devices (usually paired
with data from other data repositories), and then operationalize the insights derived from that analysis
to act. That action could be sending command and control messages back to the connected devices, or
initiating workflows in existing business systems. Very often IoT solutions connect systems that have not
previously been connected, and machine learning on this newly visible data can create not only new
efficiencies in existing environments, but also transformed understanding of what is possible.

Many business leaders have adopted a “disrupt or be disrupted” approach to 10T, leveraging the deeper
understanding IoT solutions provide to lead a digital transformation of their organizations and position
them for future success.

At Microsoft, our ongoing goal for Azure IoT is to simplify the creation of solutions that provide
compelling customer value. This book explains how businesses can leverage our platform to realize their
own digital transformations.

In this book, Bob and Jeff illustrate how solutions come together across the landscape of devices,
sensors, device management, real-time analytics, and predictive analytics. They also provide a needed focus
on how to create actionable intelligence from the system, exposed in this case via mobile dashboards and
real-time text and e-mail alerts. They have created a cookbook for creating a complete solution based on a
wide variety of Azure platform services, and they share with the reader all the individual recipes that make
up the solution along the way. I'm delighted that they have chosen to share their expertise in this way.

April 2017 Kevin Miller
Principal Program Manager, Azure IoT
Microsoft Corporation
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Chapter Overview

Chapter 1: Business in Real-Time

This chapter provides a business context for the technical topics covered in the book. What business
conditions are driving the need for real-time data? What is the impact on the organization if these new
mission-critical applications, big data stores and advanced analytics are deployed to the cloud? How will
they be managed and maintained? Is there a logical approach and a technology roadmap that will point
the way to a successful transformation to a real-time business? A principled approach and reference
architecture are introduced that provide the roadmap on how to design and implement a highly scalable,
secure IoT and advanced analytics SaaS solution on Azure.

Chapter 2: DevOps Using PowerShell, ARM, and VSTS

DevOps is best summed up as the union of people, process, and tools. It’s an alignment of the development
and operations teams, the automation of development, test, and release processes, and the selection of a
consistent set of tools used to facilitate automation of the build, test, and release cycles. The goal of adopting
a DevOps approach is to create a streamlined product development lifecycle that removes, to the greatest
degree possible, errors that are introduced through manual steps. This chapter details how you can use
Azure PowerShell, Azure Resource Manager (ARM) templates, and Visual Studio Team Services to automate
the provision, build, and deploy steps of Azure hosted services.

Chapter 3: Device Management Using loT Hub

Connecting people, places, and things to the cloud, while not trivial, may be one of the easier aspects of
IoT as the techniques and protocols are very well defined. The real work begins when you have thousands
of devices connected to the cloud and you need to manage the day-to-day operations of this extremely
distributed system. In addition to monitoring and managing the cloud services that are providing analytics,
storage, dashboards, alerts, and notifications, you also need to monitor and manage your beacons, devices,
and edge gateways. This chapter examines the Device Management features of Azure IoT Hub that support
command and control, device twin, and direct methods.

Chapter 4: Sensors, Devices, and Gateways

This chapter provides a glimpse into the world of sensors and devices. It touches on some of the more
common sensor and device scenarios that you will encounter and how they relate and work together to
create a consistent, reliable network of connected things. Patterns for the implementation of device firmware
are covered.
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CHAPTER OVERVIEW

Chapter 5: Real-Time Processing Using Azure Stream
Analytics

In this chapter, we examine the use of Microsoft Azure Streaming Analytics to create jobs to process our
incoming data streams from our various sensors, perform data transformations and enrichment, and finally,
provide output results in various data formats.

Chapter 6: Batch Processing with Data Factory and Data
Lake Store

In this chapter, we examine the use of Azure Data Factory and Azure Data Lake and where, why, and how
these technologies fit within the capabilities of a modern business running at Internet speed. We first cover
the basic technical aspects and capabilities of Azure Data Factory and Azure Data Lake. Following that, we
detail three major pieces of functionality for our reference implementation—how to leverage reference data
in our Stream analytics jobs, how to retrain an Azure machine learning model, and how to move to data from
Azure blob storage to Azure Data Lake.

Chapter 7: Advanced Analytics with Azure Data Lake
Analytics

The Data Lake analytics tools and capabilities help make it easier and more efficient to solve today’s modern
business analysis and reporting problems. It is more efficient because it offers virtually unlimited storage,
with immediate access to that storage for running analytical operations on top of it. Data Lake offers the
ability to persist the raw data in its native form and then run transformational and analytical jobs to create
new analysis, summarizations, and predictions across structured and unstructured data. This analysis is
always based on the original data. All this adds up to a “faster-time-to-value” for a modern business seeking
to maximize its true potential. In this chapter, we examine the use of Azure Data Lake Analytics (ADLA),
which is Microsoft’s new “big data” toolset that runs on top of Azure Data Lake.

Chapter 8: Advanced Analytics Using Machine Learning and R

We are truly living in exciting times as three major trends are converging in the IT industry today—big data
and the Internet of Things (IoT), cloud computing and cheap cloud-based storage, and business intelligence
capabilities. Some would say that the combination of these forces is helping to usher in the fourth Industrial
Revolution. It has been predicted that artificial intelligence (Al) and machine learning (ML) capabilities

will be incorporated into an ever-increasing number of platforms, applications, and software services as we
approach the next year. These new Al and ML capabilities will enable a new generation of business and it
professionals to take advantage of artificial intelligence and machine learning capabilities without having to
understand exactly how they work. In this chapter, we explore the exciting new world of machine learning
and predictive analytics using Azure Machine Learning and the R programming language.

XXiv


http://dx.doi.org/10.1007/978-1-4842-2650-6_5
http://dx.doi.org/10.1007/978-1-4842-2650-6_6
http://dx.doi.org/10.1007/978-1-4842-2650-6_7
http://dx.doi.org/10.1007/978-1-4842-2650-6_8

CHAPTER OVERVIEW

Chapter 9: Data Visualizations, Alerts, and Notifications
with Power Bl

In this chapter, we explore the use of data visualizations, alerts, and notifications to help today’s modern
business provide useful communications to their employees and customers to successfully manage their
operations in real time. We start the chapter with a brief look at today’s modern reporting landscape, then
take a look at how Microsoft technologies like Power BI and Azure Functions can help provide quick and
easy solutions. We then demonstrate enabling these technologies as part of our reference implementation
scenario. We conclude the chapter by demonstrating the use of a C# .NET “SIMULATOR” application to
automatically generate thousands of sample test data transactions through our Azure Cloud applications.
The simulated data will be processed in real time using Azure Streaming Analytics. We also implement a
Power BI dashboard that provides outputs for our new Lambda cloud architecture. Lambda architectures
are designed to handle massive quantities of data by taking advantage of both batch and stream-processing
methods. Our new Power BI dashboard will display outputs for all three “temperatures” of the Lambda
architecture processing model and provide visualizations for our cold, warm, and hot data paths.

Chapter 10: Security and Identity

Cybercrime and IoT security have been front and center in the news this past year. Deploying an IoT solution
using public cloud platforms requires an understanding of the surface areas of vulnerability and the attack
vectors that cyber criminals might leverage to define your security strategy. Security is a not a solution; it is
an ongoing process that requires discipline and constant analysis, review, and action. Identity is all about
who can access your applications, APIs, and the underlying data that’s at the heart of your IoT solution. You
will want the ability to provide users some level of self-service for registration, password management, and
profile updates while maintaining restrictive protocols for application capabilities and access to data. This
chapter outlines a framework for analyzing potential threat vectors and the tools and protocols that Azure
provides to mitigate these threats. We also examine how to implement a multi-tenant application using
Azure Active Directory B2C.

Chapter 11: Epilogue

In this chapter, we reflect on each of the topics covered in the book and provide some advice on how you can
get started down the path to your digital transformation.
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CHAPTER 1

Business in Real-Time

Every business today is going through a digital transformation due to disruptive forces in the market, from
born-in-the-cloud competitors to the increasing demands of customers, partners, and employees to engage
through modern digital experiences. They are evolving from relying only on historical data to learning to
use both historical and real-time data to drive innovation, evolve business strategy, and automate critical
business processes.

As businesses evolve and transform to take advantage of real-time data, they will drive impact through
operational efficiencies as well as create new revenue opportunities. For example, a product manufacturer
can gather information about how their products in remote locations are performing and automate the
scheduling of field service engineers only as needed. Retail outlets can provide real-time inventory to drive
an Omni-channel shopping experience for their customers. Companies that have a need to increase worker
safety can track environmental conditions such as temperature, humidity, and wind speed along with
employee biometrics such as heart rate, body temperature, and breathing rate to be able to determine if an
employee’s physical condition would create a worker safety issue.

In each of these scenarios, companies are finding that to stay competitive, improve operational efficiencies,
and engage their customers more deeply, they must learn to leverage modern software development patterns
and practices. They are transforming to become Software-as-a-Service (SaaS) providers skilled in the dark arts
of data science and the Internet of Things (IoT). They are learning to create applications that connect people,
places, and things. They are providing real-time data visualization, alerts, and notifications. They are integrating
these connected products with existing line-of-business systems and providing seamless authentication for
customers, partners and employees through immersive, beautiful experiences that work on any device and are
available 24/7. They are transforming to become a Real-Time Business.

A Platform Approach

To maximize the investment in transforming to a Real-Time Business, it is necessary to increase reuse of
common business and technology capabilities. This is most effectively achieved by leveraging a platform
approach. A platform approach seeks to create a common underlying set of capabilities that are accessed
through managed APIs so that many verticalized applications can be built on this common substrate, as
depicted in Figure 1-1.
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Figure 1-1. IoT and the Advanced Analytics Platform model

Regardless of vertical industry, there are a set of common, reusable components that you need to
operationalize an IoT solution. Once those capabilities are in place, a business can build many applications
that target different types of users and different vertical markets. One of the huge benefits of this approach is
that all the data from all those vertical markets ends up in a common advanced analytics sub-system where
cross-business insights can be drawn. These insights result in what we call X-Factor applications, those new
revenue opportunities that were undiscoverable due to the siloed nature of the previous business model.

Real-Time Business Platform

Transforming to a Real-Time Business requires an investment in people, process, and tools. To meet the
expectations of your customers and provide the business with a platform for driving impact at velocity,
anew approach is required in the design, development, and deployment of your software products.
Real-Time Business solutions are SaaS applications that support frequent release cycles, work on any device,
and provide a multi-tenant authentication scheme and secure access to the underlying information for
customers, partners, and employees.

A Real-Time Business implies that you are adopting the latest sensor, beacon, and smart device
technologies for connecting products, physical environments, and people to generate real-time data. It
implies that you are leveraging advanced analytics techniques such as stream processing, map reduce, and
machine learning to perform real-time analytics on the constant stream of data flowing into the system.
Through that analysis, you will be able to provide visual and system level alerts and notifications and high-
value data visualization for consumers of the information. In addition, you will be able to integrate with
existing lines of business systems to automate critical business processes.

As depicted in Figure 1-2, to be successful on this journey, organizations must apply a set of unwavering
principles that provide the guideposts and rules that are used to influence each product decision along the way.



CHAPTER 1 * BUSINESS IN REAL-TIME

o
oaa @ = Cp

Methodology Process Architecture Platform

Figure 1-2. Methodology, Process, Architecture, Platform

These principles include a well-defined software development methodology, a standard software
development process that includes not only development but also operations, the adoption of software
architecture patterns that provide scalability, elasticity, and agility, and a software platform that provides the
foundational services for modern software.

Methodology: Lean Engineering

Lean engineering has its root in manufacturing where the primary concept is to maximize customer

value while minimizing waste, i.e., creating more value for customers with fewer resources. Applied to the

software development lifecycle, the product team engages customers early in the development process

by operationalizing a minimal-viable-product (MVP) and asking for feedback. Using this approach, the

software product team can more easily adjust or even course-correct and thus increase product quality.
The lean engineering lifecycle, as depicted in Figure 1-3, is called Build-Measure-Learn and promotes

continuous delivery, continuous analytics, and continuous feedback.

Continuous Feedback Continuous Delivery

- Split Testing - Minimal-Viable-Product
- Surveys - Continuous Integration
- Interviews - Automation

Continuous Analytics
- Real-Time Monitoring
- Instrumentation
- Reporting

Figure 1-3. Lean engineering cycle
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The Build phase represents the development and deployment activities; the Measure phase focuses on
monitoring and reporting on the health of the software; Learn is all about engaging the customer to gather
feedback that then is used to drive the next iteration of the product development lifecycle. The creation of
dashboards, either custom or provided by third-party tools, provide the real-time and historical analytics
from which you can derive insights quickly and steer the product development effort in the direction that
meets your customer’s needs.

Process: DevOps

The term DevOps is a mashup of development and operations. The mashup implies a deeper, more
collaborative relationship between development and operations organizations. The goal of that collaboration
is to define how people, process, and tools combine to automate a software development lifecycle.

DevOps, as depicted in Figure 1-4, implies the creation of cross-functional teams, combining
developers, testers, and architects along with operations who together own the entire deployment pipeline
from build through test to staging through to production.

o >
E0®

People Process Tools

Figure 1-4. DevOps framework

It requires that these teams work collaboratively to adopt common processes and tools. This simple
explanation has massive implications to an organization. It does not happen overnight and should be
approached in a phased manner using small teams that adopt the new methods and best practices and then
transition to become subject matter experts, transferring their knowledge to the rest of the staff.
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Architecture: Microservices
The key attributes of microservices are:

e Autonomous and Isolated: Microservices are self-contained units of functionally with
loosely coupled dependencies on other services and are designed, developed, tested,
and released independently.

e Reusable, Fault Tolerant, and Responsive: Microservices must be able to scale
appropriately depending on the usage scenario. They must be fault-tolerant and
provide a reasonable timeframe for recovery if something does go awry. Finally, they
need to be responsive, providing reasonable performance given the execution scenario.

e  Programmable: Microservices rely on APIs and data contracts to define how
interaction with the service is achieved. The API defines a set of network-visible
endpoints, and the data contract defines the structure of the message that is either
sent or returned.

e  Configurable: Microservices are configurable. To be both reusable and able
to address the needs of each system that chooses to employ its capabilities, a
microservice must provide a means by which it can be appropriately molded to the
usage scenario.

e Automated: The lifecycle of a microservice should be fully automated, from design
all the way through deployment.

Microservice architecture has become a popular pattern in the development of highly scalable, fault-
tolerant Saa$ applications as it provides a more robust application architecture, supports a high velocity
release cycle, and places an emphasis on managed APIs as the means to access the underlying data,
analytics, and business operations. One of the benefits of this approach is that the APIs have the potential to
become a new revenue channel for the business.

Platform: Cloud

Modern applications require an infrastructure and software platform that can provide high availability, fault
tolerance, elastic scale, on-demand storage and compute, APIs, and tools to fully automate every interaction
with the platform. The cloud platforms must also provide the foundational building block services that span
IoT, big data, and predictive analytics.

Internet of Things (IoT) and Big Data

IoT is not new. The ability to connect devices to networks, gather telemetry, and display that information to
garner insight and act has been around for some time. NASA pioneered the concept of data being collected
by sensors and sent across space and time to be analyzed in near-real-time so that status could be visualized,
insights gleaned, and action taken in an emergency (see Figure 1-5).
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Figure 1-5. Neil Armstrong (image credit NASA)

NASA’s Mission Control, seen in Figure 1-6, consisted of hundreds of people, each with his own
collection of monitors providing data visualization of key metrics coming from the command module or an
astronaut’s suit. That data was an immediate measure of mission status and safety. Truly amazing when you
think about what that organization accomplished given the state of technology at the time.
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Figure 1-6. NASA's Mission Control (image credit NASA)

The Tipping Point

The one thing that NASA had that made them unique was a budget. Billions of dollars enabled NASA to put
humans on the moon and, in the process, define IoT for the rest of us.

It is not likely that you have a NASA-sized budget, but you are in luck. It is no longer necessary to break
the bank to IoT-enable your products and connect them to the cloud to gather telemetry, transform and
store the data, gather insight, and act. Sensors and miniature microprocessor boards are inexpensive and
getting cheaper and more powerful all the time. The ability to develop the code to gather sensor readings,
connect to a secure cloud endpoint, and send messages has never been easier.

What is driving this thirst for IoT is data. This data will reveal the quality of the product and how it is
used by customers, as well as give you the ability to calculate mean time to failure for its components and
provide immediate business value through the automation of scheduled preventive maintenance. Using
predictive and prescriptive analytics, you can provide an enhanced customer experience, increase product
quality, and create a competitive advantage.

Big Data

What you learn very quickly with IoT is that once you have sensor-enabled people, places, and things, then it
becomes all about the data. There are approximately 2 billion PCs on the planet in 2017 and about 10 billion
mobile devices. By 2020, it is projected there will be over 50 billion connected devices driving Exabytes of
data into the cloud.

How are we going to be able to ingest, transform, store, and analyze this data, and even more
importantly, how are going to query and visualize the data so that we can quickly draw insights and act? We
need to learn new skills and leverage new cloud capabilities to deal with this influx of massive amounts data.
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Advanced Analytics

If data is the ore, then knowledge is the gold. One of the goals of collecting all this data is to be able to mine
insight from real-time data visualizations that improve business value and automate critical business
processes. A typical IoT data processing pattern is to set up cold, warm, and hot path routes for the data
where the cold path provides long-term storage, the warm path provides storage for real-time dashboards,
fast batch and slow batch processing, and the hot path delivers the messages via a queue to a microservice
that provides real-time notification services for alerts and alarms.

Predictive analytics is a popular choice for real-time solutions because it is a data-mining process
focused on predicting a future state. Data models are created from historical or sample data. These models
are used along with statistical algorithms to examine real-time data streams and make a prediction.
Manufacturing companies can use predictive analytics to determine when component parts of their
products are about to fail and use that to automate the process of scheduling a field service engineer to visit
and perform maintenance. A medical clinic may use predictive analytics to examine genomic data to see if a
population is predestined for a medical condition. A retail outlet may use this approach applied to real-time
inventory levels to predict when it will run out of a popular product.

Real-Time Business Reference Architecture

To realize the benefits a Real-Time Business solution requires a set of business and technical capabilities that
define the process by which you ingest device events, perform advanced analytics, gather insight, and act.

The business will need to develop a model that demonstrates how processes will be improved to reduce
cost and what new revenue channels will be identified and leveraged to increase profit. For example, a
manufacturer can reduce costs by only sending field technicians to perform maintenance when needed.
That same manufacturer may find that they can offer more flexible service contracts and thus increase sales
and monthly service contract revenue.

A product development team who is responsible for supporting this new business model will need
areference architecture that provides a roadmap for how they can construct a real-time system from
connected devices and cloud services.

Figure 1-7 depicts a reference architecture for Real-Time Business. Each component of the architecture
represents the combination of foundational cloud services for implementing a real-time data pipeline,
advanced analytics, big data storage, APIs, and the supporting automation scripts and security protocols.
Together these components provide the technical capabilities of a Real-Time Business platform.
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Figure 1-7. Real-Time Business reference architecture

Devices

Each IoT scenario requires analysis and strategy on how best to sensor-enable the product, the environment,
or the people to efficiently and securely gather the data needed to drive the business case. This may involve
RFID tags for location and product identification; environmental sensors for temperature, humidity, or
wind speed; mechanical sensors for tracking gear revolutions or hydraulic pump iterations; or in the case of
people, biometric sensors for heart rate, skin temperature, or blood glucose.

In addition to the sensors, you will need devices with an embedded operating system such as Linux or
Windows 10 IoT, to host the code that manages the connectivity to sensors and the physical environments
in which the device is deployed, secure connectivity via wired, wireless and/or cellular network, secure
authentication to the cloud, device-to-cloud messaging such as heartbeat and telemetry, and cloud-to-device
messaging for command and control and device management. Advanced scenarios may add analytics,
filtering, business rules and alerts, and notification at the edge. The device will also participate in the device-
management protocols for managing device state, firmware upgrades, and other remote control operations.

Device Hub

A device hub is a cloud-hosted service that provides secure device connectivity, telemetry ingestion,

and remote command and control. This service should provide these capabilities at scale so that, as the
number of connected devices grows, the service never fails. This service may provide a transient store for
all incoming messages. This transient store allows real-time analytics of the message events, analysis of
messages over short periods of time, as well as the ability to go back in time to reassess the events.



CHAPTER 1 © BUSINESS IN REAL-TIME

Device management is typically incorporated into the device hub service. Device management provides
the ability to register devices using their unique identifier such as serial number. Once registered, the device will
be able to connect securely to the device hub for communication purposes. Device management may leverage
the concept of a device twin, which is a digital representation of the state of the device kept synchronized with
physical devices. The device twin provides the ability to synchronize property values of the device in the cloud
with the devices in the field, essentially performing desired state configuration (DSC) at scale.

Stream Processing

Stream processing is a cloud-hosted service that provides real-time analytics on incoming telemetry. The
service allows you to query across the incoming messages in real time, select messages of a certain type
or that contain certain values, apply aggregation and calculations over time (windowing), transform the
messages, identify alarm conditions, and then act on the result of the analytics. In most cases, this service
routes the resulting message to a storage location, API, or message queue for further processing.

Data Management, Storage, and Messaging

To get the most out of the real-time data now coursing through the cloud, you will want to provide various
types of storage and data management, each optimized for the next step in the data processing pipeline.

e  Blob Storage: Blob storage is typically used for event archival.

e  Store and Forward Messaging: To provide integration with event-driven
microservices or on-premises line-of-business systems, queues and pub/sub
mechanisms provide loosely coupled messaging.

¢ NoSQL and Relational Databases: For time-based query capabilities and integration
with traditional applications and modern dashboards, you can leverage relational or
NoSQL storage services.

e Data Lake: A Hadoop Distributed File System (HDFS) that provides big data storage
and cross-language query access and can be used with advanced analytics engines.

e  Extract, Transform, and Load: You may look to use an ETL service to perform data
integration and transformation operations.

Advanced Analytics

Advanced analytics is a catch phrase for all the possible big data analytics you may look to perform on

your real-time data. This may involve combining the real-time data with historical and reference data and
leveraging the distributed query capabilities of a Hadoop engine, using ETL tools to integrate into a data
warehouse or train a predictive model to automate preventive maintenance. It is also possible to use the
latest advances in Azure Cognitive APIs and artificial intelligence bots along with this real-time data to create
new immersive, conversational experiences for your customers.

Microservices and API Gateways

A microservice provides a business or platform capability through a well-defined API, data contract,
configuration, and an underlying data storage necessary to function. It provides this function and only
this function. It does one thing and it does it well. Microservices represent business capabilities defined
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using domain-driven design, implemented using object-oriented best practices, tested at each step in the
deployment pipeline, and deployed through automation as autonomous, isolated, highly scalable, resilient
services in a distributed cloud infrastructure. An IoT solution may have three types of microservices:

e  Transactional: Transactional microservices are responsible for writing messages to
an appropriate store.

e  FEvent Driven: Event-driven microservices listen on message queues and act on the
event of a message arriving on the queue. These microservices are typically used
to drive alert and notification business processes or integrate with other lines of
business systems that require special message handling.

e API Contracts: These microservices leverage ReST endpoints and JSON data models
and provide the cross-cutting concerns and business capabilities that you want
exposed to any consuming application.

API gateways provide secure API proxies that wrap your ReST APIs, organize APIs into products, provide
restricted access to API products via the definition of developer groups, provide a subscription capability,
provide policy injection, throttling, quotas, etc., and provide analytics at the product, API, and operation
levels. API gateways provide the ability to segregate your APIs into private, semi-private (partner access), or
public access and then monetize the APIs to create a new revenue channel.

Visualization, Alerts, and Notifications

Now that you can ingest, analyze, and store your real-time data, you will want to create customer-, partner-,
and employee-facing applications that provide impactful data visualizations, visual and device-centric alerts
and notifications using your APIs and event-driven microservices. You may leverage third-party services
such as Twilio and Send Grid to provide text, voice, and e-mail notifications. In addition, you may look to use
cloud-hosted mobile notification services for real-time updates on mobile devices.

Identity

You will want to provide access to the applications you create to your customers, partners, and employees.
The identify service provides a single sign-on or a multi-tenant authentication and authorization
mechanism such that the person logging into your application can only see the data and application
functionality that their role provides. The identity service can provide these features in both a Business-
to-Consumer (B2C) and Business-to-Business (B2B) model, including integration with your company’s
directory services.

Automation

Designing, developing, deploying, and operationalizing an IoT solution requires the adoption of an
automated approach to the software product lifecycle. The popular term for this today is DevOps. DevOps
implies that you are organized into a software product team model that places an emphasis on product
quality as the code moves through an automated deployment pipeline. The team has a well-defined process
and uses a set of tools to automate its work, reducing errors and improving quality. The team leverages the
cloud platform to automate the provisioning of cloud infrastructure, performing build, test, and release
management, and the monitoring and gathering of runtime health metrics.
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