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Preface

Overview

Requirements Engineering (RE) is the process of discovering, documenting, and
managing the requirements for a computer-based system. The goal is to produce a
set of specifications, as the first stage in the system development process, to form
the basis for further design and development of the required system. Since the
production of a complete, correct, and unambiguous set of requirements has
numerous inherent issues, RE has become an important research topic in the field of
software engineering. Additionally, with the emergence of the cloud computing
paradigm, developments in social media and service computing, inherent chal-
lenges of the RE process have grown in numbers and complexity. This is because
the new software systems are expected to be scalable, operable on all varieties of
diverse platforms, sustainable, fail safe, and, in general, suitable for distributed
computing environments. Now, software is being deployed as Web services and as
software-as-a-service (SaaS) to be consumed by users on a wide variety of diverse
smart devices, via the Internet protocols.

The current approaches to developing SaaS, embedded systems and enterprise
applications, using methodologies such as service orientation and component-based
design, have their focus on meeting the increasing levels of demands for distributed
software as a service that is more accessible, configurable (over a distributed
large-scale global network), and shareable for multi-tenancy. In the recent past, we
have known software as functions, objects, classes, components, and even frame-
works. However, the concept of a software service is new and different from the
traditional software engineering perspective. In this context, the notion of a soft-
ware product has changed considerably.

Unfortunately, there is a distinct lack of systematic approaches and method-
ologies to identify, define, visualize, specify, and validate requirements for such
services, although there are some developments underway by way of new products
and methodologies to cater for the needs of the industry. Also, the current software
systems are beyond the traditional stakeholder concept. In respect to the newer
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approaches, the user base is now much wider and data and applications are shared
through social media and other networked mobile technologies.

With this background, there is an urgent need for properly integrated solutions,
taking into account the requirements of scalability, flexibility, sustainability, and
operability for distributed computing environments. In this respect, the current text
is probably the first book on the topic of RE for service and cloud computing.

This book, Requirements Engineering for Service and Cloud Computing, aims to
capture the state of the art of the current advances in requirements engineering.
Majority of the contributions in this book focus on: requirements elicitation;
requirements specifications; requirements classification and requirements validation
and evaluation. In this book, 36 researchers and practitioners of international repute
have presented latest research developments, methodologies, current trends,
state-of-the-art reports, case studies, and suggestions for further understanding,
development and enhancement of subject area of requirements engineering for
software systems for distributed environments.

Objectives

The aim of this volume is to present and discuss the state of the art in terms of
methodologies, trends and future directions for requirements engineering for the
service and cloud computing paradigm. The objectives include:

e Capturing the state-of-the-art research and practice relating to requirements
engineering for the service and cloud computing;

e Discussing developments, tools, technologies, and trends in the subject area of
software requirements engineering;

e Analyzing the relevant theoretical frameworks, practical approaches, and
methodologies for service requirements;

e In general, advancing the understanding of the emerging new methodologies
relevant to requirements engineering for the service and cloud computing.

Organization

There are 13 chapters in Requirements Engineering for Service and Cloud
Computing. These are organized in three parts, as follows:

e Part I: Requirements Elicitation for Service and Cloud Computing.
Requirements elicitation is the first key component of requirements engineering
that involves various stakeholders to identify and clarify requirements for ser-
vices’ development. This section has a focus on various approaches, research,
and practices towards requirements elicitation. There are five chapters in this
part. Chapter 1 discusses experiences gained from participation in a number of
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large, commercial information system development projects in both public and
private sectors in which the traditional way of handling the requirements has
proven to be insufficient. Chapter 2 presents cloud dimensions that are graph-
ically presented via conceptual models, as each dimension has specific entities,
properties, and relationships. Chapter 3 presents approaches to requirements
engineering for cloud-based environments; whereas Chap. 4 presents an overall
aggregated effective quality of service (OAEQoS) model for capturing
non-function requirements. Chapter 5 probes further into requirements engi-
neering for software-defined cloud environments.

e Part II: Requirements Specification for Service and Cloud Computing. This part
of the book comprises three chapters that focus on requirements specification.
The first chapter presents an abstraction layer for SaaS architecture with a focus
on multi-agent based inter-cloud environment, called enterprise cloud bus sys-
tem (ECBS), to conceptualize the different behavioral facets of software systems
in service and cloud computing paradigm. The next chapter discusses an
approach on how BPMN nodes are mapped to services and presents an algo-
rithm for dynamic discovery of appropriate services. The final contribution in
this section suggests a framework for requirements classification and change
management focusing on distributed platform-as-a-service (PaaS) and
software-as-a-service (SaaS) systems as well as complex software ecosystems
that are built using PaaS and SaaS, such as tools-as-a-service (TaaS).

e Part III: Requirements Validation, Evaluation, and QoS for Service and Cloud
Computing. There are four chapters in this section that focus on requirements
validation, evaluation, and quality of service (QoS). The first three chapters
present appraisal and analysis of inherent security requirements, and discuss
ways to make transition from information systems to Web services. The fourth
contribution in this part addresses an approach to simulating composite Web
services for predicting the QoS parameters. The final contribution presents a set
of distributed agile requirements engineering patterns after several validation
process.

Target Audiences

The current volume is a reference text aimed at supporting a number of potential
audiences, including the following:

e Software engineers and project managers who wish to adopt the newer
approaches to ensure the accurate and complete system specifications.

e Students and lecturers who have an interest in further enhancing the knowledge
of technologies, mechanisms, and frameworks relevant to requirements engi-
neering for distributed environments.
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Chapter 1
What We Say We Want and What We
Really Need: Experiences on the Barriers

to Communicate Information System
Needs

Aapo Koski and Tommi Mikkonen

Abstract Information system requirements are meant to communicate the relevant
needs and intention to a wide range of stakeholders. The requirements form the basis
on which the tenders are issued, projects are agreed upon, and service-level agree-
ments are made. However, as the requirements state what the system owners—or the
ones who are willing to pay for the system—want the system to achieve, they reflect
the owners’ views and understanding. This setup is plagued by many weaknesses.
First, the system owners are seldom experts in the information system design and
therefore they may be unable to state all the relevant requirements comprehensively.
Second, no matter how much energy and time is invested in the requirement defi-
nition and elicitation, many aspects of the requirements are only revealed during the
development and deployment, and remain unforeseen until later on, when the
development is well under way. Finally, the required system architecture cannot be
appropriately designed, if we do not know the requirements at a sufficient level. In
this chapter we reflect our experiences from participating in a number of large,
commercial information system development projects in both public and private
sectors in which the traditional way of handling the requirements has proven to be
insufficient. With the software as a service (SaaS) business model, where the goal is
frequent releases and continuous delivery of ever-improved services, the associated
weaknesses become even more prominent. We propose better practices for speci-
fying systems and suggest concentrating a lot more on the true communication and
discussion, focusing always on the most important issues and most important
stakeholders only and keeping the vision updated and clear for the whole duration of
a system development project and also the system maintenance period.

A. Koski ()

Basware Oyj, Tampere, Finland
e-mail: aapo.koski@iki.fi

T. Mikkonen

Tampere University of Technology, Tampere, Finland
e-mail: tommi.mikkonen @tut.fi

© Springer International Publishing AG 2017 3
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Keywords Requirements specification - Requirements management - System
architecture - External quality - Internal quality - Process quality
Communication - Software as a service - Continuous delivery

1.1 Introduction

When referring to requirements related to an information system, we usually mean
requirements originating from customer-side stakeholders. These requirements
represent the views and needs of the people at the business or enterprise operations
level, covering end-users, acquirers, customers, and a number of other stakeholders.
The requirements are recorded to solve the stakeholders’ problems. These problems
to be solved vary in their nature, and often the different stakeholders perceive the
situation in very different ways. To further complicate the matter, the set of
requirements for fulfilling stakeholders’ needs typically has a strong connection not
just to the domain the stakeholders represent, but also to the history and to the
environment in which the system is to be operational.

In addition to stakeholder’s needs, we have system requirements, which should
unambiguously specify how the system is to be developed as well as define the
basis for system architecture design and technology selections. System require-
ments are naturally closely related and connected to the customer-side require-
ments, but they ought to be written in a language that is fully and unambiguously
understood by system designers, architects, developers, testers, as well as other
people that work on the system provider’s side. Ideally, system requirements
complement the original end-user requirements and provide deeper understanding
on what the system needs to be capable of doing. Making stakeholder and system
requirements meet—so-called requirements elicitation—appears to be the hardest
and the most critical part of the development of any larger information system.
Furthermore, the situation gets even more complex as new boundaries emerge over
time, for instance when the business model changes. Today, the most dramatic
change is when installable systems operated in full in customer premises are being
replaced by software that is provided as a service.

This chapter reflects industrial experiences gained from a number of large,
commercial, software as a service(SaaS) information system development projects
for both public and private sectors during the last decade. As we, the authors of the
chapter, represent the system providers, we look at the information system projects
from the system provider’s point of view, from which it is not always quite clear
where the customer-side requirements originate, what kind of a history the
requirements have and what kind of real needs are hiding behind the stated
requirements. In particular, we address the dependencies and overlaps between
requirements, which require extensive effort to understand properly, but if left not
fully understood, pose a significant threat to the success of the system development
project. While a prominent attribute throughout the information system projects has
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been that the bigger the project, the larger the number of requirements is, it is
equally clear that the traditional way of handling the requirements has proven
inadequate in several respects. Having had the first-hand opportunity to observe this
has thought us valuable lessons for later use.

The rest of this chapter is structured as follows. In Sect. 1.2, we discuss the
characteristics of the requirements and their diverse role in the information system
domain. In Sect. 1.3, we provide an insight to the actual requirements we have
encountered in the projects and discuss the possible reasons why the requirements
often are like they are: far from optimal. In Sect. 1.4, we present our understanding
on the nature of the true needs of the system owners and how the true needs are
reflected in the written requirements. In Sect. 1.5, we discuss the barriers to com-
munication which, based on our experiences, are the main reason for low-quality
requirements and requirement management. In Sect. 1.6, we discourse the relation
between the requirements and the system architecture. Finally, in Sect. 1.7, we
draw some final conclusions and present better ways to collaborate and commu-
nicate, thus enhancing the quality of the requirements.

1.2 The Challenging Role of the Requirements

With requirements, we aim at specifying what a computer system or service should
do [1]. The requirements are important in a number of ways in the development [2],
including typically at least the following views:

e They form the basis of the system requirements and various activities related to
the system design;
They form the basis of system validation and stakeholder acceptance;
They act as a reference for all the integration and verification activities;

e They serve as means of communication between all the stakeholders, like the
technical staff, management, and the stakeholder community.

Based on our industry experiences, especially the final view is often overlooked
and misinterpreted. Yet the role of the requirements as a means of communication
to a vast audience is pivotal in any development effort where contracting plays a
role, because the requirements form the basis on which the tenders are issued [3],
projects are agreed upon [4], and service-level agreements are made [5]. Altogether,
the requirements are fundamental to the economic context in the software devel-
opment: if the quality of the requirements is not good enough or the requirements
are not managed properly, the projects’ risk to fail increase significantly, the total
cost of ownership of the systems increase, and the overall user satisfaction will not
be as good as could have been expected. As reported in, e.g., [6, 7], low-quality
requirements are the most common reason for the failure of software projects.

The setup where a predefined, fixed set of requirements to satisfy the user needs
exists has many weaknesses [8, 9]. Firstly, the people involved in the requirement
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creation, the system owner and other stakeholders, are seldom experts in the
information system design and are thus unable to state all the requirements—
especially the nonfunctional ones—with enough detail and rigor to be unambiguous
and comprehensive. Requirements that remain ambiguous will be misunderstood,
their effect will not be reliably estimated, and they cause a lot of waste in the form
of lost time and resources as they are re-specified, detailed and unfortunately also
expanded many times in course of a project. Secondly, no matter how much energy
and time is put into the creation of the requirements, for any larger information
system, many of the true requirements are only fully revealed during the devel-
opment and deployment of the system itself [10]. Finally, the system architecture,
which has the important role to describe how the system will be organized and
therefore also to define what the system can or cannot do, cannot be appropriately
designed if we do not know the requirements at a sufficient level. Especially, if
architecture design is based on assumptions made solely by the system provider
side designers and architects, it will be highly unlikely that the architecture will
behave in a way that fulfills all the true customer-side requirements.

An important factor that should not be forgotten is that requirements are not only
limited to the functionality of the system, as often supposed, but include other
aspects as well. Different authors have presented various definitions, but in general
functional and nonfunctional (or quality) requirements are separated. For the pur-
poses of this chapter we may take into use the classification by Davis [11]:

e Functional requirements: These include statements regarding the services which
the system should provide, how the system should react to particular inputs and
how the system should behave in particular situations.

e Nonfunctional requirements: Constraints related to the services or functions
offered by the system, such as timing constraints, security issues, constraints on
the development process and so on.

e Performance and reliability requirements: Requirements that specify the speed
or operational effectiveness of a capability that must be delivered by the system
architecture.

o Interface-related requirements: Requirements that come from the environment
of the system and that reflect characteristics of the integrability of the system.

e Design constraints: Requirements that come from the application domain of the
system. Typically, such reflect all kinds of constraints that need to be taken into
account in that specific domain.

In addition, there often are domain or system specific requirements, for example
associated with applicable standards or laws. For instance, developing medical
devices or aerospace systems typically have special requirements that are associated
with the development of the system rather than the eventual outcome. The problem
here is that a service provider cannot always trust that all the relevant domain and
system-specific requirements are stated by the system owners as the original
requirements that need to be fulfilled and taken into account. This aspect is further
emphasized in the SaaS environment, as the end-users who may or may not be
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aware of the laws and standards, not necessarily verify that the service provided is
standard compliant or legal. The unawareness of the end-users, however, does not
naturally acquit the service provider from the responsibilities.

1.3 What We Say We Want and Why

To identify possible reasons why the requirements are as they are, we next look at
what the stakeholders’ requirements of a large-scale information system specifi-
cation typically contain and what the typical process resulting in the specific set of
requirements is. In the scope of experiences presented here, all the projects have
started from the system providers’ point of view with a request for proposal
(RFP) or request for quotation (RFQ) process [12, 13]. While both mark a request
for describing a project and sometimes the difference is only in the eye of the
beholder, the principal difference between the RFP and the RFQ processes is that
commonly the RFP is used when the stakeholders concentrate on describing the
problem they have and want to hear in which ways it should be solved. In contrast,
the RFQ is used when the stakeholders know what they want but need information
on how potential vendors would meet the requirements and how much it will cost.
The goal of both the RFP and RFQ is that the potential suppliers are informed that
certain service is needed in a way that enables the suppliers to respond factually to
the identified requirements. Often, prior to the issuing of the RFQ or RFP to the
potential providers, a round of the standard business process of request for infor-
mation (RFI) [14] is also executed, where the potential vendors are asked to
determine what kind of services are available to meet the described needs.

Both RFP and RFQ processes of information systems, disregarding if their
domain is public or private sector and also almost regardless of the target and
characteristics of the system itself, have taken the habit of starting with a com-
prehensive specification phase, possibly including also a round of a RFI process. In
this phase, the representatives of the future owner of the system (and often also a
hired group of consultants) spend a considerable period of time trying to determine
the exact needs of the owner as precisely as possible. Typically, the specification
phase results in hundreds or even thousands of requirements, written carefully in,
e.g., IEEE 830 requirement format [15]. These requirements are reviewed many
times, over and over again, and usually they are finally accepted by all the stake-
holders, although usually only after a number of refinements and iterations.
However, for the potential system providers the details of these processes remain
mostly unknown, due to the common reckoning that by giving any of the potential
system provider information on the work-in-progress would introduce unfairness in
the tender to build the system based on the RFP or the RFQ.

Nevertheless, after the competition based on the RFP or RFQ has been decided
and an agreement on the development of the system is signed with a company, this
defined, refined, iterated, and finally accepted set of requirements serves as the most
valuable artifact for the following steps in the information system design and
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development process. The requirements are treated in various occasions as the final
“truth” to which one can safely refer to when discussing system features or char-
acteristics and by which the customer assesses the progress and the quality of the
created system. As anyone involved with information system design and devel-
opment can verify, the fixed set of requirements is already a problem in itself, and,
if not adjusted and refined in a continuous manner, leads often to system imple-
mentation that does not correspond to the actual needs of the system owner.
Moreover, even if the requirements itself were at some point of the system
development process complete and able to reflect the true needs of the system
owner, the form and the language used in the writing of the requirements leaves
typically a lot of freedom to the interpretation of the requirement. This problem is
emphasized when the project is large in size, related to multiple organizations and
lasting for a long time, because then the same requirements can be interpreted
differently in different phases of the project, when considered by different people
playing different roles in the development.

The requirement gathering and specification phase commonly overlooks the
architecture of the system to be developed. Although some of the requirements can
be categorized as architecturally significant [16], the main features and required
characteristics of the system architecture largely remain unspecified and vague.
Especially at the present era of agile development methods, where room is typically
left for later fine-tuning and revisions, requirements that are specified upfront in the
project easily lead to a so-called emerging architecture [17]. Emergent architecture
in itself sounds acceptable—and indeed is acceptable for various projects—but for
long-lasting, dependable systems and as well as for systems provided by SaaS
model, such an approach means that the system architecture has to be rethought
many times during the project [18] as we learn more of the system we are devel-
oping. This in turn costs money, makes the system development slower, limits the
options, and causes a lot of confusion as several, incompatible views to the
architecture are simultaneously under consideration by various stakeholders.

The requirements, the architecture, and the original needs or vision of the system
to be developed and taken into use give us three points of view into the system.
These views are not necessarily similar, however. Ideally, these three elements,
complemented with the acceptance testing criteria or test cases, should support and
complement each other and together give any stakeholder a clear view on what are
we developing and how well it satisfies the needs we have.

When specifying the requirement in the fashion described above, we make,
partly unconsciously, partly fully consciously, assumptions, some of which are
almost too bold, namely:

e The representatives selected or set to specify the system have all the knowledge
required to do the specification job.

e The understanding on the needs we have will not change during the specifica-
tion process.
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Table 1.1 Examples of functional and nonfunctional requirements in industrial projects

Requirement Type Comment

“The system shall provide the user | Functional Requirement does neither specify

the time she has been handling her what is meant by the time nor give

task” any indication why the time is
important to the user

“The system shall support the Functional Requirement does not limit in any

addition of new ways to way what kind of ways of

communicate” communication should be supported
and what supporting really means

“The system shall support high Nonfunctional Requirement is far too generic and

availability” does not succeed in communicating
any true need to the reader

“The system shall present all the Non-functional | Requirement cannot be truly met in

required information stored in the any distributed information system

system to the user in real time” as there always are delays in the

transferring, handling and
visualizing the information. The
requirement does not give any
indication in what scale the system
needs to be a real-time system

e The representatives are capable of expressing the needs in a written format that
cannot be understood in a wrong or incomplete way by other people and the
written down needs leave as little space as possible for vagueness.

e The requirements can be written in the same way regardless of whether a
requirement specifies a functional feature or a quality issue.

e The requirements are expressed in such detail that the potential vendors can
reliably estimate the time and costs required to implement each requirement.

¢ Since information systems are nowadays created in an agile—although the most
appropriate term in connection with tender projects is agilish—way, the
requirements need to be written in a way that allows incremental development.
Ideally, the requirements should thus be independent of each other, and there-
fore implementable in any order.

e Related closely to the previous assumption, the requirements can be written in a
way that allows iterative development: the implementation of a feature related to
a requirement can be tested, verified, and accepted after an iterative develop-
ment phase (like sprint), although the need that the requirement reflects is not
necessarily fully satisfied by the iterative step in question.

To highlight the points given above, let us take a look at some real-life
requirements’ that we have encountered. These requirements demonstrate the
typical qualities and unambiguousness of the requirements (Table 1.1). As can be
clearly seen in the examples, even if elaborated with the system owner in project

"Requirements are taken out of their context to protect the identity of the system in question.
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negotiations or other such meetings, the requirements are easily understood dif-
ferently by different stakeholders, and the estimates on the effort needed to fulfill the
requirements are next to impossible to make reliably. The original system owner’s
intention and the interpretation of the requirement by a developer can easily be
totally two different things.

Furthermore, it seems that the bigger the program is and the longer the speci-
fication period has been, the greater and bolder the assumptions are, and, conse-
quently, also the greater are the risks involved. This at least partly false feeling of
certainty of a comprehensive specification project leads to requirements that are
actually neither correct nor comprehensive. Ironically, it seems that almost every-
body who has been involved in a public tender projects’ specification phase is ready
to admit that the produced set of final requirements is not comprehensive, contains
contradictory and dependent requirements, is not written in a way that allows
iterative and incremental development (i.e., requirements cannot be easily priori-
tized and split) and does not fully reflect the original vision of the system to be
developed.

It also seems that the system requirements—the ones that should specify in a
detailed way what the system should do—are often totally forgotten. Instead, an
attempt is made to create a system that matches the original system owners’
requirements, the ones that never truly were in a form that could be used for
verifying whether the original needs were satisfied.

1.4 What We Truly Need

With the requirements specification process explained above, the five main problem
areas emerge that are almost inevitably encountered when a project to build the
information system starts:

e Problems related to the scope of the developed system.

e Problems related to the volatility of the already specified requirements defining
the system.

e Problems related to differences in the expected and the observed quality of the
functional and nonfunctional aspects of the system.

e Problems related to the sheer large number of the requirements.

e Problems related to the communication of the true contents of the requirements
between the customer representatives and the system provider as well as
between the different groups of people, like architects, designers, developers,
testers, and management at the system provider side.

When we are aiming at providing an information system as a service—in other
words, using the SaaS model—the problems listed above become more prominent
than with more traditional system delivery models. With SaaS we are able to
provide easily frequent releases for the end-users to use, to easily monitor the user
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behavior and to give the users effective feedback channels. Thus with SaaS the
problems that otherwise may not have been detected, surface early in the system
development phase and need to be addressed already during the early phases of the
collaboration with all the stakeholders.

We will briefly discuss the first four problem areas in the remainder of this
section. In addition, we will address the fourth one—communication—with a more
extensive discussion in Sect. 1.5.

1.4.1 Problems of Scope

Requirement elicitation must begin with an organizational and context analysis to
determine the boundary of the target system as well as the objectives of the system.
Less ambitious elicitation techniques, not fully addressing this concern, introduce the
risk of producing requirements that are incomplete and potentially unusable, because
they do not adhere to the users’ or organizations’ true goals for the system.
Performing an organizational and context analysis allows these goals to be captured,
and then later used to verify that the requirements are indeed usable and correct.
Elicitation techniques can be overambitious as well. In projects that have
inspired this paper, elicitation processes were executed several times during the
duration of the system development project and almost every time the goal was set
to do proper work this time to find to real requirements. We ended up with a new set
of requirements, but it was hard to say if this new set was any better in quality.
Elicitation must focus on the creation of requirements and not design activities in
order to adequately address users’ concerns. Elicitation strategies which produce
requirements in the form of high-level designs run the risk of creating requirements
which are ambiguous to the user community. These requirements may not be
verifiable by the users because they do not adequately understand the design lan-
guage. Also, requirements expressed as a design are much more likely to incor-
porate additional decisions not reflecting user or sponsor needs, in which case the
requirements will not be precise or truly necessary for the development.

1.4.2 Problems of Volatility

One of the primary causes of requirements volatility is that user needs evolve over
time [19]. The requirements engineering process of eliciting, specifying, and val-
idating the requirements should not therefore be executed only once during system
development. We should return to these processes frequently and with low
threshold, so that the requirements can reflect the new knowledge gained during
specification, validation, and subsequent activities. To this end, any requirements
engineering methodology should be iterative in nature, enabling refining existing
solutions and creating new ones as knowledge increases [20].



12 A. Koski and T. Mikkonen

Another cause of requirements volatility is that the requirements are the product
of the contributions a number of individuals, with different backgrounds and having
most often conflicting needs and goals [21].

Volatility also arises when the users and other customer representatives do not
fully understand the capabilities and limitations of the technology and architecture
already designed for the system. The lack of understanding leads to unrealistic
expectations of either the functionality that can be provided, or the time scale of the
development. These expectations should be corrected as early as possible in the
requirements elicitation process.

1.4.3 Problems of Observed Quality

When we face huge sets of requirements related to a project or some program
aiming for taking an information system into operative use, we rarely seem to verify
the comprehensiveness of the requirement set.

The quality of an information system is a complex thing, the quality is experi-
enced by different people in a different way and as the quality consists of a number
of diverse aspects, the different people on the customer side observe the quality on
totally different basis and also differently at different times.

When defining the quality of an information system, we must understand that
there exist at least two important categories of qualities, namely the external
qualities and the internal qualities.

External quality. When assessing the external quality, the one that the system
users and owners face, at least the following items must be taken into account:

Observed functional quality of the system.
Observed usability by real end-users.

e Observed performance of the system, under normal load and under some heavier
load during times of congestion.

e Observed reliability of the system in diverse but foreseen conditions.

e Observed maintainability of the system during version upgrades or system
patching.

e Observed integrability with the system’s true environment.

Above, the word observed bears particular significance. One cannot be satisfied
with any quality aspect of the system, if the aspect is not validated by measuring or
observing it. This requirement makes all the quality aspects above to classify as
external quality aspects. The external quality aspects are the ones the acceptance
criteria must deal with—and not just some of them, but all.

Internal quality. The quality of an information system is not just external
quality observed by an end-user or some other stakeholder. When considering an
information system of this scale, the internal quality aspects become as important as
the external quality aspects when judging the overall quality of the system in the
long run. The internal quality consists of the following aspects:
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e Testability. The time of manual testing as a major way to test almost any
real-life software system has long gone. Testing needs to be automated to enable
functional tests with good coverage and repeatability. With automated tests we
can perform hard enough stress testing, long-lasting load testing and even fuzzy
testing. Manual testing has its place, though. Nothing can replace a human tester
in exploratory testing task.

e Maintainability. A critical system has a long life span. The maintenance of the
system, in form of patches, updates, and repairs will form a major expenditure.

e Portability. During the long lifetime the system needs to live through all kinds of
environments. Non-portability and lack of robustness will become easily sui-
cidal for the system.

e Supportability. The critical system’s configuration needs to be identifiable and
we must be able to diagnose behavior and performance and debug it.

Without high quality of these aspects, the pace of the development gradually
slows soon down to a halt. In addition, to ensure the high quality of the
above-mentioned aspects, one needs to be capable of giving constant attention to
the aspects. This again requires a considerable amount of time and energy.

1.4.4 Problems of Expected Quality

With the SaaS paradigm gaining popularity, in addition to the problems related to
the observed quality by the users and customers of the provided service, one needs
to rethink also how the expectations related to the service have changed because of
SaaS.

To be able to benefit from the SaaS, the services need to be designed to be
provided as services and delivered in the way SaaS model requires. This means at
least that the services fulfill the following requirements:

e Provide easy and maintainable ways for integration with a multitude of
customer-specific systems

Allow customer-specific maintainable configuration

Support true multi-tenancy

Provide enough scalability

Allow regular updates

Allow fast deployment

Allow customer-specific upgrade schedules

Provide world-class security the customers can count on.

Failing to meet these requirements hinders us from capitalizing the benefits made
possible by the SaaS model.

Furthermore, as the SaaS model is still for many customers a relatively new
thing, we cannot even expect the customer to be able to state these requirements in
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any RFQ or alike, as these quality attributes are more or less assumed ones in the
era of the SaaS.

1.4.5 Problems of Quantity

There also seems to exist a common problem of confusion with the requirements
when the number of the requirements describing the system in question becomes
high. When the total number of requirements is in many hundreds or close to
thousand, the functional and nonfunctional requirements tend to become mixed up
and it begins to be extremely hard to tell apart the nonfunctional part of the
requirement from the functional one. Several different requirements may also be
expressed together or depend on each other in a way that makes the fulfillment and
verification of the single requirement almost impossible.

To the problem of the management of a large number of requirements the
available modern requirement management tools provide a partial solution but there
still seems to be a human factor that cannot be overlooked: only information
systems up to certain size can be understood by single human beings and when the
size increases the comprehensive understanding is gradually lost.

1.5 Barriers to Communication

When we have started new information system projects with some totally new or
partially unknown group of customer representatives, the first problem faced is
always communications. The customer side has typically been involved with the
specification process for already some years and in addition to that, has a vast
experience on the domain. The system providers, on the other hand, are typically
experts in information system creation and not deeply knowledgeable on the
specific details or conventions intrinsic to the domain in question. Now, with SaaS
all these stakeholders need to understand the customer domain as well, since
otherwise providing suitable service level can simply be impossible. Moreover, it is
not in clients’ interests to continuously educate the staff that runs the service for
them—instead, it should be a primary goal of the service provider that they learn
domain specifics as rapidly and as effectively as possible.

1.5.1 Barriers at the Customer Interface

A Savant Institute study found that 56% of errors in installed systems were due to
poor communication between user and analyst in defining requirements and that
these types of errors were the most expensive to correct using up to 82% of
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available staff time [22]. Problems of understanding during elicitation can lead to
requirements that are ambiguous, incomplete, inconsistent, and even incorrect
because they do not address the requirements elicitation stakeholders’ true needs.
Lack of user input arises when users are not fully aware of their needs or are unable
to communicate them. It also arises when analysts and developers fail to ask the
necessary questions.

When a system needs to be defined, a series of meeting needs to be held
consisting of stakeholders. These stakeholders include clients, users, software
engineers, system analysts, domain experts, managers, etc. It has been assumed that
having a larger number of people in a meeting helps refining the system require-
ments and brainstorming becomes much effective and easier. But there is also a
potential problem having superfluous and extra stakeholders in a meeting.
Furthermore, when we are to deliver possibly tailor-made information system for
the customer only once, the meetings make sense and are affordable, but with the
SaaS model, arranging constant meetings to define and refine the system require-
ments may easily become too expensive. Instead, more effective means for getting
feedback are required by, e.g., monitoring the service [23].

The language barrier is considered to be a major problem. When there is no
proper common protocol to communicate the whole purpose of meeting together is
defeated. Different stakeholders may speak literally different languages, e.g.,
Chinese and English. But even within the same language, it is notorious that
stakeholders from different domains (such as management, manufacturing, mar-
keting, and technical) use the same words with different meanings. When literally
different languages are used, there is the additional task of translating the relevant
documents. When figuratively different “languages” are used, the problem may not
even be recognized.

Of course, the lack of clarity in the written down documents also poses a
problem if not managed appropriately. Although both the customer and the system
provider representatives may have a common understanding on a requirements true
content, the precision of the description is difficult to reach without making the
requirement document difficult to read.

In the customer interface, according to our experiences, we also seem to play the
broken telephone game all too much. The game is played inadvertently when
information is passed from customers to consultants or business analysts and only
from there to designers, developers and testers.

1.5.2 Internal Barriers

Within the system provider organization, the same barriers to communication exist.
Within the development teams we always have some kind of communication
problems, being either just lack of discussion or the blind reliance on the infor-
mation on an issue tracking system’s issue instead of asking for better information.
The development organization’s culture is here in a crucial role: if the culture



