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This book is dedicated to the hardworking cyber
security community that seeks to develop antivirus
software, firewalls, and protective systems

to defend against hackers and cybercriminals

that would invade your digital world. We hope
that this book can help to save would-be targets
of cybercriminals and that the advice in this book
will help to stem attacks by those that seek

to use the Internet for ill-gotten gain

and other nefarious purposes.






President Obama’s Official Statement of February 13, 2015,
on Cybersecurity and its strategic importance to the United States:

America’s economic prosperity, national security, and our individual lib-
erties depend on our commitment to securing cyberspace and maintain-
ing an open, interoperable, secure, and reliable Internet. Our critical
infrastructure continues to be at risk from threats in cyberspace, and our
economy is harmed by the theft of our intellectual property. Although the
threats are serious and they constantly evolve, I believe that if we address
them effectively, we can ensure that the Internet remains an engine for
economic growth and a platform for the free exchange of ideas.

Statement given on the occasion of the U.S. Cyber Security Summit,
February 13, 2015

hteps://www.whitehouse.gov/.../president-obama-speaks-white-house-
summit_on-cyberSecurity.htm
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Preface

Cyber-attacks are increasing exponentially in the United States and around
the world. Attacks in the United States are now averaging over 550,000 per
week, or over 25,000,000 per year. Annual attacks on official U.S. govern-
ment Internet sites have doubled from 31,000 in 2012 to over 60,000 in
2014. The increase of cyber-attacks is like an epidemic, and the threats to
those that are linked to the Net via a desktop computer, a mobile phone, or
a wireless local area network (LAN) in an office or router in their homes are
of real concern.

In this short book there is straightforward and practical advice about how
to defend yourself and your family against these often unprincipled and
indeed criminal attacks. If you have an elderly mother or father or grandparent
who uses the Internet you might buy this book for them. Or perhaps more
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X Preface

likely buy it and go over the most relevant parts with them and arrange with
them to purchase at least basic firewall, antivirus, and identity theft protec-
tion and set them wise to key Internet scams to look out for.

We hope this book provides lots of useful advice and good counsel. But
we believe it can be most useful in helping you to defend your children,
your immediate family, and especially elderly family members against the
increasingly sneaky trick of cyber criminals. It provides assessments of vari-
ous cybersecurity offerings and tips on strategies about how to go about
obtaining professional assistance from competent computer security firms.
The small and usually reasonable annual fees these companies charge can
provide you with cyber protection that amounts to far less than the losses
you might incur if you do not take these precautions.

Key elements that you will find in this book include:

A clear and understandable presentation (i.e., no “techno-speak”) of the
various types of cyber threats that can now come to you via your Internet
connections. These include, but are not limited to, viruses that can infect
and disable your computer, malware that can allow your computer to send
spam (unwanted e-mails out to thousands of others) for many nefarious
purposes, and other types of computer trickery you should look out for.
These computer tricks by “black hat hackers” (sometimes called
“crackers”) keep growing. Computer criminal are getting sneakier. Such
antics include what are called “phishing” and “pharming.” These seem-
ingly legitimate messages are actually from computer criminals and might
lead you to give away important passwords that could result in your finan-
cial accounts being drained of money, or perhaps worse.

We also provide advice about coping with “ransomware,” data bombs,
and Trojans—all of which are dangers to watch out for in today’s world.
We are moving into a new world sometimes called the “cyber-crime
bazaar.” These are dark networks where a wide range of cybercriminal
activities are conducted. Here you can buy stolen credit card numbers,
buy kits to steal information off of wireless instant pay cards, or even find
ways to disable alarms and other protective electronic systems. Keyless
entry systems are just one of the new frontiers for cyber criminals.
Practical advice about how to protect yourself and your family from cyber
criminals that are variously called “black hat hackers,” “crackers,” or sim-
ply “hackers.” We emphasize that you might find this book useful to
defend not only yourself but also your spouse, your children, and perhaps
most of all elderly parents who are hip enough to go online, write and read
e-mail, use a smart phone, and even send out texts and Tweets but may
not be the most adept at defending themselves against cyber scammers.
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In today’s world, where baby monitors and home security systems can be
hacked, smart refrigerators and washing machines can send out spam, and
cyber thieves with scanners can roam a neighborhood seeking out unpro-
tected wireless routers so they can hack into bank savings and stock broker
accounts, you need to be equipped to know how to protect you and your
loved ones against those who would use the Internet and other electronic
systems to extort money, empty accounts, capture key credit card or social
security information, or steal identities.

Information about the latest professional services that address cyber-
bullying. This abuse of the Internet has become almost an epidemic in the
last few years, with dire results such as public humiliation and even teen
suicides. There are professional cyber-services one can obtain not only to
protect yourself against cybercriminals but also to deal more effectively
with cyber-bullying. These services allow those attacked by cyber-bullies
to report such attacks and bring those that abuse the Internet to justice.
An explanation of what is “identity theft” and why this is perhaps one of
the worst things that can happen from a cyber-attack. This is because it
could not only expose you to substantial financial loss and a very long
hassle to correct the problem, but you could end up being charged with
crimes that you did not commit because some criminal has assumed
your identity.

There is an up-to-date listing of various computer security services that
can offer protective services against cyber criminals. These include provid-
ers of such services as “antiviruses,” firewalls, password protection, and
insurance against identity theft. Although not foolproof these services can
go a long way to protect you against cyber-attackers. There is also infor-
mation on more professional ways to track down those that would seek
access to your wireless computer routers and wireless LANs without
authorization.

We provide you a rundown on why you need to be careful when you
access the Net via “smartphones” and precautions that you should take
when you sign up for automatic online “pay and go” or “tap and go” ser-
vices such as “Apple Pay,” “Blink,” American Express “Express,” etc.
There are also some more detailed chapters about vital infrastructure.
These chapters discuss other things that some users need to be concerned
about. This is because the security of these “hidden digital systems and
vital infrastructure” are now key to our daily lives. We depend on digital
infrastructure that has widespread impact on lives. Thus we provide
up-to-date information for those people who are dependent on satellite
services to attain broadband access, GPS navigation, and other space-
based services.
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There is also a discussion of security issues involving the use of “the

Cloud” because the government and more and more companies use the
Cloud to store our vital information, process our tax returns, and keep
track of our bank accounts.
Finally we discuss briefly the specialized computer communications net-
works that control electrical grids, traffic signals, pipelines, water supplies,
sewage treatment, and other urban infrastructure. These digital systems
are known by the catchy name of “Supervisory Control and Data
Acquisition (SCADA)” networks. Many might think that they do not
need to know about such things, but it turns out that vital services you
depend on from banks, local governments, the federal government, power
companies, and more are potentially at risk with this type of cyber hazard.
This means that you, too, are at risk. If you find these two chapters on
vital infrastructure (i.e., satellites, “the Cloud” and “SCADA systems” in
particular) turn out to be more detailed and involved than suit your taste,
you can skip over them and proceed to the chapters about the future and
the ten essential rules to follow.

Unfortunately there are others out there whose ambitions go beyond
stealing money electronically or pulling pranks on people via the Internet.
These are techno-terrorists that are seeking ways to use the Internet, infor-
mation networks, remote and automated control systems, satellite links, or
other electronic means to invade key governmental or military data banks.
These techno-terrorists are conspiring to launch cyber-attacks against
entire communities or even nations. Efforts to stop these sophisticated
cyber-attackers, located in countries such as North Korea or within such
terrorist organizations as ISIS, will dominate defense efforts more and
more in future years.

One of the many problems with cybersecurity is that there are hundreds
of terms that computer geeks use in this fairly technical field. To assist you
there is a fairly detailed list of terms provided in the glossary to help explain
the meaning of acronyms and to explain terms such as “whale phishing” and
“near field communications” that are used in the new “tap-and-pay” sys-
tems, etc. Our goal, however, has been to use as few of these “techno-speak”
terms as possible.

At the end of the book are some appendices that spell out the vital cyber-
security programs that are now being implemented in the United States and
aboard for those that would like to know what their governments are doing
to protect them against both cyber criminals and, even worse, techno-
terrorists that attempt to carry out devastating cyber-attacks.
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We have tried to be as comprehensive as possible in addressing the con-
cerns that an individual or small business might have regarding cybersecu-
rity and attacks that cyber-thugs might launch against you or your family.
We have tried to explain basic cyber-risks and protective strategies without
becoming enmeshed in techno-speak and gobbledgook terms that get in the
way of a clear understanding of what the problems and solutions are. We
hope you enjoy Digital Defense, which is designed to become your basic
guide to cybersecurity. This is a book devoted to protecting you, your fam-
ily, and especially seniors against those that abuse the Internet and digital
technology.

Washington, DC, USA Joseph N. Pelton
October 2015 Indu B. Singh
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1

What Is at Stake?
What Should You Do?
Why Should You Care?

If you and your family are accosted by a mugger on the street, then your
money or your lives could well be at stake. If you live in Ukraine and
Russian-backed invaders take over your town, then your livelihood or your
home are likely to be in immediate danger. When a foreign power invades
your country, you clearly know that you are most definitely in peril and that
you had better fight back to defend your rights and that of your
community.

Cyber-crime, however, can be so subtle and hidden, people can ignore
the threat untl it is too late. Yet today about every 3 s a person is hit by
some form of cyber-attack out of the blue. It is estimated that a cyber-attack
on the electric grid on which we all depend comes about once a minute.
Precautions need to be taken up front to combat cyber-fraud, cyber-attack
and most definitely cyber-terrorism. Locking the “cyber-barn door” after a
“black hat” hacker has struck is way too late.

And sometimes the threat to you and your family might not be so subtle
after all. Here are some frightening case studies in cyber-stalking, cyber-
crime, and worse.

Houston, Texas, and the “Hacked Baby Cam”
in the Nursery

DATELINE JANUARY 28, 2015: A nanny named Ashley Standly was looking
after 1-year-old Samantha in Houston, Texas, when she had a terrifying
moment. It started when she heard a noise near the baby and walked over to
investigate. Ashley could not believe her ears. A strange man’s voice came

© Springer International Publishing Switzerland 2015 1
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dropcaom

Fig. 1.1 Security cameras that are connected to a home Wi-Fi Internet systems can be hacked

though on the baby’s monitor. This particular baby cam had a microphone
and a high resolution camera linked to the household’s Wi-Fi Internet system.
A strange man from nowhere could be heard calling the little girl “cute.” The
Wi-Fi wireless network had been used by a cyber-lurker to invade the privacy
of this Houston household. What had been installed as a safety feature, but
without security password protection, had become a portal for a digital voyeur
to intrude into the nursery. This feat could unfortunately be achieved via a
widely-available smartphone or wireless network app [1] (Fig. 1.1).

The Sum of 22,000 Ib Transferred from Elderly
Mother’s Bank Account in London, England

DATeLINE FEBRUARY 28, 2015: A 31-year-old Nigerian hacker living in
Southsea, England, used special software to access the e-mail account of
Ilaria Purini, who lives in London. This is how he learned her passwords
and the personal details of her life and her close relationship with her
mother, who lives in Italy. In this case it turned out that Ilaria Purini worked
for a museum and purchased art for her mother and sent it to her in Italy.
Posing as Ilaria Purini in an e-mail the hacker sent instructions to a banker



