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Preface

Objective

The center of your culture is left without electric power for

a few hours only, and all of a sudden crowds of American

citizens start looting and creating havoc. The smooth

surface film must be very thin. Your social system must be

quite unstable and unhealthy.

—Alexander Solzhenitsyn at Harvard Class Day Afternoon

Exercises

Thursday, June 8, 1978

It is natural for the reader who is not fully versed in both

power systems and communications to be curious about

many aspects of the evolving technologies. For example,

how did power systems and communication develop to their

present states where something like the term “smart grid”

could be coined? Certainly power systems and

communications are both offshoots of electrical engineering

and both involve the manipulation of power. Why have the

two fields diverged so radically? Thinking about these

questions leads to more fundamental questions. What is the

relationship between electric power and information? And

more specifically, what is the fundamental relationship

between power systems and communication theory?

Thinking about these questions helps us address more

practical questions. What are the potential impacts of

communication on efficiency in electric power transmission

and distribution efficiency? What types of communication

are most appropriate for different portions of the power

grid? It is also intriguing to consider the more distant future.

What will the power grid look like in the decades to come?

How could wireless power transmission revolutionize the



power grid? What are the fundamental limiting factors? Is

there a fundamental limit to the amount of distributed

generation that is possible and, if so, how can this limit be

overcome? Will communication in the power grid really

enable more consumer participation, machine intelligence,

and self-organization as many are predicting? What are the

opportunities for your particular research to contribute to

the future of the power grid? This book will provide you with

the background needed to form your own conclusions to

these and many other questions on this fascinating journey

through the intersection of power systems and

communications. It is important for information and graph

theorists and network science researchers to better

understand power systems to advance information theory

and network analysis in order to implement fast, efficient,

and realistic approaches within the power systems domain.

If not, these theorists could remain in a world of simplified

toy problems, not understanding how the power grid really

works or simply become constrained within the strait jacket

of existing theory.

The primary objective of this book is to bridge the divide

between the fields of power systems engineering and

computer communication. In my experience within these

early stages of this round of “modernization” of the electric

power grid, many power systems engineers tend to be a

little overconfident in the capability of communication

systems to work reliably, with sufficient capacity, and with

low latency under any condition. This is not surprising given

that communication networks are nearly ubiquitous and

embedded within increasingly smaller devices. It is natural

for noncommunication engineers to assume that

communication networking is a solved problem, ready for

application anywhere and everywhere. On the other hand,

the power grid is also so ubiquitous and reliable that most

nonpower systems engineers take electric power for



granted. In fact, most of us tend to assume that an electric

power socket will always be within easy reach and that our

electronic devices will work perfectly once plugged into that

socket. Rarely does anyone think about the complexity of

the electric power grid when inserting a plug into a socket

or operating their electronic devices. In a sense, both the

power grid and communications have suffered from their

own respective successes – the electric power grid tends to

be taken for granted and communication networks are

assumed to work perfectly under almost any condition and

for any application. The reader will soon find that both the

electric power grid and communications are each highly

complex systems in their own right; the manner in which

they are integrated will have far-reaching consequences.

Another objective of this book is to remove the previously

mentioned dangerous assumptions: to show the complexity

and operational requirements of the evolving power grid,

the so-called “smart grid, ” to the communication

networking engineer, and similarly to show the complexity

and operational requirements for communications to the

power systems engineer. At the time this is being written,

there are few practitioners who have depth of knowledge in

both power systems and computer communications and

networking. Thus, another objective of this book, and

probably the most important, is to provide a path towards a

fundamental understanding in both power systems and

communication networking. Just as power systems require a

broad set of knowledge ranging from high-power device

physics to protection mechanisms to power flow and

stability analysis, so too communication networking requires

an understanding of topics ranging from signal processing,

information theory, and graph theory to cybersecurity. It is

my hope that these fundamental topics of power systems

and communications combine in novel ways to form far

more than the sum of their parts. In other words, it would be



a shame for power systems engineers to remain restricted

to thinking only about their traditional discipline while

directing communication engineers where to implement

communications; that is, losing the chance to incorporate

new ideas into their repertoire. Similarly, it would be a

shame for communication engineers to blindly submit to the

direction of power systems engineers and implement

communications without looking at new ways to better

integrate power systems and communications. My hope is

that this book may serve as the impetus leading to the

discovery of fundamental new relationships between the

properties of electric power, energy, and information.

An overriding objective of this book is to focus on

fundamentals – underlying concepts that are most resistant

to change. Smart grid standards and technology are

currently undergoing rapid evolution; this evolution will

continue into the foreseeable future. Thus, standards and

technologies as they exist today will soon change or

disappear no matter how strongly their advocates may feel.

Understanding more fundamental concepts that reside

closer to the physics of operation will pay higher dividends

for the reader. Thus, for example, understanding information

entropy in the power grid per kilowatt of power delivered or

the radio frequency communication power expended within

the power grid per kilowatt of power delivered will be more

valuable than understanding the detailed packet structure

of a half-dozen supervisory control and data acquisition

protocols. In particular, Section 6.3 develops the

fundamental relationship among energy, communication,

and computation. These are beautiful relationships that

even an expert in communications or power systems should

not overlook. Given rapid changes in technology, it is

important to understand that technology undergoes

predictable evolutionary processes, not unlike a biological

organism. For example, the pressures of the market and the



nature of the intellectual property processes drive

technology to follow the predictable path that we see the

smart grid following. It is possible, using this general

knowledge of technology evolution, to predict how the

power grid will evolve and thus anticipate future challenges.

Finally, many books on the topic of the smart grid, and

renewable energy in particular, utilize the notion of global

warming and impending environmental catastrophe to

promote the importance and urgency of their topic. The

reader will note that I purposely avoid discussion of this

controversial topic. I believe that we can all agree upon the

need for efficient power delivery, lower cost, and less

reliance on imported energy. If these can be accomplished

in a clean and environmentally friendly manner, then that is

an added bonus.

Genesis

My prior books have always focused upon fundamental new

ideas; for example, active networks or nanoscale

communication networks. So readers may wonder why I

have chosen to write about a topic as seemingly practical

and mundane as the recent advances in power systems. As

the reader will notice, I have not lost interest for thinking

“outside the box.” While conveying the required practical

information, I have attempted to find new ways of looking at

the problem wherever possible in order to add new

perspectives that hopefully add deeper insight.

There is no doubt in my mind that the definition of smart

grid will continue to change over time. At the time this book

is being written, smart grid is synonymous with

communications coupled with the power grid to accomplish

novel power applications. However, smart grid will, and

should, expand over time to encompass machine learning

applied within the power grid and the development and



incorporation of smarter power components. However, it is

always important to keep in mind that without underlying

communications most of the other advancements will not be

possible.

There are a few fundamental trade-offs that apply to

communication and networking that recur often; namely,

trade-off among performance metrics such as latency,

bandwidth, availability, energy consumption, transmission

range, and so on. To a first order, designing the smart grid is

about determining the correct trade-offs in the correct part

of the power grid. For example, the so-called advanced

meter reading infrastructure has very different

communication requirements, and thus a different design

philosophy than power protection. Understanding the reason

for the different requirements is critical.

This book had its genesis in 2010 when I became involved

in smart-grid-related projects and could not find a

comprehensive source for communications within the

electric power grid. This book also became intertwined with

my IEEE Distinguished Lecture Tours in 2011. It became

clear from audiences on the lecture tours that there was,

and continues to be, widespread and intense interest in the

“smart grid.” It also became clear, as previously mentioned,

that there is a fundamental lack of understanding between

the fields of electric power systems and communications.

It is also evident from my experience on smart grid

projects that communications is often assumed to exist

when in reality it may not. Complex algorithms are

developed that rely upon geographically dispersed

information under the assumption that communications can

be easily engineered later into the process. It is important

for power systems engineers to be aware of the challenges

involved in communication networking. As a simple

example, establishing point-to-point wireless

communication through ground clutter is a nontrivial task.



Relying on a cellphone carrier introduces problems of

coverage, availability, and often uncertainty regarding the

bandwidth available at any specific time, in addition to

excessive cost. Power line carrier suffers many problems,

not the least of which is the loss of communication through

a downed power line; that is, communication may be lost

when it is needed most. These form only a small subset of

the challenges faced by communications in the power grid;

hopefully, the point that there is no simple, trivial solution

will become clear.

I also noticed that, just as local regions develop their own

dialects in human language, power systems and

communication engineers continue to develop their own

independent and unique terminology, sometimes attributing

very different meaning to the same terms, causing potential

confusion. For example, “security” to a power systems

engineer means something that is entirely different to a

communication and networking engineer. Take an “active

network” or “active networking” as another example; to a

power engineer it refers to a microgrid, while to a

communication engineer it refers to an advanced form of

programmable network. Another source of terminological

confusion is “power routers”: is it literally a device that

routes electric power or is it just a “communication network

router” that serves to control the routing of power? These

and other differences in terminology are explained in detail

in the text. It can be said that power systems and

communications are separated by a common language. The

origin of this book grew out of an attempt to understand the

similarities and differences between the two disciplines.

But why is a holistic approach towards smart grid – such as

that proposed in this book – expected or desired? A common

example can be found in the evolution of the Internet and

telecommunications, which drove exploration for the

relationship between communications and information and



ultimately led to information theory. The Internet and

telecommunications in turn created a platform for

applications that could never have been conceived at the

time. A more holistic approach allows us to be more

innovative – to see how components interact in a deeper

manner in order to find efficiencies and develop entirely

new applications. It was the drive to make the system more

efficient and reduce the cost of transporting a product that

drove the theory, just as the power grid is doing today in the

so-called smart grid. For information theory, in Shannon’s

case, it was an industrial research laboratory rather than a

university that created the key innovation. Again, as

typically happens, it is the case today that fundamental

innovation and insight are driven by, and come from,

industry.

Approach and Content

The power grid is in a state of rapid evolution. Any attempt

to convey a comprehensive state of the policies, standards,

and even specific technologies will likely be out of date even

before going to print. Thus, this book focuses upon

fundamentals as much as possible; information theory and

power electronics will change more slowly than policy,

regulation, and standards. The reader can be confident that

the material presented will always be relevant; only its

implementation may change. Reliability, safety, low cost,

and high efficiency have been, and will likely remain, key

drivers of the technology regardless of how business models

change.

In fact, the technology for what we call the “smart grid”

did not suddenly appear, but has been in development for

some time. Attempting to draw a precise boundary between

the “legacy power grid” and the “smart grid” would not be a

simple task and would perhaps not even be sensible to



attempt. Communication has been an integral part of the

power grid since the last century, so the idea of simply

adding communication is neither novel nor does it make the

grid smart. Part of the approach of this book is to explore,

and perhaps sometimes debunk, why the word “smart” is in

smart grid. In that regard, it has been important in writing

this book to separate fact from proposed idea: what really

exists and is likely to exist in the power grid from what

academics often incorrectly “think” exists in the power grid.

This book covers the evolving electric power grid and its

integration with communications assuming as little

prerequisite knowledge as possible. We begin with a brief

and intuitive introduction to the fundamentals of power

systems and progressively build upon that foundation while

pointing out relationships with communications and

networking wherever appropriate along the way.

The book is organized into three parts with five chapters in

each part. Figure 1 shows the organization of the book. Part

One of the book will ground the reader in the basic

operation of the electric power grid. This part covers

fundamental knowledge that will be assumed in Parts Two

and Three of the book. Part Two introduces communications

and networking, which are critical enablers for a smart grid.

The manner in which communication and networking are

integrated into the power grid is an ongoing process; thus,

we also consider how communication and networking are

anticipated to evolve as technology develops. This part lays

the foundation for Part Three, which utilizes communication

within the power grid. The smart grid will ultimately become

“smart” when intelligence is implemented upon the

communication framework explained in Part Two. Thus, Part

Three must draw heavily upon both past embedded

intelligence within the power grid and current research to

anticipate how and where computational intelligence will be

implemented within the smart grid.



Figure 1 Selected reading arrangements are illustrated for

readers interested in specific subtopics. Those interested in

power generation could start from Chapter 2 and follow the

dashed lines; those interested in power transmission could

begin with Chapter 3 and follow the dashed lines; those

interested in power distribution could start with Chapter 4

and follow the dashed lines.



Each part is divided into chapters and each chapter has a

set of questions useful for exercising the reader’s

understanding of the material in that chapter. The book is

written so that when the chapters are read in consecutive



order the material will flow well, each chapter building upon

the previous chapters. However, there are other ways to

read the book for readers with different backgrounds and

perspectives. A power systems engineer would presumably

have a strong background in the traditional power grid and

would not need to read Part One of the book, so could begin

reading starting with Part Two. On the other hand, a

communications engineer could potentially skip Chapter 6,

with the exception of Section 6.4 on power system

information theory. A reader who is interested only in a

summary of the technology could simply read the first

chapter of each part, namely Chapters 1, 6, and 11.

One of the interesting aspects of the evolving power grid

is that as it has evolved, it has become harder to neatly

divide the power grid into the traditional components of

generation, transmission, distribution, and consumption.

These parts are becoming more interrelated. If one were

interested only in generation, then Chapters 1, 8, and 15

(nanoscale power generation) would be most relevant. If

one were interested only in transmission, then Chapters 3,

6, 12, and 13 might be most appropriate. If one were

interested in distribution, then Chapters 4, 9, 12, and 13

would perhaps be most relevant. However, aspects of

distributed generation, demand-response, and fault

detection, isolation, and restoration, state estimation and

stability, synchrophasors, and so on. will all be taking place

simultaneously within the power distribution network.

As will be seen throughout this work, the smart grid

communication vision presented here foreshadows a high

degree of integration between information theory and power

systems. Specifically, fundamental relationships between

information theory and Maxwell’s equations could yield new

insight into understanding exactly where to place

communication, since entropy would be known at a low

level within the power grid. Today, this placement is done in



a rather ad hoc manner. We may also someday know the

precise theoretical “bits per kW” needed to distribute

electric power safely. Finally, we can imagine that new forms

of efficiency resulting from advances in small-scale power

generation could lead to widespread use of nanoscale power

generation and distribution and the required nanoscale

communication to support such systems. For example, a

consumer’s electric vehicle may be recharged by

extraneous electromagnetic fields from radio transmissions.

Research and references on both extracting energy from

extraneous electromagnetic transmissions and nanoscale

communications are provided in later chapters of this book.

In the distant future, we might even imagine the quantum

teleportation of energy. All of these topics are covered in the

last chapter of the book.
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