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Foreword 

I take immense pleasure in writing the foreword for this very well-written book on 
reliability and safety engineering that connects the bridge between the quintessen-
tial first principles of reliability with subsequent theoretical development of con-
ceptual frameworks, and their relevance to practical realization of complex engi-
neering systems. Interspersed with ample demonstrative examples and practical 
case studies, this is a self-contained exposition, written in a commendably lucid 
style.  

Successful realization of sustainable and dependable products, systems, and 
services involves an extensive adoption of reliability-, quality-, safety-, and risk-
related procedures for achieving high assurance levels of performance; also piv-
otal are the management issues related to risk and uncertainty that govern the 
practical constraints encountered in their deployment. The need for a book that 
addresses these issues in comprehensive rigor without compromising on the un-
derlining goal of succinct precision and simplicity has long been felt, and I am 
sure this book has succeeded in achieving this fine balance.  

This book is aimed at giving a conceptually sound introduction to reliability 
engineering and its allied interdisciplinary applications, especially for students at 
the graduate level. Building upon the first principles, this gradually evolves into a 
knowledge bank that can be relied on for gaining insights into the performance 
analysis of complex systems. With its equally precise explanations both in breadth 
and scope, researchers and practicing engineers alike will find this a valuable au-
thority as a ready reference and a handbook. After a detailed introduction and 
models of reliability, risk, and uncertainty analysis, this elaborates on the applica-
tions through sufficient exposure to the varied fields of nuclear engineering, elec-
tronics engineering, mechanical engineering, software engineering, and power 
systems engineering.  

I strongly recommend this book for its elegant discourse on the fundamentals 
of reliability and the much-needed practical outlook it succeeds in constructing.  

Hoang Pham, Professor and Chairman 
Department of Industrial and Systems Engineering 

Rutgers, the State University of New Jersey 
Piscataway, New Jersey, USA  



Preface 

Nothing lasts forever, and so it is with engineering systems. The consequence of 
failures of engineering systems ranges from minor inconvenience to significant 
economic loss and deaths. Designers, manufacturers, and end users strive to mini-
mize the occurrence and recurrence of failures. In order to minimize failures in 
engineering systems, it is essential to understand why and how failures occur. It is 
also important to know how often such failures may occur. If failures occur, in-
herent safety systems/measures must ensure the consequences of failures are 
minimal. Reliability deals with the failure concept, whereas safety deals with the 
consequences of failure. Reliability and safety engineering explores failures and 
consequences of failures to improve the performance of engineering systems. It 
plays a vital role in sectors such as chemical and process plants, nuclear facilities, 
and aerospace, which can impose potential hazards. The main benefit of its appli-
cation is to provide insights into design, performance, and environmental impacts, 
including the identification of dominant risk contributors and the comparison of 
options for reducing risk. In addition, it provides inputs to decisions on design and 
back fitting, system operation and maintenance, safety analysis, and regulatory is-
sues.  

Reliability and safety are the core issues to be addressed during the design, op-
eration, and maintenance of engineering systems. Life-cycle costs and sustainabil-
ity are key to the understanding of risk and environmental impact of operation and 
maintenance of systems over the designed life, leading to what one may call 
“green reliability.” This book aims to present basic concepts and applications 
along with the latest state-of-the-art methods in reliability and safety engineering. 
The book is organized as follows.  

Chapter 1 introduces reliability and safety concepts and discusses basic termi-
nology, evolution, applications, limitations, and resources. Chapter 2 provides a 
detailed review of probability and statistics essential in understanding the reliabil-
ity and safety analysis methods discussed in the remaining chapters.  

Chapter 3 discusses various system reliability modeling techniques such as re-
liability block diagrams, fault tree analysis, Markov modeling, and Monte Carlo 
simulation. Component (or basic event) reliability values are assumed to be avail-
able in analyzing system-level reliability. Repairable systems are also addressed 
and several practical examples are given.  



x                                                                                                                                            Preface 

Conventional engineering fields, viz., electronics engineering, software engi-
neering, mechanical engineering, structural engineering, and power systems engi-
neering, have their own terminology and methodologies in applying reliability 
concepts. Though the basic objective is to improve the system effectiveness, the 
approach in adopting reliability concepts is slightly case-specific to each area. 
Chapters 4 to 8 present reliability terminology in the various above-mentioned 
conventional engineering fields. The current practices, resources, and areas of re-
search are highlighted with respect to each field.  

Methodology for probabilistic safety assessment (PSA) in general is addressed 
in Chapter 9. Various elements of PSA including common-cause failure analysis, 
human reliability analysis and importance measures are presented. Practical appli-
cations of PSA in operation and maintenance activities of complex systems like 
nuclear power plants are discussed in Chapter 10.  

Uncertainty is present in any reliability and safety calculations due to limita-
tions in exactly assessing the parameters of the model. The problem of acknowl-
edging and treating uncertainty is vital for practical usability of these results. 
Various uncertainty propagation and analysis methods including Monte Carlo 
simulation, fuzzy arithmetic, probability bounds, and Dempster–Shafer theory are 
explained in Chapter 11.  

This book is useful for advanced undergraduate and postgraduate students in 
nuclear engineering, aerospace engineering, industrial engineering, reliability and 
safety engineering, systems engineering, applied probability and statistics, and op-
erations research. The book is also suitable for one-semester graduate courses on 
reliability and safety engineering in all conventional engineering branches like 
civil, mechanical, chemical, electrical, and electronics, as well as computer sci-
ence. It will also be a valuable reference for practicing engineers, managers, and 
researchers involved in reliability and safety activities of complex engineering 
systems. 

 
Mumbai  Ajit K. Verma 
December 2009 A Srividya 
 Durga R. Karanki 

  



Acknowledgments 

We have received excellent support from researchers at other institutes in the de-
velopment and improvement of some chapters of the book. We are grateful for 
their help. The researchers (which also include our research students) of special 
mention are:  

Mr. C. Hari Prasad, Engineer (Mechanical Reliability), Stanadyne Corp., USA; 
Mr. P.A. Jadhav, Scientist (Structural Reliability), BARC, Mumbai; 
Mr. V. Vijay Venu, Researcher (Power Systems Reliability), IIT Bombay; 
Dr. R. Anil Nair, Software Engineer, Larsen & Toubro Infotech, Mumbai. 

We are thankful to reviewers for their constructive criticism and useful sugges-
tions during the review of the chapters. 

We express our sincere thanks to Mr. R.K. Saraf, Dr. V.V.S. Sanyasi Rao, Dr. 
V. Gopika, Dr. A.K. Ghosh, and Mr. H.S. Kushwaha of Bhabha Atomic Research 
Centre, Mumbai for their valuable suggestions, continuous encouragement, and 
full moral support throughout our work.  

We thank our students Mr. C. Dal Chand (IIT Kharagpur), Mr. M.P. Mangane 
(SCOE, Navi Mumbai), Mr. Sk. Rafi (SV University, Tirupati), Mr. V. Saklani 
(NFC, Hyderabad), and Mr. A. Chandrakar (IIT Bombay) for their support during 
the preparation of the manuscript. 

Special thanks to Mrs. V.L. Praveena, Ms. K. Harshita, Mr. K. Prasad, 
Mrs. U. Lakshmi, Mr. V. Venkataratnam, Mrs. V. Satyavani, Mr. M. Hari Prasad, 
Mr. T.V. Santosh, Mr. Sk. Karimulla, and Mr. N. Dharma Raju for their assistance 
and cooperation. 

We are grateful to Prof. Hoang Pham for his suggestions and encouragement. 
We thank Mr. P. Clarie for his great support in managing the production of this 
book. 

 
Mumbai  Ajit K. Verma 
December 2009 A. Srividya 
 Durga R. Karanki  



Contents 

1 Introduction ............................................................................................  1 
1.1 Need for Reliability and Safety Engineering.................................  1 
1.2 Failures Inevitable.........................................................................  2 
1.3 Improving Reliability and Safety ..................................................  4 
1.4 Definitions and Explanation of Some Relevant Terms .................  4 

1.4.1 Quality ............................................................................  4 
1.4.2 Reliability .......................................................................  5 
1.4.3 Maintainability ...............................................................  5 
1.4.4 Availability .....................................................................  6 
1.4.5 Safety/Risk .....................................................................  7 
1.4.6 Probabilistic Risk Assessment/Probabilistic Safety 

Assessment .....................................................................  7 
1.5 Resources ......................................................................................  7 
1.6 History...........................................................................................  9 
1.7 Present Challenges and Future Needs for the Practice 

of Reliability and Safety Engineering ...........................................  11 
References ................................................................................................  12 

2 Basic Reliability Mathematics ...............................................................  15 
2.1 Classical Set Theory and Boolean Algebra ...................................  15 

2.1.1 Operations on Sets ..........................................................  16 
2.1.2 Laws of Set Theory ........................................................  17 
2.1.3 Boolean Algebra.............................................................  17 

2.2 Concepts of Probability Theory ....................................................  19 
2.2.1 Axioms of Probability ....................................................  20 
2.2.2 Calculus of Probability Theory.......................................  20 
2.2.3 Random Variables and Probability Distributions ...........  24 

2.3 Reliability and Hazard Functions ..................................................  28 
2.4 Distributions Used in Reliability and Safety Studies ....................  31 

2.4.1 Discrete Probability Distributions ..................................  31 



xiv   Contents 

2.4.2 Continuous Probability Distributions .............................  37 
2.4.3 Summary ........................................................................  56 

2.5 Failure Data Analysis....................................................................  56 
2.5.1 Nonparametric Methods .................................................  56 
2.5.2 Parametric Methods........................................................  61 

Exercise Problems ....................................................................................  69 
References ................................................................................................  70 

3 System Reliability Modeling..................................................................  71 
3.1 Reliability Block Diagram ............................................................  71 

3.1.1 Procedure for System Reliability Prediction 
Using Reliability Block Diagram ...................................  71 

3.1.2 Different Types of Models .............................................  74 
3.1.3 Solving the Reliability Block Diagram ..........................  84 

3.2 Markov Models .............................................................................  89 
3.2.1 State Space Method – Principles ....................................  89 
3.2.2 Safety Modeling .............................................................  100 

3.3 Fault Tree Analysis .......................................................................  109 
3.3.1 Procedure for Carrying out Fault Tree Analysis.............  110 
3.3.2 Elements of Fault Tree ...................................................  114 
3.3.3 Evaluation of Fault Tree.................................................  117 
3.3.4 Case Study......................................................................  121 

3.4 Monte Carlo Simulation................................................................  126 
3.4.1 Analytical versus Simulation Approaches 

for System Reliability Modeling ....................................  126 
3.4.2 Elements of Monte Carlo Simulation .............................  128 
3.4.3 Repairable Series and Parallel Systems..........................  130 
3.4.4 Simulation Procedure for Complex Systems..................  135 
3.4.5 Increasing Efficiency of Simulation ...............................  143 

3.5 Dynamic Reliability Analysis .......................................................  146 
3.5.1 Dynamic Fault Tree Gates..............................................  146 
3.5.2 Modular Solution for Dynamic Fault Trees....................  151 
3.5.3 Numerical Method..........................................................  152 
3.5.4 Monte Carlo Simulation .................................................  154 

Exercise Problems ....................................................................................  166 
References ................................................................................................  167 

4 Electronic System Reliability ................................................................  169 
4.1 Importance of Electronic Industry ................................................  169 
4.2 Various Components Used and Their Failure Mechanisms ..........  170 

4.2.1 Resistors .........................................................................  170 
4.2.2 Capacitors.......................................................................  171 
4.2.3 Inductors.........................................................................  171 
4.2.4 Relays .............................................................................  171 



Contents  xv 

4.2.5 Semiconductor Devices ..................................................  172 
4.2.6 Integrated Circuits ..........................................................  172 

4.3 Reliability Prediction of Electronic Systems.................................  174 
4.3.1 Part-count Method ..........................................................  174 
4.3.2 Part-stress Method ..........................................................  175 

4.4 PRISM...........................................................................................  176 
4.5 Sneak Circuit Analysis ..................................................................  177 

4.5.1 Definition........................................................................  178 
4.5.2 Network Tree Production ...............................................  178 
4.5.3 Topological Pattern Identification ..................................  179 

4.6 Case Study.....................................................................................  179 
4.6.1 Total Failure Rate ...........................................................  182 

4.7 Physics of Failure Mechanisms of Electronic Components ..........  182 
4.7.1 Physics of Failures..........................................................  182 
4.7.2 Failure Mechanisms for Resistors ..................................  183 
4.7.3 Failure Mechanisms for Capacitors ................................  184 
4.7.4 Failure Mechanisms for Metal Oxide Semiconductors...  185 
4.7.5 Field Programmable Gate Array.....................................  189 

References ................................................................................................  191 

5 Software Reliability ................................................................................  193 
5.1 Introduction to Software Reliability..............................................  193 
5.2 Past Incidences of Software Failures in Safety Critical Systems ..  194 

5.2.1 Therac-25 Failure ...........................................................  195 
5.2.2 Ariane 5 Failure..............................................................  196 
5.2.3 Patriot Failure .................................................................  196 

5.3 The Need for Reliable Software....................................................  197 
5.4 Difference Between Hardware Reliability 

and Software Reliability................................................................  198 
5.5 Software Reliability Modeling ......................................................  201 

5.5.1 Software Reliability Growth Models..............................  201 
5.5.2 Black-box Software Reliability Models .........................  201 
5.5.3 White-box Software Reliability Models .........................  202 

5.6 How to Implement Software Reliability .......................................  203 
5.6.1 Example – Operational Profile Model ............................  204 
5.6.2 Case Study......................................................................  205 
5.6.3 Benefits...........................................................................  209 

5.7 Emerging Techniques in Software Reliability Modeling – 
Soft Computing Technique ...........................................................  210 
5.7.1 Need for Soft Computing Methods.................................  211 
5.7.2 Environmental Parameters..............................................  212 
5.7.3 Anil–Verma Model.........................................................  220 

5.8 Future Trends of Software Reliability...........................................  227 
References ................................................................................................  227 



xvi   Contents 

6 Mechanical Reliability ...........................................................................  229 
6.1 Reliability versus Durability .........................................................  230 
6.2 Failure Modes in Mechanical Systems..........................................  232 

6.2.1 Failures Due to Operating Load .....................................  232 
6.2.2 Failures Due to Environment..........................................  236 
6.2.3 Failures Due to Poor Manufacturing Quality .................  236 

6.3 Reliability Circle ...........................................................................  236 
6.3.1 Specify Reliability..........................................................  238 
6.3.2 Design for Reliability .....................................................  241 
6.3.3 Test for Reliability..........................................................  255 
6.3.4 Maintain Manufacturing Reliability ...............................  261 
6.3.5 Operational Reliability ...................................................  263 

References ................................................................................................  266 

7 Structural Reliability .............................................................................  267 
7.1 Deterministic versus Probabilistic Approach 

in Structural Engineering ..............................................................  267 
7.2 The Basic Reliability Problem ......................................................  268 

7.2.1 First-order Second-moment Method ..............................  269 
7.2.2 Advanced First-order Second-moment Method .............  273 

7.3 First-order Reliability Method ......................................................  274 
7.4 Reliability Analysis for Correlated Variables ...............................  279 

7.4.1 Reliability Analysis for Correlated Normal Variables ...  279 
7.4.2 Reliability Analysis for Correlated 

Non-normal Variables ....................................................  280 
7.5 Second-order Reliability Methods ................................................  281 
7.6 System Reliability .........................................................................  292 

7.6.1 Classification of Systems ...............................................  292 
7.6.2 Evaluation of System Reliability....................................  295 

References ................................................................................................  302 

8 Power System Reliability .......................................................................  305 
8.1 Introduction...................................................................................  305 
8.2 Basics of Power System Reliability ..............................................  307 

8.2.1 Functional Zones and Hierarchical Levels .....................  307 
8.2.2 Adequacy Evaluation in Hierarchical Level I Studies....  308 
8.2.3 Adequacy Evaluation in Hierarchical Level II Studies ..  313 
8.2.4 Distribution System Reliability ......................................  317 

8.3 Reliability Test Systems................................................................  319 
8.4 Advances in Power System Reliability – 

Power System Reliability in the Deregulated Scenario.................  320 
References ................................................................................................  321 



Contents  xvii 

9 Probabilistic Safety Assessment ............................................................  323 
9.1 Introduction...................................................................................  323 
9.2 Concept of Risk and Safety...........................................................  324 
9.3 Probabilistic Safety Assessment Procedure...................................  326 
9.4 Identification of Hazards and Initiating Events.............................  329 

9.4.1 Preliminary Hazard Analysis..........................................  329 
9.4.2 Master Logic Diagram....................................................  329 

9.5 Event Tree Analysis ......................................................................  330 
9.5.1 Procedure for Event Tree Analysis.................................  330 

9.6 Importance Measures ....................................................................  337 
9.6.1 Birnbaum Importance .....................................................  338 
9.6.2 Inspection Importance ....................................................  339 
9.6.3 Fussell–Vesely Importance.............................................  339 

9.7 Common-cause Failure Analysis...................................................  342 
9.7.1 Treatment of Dependent Failures ...................................  342 
9.7.2 Procedural Framework for Common-cause 

Failure Analysis..............................................................  345 
9.7.3 Treatment of Common-cause Failures 

in Fault Tree Models.......................................................  345 
9.7.4 Common-cause Failure Models......................................  350 

9.8 Human Reliability Analysis ..........................................................  361 
9.8.1 Human Behavior and Errors ...........................................  361 
9.8.2 Categorization of Human Interactions 

in Probabilistic Safety Assessment.................................  363 
9.8.3 Steps in Human Reliability Analysis ..............................  364 

References ................................................................................................  368 

10 Applications of Probabilistic Safety Assessment..................................  371 
10.1 Objectives of Probabilistic Safety Assessment .............................  371 
10.2 Probabilistic Safety Assessment of Nuclear Power Plants ............  372 

10.2.1 Description of Pressurized Heavy-water Reactors .........  372 
10.2.2 Probabilistic Safety Assessment of Indian Nuclear 

Power Plants (Pressurized Heavy-water 
Reactor Design) ..............................................................  374 

10.3 Technical Specification Optimization ...........................................  389 
10.3.1 Traditional Approaches for Technical 

Specification Optimization .............................................  390 
10.3.2 Advanced Techniques for Technical 

Specification Optimization .............................................  393 
10.4 Risk Monitor .................................................................................  400 

10.4.1 Necessity of Risk Monitor? ............................................  401 
10.4.2 Different Modules of Risk Monitor ................................  401 
10.4.3 Applications of Risk Monitor .........................................  402 



xviii   Contents 

10.5 Risk-informed In-service Inspection.............................................  405 
10.5.1 Risk-informed In-service Inspection Models .................  406 
10.5.2 In-service Inspection and Piping Failure Frequency ......  414 
10.5.3 Case Study......................................................................  423 
10.5.4 Remarks on Risk-informed In-service Inspection ..........  432 

References ................................................................................................  433 

11 Uncertainty Management in Reliability/Safety Assessment ...............  435 
11.1 Mathematical Models and Uncertainties.......................................  435 

11.1.1 Example of Understanding of Epistemic 
and Aleatory Uncertainties .............................................  437 

11.2 Uncertainty Analysis: an Important Task 
of Probabilistic Risk/Safety Assessment.......................................  438 

11.3 Methods of Characterizing Uncertainties......................................  440 
11.3.1 The Probabilistic Approach............................................  440 
11.3.2 Interval and Fuzzy Representation .................................  440 
11.3.3 Dempster–Shafer-theory-based Representation .............  441 

11.4 Uncertainty Propagation ...............................................................  445 
11.4.1 Method of Moments .......................................................  446 
11.4.2 Monte Carlo Simulation .................................................  451 
11.4.3 Interval Arithmetic .........................................................  455 
11.4.4 Fuzzy Arithmetic............................................................  457 

11.5 Uncertainty Importance Measures ................................................  459 
11.5.1 Probabilistic Approach to Ranking Uncertain 

Parameters in System Reliability Models.......................  460 
11.5.2 Method Based on Fuzzy Set Theory...............................  462 
11.5.3 Application to a Practical System...................................  465 

11.6 Treatment of Aleatory and Epistemic Uncertainties .....................  469 
11.6.1 Epistemic and Aleatory Uncertainty 

in Reliability Calculations ..............................................  469 
11.6.2 Need to Separate Epistemic 

and Aleatory Uncertainties .............................................  471 
11.6.3 Methodology for Uncertainty Analysis in Reliability 

Assessment Based on Monte Carlo Simulation..............  472 
11.7 Dempster–Shafer Theory ..............................................................  476 

11.7.1 Belief and Plausibility Function of Real Numbers .........  478 
11.7.2 Dempster’s Rule of Combination ...................................  479 
11.7.3 Sampling Technique for the Evidence Theory ...............  481 

11.8 Probability Bounds Approach .......................................................  485 
11.8.1 Computing with Probability Bounds ..............................  485 
11.8.2 Two-phase Monte Carlo Simulation...............................  492 
11.8.3 Uncertainty Propagation Considering Correlation 

Between Variables..........................................................  494 



Contents  xix 

11.9 Bayesian Approach .......................................................................  495 
11.9.1 Bayes’ Theorem..............................................................  496 
11.9.2 Identification of Parameter .............................................  497 
11.9.3 Development of Prior Distribution .................................  497 
11.9.4 Construction of Likelihood Function..............................  498 
11.9.5 Derivation of Posterior Distribution ...............................  498 
11.9.6 Characteristic Parameters of Posterior Distribution .......  498 
11.9.7 Estimation of Parameters from Multiple Sources 

of Information.................................................................  499 
11.9.8 The Hierarchical Bayes Method .....................................  500 

11.10 Expert Elicitation Methods............................................................  501 
11.10.1 Definition and Uses of Expert Elicitation.......................  501 
11.10.2 Treatment of Expert Elicitation Process .........................  502 
11.10.3 Methods of Treatment ....................................................  502 

11.11 Case Study to Compare Uncertainty Analysis Methods ...............  506 
11.11.1 Availability Assessment of Main Control 

Power Supply Using Fault Tree Analysis.......................  507 
11.11.2 Uncertainty Propagation in Main Control 

Power Supply with Different Methods ...........................  509 
11.11.3 Observations from Case Study .......................................  515 

Exercise Problems ....................................................................................  516 
References ................................................................................................  519 

Appendix Distribution Tables ........................................................................  523 

Index .................................................................................................................  531 



Chapter 1 
Introduction 

1.1 Need for Reliability and Safety Engineering 

Failure is inevitable for everything in the real world, and engineering systems are 
no exception. The impact of failures varies from minor inconvenience and costs to 
personal injury, significant economic loss, and death. Examples of major accidents 
are those at the Three Mile Island and Chernobyl nuclear plants, the gas leak at the 
Bhopal pesticide plant, and the Challenger space shuttle explosion. Causes of fail-
ure include bad engineering design, faulty manufacturing, inadequate testing, hu-
man error, poor maintenance, improper use, and lack of protection against exces-
sive stress. Designers, manufacturers, and end users strive to minimize the 
occurrence and recurrence of failures. In order to minimize failures in engineering 
systems, it is essential to understand why and how failures occur. It is also impor-
tant to know how often such failures may occur. Reliability deals with the failure 
concept, whereas safety deals with the consequences after the failure. Inherent 
safety systems/measures ensure the consequences of failures are minimal. Reli-
ability and safety engineering attempts to study, characterize, measure, and ana-
lyze the failure, repair, and consequences of failure of systems in order to improve 
their operational use by increasing their design life, eliminating or reducing the 
likelihood of failures and risky consequences, and reducing downtime, thereby in-
creasing available operating time at the lowest possible life cycle costs.  

The need for higher reliability and safety is further emphasized by the follow-
ing factors:  

• increased product complexity; 
• accelerated growth of technology;  
• public awareness or customer requirement; 
• modern safety and liability laws; 
• competition in the market; 
• past system failures; 
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• cost of failure, damage, and warranty;  
• safety considerations with undesirable consequences. 

Reliability and safety engineering has a wide number of applications in all con-
ventional engineering fields, and the following are worth mentioning:  

• design evaluation; 
• identification of critical components; 
• determination of derating/factor of safety; 
• environmental comparisons; 
• redundancy requirements; 
• regulatory requirements; 
• establishment of preventive maintenance programs; 
• repair and spare-part management; 
• replacement and residual life estimations; 
• safety management; 
• life cycle cost analysis.  
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Figure 1.1 Bath-tub curve 

1.2 Failures Inevitable 

Nothing can last forever, so, in long mission times, the repair and replacement of 
failed parts can be of critical importance. There are many causes of failures of en-
gineering systems; a few examples are: 
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• design errors; 
• poor manufacturing techniques and lack of quality control; 
• substandard components; 
• lack of protection against over stresses; 
• poor maintenance; 
• aging/wear-out;  
• human errors. 

There are three stages of failures in the life of a product: early stage, operating 
stage, and wear-out stage as shown in Figure 1.1, which is called the life charac-
teristic curve, or bath-tub curve because of its shape: 

1. early failure region (infant mortality); 
2. useful life region (hazard rate constant); 
3. wear-out failure region. 

When the equipment is put into use for the first time any inherently weak parts 
normally fail soon. Thus early hazard rate is very high. But once the weak parts 
are replaced the hazard rate falls and is fairly constant, and finally the hazard rate 
rises again as parts start to wear out. 

Region 1 suggests that no item be used unless it has survived this period. Some 
reputable manufacturers sell only those components which have survived this pe-
riod. Region 2 is the useful life period where hazard rate is governed by chance 
failure and is fairly constant. Region 3 indicates that the component should be re-
placed or scrapped. 
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Figure 1.2 Different stages in life cycle of a system 
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1.3 Improving Reliability and Safety 

Reliability is an important issue affecting each stage of the life cycle ranging from 
birth to death of a product or a system. Different stages in the life cycle of a sys-
tem are shown in Figure 1.2. The first step in the improvement of reliability is to 
measure and assess the present level of reliability. One has to identify the impor-
tant contributors/reasons for improving the reliability with given resources. It also 
depends upon at what stage the system is, for example if the system is at the de-
sign stage, only by simplifying the design, using derating and redundancy, can one 
improve the reliability. By using good components and quality control practices, 
reliability can be improved at the production stage. Good maintenance practices 
are the only resort during the stage of usage of the system.  

Safety is a combination of reliability and consequences. Apart from increasing 
the level of reliability for improving safety, consequences must be reduced by 
providing protection/safety systems which anticipate the failures and make sure 
that consequences are at an acceptable level.  

1.4 Definitions and Explanation of Some Relevant Terms 

1.4.1 Quality 

The International Standards Organization (ISO 3534) defines quality as “The to-
tality of features and characteristics of a product or service that bear on its ability 
to satisfy stated and implied needs.” The definition is based on the following: 

• Quality is not absolute but refers to given requirements or specifications. 
• Quality is not a physical quantity which can be measured. It is not a single fea-

ture of the product, but a complex set of characteristics. 
• Quality is not a two-condition term in the sense that there is quality/no quality, 

but has a continuous structure between very good and very bad. 

 Quality management uses quality assurance and control of processes as well as 
products to achieve more consistent quality. There are many methods for quality 
improvement. These cover product improvement, process improvement, and peo-
ple-based improvement. Examples of the methods of quality management and 
techniques that incorporate and drive quality improvement are ISO 9001, total 
quality management, six sigma, quality function deployment, quality circle, and 
Taguchi methods.  
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1.4.2 Reliability 

The Institute of Electrical and Electronics Engineers (IEEE) defines reliability as 
the ability of a system or component to perform its required functions under stated 
conditions for a specified period of time.  

There are four elements to the definition. 

• Ability – expressed quantitatively with probability, refers to the chance or like-
lihood that the system or component will work properly. This is measured as a 
decimal ratio between 0 and 1 and is usually expressed as a percentage. 

• Required function – generally, this is taken to mean operation without failure. 
The system requirements specification is the criterion against which reliability 
is measured. For this, a standard is needed, which should contain effective 
measurement criteria for comparing actual performance to the standard. If the 
actual performance falls within the tolerance limits of the standards, the in-
tended function of the system is treated as successful. 

• Specified period of time – nothing lasts for ever and nothing can perform ade-
quately forever. Therefore for an intended function a time frame is needed, usu-
ally called a mission time. 

• Stated conditions – the product may perform its intended function adequately in 
one set of conditions and quite poorly in another. A part designated for ambient 
temperature for instance may be totally inadequate for higher and lower tem-
peratures. Stated conditions include air pressure, temperature, humidity, shock, 
vibration, etc. 

An example of a reliability statement utilizing all four of the definition ele-
ments might be: the system or component has a 99% probability of operating at 
greater than 80% of rated capacity for 500 h without failure, at ambient tempera-
ture 25–50°C, with no more than 55% humidity in a dust-free atmosphere. 

1.4.3 Maintainability 

Maintainability is the ability of an entity, under given conditions of use, to be re-
stored using stated procedures and resources. The measure of maintainability is 
the probability that the maintenance action can be carried out within a stated inter-
val. Corrective maintenance is done after the occurrence of failure. However, in 
order to reduce the chance of failures and associated inconvenience, maintenance 
can also be preventive or predictive.  
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1.4.3.1 Corrective Maintenance 

The maintenance is carried out after fault recognition to put an entity into a state 
in which it can perform a required function. 

1.4.3.2 Preventive Maintenance 

The maintenance is carried out at predetermined intervals or according to pre-
scribed criteria and intended to reduce the probability of failure or the degradation 
of the functioning of an entity. 

1.4.3.3 Predictive Maintenance 

This is a form of preventive maintenance that is performed continuously or at in-
tervals governed by observed condition to monitor, diagnose, or identify trends in 
a structure, system, or components’ condition indicators; results indicate current 
and future functional ability or the nature of and schedule for planned mainte-
nance. It is also known as condition-based maintenance. 

1.4.4 Availability 

Availability is the probability that a product or system is in operation at a specified 
time. This definition can be termed as instantaneous availability. There are several 
forms of availability. For example, average availability is defined on an interval of 
the real line, and steady-state availability is the limit of instantaneous availability 
function as time approaches infinity.   

Availability is the same as reliability for a non-repairable system. For a repair-
able system, it can be returned to service with repair when failure occurs, thus the 
effect of failure can be minimized. By allowing repair, reliability does not change 
but availability does. 

The simplest representation of availability is 

Uptime of systemA
Uptime of system Downtime of system

=
+

. 

Uptime depends on reliability of the system, whereas downtime depends on 
maintainability of the system. Thus availability is a function of both reliability and 
maintainability.   
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1.4.5 Safety/Risk 

Safety is defined as capacity of a unit not to cause or let occur an endangering of 
persons for specified time and conditions. 

A system is safe, if simultaneously: 

• Faulty operation does not occur or has no endangering consequence. 
• By using the equipment no endangering exists or results. 

Risk is a multi-attribute quantity expressing hazard, danger, or chance of harm-
ful or injurious consequences associated with an actual or potential event under 
consideration. It relates to quantities such as the probability that the specific event 
may occur and the magnitude and character of the consequences. 

1.4.6 Probabilistic Risk Assessment/Probabilistic Safety 
Assessment 

Probabilistic risk assessment/probabilistic safety assessment (PSA/PRA) is aimed 
at evaluating the risks of a system using a probabilistic method: a comprehensive 
structured approach for identifying failure scenarios, constituting a conceptual and 
a mathematical tool for deriving numerical estimates of risk. PSA/PRA essentially 
aims at identifying the events and their combination(s) that can lead to severe ac-
cidents, assessing the probability of occurrence of each combination and evaluat-
ing the consequences. The terms PRA and PSA are interchangeably used.  

1.5 Resources  

Tables 1.1–1.4 list some important journals, failure data banks and commercial 
software in the reliability and safety field. 

Table 1.1 Journals  

Title Publisher Published since 
IEEE Transactions on Reliability IEEE Reliability Society, USA 1952 
Microelectronics Reliability Elsevier, UK 1962 
Reliability Engineering and System 
Safety 

Elsevier, UK 1980 

Risk Analysis Society for Risk Analysis, USA 1981 
International Journal of Quality 
and Reliability Management 

Emerald Publishers, UK 1984 

Quality and Reliability Engineering John Wiley & Sons, USA 1985 
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Table 1.1 (continued) 

Title Publisher Published since 
International Journal of Reliability, 
Quality and Safety Engineering 

World Scientific Publishing 
Co. Pvt. Ltd., Singapore 

1994 

Communications in Dependability 
and Quality Management 

DQM Research Centre, Serbia 1998 

International Journal of Perform-
ability Engineering  

RAMS Consultants, Jaipur, In-
dia 

2005 

International Journal of Reliability 
and Safety 

Inderscience Publishers,  
Switzerland 

2006 

Journal of Risk and Reliability Professional Engineering, UK 2006 
International Journal of System  
Assurance Engineering and  
Management 

Springer, India 2009 

Table 1.2 Failure data banks 

Title Developed by Information 
IAEA TECDOC-478 International Atomic Energy 

Agency, Austria 
For use in nuclear systems 

MIL-HDBK-217F Department of Defense, USA For use in electronic systems  
NPRD-95 Reliability Analysis Center For use in mechanical systems 
PSID Centre for Chemical Process 

Safety, USA 
For use in process and  
chemical industry  

Table 1.3 Commercial software  

Title Developed by Available important tools 
RELEX Relex Software Corpora-

tion, USA 
RBD, fault tree, event tree, life  
cycle cost, optimization, Markov 

ISOGRAPH Isograph Ltd, UK Fault trees, event trees, Markov 
RELIASOFT ReliaSoft Corporation, 

USA 
Accelerated life testing, reliability 
prediction, Weibull analysis  

RISKSPECTRUM Relcon Scandpower, 
Sweden 

PSA, Bayesian updating, risk 
monitor 

Table 1.4 International conferences 

Title Organizer/sponsor Frequency 
Probabilistic Safety Assess-
ment and Management  

International Association for Probabilistic 
Safety Assessment and Management 

Two years 

ESREL European Safety and Reliability Associa-
tion 

Annual 

The Annual Reliability and 
Maintainability Symposium 

IEEE/ASQ Annual 

The International Applied 
Reliability Symposium 

Reliasoft  Annual 

International Conference 
on Quality, Reliability and 
Information Technology  

IIT Bombay and Delhi University  Three years 
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1.6 History 

The concept of reliability and safety started relatively later than other conventional 
engineering branches. Competition, cost effectiveness and safety have asked for 
better reliability. The history of reliability in the form of important milestones is 
described briefly below. Detailed explanation on the evolution of reliability engi-
neering can be found in Elsayed [1] and Misra [2]. Table 1.5 summarizes the evo-
lution of reliability tools.  

Pierce in 1926 introduced the concept “the axiom that a chain is no stronger 
than its weakest link is one with essential mathematical implications.” Reliability 
and safety were incorporated by focusing more attention on the critical element. 
These methods of guaranteeing reliability and safety were more the product of an 
art than of a scientific technique.  

In the 1930s, aircraft accidents were recorded in the form of statistical reports 
by collecting failure data of various aircraft components. Designers and manufac-
turers made use of this feedback for improvement of future designs. The first risk 
objective for aircraft safety was defined by Pugsley in 1939. He asked that the ac-
cident rate of an aircraft should not exceed 10–5/h.  

Formal reliability techniques were first developed during the Second World 
War. Most of the defense equipment was found in a failed state at the time of de-
mand. It was due to electronic system failure and in particular because of vacuum 
tube failures. Efforts to improve reliability were done in the USA in the 1940s by 
emphasizing two measures. One was that the life of products could be extended by 
better and improved designs and the second was increasing reliability through 
quality improvement and quality control.  

The first predictive reliability models appeared in Germany where Van Braun 
was working on the V1 missile. The rockets were found to have poor reliability. 
The team worked based on the principle that a chain is no stronger than its weak-
est link. But failures were observed with not only the weakest part but also with 
the remaining components. The team later consulted a mathematician, Eric 
Pernchka. He came up with a concept which says if the survival probability of an 
element is 1/x, the survival probability of system of n such similar components 
will be 1/xn. In fact, the famous Lusser’s formula for reliability of series systems 
(series system reliability is product of reliability of constituting component) is de-
rived from Pernchka’s answer only.  

Reliability as a branch of engineering was born in the USA in the 1950s. The 
availability of military equipment was low and costs were increasing due to high 
failure rates of electronic systems due to their complexity. In 1952, the Depart-
ment of Defense (DOD) and all electronic industries created the Advisory Group 
on Reliability of Electronic Equipment (AGREE). The AGREE report recom-
mended reliability growth tests and demonstration tests and advised that reliability 
should become an integral part of the development cycle. The recommendations of 
AGREE were adopted by NASA and DOD.  
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Watson of Bell Telephone Laboratories introduced the “fault tree analysis” 
concept for the assessment of system safety designed to control Minuteman mis-
sile launching in 1961. This has been used extensively in all engineering fields for 
safety and risk assessment, for instance, Boeing in the aeronautical field and 
WASH-1400 studies in the nuclear sector. The failure mode and effects analysis 
(FMEA) method was also devised in the early 1960s in aeronautics. During the 
1960s, probabilistic approaches were increasingly integrated into the design. Ini-
tially regulations governing aeronautical safety were deterministic in nature; 
slowly, probabilistic criteria were introduced into the design of aircraft. This pe-
riod also saw the birth of the IEEE Transactions on Reliability. Distinguished 
mathematicians like Birnbaum, Barlow, Proschan, Esary, and Weibull contributed 
to the development of mathematics of reliability.  

In 1975, Ramuseen, with a team of 50 engineers, carried out studies on risk as-
sessment of nuclear power plants and published the WASH-1400 report [3]; as a 
part of these studies, many new methods were developed, including event tree 
methods to evaluate accident scenarios. The studies considered a very large num-
ber of accident scenarios and quantified risk in terms of annual chances of fatali-
ties to the public in the vicinity of a nuclear power plant. The risk thus calculated 
was lower than the risk from meteorite impacts. However, the Ramussen report 
was heavily criticized by the evaluation made by Lewis’s report in 1977 for un-
derestimating the uncertainty in data, human behavior, common-cause failures and 
consequences.  

The Three Mile Island accident took place in the USA in 1979, and was con-
sidered the first major nuclear accident. The safety authority realized that the Ra-
mussen report had identified an accident with a scenario similar to this accident. 
The commission set up after the accident recommended that PRA methods be in-
creasingly used. Attitudes toward probabilistic methods changed and the number 
of risk assessment studies of nuclear power plants increased all over the world.  

 
Table 1.5 Evolution of reliability tools 

Tool Developed by 
Fault tree Watson of Bell Telephone Laboratories in 1961 
Event tree WASH-1400 in 1975 
FMEA Aeronautics industry in 1960s  
Markov models Andrei A. Markov in 1909 

Risk assessments were also performed in other industry sectors, for instance, a 
risk analysis of Canvey Island petro-chemical plants in the UK. These techniques 
were widely adopted in various fields such as aeronautical, chemical, power, and 
railways for complying with regulations and also for design improvements.   

Subsequently, in the last 20–25 years, the scientific and practicing community 
has witnessed an impressive increase of developments and applications of reliabil-
ity and safety engineering, aimed at rationally coping with the challenges brought 
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by the growing complexity of the systems and practically taking advantage of the 
computational power becoming available at reasonable cost [4].  

 

1.7 Present Challenges and Future Needs for the Practice 
of Reliability and Safety Engineering 

Reliability/safety assessment (RSA) is an efficient tool for the management of risk 
and decision making for the safe, economical, and efficient design and operation 
of complex engineering systems like nuclear power plants, chemical and process 
plants, aeronautical systems, and defense equipment. Specific applications of RSA 
include design evaluations for comparison with standards, identification of critical 
parts for reliability and safety management, evaluation of inspection and mainte-
nance intervals and residual life estimation; it is also used as a regulatory require-
ment. Chapter 10 gives some of the practical applications of RSA.  

In spite of several potential applications of reliability studies, they have their 
own limitations. Accuracy of RSA is greatly influenced by methodology, uncer-
tainties in data and models, unjustified assumptions, and incompleteness in the 
analysis. Since the RSA model attempts to simulate reality, it is inevitable that 
there will be simplifying assumptions and idealizations of rather complex proc-
esses and phenomena. These simplifications and idealizations will generate uncer-
tainties, the impact of which must be appropriately addressed if RSA is to serve as 
a tool in the decision-making process [5, 6]. Dynamic reliability modeling in com-
plex scenarios is explained in Chapter 3. 

The end use of any reliability study is to assist in decision making such as de-
sign evaluation, identification of critical components, and operation and mainte-
nance activities. When reliability evaluation of design is carried out for compari-
son with the standards or required targets (set by the regulatory bodies), the 
decision maker’s dilemma involves whether comparison of the standard should be 
done with the mean value or the bounds. The issue becomes significant if bounds 
are of the same order or of lower orders. The standard value (probability of fail-
ure) ought to be higher than the upper bound specified in the uncertainty bounds 
of the design. Similarly, while evaluating operation and maintenance intervals, 
uncertainty in data and models can make the final decision different. Proper treat-
ment of uncertainty is essential for such practical usability of reliability analysis 
results. Ignoring uncertainties in reliability analysis may mislead decision making. 
Consideration of uncertainty in the analysis gives insights into decision making by 
giving optimistic and pessimistic sets of solutions. An acceptable degree of confi-
dence in the results can only be achieved by proper management of uncertainty. 

Many researchers, academicians, and practicing engineers in various fields 
worked extensively to develop methods for carrying out uncertainty analysis and 
applied them in their respective fields [7–11]. In particular, distinguishing differ-
ent types of parameter uncertainty, characterizing the elementary uncertainty, 
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treatment of model uncertainty, uncertainty in dependency modeling, and consid-
ering uncertainty in decision making are still under active research. Some of these 
issues have been addressed in Chapter 11 of this book.  

The presence of regulatory frameworks can have a determining influence on 
the use of risk and reliability methods in practice. This is clearly visible in high 
industries such as nuclear and aerospace where reliability and safety studies are 
enforced by regulators. Indeed, in those industries in which safety requirements 
are of a prescriptive nature (e.g., automobiles, railways, communication networks, 
and the building sector), there is little incentive to invest in expensive reliabil-
ity/risk studies. A cultural breakthrough is needed for plant owners and system 
managers to be shown and to grasp the benefits obtained from the incurred costs 
and the time spent in reliability/risk analyses [4].  

To this aim, the availability of codes, standards, and good guidance documents 
is essential for the wider application of risk and reliability methods by practicing 
engineers. For example, at present there is still a paucity of standards in structural 
reliability and power system reliability analysis and techniques, and this reduces 
their practical application. Besides, the actual implementation of reliability meth-
ods must be supported by reasonably user-friendly software. Several tools are 
available for standard applications, whereas those complex issues such as humans, 
software, and dynamic event trees/fault trees need further development of inte-
grated simulation software [4, 12].  

Most of the present reliability and risk studies focus on assessing the level of 
safety and compare it with explicit or implicit standards. In addition, reliability 
and risk studies shall be increasingly used in operation and maintenance activities 
of engineering systems. For example in nuclear power plant, determination of sur-
veillance test interval during operation and determination of in-service inspection 
interval during maintenance, are some of the practical applications of reliability 
and risk studies during the phase of use. Finally, the gap between theory and prac-
tice can be reduced by developing and implementing practically feasible solutions 
to industrial scale problems. 
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Chapter 2 
Basic Reliability Mathematics 

The basics of mathematical theory that are relevant to the study of reliability and 
safety engineering are discussed in this chapter. The basic concepts of set theory 
and probability theory are explained first. Then the elements of component reli-
ability are presented. Different distributions used in reliability and safety studies 
with suitable examples are explained. The treatment of failure data is given in the 
last section of the chapter.   

2.1 Classical Set Theory and Boolean Algebra 

A set is a collection of elements having certain specific characteristics. A set that 
contains all elements of interest is known as a universal set, denoted by U. A sub-
set refers to a collection of elements that belong to a universal set. For example, if 
universal set U represents employees in a company, then “female employees” is a 
subset A of U. For graphical representation of sets within the frame of reference of 
universal set, Venn diagrams are widely used. They can be very conveniently used 
to describe various set operations.   

The Venn diagram in Figure 2.1 shows the universal set with a rectangle and 
subset A with a circle. The complement of a set A (denoted by Ā) is a set which 
consists of the elements of U that do not belong to A.  

 

 
Figure 2.1 Venn diagram for subset A 

U 

A 


