oalgraverpivot

BIG DATA
CHALLENGES

Soclety, Security,
Innovation and Ethics

Edited by
Anno Bunnik,
Anthony Cawley,
Michael Mulgueen and
Andrej Zwitter




Big Data Challenges






Anno Bunnik e Anthony Cawley e Michael Mulqueen ® Andrej Zwitter
Editors

Big Data Challenges

Society, Security, Innovation and Ethics

palgrave
macmillan



Editors

Anno Bunnik

Media and Communication
Liverpool Hope University
Liverpool, United Kingdom

Anthony Cawley
Media and Communication
Liverpool Hope University

Michael Mulqueen
Leicestershire Police
Leicester, United Kingdom

Andrej Zwitter

Faculty of Law

University of Groningen
Groningen, The Netherlands

Liverpool, United Kingdom

ISBN 978-1-349-94884-0
DOI10.1057/978-1-349-94885-7

ISBN 978-1-349-94885-7 (eBook)

Library of Congress Control Number: 2016936676

© The Editor(s) (if applicable) and The Author(s) 2016

The author(s) has/have asserted their right(s) to be identified as the author(s) of this work
in accord-ance with the Copyright, Design and Patents Act 1988.

This work is subject to copyright. All rights are solely and exclusively licensed by the
Publisher, whether the whole or part of the material is concerned, specifically the rights of
translation, reprinting, reuse of illustrations, recitation, broadcasting, reproduction on
microfilms or in any other physical way, and transmission or information storage and retrieval,
electronic adaptation, computer software, or by similar or dissimilar methodology now
known or hereafter developed.

The use of general descriptive names, registered names, trademarks, service marks, etc. in this
publication does not imply, even in the absence of a specific statement, that such names are
exempt from the relevant protective laws and regulations and therefore free for general use.

The publisher, the authors and the editors are safe to assume that the advice and information
in this book are believed to be true and accurate at the date of publication. Neither the pub-
lisher nor the authors or the editors give a warranty, express or implied, with respect to the
material contained herein or for any errors or omissions that may have been made.

Printed on acid-free paper

This Palgrave Macmillan imprint is published by Springer Nature
The registered company is Macmillan Publishers Ltd. London



ACKNOWLEDGEMENTS

This book is one of several outcomes from a process that started with
a meeting between academics from Liverpool Hope University and
Globalisation Studies Groningen, University of Groningen, on a sunny
day in the Netherlands in 2013. The common theme of the dialogue
revolved around the wide range of challenges related to the advent of the
Big Data age. Other academics and practitioners have since joined the
network, and several of them have kindly contributed to this book. The
International Network Observatory (INO), a consortium of Academic
and Non-Academic Partners on Big Data, Global Strategy and Ethics, has
been founded. More information on INO can be found on http://www.
networkobservatory.org/

We would like to thank our institutions for facilitating the fruitful dia-
logue that resulted in this work, as well as all those who supported our
work in any shape or form.


http://www.networkobservatory.org/
http://www.networkobservatory.org/




CONTENTS

1 Introduction to Big Data Challenges
Anno Bunnik, Anthony Cawley, Michael Mulqueen,
and Andrej Zwitter

Part I Between Mathematics and Philosophy

2 Man vs. Machine: The Battle for the Soul of Data Science
David Reid

3 The Network Effect on Ethics in the Big Data Age
Andrej Zwitter

4 Security Networks and Human Autonomy:
A Philosophical Investigation
David Lundie

5 Is There a Press Release on That? The Challenges
and Opportunities of Big Data for News Media
Anthony Cawley

11

23

35

49

vii



viii

CONTENTS

Part II Implications for Security

6

10

11

Sustainable Innovation: Placing Ethics at the Core
of Security in a Big Data Age
Michael Mulqueen

Needles in Haystacks: Law, Capability, Ethics,
and Proportionality in Big Data Intelligence-Gathering
Julian Richards

Countering and Understanding Terrorism, Extremism,
and Radicalisation in a Big Data Age
Anno Bunnik

Enhancing Intelligence-Led Policing: Law
Enforcement’s Big Data Revolution
Ian Stanier

Sociotechnical Imaginaries of Big Data: Commercial
Satellite Imagery and Its Promise of Speed

and Transparency

Philipp Olbrich and Nina Witjes

Using Big Data to Achieve Food Security
Bryce Evans

Index

59

61

73

85

97

115

127

137



NoOTES ON CONTRIBUTORS

Anno Bunnik is a PhD research fellow at Liverpool Hope University. His doc-
toral dissertation assesses the implementation of Big Data by law enforcement
agencies in the UK. His research interests include intelligence, law enforcement,
national security, and counter-terrorism. Bunnik also publishes on contemporary
security issues in the Middle East region, specifically Lebanon, Syria, and Iraq.

Amnthony Cawley is a Lecturer in Media at Liverpool Hope University. His origi-
nal research articles have appeared in Irish and international peer-reviewed jour-
nals. His research interests include media industry innovation, news framing of
current affairs, online journalism, media history, and Big Data and media.

Bryce Evans is Senior Lecturer in History at Liverpool Hope University. A gradu-
ate of the University of Warwick and University College Dublin, he researches
food security and modern British and Irish history.

David Lundie is a senior lecturer in the Faculty of Education at Liverpool Hope
University. His research interests include digital ethics and the anthropology of
data analytics. He has published on the impact of learning analytics, the relation
between artificial intelligence and moral autonomy, and the relationship between
education, safeguarding, and security. David also publishes on religion, values, and
education.

Michael Mulqueen is a serving senior police officer actively engaged in strategic
police initiatives to better sense, seize, and exploit the opportunities of digital
intelligence and investigation through ethical innovation. He holds a PhD from
University College Dublin, where he was a Government of Ireland Scholar. He
previously was Professor of Media and Security Innovation at Liverpool Hope
University, where he also served as founding Director of the Centre for Applied
Research in Security Innovation and Head of the Department of Media and

ix



X NOTES ON CONTRIBUTORS

Communication. He was executive lead of the UK’s Intelligence Futures Group,
which was established by the Association of Chief Police Officers.

Philipp Olbrich is a PhD student in the Department of International Relations
and International Organization at the University of Groningen. Prior to that, he
was a researcher at the Austrian Institute for International Affairs in Vienna. His
doctoral dissertation focuses on the use of commercial satellite imagery by non-
state actors in the context of international security. His broader research interests
concern the nexus of international security and technology, materialist approaches
in international relations, and the conflict on the Korean peninsula.

David Reid is Senior Lecturer in Computing at Liverpool Hope University.
Having attained his PhD in 1995, on research in the fields of intelligent agent
systems and adapted hypertext systems, he joined a newly formed group at
Liverpool University, dedicated to developing and promoting innovative techno-
logical solutions for local businesses. After implementing the first electronic shop-
ping mall in the UK, Reid spent eight years providing technical leadership on many
Internet and Intranet projects, including novel biometric data storage and analysis.
His current research interests include web-based biometric security, agent-based
systems, genetic programming, and artificial intelligence.

Julian Richards holds a PhD in Political Violence from Cambridge University in
1993. He subsequently worked for Government Communications Headquarters
in the UK for a number of years, before returning to academic life and co-found-
ing the Centre for Security and Intelligence Studies at the University of Buckingham
in 2008, where he leads a number of postgraduate programmes.

Ian Stanier has nearly 25 years’ experience in Law Enforcement Intelligence,
including within two large metropolitan police forces and a secondment to the
National Offender Management Service. He received a doctorate from London
Metropolitan University, where he studied information-sharing pathologies and
police intelligence failures. His overt and covert intelligence work has seen him
deployed nationally and internationally. He has taught various intelligence-related
subjects at the College of Policing and is responsible for covert units within his
current organisation. He specialises in intelligence-failure pathologies, prisoner
debriefing, covert policing, and intelligence collection within prison establish-
ments. He has worked with UK universities to increase academic provision for law
enforcement intelligence professionals.

Nina Witjes is a research fellow at the Austrian Institute for International Affairs
in Vienna and a scientific associate at Munich Center for Technology in Society
(MCTS), Research Group on Innovation. Witjes is finalising her doctoral disserta-
tion at the Technical University Munich on ‘The Co-Production of Science,
Technology and International Politics’. Her research interests revolve around sci-
ence, technology and global affairs, the European Space Agency and the nexus of



NOTES ON CONTRIBUTORS  Xxi

satellite technologies and security policy as well as large technological infrastruc-
tures in the context of European Integration.

Andrej Zwitter holds the Nederlands Genootschap voor Internationale Zaken
(NGIZ) Chair in International Relations at the Faculty of Law, the University of
Groningen, and is also an honorary senior research fellow at the Liverpool Hope
University. In his function as NGIZ-Chair, he heads the Political Sciences section
at the Department of Legal Theory. His research foci include ethics in interna-
tional politics and law, the ethics of Big Data, state-of-emergency politics, as well
as law and politics of humanitarian action.






L1sT OF FIGURES

Fig. 6.1 Ethics and innovation in Big Data product design 69
Fig. 9.1 Oversight bodies relevant to Big Data and UK law enforcement 103

Xiii



CHAPTER 1

Introduction to Big Data Challenges

Anno Bunnik, Anthony Cawley, Michael Mulqueen,
and Andrej Zwitter

Abstract This chapter introduces the rationale for the book. It explains
why Big Data is one of the most prominent challenges of our time, with far-
reaching implications for society and security. It sets out why the tension,
and interaction, between innovation and ethics is at the forefront of the
various challenges of Big Data. It clarifies the division of the book into Part
I, ‘Between Mathematics and Philosophy’, and Part II on ‘Implications for
Security’. Each chapter is also briefly introduced to the reader.

Keywords Introduction ® Big Data ® Security ® Society ® Innovation ® Ethics

This book unravels implications for society and security of a seismic shift
in science, engineering, and computing. Driving the shift is ‘Big Data’, a
term that loosely refers to remarkable advances in computational process-
ing power, information storage, and clever software programmes. Whilst
there is no universal definition of Big Data, it can be understood as refer-
ring to vast digital data sets that often capture very personal informa-
tion of citizens and consumers. Examples would include Google searches,
WhatsApp messages, or financial transaction flows by Walmart’s clientele.
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