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Introduction
A computer processor such as Intel’s i486 used to cost
around the same as a small car. Nowadays a chip with
similar power is the price of a chocolate bar.
When processing power is so cheap, you can afford to put
processors in places that you couldn’t before—not just a
business workstation or a home PC but also a telephone, an
electricity meter, a bedside lamp, or a teddy bear. We can
make objects intelligent. We can make them think and
speak. Pundits have dubbed this “physical computing”,
“ubiquitous computing” or “ubicomp”, or “the Internet of
Things”. Whatever you choose to call it, we are really
talking about making magical things, enchanted objects.
In this book we look at the kinds of computer chips that can
be embedded in objects (“microcontrollers” such as the
Arduino) and take you through each step of the process
from prototyping a Thing to manufacturing and selling it.
We explore the platforms you can use to develop the
hardware and software, discuss the design concepts that
will make your products eye-catching and appealing, and
show you ways to scale up from a single prototype to mass
production.



What this book is not
For starters, this book is not a specific guide to any given
microcontroller. Although we look at the Arduino,
Raspberry Pi, and other options, this detailed technical
information will necessarily date more quickly than the rest
of the material in the book. So we are more interested in
showing the criteria for evaluating and choosing a
platform.
Nor is this book a guide to particular cool projects to make.
Rather, we survey some groundbreaking Things but mostly
look at the general design principles that will, we hope,
encourage you to make something fresh, beautiful, useful,
and magical.
Finally, this isn’t an academic treatise on the business
infrastructure of tomorrow’s Internet of Things—
technologies such as 6LoWPAN and emerging M2M
standards. We are far more interested in how to design,
manufacture, and sell consumer-facing Things that will
delight people.

Who should read this book?
We certainly hope that this book, as a technical publication,
will help software engineers, web developers, product
designers, and electronics engineers start designing
Internet of Things products. Indeed, we cover
microcontrollers, electronics, embedded programming, and
web APIs, among other technical topics of interest.
The book is also targeted at entrepreneurs, “makers”
(designers, artists, craftspeople, and hobbyists), academics
and educators, and anyone interested in getting an
overview of this exciting upcoming technology. Even if you
have little or no technical background in IT, much of the



material is accessible to a general reader, and our coverage
extends beyond the purely digital to topics in design,
ethics, and business.

How to use the book
As we mentioned previously, this is not a “how-to” book, so
you don’t need any particular tools to read along. The more
technical chapters do give some suggestions for
microcontroller hardware or web development frameworks
that you may choose to investigate further in parallel.
We have designed the book to flow from principles through
prototyping to manufacture and business considerations, so
you can certainly read it from cover to cover. However, you
may prefer to take alternative paths through the book.
Depending on your background and concerns, some
chapters may be of greater interest, whereas others you
may prefer to skip for now.
Part I, “Prototyping”, introduces the Internet of Things and
moves onto experimenting and creating your prototype
project.
We recommend that all readers start with Chapter 1, “The
Internet of Things: An Overview”, which describes what the
Internet of Things is and why it’s happening now, and
Chapter 2, “Design Principles for Connected Devices”,
where we set out a manifesto for consumer-facing Things
for humans.
Chapter 3, “Internet Principles”, is designed to be an
accessible introduction which will be helpful to keep your
ideas clear while you are building your Thing and thinking
about how it communicates with the world. If you have a
background in the Internet and web family of protocols,
you can certainly skip this one.



The next chapters will be of most interest if you are
planning to build a Thing yourself. To get a better
understanding of the field, it is certainly worth reading
Chapter 4, “Thinking About Prototyping”, for general
considerations about technology choices. For the engineer,
maker, or technical person responsible for making a device,
Chapter 5, “Prototyping Embedded Devices”, applies the
general principles to specific devices (at time of
publication); Chapter 6, “Prototyping the Physical Design”,
discusses how to build the physical design of your
prototype; and Chapter 7, “Prototyping Online
Components”, describes building the online components as
web APIs.
Although many readers will have at least some general
knowledge of programming, writing code for the small
computers which often power connected devices has its
own challenges. Chapter 8, “Techniques for Writing
Embedded Code”, presents some lessons learned in the
trenches and will be useful to makers involved in projects
with more complex computational requirements.
Part II, “From Prototype to Reality”, moves beyond the
world of making and prototyping and looks at what
happens when your project meets the real world.
If you are an entrepreneur hoping to make money from
your Internet of Things project, Chapter 9, “Business
Models”, examines business models which go far beyond
simply selling devices. Of course, if you are planning to sell
devices, then moving to manufacture presents a whole new
set of problems, such as creating PCBs, sourcing materials,
and getting certification, as we discuss in Chapter 10,
“Moving to Manufacture”.
Finally, technology always changes the world, and not
always for the better. We began the book with design
principles for making enchanted objects, and Chapter 11,



“Ethics”, discusses how ethical and moral principles are
also essential if we want to keep the enchantment from
going bad.
You can find more information about the book and the
authors at book.roomofthings.com or by following
@aBookOfThings on Twitter.

Production Notes
They say travel broadens the mind. It also helps you write.
Parts of the book were written on a couple of flights, but
much more on countless train journeys—mostly between
Liverpool and London, but also elsewhere in the UK and in
northern Italy. Former transport systems worked, too: the
High Line in New York was an excellent venue for writing
during an extended visit there early in the book’s life.
The rest was written in and around Liverpool. In DoES
Liverpool, in my flat by the cathedrals, holed up in Bold St.
Coffee, or on the third floor of the majestic Central Library.
When the weather permitted, even some down at the Pier
Head, overlooking the river Mersey.
The main text was written in Vim in Markdown, on a Sony
Vaio laptop running Ubuntu, and then edited in Microsoft
Word on Windows on the same laptop.
—Adrian
Before even touching a keyboard, Adrian and I had several
long, wide-ranging conversations about the Internet of
Things in general and the content we wanted for the book.
As I was quite new to the topic, this helped me form an
understanding by getting to ask silly questions and
challenge assumptions. The discussions helped us to reach
a common “voice” for the book. We drafted a chapter
together (which eventually became Chapter 4, “Thinking



About Prototyping”) and then split the remaining chapters
evenly in accordance with our interests and knowledge. We
have consistently reviewed each other’s chapters before
submitting them, which has helped maintain that shared
voice through the whole process.
My drafts were written in Vim, converted from Markdown
using Pandoc, and edited in LibreOffice, originally on an
aging ThinkPad and then, when that finally gave up the
ghost, on a MacBook Pro. Dropbox was invaluable for
sharing the latest version of every document immediately.
We wrote blog posts in Markdown, too, and published them
with Jekyll.
—Hakim
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1 
The Internet of Things: an Overview
The first question that we should attempt to answer is, of
course, what is the Internet of Things? Although the
concepts we call on throughout this book are relatively
straightforward, people have many different visions of what
the phrase means, and many of the implications are hard to
grasp. So we will take this question slowly in this chapter
and look at it from a number of different angles.
What does the phrase “Internet of Things” mean? And how
does it relate to the earlier buzzword “ubiquitous
computing”? For those who are interested in the history of
technological progress, where does the Internet of Things
sit in the broad sweep of things, and why are we talking
about it now? For those who understand best through
metaphors, we look at the idea of enchanted objects, an
image which has described technology for millennia but
which is especially potent when describing the Internet of
Things. For the more practical readers who understand by
seeing examples of real things, we sketch out some of the
exciting projects that give a good flavour of this exciting
field. Let’s start with this last approach, with a short piece
of “design fiction”.

The Flavour of the Internet of Things
The alarm rings. As you open your eyes blearily, you see
that it’s five minutes later than your usual wake-up time.
The clock has checked the train times online, and your
train must be delayed, so it lets you sleep in a little longer.
(See http://makezine.com/magazine/make-11/my-train-schedule-
alarm-clock/.)

http://makezine.com/magazine/make-11/my-train-schedule-alarm-clock/


In your kitchen, a blinking light reminds you it’s time to
take your tablets. If you forget, the medicine bottle cap
goes online and emails your doctor to let her know. (See
www.vitality.net/glowcaps.html.)
On your way out of the house, you catch a glow in the
corner of your eye. Your umbrella handle is lit up, which
means that it has checked the BBC weather reports and
predicts rain. You sigh and pick it up. (See
www.materious.com/#/projects/forecast/.)
As you pass the bus stop on the way to the station, you
notice the large LCD display flash that the number 23 is
due. It arrives when you turn the next corner. When the bus
company first installed those displays, they ran on the
expected timetable information only, but now that every
bus has GPS tracking its location, they simply connect to
the bus company’s online service and always give the
updated information. Various transport organizations have
implemented this. London’s TfL has some useful
information on their signs at
www.tfl.gov.uk/corporate/projectsandschemes/11560.aspx.
When you get to the station, your phone checks you in
automatically to a location-based service (such as
Foursquare). On your mantelpiece at home, an ornament
with a dial notices the change and starts to turn so that the
text on it points to the word “Travelling”. Your family will
also see later that you’ve arrived at “Work” safely. (See
http://wheredial.com.)
On your lunch break, a pedometer in your training shoes
and a heart monitor in your wrist band help track your run
around the block. The wrist band’s large display also makes
it easy to glance down and see how fast you are running
and how many calories you’ve burned. All the data is
automatically uploaded to your sports tracking site, which
also integrates with your online supermarket shopping

http://www.vitality.net/glowcaps.html
http://www.materious.com/#/projects/forecast/
http://www.tfl.gov.uk/corporate/projectsandschemes/11560.aspx
http://wheredial.com/


account to make it easy to compare with how many calories
you’ve eaten. (See http://nikeplus.nike.com/plus/.)
As you can see from the preceding links, each of these
products is feasible with today’s technology. Each has been
prototyped, and many of them exist as craft or mass-market
products.

The “Internet” of “Things”
We’ve looked at a number of examples of the Internet of
Things, so what is the common thread that binds them
together? And why the name? All the cases we saw used
the Internet to send, receive, or communicate information.
And in each case, the gadget that was connected to the
Internet wasn’t a computer, tablet, or mobile phone but an
object, a Thing. These Things are designed for a purpose:
the umbrella has a retractable canopy and a handle to hold
it. A bus display has to be readable to public transport
users, including the elderly and partially sighted and be
able to survive poor weather conditions and the risk of
vandalism. The sports bracelet is easy to wear while
running, has a display that is large enough and bright
enough to read even when you are moving, and will survive
heat, cold, sweat, and rain.
Many of the use cases could be fulfilled, and often are, by
general-purpose computers. Although we don’t carry a
desktop PC around with us, many people do carry a laptop
or tablet. More to the point, in almost every country now,
most people do carry a mobile phone, and in many cases
this is a smartphone that easily has enough power for any
task one could throw at a computer. Let’s see how well one
could replicate these tasks with a smartphone.
Viewing your bus provider’s timetable with a smartphone
web browser seems to fulfil the same function at first

http://nikeplus.nike.com/plus/


glance. But just consider that last phrase, “at first glance”.
On arriving at the bus stop, one can simply glance at the
computerised timetable and see when the next bus is due.
With a smartphone, if you have one and can afford the data
use (which may be prohibitive if you are a foreign tourist),
you have to take the phone out of your pocket or bag,
unlock it, navigate to the right website (this may be the
slowest and most complicated part of the process, whether
you have to type the URL or use a QR code), and read the
data from a small screen. In this time, you are not able to
fully concentrate on the arriving buses and might even miss
yours.
You can track your runs with an app on your smartphone,
and many people do: the phone has GPS, many other useful
sensors, processing power, an Internet connection, and a
great screen. But it turns out that such a phone isn’t easy
to carry on a run without worrying about dropping it or
getting it wet. Plenty of carrying options are available, from
a waist bag to an arm strap. The latter, in theory, enables
you to read the device while you are running, but in
practice reading details on the screen can be hard while
you are jiggling up and down! To get around this difficulty,
apps such as RunKeeper provide regular audio summaries
which can be useful (www.runkeeper.com). Ultimately, a phone
is a perfectly capable device for tracking your run, and
most runners will find it a sufficient, comfortable, and fun
way of logging their running data. However, others may
well prefer a device worn as a watch or wristband,
designed to be read on the move, worn in the rain, and
connected to peripherals such as heart monitors.
Of course, no mobile phone (or even tablet or laptop) is
large enough or waterproof enough to use as an umbrella.
However, you could pair a smartphone with a normal
“dumb” umbrella, by checking an app to see whether it is
likely to rain later, before you leave the house. Unlike a

http://www.runkeeper.com/


calm, subtle light in the umbrella stand, glimpsed from the
corner of your eye as an ambient piece of information to
process subconsciously when you pass it on the way out of
your home, an app requires you to perform several actions.
If you are able to establish and maintain the habit of doing
this check, it will be just as effective. Rather than having
greater capabilities, the smart umbrella simply moves the
same intelligence into your environment so that you don’t
have to change your routine.
So the idea of the Internet of Things suggests that rather
than having a small number of very powerful computing
devices in your life (laptop, tablet, phone, music player),
you might have a large number of devices which are
perhaps less powerful (umbrella, bracelet, mirror, fridge,
shoes). An earlier buzzword for roughly the same concept
was “ubiquitous computing”, also known by the ugly
portmanteau “ubicomp”, and this also reflects the huge
number of possible objects that might contain computing
technology. Now that the Internet is a central pipe for data,
it’s hard to imagine, for example, a PC that doesn’t have an
always-on broadband connection. Younger readers may
never have seen such a thing. As technologist and
columnist Russell Davies joked at the 2012 Open Internet
of Things Assembly in London:

I can’t understand why teddy bears did not have wifi
before. A bear without wifi is barely alive, a semi-bear.

—http://storify.com/PepeBorras/opent-iot-assembly

The definition of ubicomp, however, would also include the
Glade air fresheners which release scent when they detect
movement in the room as part of its domain. That is to say,
such a device is an intelligently programmed computer
processor, driven by sensors in the real world, and driving
output in the real world, all embedded into an everyday
object. These factors make this ubicomp, and it is only

http://storify.com/PepeBorras/opent-iot-assembly


differentiated from the “Internet of Things” by the fact that
these days most of the really interesting things done with
computing also involve an Internet connection.
But what does it mean to “connect an object to the
Internet”? Clearly, sticking an Ethernet socket into a chair
or a 3G modem into a sewing machine doesn’t suddenly
imbue the object with mysterious properties. Rather, there
has to be some flow of information which connects the
defining characteristics of the Thing with the world of data
and processing represented by the Internet.
The Thing is present, physically in the real world, in your
home, your work, your car, or worn around your body. This
means that it can receive inputs from your world and
transform those into data which is sent onto the Internet
for collection and processing. So your chair might collect
information about how often you sit on it and for how long,
while the sewing machine reports how much thread it has
left and how many stitches it has sewn. In subsequent
chapters, we talk a lot about “sensors”.
The presence of the Thing also means that it can produce
outputs into your world with what we call “actuators”.
Some of these outputs could be triggered by data that has
been collected and processed on the Internet. So your chair
might vibrate to tell you that you have received email.
We could summarize these components in the following
appealingly simple (though, of course, also simplistic)
equation:



An equation for the Internet of Things.
Note that in all the cases we’ve looked at, the form of the
object follows the function of the Thing: your chair is
designed to sit on, the sewing machine to sew at, and so
on. The fact of also being connected to the Internet and
having general-purpose computing capabilities doesn’t
necessarily have an impact on the form of the object at all.
(One might argue that current-generation smartphones and
tablets are in forms optimized for use as general-purpose
computers, not as portable telephony devices. Certainly, on
seeing the number of phones with scratched screens, one
could ask whether they are designed to be easy to hold
securely and resistant to drops and the impacts of everyday
use.)

The Technology of the Internet of
Things
In starting to define the Internet of Things, we compared it
to the earlier concept of ubiquitous computing. We could
compare that, in turn, with Bill Gates’s famous vision in
1977 of “a computer on every desk and in every home”
(http://danbricklin.com/log/billg_entwof.htm) and again with
the earlier notion of a computer as an astonishingly
expensive and specialised machine, accessible only to
universities, some forward-thinking global corporations,

http://danbricklin.com/log/billg_entwof.htm


and the military. It is worth taking a little time to look at
the Internet of Things through a lens of the history of
technology to more clearly understand how and where it
fits.
Technology’s great drivers have initially been fundamental
needs, such as food and water, warmth, safety, and health.
Hunting and foraging, fire, building and fortifications, and
medicine grow out of these needs. Then, because resources
for these things are not always distributed where and when
one might like, technological advances progress with
enabling and controlling the movement of people, their
possessions, livestock, and other resources. Trade develops
as a movement of goods from a place where they are
plentiful and cheap to one where they are rare and
valuable. Storage is a form of movement in time—for
example, from harvest time, when food is plentiful and
cheap, to the following winter, when it is highly valued.
Information becomes key, too—hence, the development of
language to communicate technology to others. Travellers
might pass on messages as well as goods and services, and
an oral tradition allows this information to pass through
time as well as space. The invention of writing makes this
communication ever more important and allows, to some
extent, human lives to be preserved in words by and about
writers, from the ancient philosophers and poets to the
present day. From writing, via the telegraph, radio, and
television, to digital information, more and more
technology has been about enabling the movement of
information or doing interesting things with that
information.
But the other human needs we looked at haven’t ceased to
exist, nor will they. We still need to eat and drink. We still
need light and warmth. We still need love and friendship.
We still need chairs, clothes, and shoes; means of transport



and communication; and ways to entertain ourselves. The
shape and details of all of these things will change but not
the needs they address.
As technology has progressed, new categories of objects
have been created: in the electronic age, they have
included telephones, radios, televisions, computers, and
smartphones. As with most new technology, these devices
tended to start out very expensive and gradually come
down in price. Demand drives down prices, and research
leads to optimization and miniaturisation. Ultimately, it
becomes not just possible but also feasible to include
functionality that would previously have required its own
dedicated device inside another one. So although a
television screen would originally have physically
dominated a living room, not only are today’s flat-screen
panels more compact, but the technology is so ubiquitous
that a high-resolution screen capable of displaying
television content can be embedded into a door frame or a
kitchen unit, and of course, even smaller screens can find
their way into music players and mobile phones.
Similarly with computers, it has become so cheap to
produce a general-purpose microchip in devices that your
washing machine may contain a computer running Linux,
the cash register at the supermarket may run on Windows,
and your video player may run a version of Apple’s OS X.
But as we’ve already hinted at, mere computing power isn’t
a sufficient precondition for the Internet of Things. Rather,
we are looking at computing power linked on the one hand
to electronic sensors and actuators which interact with the
real world and on the other to the Internet. It turns out that
the rapid sharing and processing of information with
services or other consumers is a huge differentiator.
As an example, let’s consider the computers that exist in
modern cars: they have myriad sensors to determine how



well the car is running—from oil gauge and tyre pressure to
the internals of your engine. As well as diagnostics,
computerized brakes may assist the driver when the
processor spots conditions such as the wheels locking or
spinning out of control. All this is local information, and
although the processing and analysis of this data may be
highly sophisticated, it will be limited to whatever your car
manufacturer has programmed. But perhaps your car also
tracks your location using GPS: this is external (although
not necessarily Internet-related) data. High-end cars may
communicate the location back to a tracking service for
insurance and anti-theft purposes. At this point, the car
carries computing equipment that is able to not just
passively consume data but also to have a dialogue with an
external service. When your car’s computer is connected to
the Internet (regularly or permanently), it enables services
such as responding to traffic conditions in real time by
rerouting around them. Your GPS might already supply
such data, but now it can be created in real time by “social
route planning” based on the data aggregated from what
other connected drivers nearby are doing. When the
previously internal data gets connected to the Internet, the
ways it can be processed, analysed, aggregated, and
remixed with other data open up all the possibilities that
we’ve seen in existing connected areas and indeed new
ones that we can’t yet imagine.
So there is a real change to an object or appliance when
you embed computing power into it and another real
change when you connect that power to the Internet. It is
worth looking at why this latter change is happening now.
When the Internet moved out of academia and the military,
with the first commercial Internet service providers (ISPs)
opening for business in the late 1980s, the early adopters
of the consumer Internet may have first gone online with a
computer running an Intel 486 chip, costing around £1500,


