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Introduction

This book is designed for anyone interested in straightforward, honest guidance on passing
the Certified Information Systems Auditor (CISA) exam. The CISA certification is one of
the hottest entry-level auditor credentials on the market.

It is a trend worldwide for various organizations to upgrade security and prove the
existence of strong internal controls. You may have heard of a few of these:

» International Basel III accord for risk management in banking.

=  COSO, which includes several variations by country. The US version deals with
Sarbanes-Oxley Act (SOX) for public corporations with equivalent controls offered in
other stock exchanges worldwide.

= Safe Harbor International Information Privacy Protection.

»  US Federal Information Security Management Act (FISMA).

»  Payment Card Industry (PCI) standards for credit card processing.
»  Health Insurance Portability and Accountability Act (HIPAA).

These are just a few of more than 30 high-profile regulations that demand audited proof
of internal controls. Frankly, they present many opportunities for a CISA. This may be the
opportunity that you have been looking for, especially if you come from a background of
finance or technology.

One of the biggest problems facing regulatory compliance reporting is individuals
running testing applications without understanding all the other simultaneous objectives
still required. Running software will never make a person a competent auditor. Far too
many dependencies exist outside of the testing application. To address this problem, the
skeptical auditor mentality is coupled with disciplined written procedures, testing plans,
factual reporting of failures even if they are fixed, and objective independence in scope and
decisions, which are far more important than automated test results alone.

What Is the CISA Certification?

ISACA offers one of the most recognized certifications in the world for IS auditing: the
Certified Information Systems Auditor (CISA) certification. It is recognized worldwide
due to excellent marketing. ISACA has active members in more than 180 countries and is
recognized as one of the providers in I'T governance theory, control theory, and assorted
assurance guidelines. ISACA started in 1969 as the Electronic Data Processing Auditors
Association, with an objective to develop specific international IS auditing and control
standards. Most of the content is bullet points derived from the worldwide financial
controls issued by Committee of Sponsoring Organizations of the Treadway Commission
(COSOQO). As a result, ISACA’s excellent marketing machine has created a well-known
information systems audit certification, the CISA.
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ISACA controls the CISA exam worldwide. It is one of the most common credentials in
IT governance and IT consulting. CISA, like other ISACA certifications, is easy to obtain
because you will never have to perform a single audit procedure to get certified. Another
well-known credential you will encounter is the broader and deeper Certified Internal
Auditor by Institute of Internal Auditors (ITA).

What Is the Market Potential for Certified IS Auditors?

The CISA world is still moving forward, but the skills gap is rapidly growing wider. After
the worldwide banking collapse of 2008, corporations are hiring and retaining consultants
in an effort to prove compliance before they get caught short. Consulting companies
prefer to contract CISA-certified professionals to help service clients. Large and small
organizations are finding themselves at a competitive disadvantage if they’re unable to
demonstrate a stronger level of internal controls. The myth that an organization can be
“too big to fail” has been proven to be false. I’ll show you examples as evidence of this in
Chapter 1, “Secrets of a Successful Auditor.”

One of the fundamental rules of auditing is that participating in the remediation
(fixing) of problems found during the audit will compromise the auditor’s independence
and objectivity. The independent auditor must remain independent or at least objective to
certify the results as valid. A second, unrelated auditor should assist in the performance of
remediation work. The requirements for regulatory compliance are ongoing, and that means
remediation at some level will be ongoing too. In other words, the auditor requirement is
actually doubled. The requirements have dramatically increased for clients to keep up.

For over 100 years, organizations have undergone the scrutiny of financial audits.
As financial systems have become more and more complex, computer automation has
introduced new concerns over the integrity of electronic financial records. In the past, an
organization would simply hire a certified public accountant to review its financial records
and attest to their integrity. Larger organizations hire certified internal auditors to assist
with reviewing internal controls of the business to help reduce the ongoing cost of external
audits. Now, the long list of regulations requiring internal controls has focused attention
on the information systems. Computers are now the house in which the financial records
reside. When verified, tested, fully functional security controls are proven to exist, the
executives and personnel can be held responsible for tampering or misrepresentation in
electronic records. If you can’t prove integrity of the computer environment, you can’t trust
the integrity of electronic records either.

Why You Should Become a CISA

The majority of uncertified auditors are no more than well-meaning individuals who
habitually violate the official audit standards. Here is a short list of the benefits associated
with becoming a CISA:

Demonstrates Proof of Professional Achievement The CISA certification provides
evidence that you understand basic audit theory enough to pass the written certification
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exam. The exam tests your knowledge of auditing concepts and vocabulary related to
information systems. Your CISA certification shows that you understand the fundamentals
of applying audit concepts to the abstract world of information systems.

Provides Added Value to Your Employer Today’s employers are savvy about the value

of certification. Your CISA study is expected to illuminate new methods to improve your
performance on the job. It’s fairly common for individuals to start their auditing career by
mimicking a more senior person performing a similar job (as the saying goes, “Monkey
see, monkey do”). The goal is to shine the light on specific practices that you should

have been following, even if you never heard of them before. Your job performance will
improve after you learn the proper foundation to better understand the concepts. After
passing the CISA exam, you can take additional hands-on training to perform each audit
procedure yourself.

Provides a Basic Credential for Audit Team Members CISA is the minimum credential
for members performing audit functions on the audit team. Audit clients are a demanding
breed of individuals. The fate of the client’s organization may rest on the findings detailed
in the auditor’s report. There is little room for mistakes. The CISA credential indicates that
you are a person who understands enough theory regarding what it will take to deliver
trustworthy accurate results. Some auditees will try to mislead you into passing what
should be reported as failing. The person reading the audit report needs to understand that
your work is accurate. Clients will direct capital and resources to be expended according to
the report you provide. The CISA certification helps demonstrate that you are not a biased
technician pretending to be an auditor.

Increases Your Market Value The CISA credential is regarded as the entry-level
starting point for professional technology auditors. There is no better way to attract
the favorable attention of management. It does not matter whether you’re internal or
external to the organization. Government regulations with more-intrusive requirements
are becoming a growing concern for executives. Customers may not understand all the
details necessary to describe the job of an auditor; however, your client will recognize
that even though you probably don’t know the actual audit procedures yet, you are able
to talk intelligently about objectives. In addition, audit firms can bill more money for
certified professionals.

Provides a Greater Opportunity for Advancement Every organization strives for good
people who are self-motivated. What does the lack of certification say about someone? Are
they unmotivated? Are they possibly not capable? Or are they simply afraid to try? No
manager in their right mind would promote an individual who has not proven their value.
Taking the time to get educated shows the world that you are motivated. Getting certified
proves you are somebody who wants to get things done. Instead of using words to describe
your ability, your CISA credential indicates that you are serious about your job, and people
will treat you accordingly.

Builds Your Confidence to Learn Audit Procedures The world today is extremely
specialized. Consider that many things of premium value in today’s world are certified.
We have certified used cars, certified mail, certified public accountants, certified welders,
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certified travel agents, certified lawyers, and even certified sandwich artists. Frankly,
trade industries perform at least 20 times better at teaching actual procedures and
techniques than CISA. It’s much harder to be a hair stylist or food service manager
because those require months of full performance practicing all the tasks start to finish
before achieving certification. Fortunately, CISA training only answers the “why” theory
questions; you go elsewhere for training to learn “how” to perform specific audits. The
CISA is your first step toward the widespread white-collar office credibility that you
desire.

Who Should Buy This Book

If you’re serious about becoming a professional technology auditor, this is the book to
study. If you’re curious about becoming a CISA auditor or lowering the cost of compliance,
in this book you will learn how good auditors operate.

The people entering the technology audit field are usually one of the following:

»  Finance professionals looking for upward mobility with more interesting challenges

= Industrial control professionals seeking to improve their understanding to gain
recognition and advancement

» IT professionals with a desire to leave operations and expand into the lucrative world
of consulting or pen testing

» Internal auditors seeking to demystify the control issues within IT (because from news
stories, we all know that too many auditors are not properly testing the control elements)

This book is unique in the field of IS auditing. You will benefit by learning the workflow
and decision points necessary to be a successful auditor. The chapters take you step-by-
step toward obtaining your goal. Inside this book are important details about how to
accomplish your job, the exam objectives (listed at the beginning of each chapter), and all
of the most important auditing concepts.

Why This Book Is Your Best Choice

This book is specifically designed to help you become a well-respected CISA. There are
no jumbled brain dumps or answer cramming exercises here. CertTest has been teaching
very successful CISA seminars with hands-on procedural training for several years with
outstanding results. This book will never replace our live “See-Do-Run” seminar on how
to perform the procedures, but it will help you pass the CISA written exam. The exam
alone is just a small stepping-stone in your professional life. Passing the exam does not
prove you will be a good auditor. It simply gives your client a reason to listen to you for
another 15 seconds. Now you have 15 seconds to demonstrate that you know what you
are talking about.

Imagine telling someone that you are a certified juggler of flaming swords. You can bet
their next comment would be, “Awesome. Light up the swords and start juggling.” Clients
are impressed when you show them your skills by performing the tasks, not by you passing
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an exam. The goal of this book is to take you through the CISA material better than
anyone else by showing you the “how and why” of performing IS audits:

» If you are familiar with technology, this book will help you understand how the
auditor must act to be successful. IT professionals often make lousy auditors because
auditing is about first understanding the business details. Technology is a secondary
tool to accomplish the business goals. Success is achieving the business financial goals
with reasonable compliance. Simply focus on how an auditor works instead of thinking
like a support technician. Auditors are not techs.

»  If you come from a finance background, I'm going to take you through an introductory
tour of technology. The CISA is not a technician’s test. The explanations in this book
are technically correct and designed to be simple to understand.

Many opinions exist about how the information systems audit should be performed.
This book covers a combination of the official auditing standards of COSO regulations,
ISO standards, and ISACA standards. Understanding these standards is necessary for you
to be successful. Rest assured that they are not usually in conflict with each other. If in
doubt, you should always give priority to the regulations and ISO standards. You’ll find
that this book contains the valuable information necessary to operate an internal audit
or a successful consulting practice. Initially the focus is on helping you pass your exam.
However, you will discover that this information can help you earn a great deal more than
a paper certificate if you apply it.

Each chapter in this book has been arranged in a logical sequence focusing on a
practical application. ISACA produces useful materials written by committees of authors,
each contributing a handful of their own pages. I have chosen to take a different route. The
material in this book is written in a sequence based upon what CertTest uses to educate its
own staff and clients prior to an audit engagement.

You’ll start with gaining a firm understanding of the basics and build your way up to
the advanced material with almost no duplication. It is strongly suggested that you read
the chapters in order, without skipping ahead, because the material in each chapter is
important to understanding the material in subsequent chapters. Therefore, focusing on
specific chapters out of order may cause problems because the chapters are not freestanding
units of knowledge.

How to Become a CISA

The CISA designation is provided to individuals who have demonstrated their ability
to fulfill the following five requirements based upon the ISO minimum standard for
certification of persons:

Pass the CISA Exam The CISA examination is offered three times a year, in June,

in September, and again in December. You have to register for the test three months

in advance. You can register online at www.isaca.org or by mail. The examination is
administered by pencil and paper in front of a live test proctor. It consists of 200 multiple-
choice questions, and there is a 4-hour time limit. You can expect only a few exam takers
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to finish before the “10 minutes left” time warning announcement. A grade above 450
points is required to pass the CISA examination, and you must be in the top one-third of
ISACA’s grading curve.

Professional Experience in Information Systems Auditing, Control, or Security Because
CISA does not check or test anyone’s ability to perform a task, the fallback is that you
must have five years of IS auditing experience to prove you have enough of a basic entry-
level understanding to be a member of an audit team. ISACA will accept up to two years of
substitution toward the work experience requirement, as follows:

Related Experience Substitution You can substitute a maximum of one year of
financial or operational auditing or information systems experience.

College Credit Hour Substitution The equivalent of an associate or bachelor’s degree
can be substituted for one or two years, respectively (60 hours or 120 hours).

University Instructor Experience Substitution A full-time university instructor can
substitute two years of on-the-job experience toward one year of the IS auditing control
or information security experience.

Your CISA test results are valid for five years from the examination date. Even without any
related work experience today, you can take the CISA examination to prove you passed
the written orientation requirements of basic theory to be on the audit team. While on the
team, you can build valuable experience. Certification will be awarded only after you have
provided verification of desired work experience (of five years or the equivalent). ISACA
limits acceptable experience to that which has occurred within 10 years prior to your
application date.

Continuous Adherence to ISACA’s Code of Professional Ethics Trust and integrity are
paramount to the auditor’s profession. You will be required to pledge your ongoing support
for adherence to the IS auditor’s code of professional ethics.

Adherence to Well-Established IS Auditing Standards The purpose of auditing standards
is to ensure quality and consistency. Auditors who fail to meet these standards place clients,
themselves, and the profession in peril. ISACA provides information to guide auditors
through their professional responsibilities. The auditing standards are based on well-
recognized professional practices applied worldwide.

Participate in Continuing Education for Audit Task Proficiency Training and
Updates This starts immediately after passing your written exam. You will need more
education immediately to learn how to perform individual audit procedure tasks, to
learn to operate the different analysis software (like SCAP), and to perform detailed test
procedures and many other required tasks that are not covered in the material you will
study for the CISA exam. It’s always easier to learn by running the procedures than it is by
just reading and listening to lectures.

The auditor’s job is to apply each of the official industry standards while providing
excellent notes so others can independently reproduce the same results. Good work is
proven when evidence testing is verified through matching identical results from other
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auditors. Poor notes and lack of practice following highly detailed written procedures with
limited task proficiency indicate a terrible auditor. Continuous task performance training
makes a great auditor.

How to Use This Book and Website

This book is organized into eight chapters. Each begins with a list of chapter objectives that
relate directly to the CISA exam.

An “Exam Essentials” section appears near the end of every chapter to highlight a
selection of topics that you’re likely to encounter during your exam. The exam essentials are
intended to guide your study rather than provide a laundry list of details. The goal is to help
you focus on the higher-level objectives from each chapter as you move into the next chapter.

At the end of every chapter are basic review questions with explanations. You can use
them to help gauge your level of understanding and better focus your study effort. As you
finish each chapter, you should review the questions and check whether your answers are
correct. If they’re not, you should read the relevant section again. Look up any incorrect
answers and determine why you missed the question. It may be a case of failing to read the
question and properly considering each of the possible answers. It could also be that you
did not understand the information. Either way, going through the chapter a second time
would be valuable.

We have included several testing features in the book and on the companion website.
Following this introduction is an assessment test that will help you gauge your study
requirements. Take this test before you start reading the book. It will help you identify
areas that are critical to your success. The answers to the assessment test appear after the
last question. Each answer includes a short explanation with information directing you to
the appropriate chapter for more information.

Included on this book’s online-learning environment website at sybextestbanks . wiley
.com are two practice exams of 200 questions each. In addition, there are more than 300
flashcards. You should use this study guide in combination with your other materials to
prepare for the exam.

Take these practice exams as if you were taking the real exam. Just sit down and start
each exam without using any reference material. I suggest that you study the material in
this book in conjunction with the related ISACA material on IS auditing standards. The
official CISA exam is challenging because of the time limit. Most individuals will barely
finish the exam before time runs out. Fortunately for you, CertTest’s students have a high
success rate. You have it within you to become the next certified CISA.

You are ready for your CISA exam when you score higher than 90 percent on the
practice examinations and chapter review questions.

‘)/ The practice exams included on the website are timed to match the pace of
dTE your actual CISA exam.
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What's Included with the Book

This book includes many helpful items intended to prepare you for the Certified
Information Systems Auditor (CISA) exam.

Assessment Test The assessment test at the conclusion of the book’s introduction can be used
to evaluate quickly where you are with regard to your fundamental understanding of IS audit
and audit concepts. This test should be taken prior to beginning your work in this book, and it
should help you identify areas in which you are either strong or weak. Note that these questions
are purposely more simple than the types of questions you may see on the exams.

Objective Map and Opening List of Objectives At the start of this book is a detailed
exam objective map showing you where each of the exam objectives is covered in this book.
In addition, each chapter opens with a list of the exam objectives it covers.

Exam Essentials Each chapter ends with a brief overview of the concepts covered in the
chapter. I recommend reading through these sections carefully to check your recollection of each
topic and returning to any sections of the chapter you’re not confident about having mastered.

Chapter Review Questions Each chapter includes review questions. The material for
these questions is pulled directly from information that was provided in the chapter. The
questions are based on the exam objectives, and they are similar in difficulty to items you
might actually receive on the CISA exam.

Interactive Online Learning Environment and Test Bank

The interactive online learning environment that accompanies CISA: Certified Information
Systems Auditor Study Guide, Fourth Edition, provides a test bank with study tools to
help you prepare for the certification exam—and increase your chances of passing it the
first time! The test bank includes the following:

Sample Tests All of the questions in this book are provided: the assessment test, which you’ll
find at the end of this introduction, and the chapter tests that include the review questions at
the end of each chapter. In addition, there are two practice exams. Use these questions to test
your knowledge of the study guide material. The online test bank runs on multiple devices.
New for this edition, more than half of the expanded practice exam questions come from
contributor Allen Keele and his industry leading Allen Keele’s 2016 CISA SuperReview.

Flashcards Questions are provided in digital flashcard format (a question followed by a
single correct answer). You can use the flashcards to reinforce your learning and provide
last-minute test prep before the exam.

Other Study Tools A glossary of key terms from this book is available as a fully
searchable PDF.

Go to http://sybextestbanks.wiley.comto register and gain access to
ITE this interactive online learning environment and test bank with study tools.

Once you register you'll also get access to a limited-time promotion for

a discount only available to purchasers of this book on Allen Keele’s 2016

CISA SuperReview.
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How to Use This Book

If you want a solid foundation for preparing for the CISA exam, then look no further. I’ve
spent a lot of time putting together this book with the sole intention of helping you to pass
the exam!

This book is loaded with valuable information. You’ll get the most out of your study
time if you follow this approach:

1. Take the assessment test immediately following this introduction. (The answers
are at the end of the test, but no peeking!) It’s okay if you don’t know any of the
answers—that’s what this book is for. Carefully read over the explanations for any
question you get wrong, and make note of the chapters where that material is covered.

2. Study each chapter carefully, making sure you fully understand the information
and the exam objectives listed at the beginning of each one. Again, pay extra-close
attention to any chapter that includes material covered in questions you missed on the
assessment test.

3. Answer all the review questions at the end of each chapter. Specifically note any
questions that confuse you, and study the corresponding sections of the chapter again.
And don’t just skim these questions—make sure you understand each answer completely.

4. Test yourself using all the electronic flashcards. This is a brand-new and updated
flashcard program to help you prepare for the latest CISA exam, and it is a really great
study tool.

Learning every bit of the material in this book is going to require applying yourself with
a good measure of discipline. So try to set aside the same time period every day to study,
and select a comfortable and quiet place to do so. If you work hard, you will be surprised
at how quickly you learn this material. If you follow the steps listed here and study with the
review questions, practice exams, and electronic flashcards, you will increase your chances
of passing the exam.

What to Expect on the CISA Exam

Certainly you are curious about the types of questions you will encounter on the exam.
ISACA is very protective of the actual test questions. Let’s look at how the test is designed:

= The CISA exam is not an IT security test. Candidates will be expected to understand
the basic concepts and terminology of what they will be auditing. However, IT security
knowledge alone will not help candidates pass the test.

»  The CISA exam is not a financial auditor exam. Candidates are not expected to be
accounting technicians or to perform complex financial transactions.

= The CISA exam is not a computer technician exam. Candidates are not expected to
build computers or to configure network devices. They are expected to understand the
common terminology.

»  The entire focus is on how to apply the structured rules of financial auditing to the
abstract world of managing information technology.
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By properly studying this book, you will better understand the hows and whys of
being a successful CISA. Just remember, the IS auditor is a specially trained observer and
investigator. We don’t actually fix problems; we report findings after using a structured
process of investigation. Understanding how to get the right evidence is the key.

How to Fail Your CISA Exam

The CISA exam is based on ISACA’s auditing standards and the application of the
Statements on Auditing Standards (SAS). Abstract concepts of I'T require the auditor to
use a different approach to auditing. Adults learn by direct experience or by speaking with
other people. Here are the two ways to fail your exam:

Rehearsing Practice Questions More Than Twice One super-bad habit is to rehearse by
using practice questions. Studies have proven that the brain stops learning after the second
pass over the same question and then it starts memorizing the wording. This causes the
brain to record the answer as rote memory rather than to learn the information. As a result,
you will likely miss the correct answer on your exam because of the different styles ISACA
uses to present the question and the answer choices.

Another big problem is using questions from the Internet that cannot be traced to an
official reference source. Bad questions still make the seller money while programming you
with the wrong information. Beware of ghostly sellers hiding behind websites without full
contact information prominently displayed. I suggest you stick to the questions provided
with this book or the CertTest website or buy the ISACA official practice questions. Stop
rehearsing the same question after two passes. Instead, reread the corresponding section in
the book.

Improper Study Preparation The CISA exam is designed to prevent cram study. You
will discover that the structure of the exam questions is rather convoluted. Some of

the answer choices will barely fit the question. Just select the best choice that honors

the spirit and intent of the audit objectives. It’s possible that the best answer is only

51 percent correct. Go with the 51 percent answer if that is the best choice available. This
confusion is intentional, to prevent the test taker from using rote memory. The best study
technique is to read about 1 hour per night while taking manual notes. Be sure to read

all the sections—every page in the order presented. Previous CISA candidates were quite
perturbed to discover that the area they assumed to be their strongest was instead where
they scored poorly. You may have many years of experience in the subject, but what matters
is that your view agrees with ISACA’s exam. I have not heard of a single person getting a
better score after protesting an official exam question. ISACA uses a professional testing
company to run its exam. Protest a question if you must, but I’ll wager that you lose the
protest and your protest fee in the end.

The Best Way to Pass Your CISA Exam

Be prepared to answer questions about what the auditor should be doing. Correct answers
are not focused on technical details, as you might expect from an I'T equipment support



