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Introduction

Business continuity (BC) involves building resilience in your
business: identifying its key products and services and the
critical activities that underpin them, and devising strategies so
that you can trade through a disruption and recover afterwards.
We see BC as being a bit like New Year resolutions: go on a diet,
do more exercise, eat more fruit — you know the drill. People
promise themselves they’re going to do these things because
they know that they should be doing them and can’t deny that
they won’t benefit from making the effort. But in the end —
normally, by 2 or 3 January - they just don’t do them. ‘It’s too
hard’, ‘I can’t be bothered’, ‘I don’t have enough time’ . . . people
use any number of excuses that don’t really stack up.

Similarly, businesses know that they should be doing BC, and
yes, believe it or not, would rather like to have it in their
business. The problem is that people see BC as being too
expensive and time-consuming, and the guidance available isn’t
aimed at smaller businesses.

But no longer. Although any size of business can use this book,
we aim it specifically at small- and medium-sized enterprises (or
SMEs). As the Prime Minister reminded people at the 2011
World Economic Forum, SMEs are the ‘engines of job creation’,
and this has been the case for a long time. Their resilience and
continuity is important for all sorts of different reasons, but
most prominently to:

¥ Provide a source of jobs.
¥ Provide a market for goods and services.

¥ Strengthen local communities.



¥ Provide necessary economic flexibility through
outsourcing.

¥ Create and spread innovation.

¥ Assist in re-invigorating the economy.

About This Book

We produced this guide to help SMEs introduce vital business
continuity into their firms. We write especially with the small
business in mind and keep coming back to the core principles:
does this make sense for a small business; can a small business
easily achieve this; can a business do this within a reasonable
amount of time; and is it affordable for a small business?

In essence, we continually ensure that what we’re telling you is:

¥ Accessible
¥ Affordable

¥ Achievable

Yet we haven’t produced something completely new that
doesn’t recognise previous developments in the area of BC; on
the contrary! This work is sponsored by the Business
Continuity Institute (BCI), the Emergency Planning Society
(EPS) and the Cabinet Office, and supported by the British
Standards Institution (BSI). Each of these organisations has

made great steps forward in promoting the adoption and use of
BC.

In recognition of this, we draw inspiration and thoughts from
the following:



¥ BCI's Good Practice Guidelines

¥ British Standard for Business Continuity BS25999:2006,
Parts 1 and 2

¥ Cabinet Office’s National Risk Register

¥ (Crisis Management — Guidance and Good Practice PAS
200:2011

The content of this book was originally produced by the
Emergency Planning Society’s Business Continuity Professional
Working Group and co-opted subject matter experts.

What You’re Not to Read

The great thing about this guide is that, like all For Dummies
books, you can choose exactly how you want to approach it.
We’'ve written and designed the content so that each chapter is
self-contained. Therefore, you can read the book page by page
and in the order that we present it, or you can dip in and out as
you want.

Each chapter makes sense when read on its own, and so if you
want to know about protecting your IT, flip straight to Chapter
17; or if you're interested in advice for forming a Business
Impact Analysis (BIA), head to Chapter 4. Don’t think that you
have to study this book from cover to cover if you don’t want to
— as with anything to do with BC, focus on what’s most
important for you and your business.



Conventions Used in This
Book

We use italics to indicate a defined term or a point of emphasis.
And we put not so crucial, but none-the-less useful, information
in grey-tinted sidebars. You can gloss over these if you're in a
hurry, or save them to re-read at a later date when you want
more detail on a topic.

When referring to a website, we use the official-looking monofont.
If you'’re reading this as an ebook, the website is hyperlinked.
When a web address breaks across two lines of text, just type
exactly what you see (we don’t put in any extra characters to
indicate the break).

We use the terms business, organisation and firm
interchangeably throughout this guide. Usually, economists
refer to businesses as firms, academics refer to them as
organisations and businesses refer to them (unsurprisingly) as
businesses. In any case, it’s all the same to us. Firms are firms;
or rather firms are organisations, which are, of course,
businesses — if you see what we mean!

Foolish Assumptions

We aim this book at the small to medium-sized business owner.
In doing so, we assume that you’re aware that BC is something
that you should, but don’t yet, have. Perhaps you didn’t want to
spend valuable money, resources and time on instilling
something expensive and complicated. No doubt you're rushed
off your feet already with the day-to-day running of your
business and have a relatively small workforce who work hard



enough as it is: they certainly don’t want to take on a vast extra
workload in order to embed BC into the business.

For this reason, we make BC simple and accessible, breaking it
down into easy stages with tips to help you make your business
more resilient from the outset.

How This Book Is
Organised

We divide this book into five parts, which we outline in the
following sections. If read in order, the first three parts take you
through setting up and instilling BC into your business, Part IV
gives some specific and practical guidance and Part V
comprises some top tips for at-a-glance advice. Alternatively,
dip in and out of chapters as you see fit, focusing on the ones
most appropriate to your business.

Part I: Discovering Business
Continuity

The three chapters in this part lay the foundations. We explain
in simple terms what BC is and why it’s important to your
business, and offer some simple but effective ways to get you
started on the path to becoming more resilient. Chapter 1
provides an overview of the subject, introduces some key terms
and gives a flavour of what the book provides for you. Chapter 2
explains why BC is important to your business and the benefits
that it offers. In Chapter 3, we go full-steam ahead to get you
moving, providing a few ideas on quick wins and ways to make
your business more resilient right from the start.



Part Il: Starting Out on Your
Business Continuity Journey

This part puts the world of BC at your fingertips. Chapter 4
helps you to identify the important areas of your business and
what you need to focus on as you build your BC system.
Chapter 5 discusses risks and looks at ways to identify the ones
that your business faces. In Chapter 6 we show you how to
build resilience in your supply chain and protect the elements
that you can’t afford to let fail. Chapter 7 helps you establish
your BC framework, by planning out the strategies that are
going to form part of your BC plan, and Chapter 8 walks you
through developing the plan, which may prove crucial to the
survival of your business in the future. We discuss ways to
simplify the process and make sure that what you develop is
going to be effective in the unfortunate event of your business
suffering a serious disruption.

Part lll: Embedding Business
Continuity into Your Company

This part is about making your BC system part of the everyday
activities of your business. Chapter 9 explains how to build
your BC team. You already have the staff; this chapter shows
you how to ensure that they have a good awareness of BC, know
what to do if the time comes and can champion BC across your
business. Chapter 10 on managing a crisis is one that many of
you may want to turn to first, but in any case make sure that
you don’t turn to it when it’s too late. Crises require different
ways of thinking and present new and unexpected challenges,
and this chapter explains the considerations and the actions
that your business can take when the worst happens. Chapter
11 is about testing and exercising your plans, an important



aspect of BC, because unless you practise your plans you're
taking a gamble on them working when you really need them to.

Part IV: Examining Business
Continuity in Specific Contexts

In this part we help you put BC theory into practice. We take a
practical look in Chapter 12 at areas where you may want to
seek external help and assistance. You need to make sure that
you take good advice about aspects of your business that are
unusual or vulnerable, but the most important principle is that
if you need expert help and advice, go get it! Chapter 13 looks at
BC from a manufacturer’s point of view and shows you how you
can adapt BC to suit your business needs. In Chapter 14 we
cover the main issues and dilemmas that retailers face when
developing a BC programme, and how they can interpret and
implement BC, and Chapter 15 examines adapting BC to the
professional services arena. Chapter 16 gives you practical
advice for wading through the somewhat murky waters of
insurance, telling you exactly what you do and don’t need as a
small or medium-sized business.

Part V: The Part of Tens

The three chapters in this part provide reminders or inspiration
for protecting your business. We look at top tips for protecting
your IT system (in Chapter 17), and the importance of ensuring
effective internal and external communication when the worst
happens (in Chapters 18 and 19, respectively).

Icons Used in This Book



To ensure that your BC journey is an easy ride, we use the
following icons to highlight certain points.

R
@ Here you can find handy tips and expert advice to speed
up your progress and make life that bit easier.

W/ Certain paragraphs of text are particularly worth
remembering, and so we indicate these for you.

MNG!

of’ " Think of this icon as a danger sign, because we use it to
highlight common (and even some unusual) errors that you
want to avoid.
E
St
2

* The text beside this icon is really worth reading, because
it’s one of our special pieces of advice that give you a

competitive edge or help you keep a step or two ahead of
trouble.

Where to Go from Here

If you’re completely new to business continuity and the whole
subject seems a bit daunting, we suggest that you start with
Part I, which takes you through understanding your business
from a BC perspective. You're then ready to read Part II, which
guides you through forming your BC programme.



If you're already clued up on this sort of thing, however, by all
means dive in wherever you please. If you're, say, a retailer
looking for specific advice, head directly to Chapter 14. If your
need is immediate and you want to know what to do in a crisis,
turn straight to Chapter 10, and look at it in conjunction with
Chapters 18 and 19, which have great tips on internal and
external communication during an incident.

Wherever you choose to start and whatever path you take
through the book, we hope you enjoy reading Business
Continuity For Dummies and find the content useful, practical
and reassuring. Good business!



Partl
Discovering Business Continuity

T_h'E‘. 5th Wave By Rich Tennant

& RatENNANT

“Since we lost the dolphins, business hasn’t been
quite the same.”

In this part. ..

We lay the business continuity foundations, discussing the
subject simply and showing why it’s vitally important for your
business. We define the key terms and offer up suggestions for
quick wins so that you can start making your business more
resilient straight away.
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hapter 1

Introducing Business Continuity

In This Chapter
Defining business continuity
Discovering the terms and concepts
Getting to grips with business continuity

Understanding that business continuity is for you

If you think that business continuity (BC) is only for big
businesses and companies, get ready to have that myth well
and truly busted, because that’s far from the case. BC is simply
taking responsibility for your business and giving it every
chance of staying on course when harsh winds come a-blowing.
BC can help give you a good idea of the risks you face, as well as
providing plans and strategies to assist you if any of these
events materialise. You don’t need to hire specialist
consultants, create a project team, have a full-time BC manager,
spend big bucks or stop doing anything that you usually do.

The fact is that firms practising BC can more confidently
embark on new ventures and projects or launch new lines
because they have a better understanding of their business and
the risks it faces. After all, it’s your business and your
responsibility to strengthen the firm’s resilience. The decisions
and actions that you take are what differentiates you from your
competitors and determines whether your business is
successful or not.



