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Recent advances in technology and medicine are rapidly changing the face of health 
care. A revolution is occurring in diagnosis and treatment thanks to the 
implementation of instrumentation and techniques deriving from engineering and 
research. In addition, a cultural conversion is taking place in which geographical 
and social boundaries are about to be overcome, resulting in enhanced availability 
and quality of care. Telemedicine has been considered a possible means of improving 
health care worldwide that is likely to change the way in which doctors deal with 
patients and diseases. While various restraints continue to limit the application of 
telemedicine in different settings and different areas of health, the innovations 
emerging from eHealth and telecare could stimulate a great leap forward for 
medicine, provided that some basic rules are taken into consideration and followed.
In this series, diverse aspects of tele-health – preventive, promotive, and curative – 
will be covered by leading experts in the field with the aim of realizing the full 
potential of the new and exciting technological solutions at our disposal.
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Preface

For a long time, governments and regional authorities have set up projects on the 
use of medical records for different needs: longitudinal and omni-inclusive, special-
ists for each medical discipline, synthetics, and for emergencies. In this context, the 
industry has provided its expertise and has proposed solutions to the different needs.

But, despite the enthusiastic expectations of the initiatives by governments and 
regional authorities, in the literature, we find criticisms, problems, and lack of 
understanding; the question is whether these initiatives have improved services, 
reduced costs, and improved care to citizens. The technology has reached a high 
degree of maturity, and in this context, there are users with different needs, and each 
of them wants to be the driver of the actions related to the production, management, 
processing, and use of medical records.

So, whereas policy makers (with the reason on their side) believe that technology 
can make improvements and they produce rules and regulations that in some cases 
are accompanied by incentives, the industry, however, continues to produce solu-
tions to solve temporary needs, always looking for new initiatives imposed by poli-
ticians or health managers. Doctors (they are the main users of these systems – not 
to be forgotten) have gained skills and needs that must be taken into account. If you 
did not, from their point of view, the creation of clinical tools and applications is not 
in line with the care needs.

In this context, for some years, patients enter the medical record world, and they 
correctly pretend that their needs must be taken into consideration. They are not 
only users but also the protagonists of the process of care. In the technological 
workflow, patients want a role in the management of clinical information – they 
claim as their own – and as part of privacy context. They want access to information 
and, in some cases, to complete clinical and social data, they search for “collabora-
tion” with other patients through social applications, and they need interaction with 
the doctors and health staff.

And finally, we must not forget the many initiatives proposed by the European 
Commission, in terms of investments in innovation and improvement of technolo-
gies in the health sector. These projects have improved communication between 
researchers, the technology, and the needs of those who use these tools.

It is hard not to take into account all the needs expressed by the various compo-
nents involved in this complex, articulated ecosystem. But it seems that it is not 
enough. The result, according to the literature, remains the same: close to some 
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clear successes, in some cases, there is disaffection and disinterest and in other 
cases frustrations and tensions. According to some authors, national programs have 
not always kept their promises; they do not always document cost reduction and the 
improvements of clinical results are not always well proved from surveys. When 
cases of success are documented, they are often accompanied by delays, higher 
costs, and lower results.

Web 2.0 has brought innovative concepts in the ICT landscape, and also in the 
health context, we note the entrance of solutions driven by these concepts: sharing, 
collaboration, open source, pervasive computing, user engagement, distribute 
knowledge, pervasive and participative actions, and networks of communities.

But around users’ needs and to the novelty brought by technology, new clinical 
models are appearing, such as precision medicine, system medicine, cross-border 
care, access to international centers of clinical excellence, networks of pathology, 
and care of chronic disease, and we wonder how can traditional medical records 
face the complexity of this rich ecosystem?

Perhaps we need to rethink what has been done, not forgetting the good prac-
tices and the countless progress. We have to consider that many medical records 
are affected by an old design although there have been many advances. These 
advances should be combined with the proposed innovations: creating medical 
records starting with the doctor-patient relationship, improving the understanding 
and usability of clinical information provided to patients, and enhancing and pro-
moting infrastructures as really federative in which collaboration between the 
actors is the norm.

Medical records are complex living objects. They require new impulses accord-
ing to the new demands made by the actors of the eHealth ecosystem.

Traditional medical records do not meet the new requirements expressed by new 
clinical models and by the advent of new technologies. The result is amply demon-
strated and discussed in many articles published in specialized magazines.

We want this collection of contributions to be the first step toward a new way of 
thinking about the design and development of medical records: it is a provocation 
for further discussions.

The book is an opportunity for the reflection, the discussion, and the understand-
ing that can inspire new attitudes, modify directions, improve the vision, and pro-
pose ideas for a concrete and fruitful work.

Next to traditional solutions, we will also explore new concepts and new models 
that are more responsive to the changing needs of the actors of the health system.

And it is these traditional experiences that have worked so well until now that 
due to the advent of these new features, they require themselves to change direction. 
We argue that medical records must be designed from the doctor-patient relation-
ship and that the concepts of sharing, collaboration, and pervasive knowledge 
should be taken into account.

Moreover, the needs of the patients must be taken into account also; the patient 
empowerment concept must be supported by suitable tools (unfortunately still 
missing), tools that can present clinical data to patients in a way that they can 
understand them.

Preface
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New medical models like precision medicine and system medicine need to treat 
a large amount of data; therefore mathematical algorithms must be used in order to 
extract knowledge from data.

At last, in the complex clinical pathways that the new medical models require, a 
set of different agencies and medical institutions are engaged in working together, 
so medical records must respond to the requirements expressed by a multiagency 
environment.

These reasons impose the choice of new infrastructure and push toward models 
of federative architecture.

Pesaro, Italy� Giovanni Rinaldi 
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Introduction. Medical Records: Are We at the 
Top? Is There Still Room for Innovation?

In literature, there are a lot of publications about medical records or health IT [1, 2]. 
On the one hand, we note the presentation of standard applications and architec-
tures, also very often accompanied by evidence of few successes especially as it 
regards the major national projects, but on the other side, we note that there are 
emerging new ideas and new concepts that are being born and are taking new roads.

What I would say is that there is a world still very overwhelmed that communi-
cates not always and not just through academic journals but through “informal” 
communication, blogs, tweets, and so on. I think it is more correct to call the area 
they are treating as Health 2.0 or eHealth [3].

In the last years, it seems we are attending at a new era of health IT. In it, we note 
great emphasis in innovation and new paradigms are tested and proposed. Often this 
novelty is drawn by the world called Web 2.0 [4] (transported in the health world, 
the correct term is Health 2.0) in which the concepts of sharing, open source, col-
laboration, user engagement, pervasive computing, distribute knowledge, pervasive 
and participative actions, and network of communities are enhanced.

Obviously also new devices and hardware have contributed to this further ICT 
revolution especially as regards the opportunity offered by mobile devices and tele-
medicine instruments: with those devices and applications, “everyone” can claim or 
monitor health status, manage clinical workflow, and treat medical data.

Whereas before it was about checking and analyzing the processes (through soft-
ware and hardware) according to the standard medical applications proposed by the 
software industry, now the paradigm seems changed: emphasis is posed on the users 
such as what counts, what is useful, and what is needed, and all of that are through 
new technologies that allow the passage of the focus from the processes to the users.

User needs and user expectations produce relationships, and these are mediated 
and in some cases enhanced by the technology; for this reason, it is much more than 
a “system,” and we are speaking about a health information space: an 
“ecosystem.”

In this ecosystem, medical data are driven by the mechanism of publication–bro-
kerage–delivery: publication consists in the actions for which the doctor managing 
the clinical data of a patient allows access to other clinicians who need to access 
them for care reasons; brokerage allows to drive the information according to the 
care right for the patient, and it has a meaning of setting the rules of technical func-
tions in the usage of clinical data; delivery consists in the need to access information 
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according to different meanings (medical care, social care, health education, etc.) 
driven by different needs according to the patient, the doctors, the health researcher, 
and the policy maker.

But all of this makes sense if it is governed: privacy must assure the patients and 
not stop or complicate the care; the concept of data property in health assumes a 
different concept compared to the management of money in Internet banking proce-
dures or journey booking and entertainment online.

In the ecosystem, information (as actor relationship) has value and is transacted 
in the delivery of care, so the development of services and the deployment of clini-
cal capabilities and practice through the conversational relationships among the 
actors produce and enrich the medical information value chain, but inevitably, they 
are recognized as a cooperation of a set of roles that came with their own responsi-
bilities, performing publication, brokerage, and delivery of clinical information.

We inscribe the complex relationships among the actors in an environment sup-
porting the operation and governance of a dynamic and participative ecosystem of 
care, in which many actors, belonging to different institutions, agencies, and orga-
nizations, depend on each other and interact and transact in complex ways over the 
infrastructure and in the real, face-to-face world where resources and policies 
emerge and evolve, but because there are hard limits on capacities and resources, 
optimization and rationing are realities that must be faced, while costs and demand 
are managed.

Clinical information is constructed upon relationships between the actors. The 
value-adding chain, on which health transactions are based in health information 
economy, is founded on these acts of communication, and it collects a set of roles 
and interactions working together to create and deliver a service, in which each ele-
ment provides its own contribution for the benefit of the users adding “value” inside 
the ecosystem.

So the construction of information according to the roles and its interpretation 
assumes a fundamental role in the design of the medical record.

Clinical information produced in this ecosystem fosters collaboration among 
users and can be intentional or accidental, because it is based on the meaning of the 
information created: social collaboration among health actors is based on voluntary 
traditional clinical information sharing, but there is a great amount of medical infor-
mation produced for some scopes that can be reused, revealing hidden connection 
among data. This promotes accidental collaboration, unthinkable in the past.

But the ecosystem described, wherein the relationships among the actors belong-
ing to different organizations, institutions, and agencies live and are nurtured (even 
if they want to continue to express their ethos in the collaborative work that a medi-
cal job requires), gives rise to new technology architectures and promotes the real-
ization of federative platforms, in which clinical information and services are 
shared, fostering also collaboration and the inclusion in the care workflow of all the 
actors including the “empowered” patient.

So the first concept of this innovation is a new look at how the clinical data is 
composed, starting from the relationship among the actors and based on the set of 
rules depending on the different agencies where the actors belong. In a clear 
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manner, the role of the actors assumes an important function in the ecosystem and 
needs to be governed. Let us take a look at the process of care describing the access 
to a medical excellence center as study case [5]. The patient accessing the medical 
excellence center brings with him all the referrals, reports, results, and medical 
notes made in different medical centers obviously in different electronic formats. 
During access in the center, clinicians will record clinical data (in different formats 
we presume), and when the patient is discharged, the follow-up done by the local 
health organization must maintain the contact with the specialized doctors in the 
excellence center. The main intuition is to exchange data in different formats, but 
very often, the software procedures are not standard and, even if these are declared 
as standard, in reality they are “dialects” of the standard.

The process of data exchanging is more complicated if the medical excellence 
center is abroad.

In this workflow, organizational processes done in different organizations that 
inevitably must meet the patients are well defined, but what about the information? 
What about the needs of the patients, doctors, and researchers? What about the 
empowerment of the patient? Can the patient communicate easily with all the doc-
tors involved in the care? While it is considering the valid organizational and eco-
nomic considerations, we agree that something is missing.

Let us think also of the network of pathologies or the management of chronic 
disease: the processes are different to that described, but the need of sharing clinical 
data is the same.

While the clinical processes listed now are made of relations that produce infor-
mation and require the sharing of information, the creation of a network, and real 
patient engagement, we wonder how is it possible with the current tools?

These concepts introduce the idea of the actors. There is no relationship without 
the actors. Whereas, as said, the traditional medical records are based on the pro-
cesses in the health system and finalized within the walls of the organization, strong 
emphasis must be posed on the actors: clinicians (including nurses and other medi-
cal operators), patients and their families, researchers, and policy makers. Each of 
them is part of the ecosystem, each of them produces information that must be 
shared for the benefit of all, and each of them has their own needs and 
requirements.

Could the focus on the clinical data based on relationships and the attention to 
the clinical narrative be enough?

What can the actors (doctors, patients, researchers, policy makers) do about this 
amount of data?

We are subject to a kind of “pollution caused by data.” But it is better to get 
information rather than not have them. The point is how can we use them 
profitably?

There is in literature a great emphasis on big data and also in medicine. But what 
is most remarkable is that very often, in medicine, paradigms of use of big data typi-
cal of other areas are assumed.

In the ecosystem described, a lot of clinical and medical-social data are pro-
duced. Moreover the new paradigms brought by Health 2.0 foster the production of 
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information by all the actors. Mobile devices, the instrument for communication in 
telemedicine (the m-Health area), produce information that must be analyzed; the 
empowerment of the patient produces information; the accessing of all the actors to 
specific social networks produces information; the new medical instruments used 
for monitoring or providing diagnosis produce information; the recent advances in 
genomics and the connection with the diagnosis formulation or care processes pro-
duce information.

So that this amount of “different” types of information could be fruitful, it is not 
enough to be shared in the ecosystem (as we described so far), but it must be pro-
vided suitable algorithms and methodologies to make the information useful.

We are not just thinking about the usage of algorithms but also, for example, the 
presentation of the data to the actors.

It is common practice in health to exchange data as they are generated. So refer-
rals are presented to patients in the form that they are analyzed by doctors. In many 
situations, it can be difficult for patients to catch what counts for them.

By the way this is another mismatching about the property of data; certainly the 
medical document or the referral is the property of the patient but what can be the 
aim if it is not understood?

We are not asserting that it is not convenient to show the referrals to the patient 
but just to present them in a way that is understandable. Fortunately researchers [6, 
7] and institutions are studying opportunities and instruments to make the clinical 
data comprehensible to patients. It is the case of the challenge supported by Health 
Design Challenge [8, 9].

In the site, almost 40 projects in which clinical data are presented to the patient 
in a comprehensible way are shown. The results are very remarkable.

The TedMed conference by Thomas Goetz by the title “It Is Time to Redesign 
Medical Data” is another example in which the concept of promoting broadens 
patient participation through a clear and understandable vision of the patient’s own 
clinical data with the aim of arranging well-organized medical strategies and 
enhancing suitable health education [10].

He affirms that “Your medical chart: it’s hard to access, impossible to read – and 
full of information that could make you healthier if you just knew how to use it.”

This is the point of view of the patient; I think it is essential for patient 
empowerment.

But what about the point of view of the researcher or the clinician?
In recent years, precision medicine and system medicine have been proposed as 

new medical models. Precision medicine is an emerging approach for disease treat-
ment and prevention that takes into account individual variability in genes, environ-
ment, and lifestyle for each person [11].

These approaches are based on the systems perspective in order to consider the 
holistic and composite characteristics of a clinical problem and evaluate the prob-
lem with the use of computational and mathematical tools [12, 13].

For this reason, a coordinated approach across disciplines and across research 
and industry and among all the relevant stakeholders is required. The underlying 
concept regards the creation of a network in which system biology, practice 
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information, and environmental information are shared in a broader system biology 
and clinical community.

Those medical models are based on the idea that the treatments are driven by 
data and each patient is unique so treatment must be personalized [14].

In these models, the concepts already treated previously about the collaboration 
between doctors and researchers through the creation of networks, a new vision 
about the usage and inclusion of genetic data and the integration with clinical data 
and environmental data, and a new look to the relationship between patients and doc-
tors by considering also narrative medicine as intentional information are enhanced; 
in addition, as we said previously, this information reveals hidden correlations among 
data, and this promotes accidental collaboration previously unimaginable to study. 
Then at last it becomes necessary to the implementation of suitable algorithms for 
analyzing and extracting useful information by the great amount of data.

We wonder: could precision medicine be fruitful, nurtured, and enhanced using 
the current medical record?

Big data in medicine therefore is not just management of a great amount of data 
but also algorithms and methodologies of analysis.

In conclusion, these concepts are the base of the ecosystem we are describing: 
the relationship between the actors of the ecosystem; the role of each of them also 
belonging to different agencies; the creation of networks between the actors; the 
social interactions; the medical doctor relationship and the approach to the narrative 
medicine; the need of personalized care; the integration between genetic data, prac-
tice data, and environmental data; the need to make information accessible and 
comprehensible; the complexity of the voluntary and accidental collaboration; and 
the usage of complex algorithms in order to analyze data.

They are supported by the concepts of sharing, collaboration, publication, bro-
kerage, delivery, and governance.

And so that these needs can be accepted, it is necessary to have a new vision 
about medical data in order to face the challenge that modern healthcare requires: 
system medicine, precision medicine, pathology networks, chronic disease care, the 
access to medical excellence centers, and cross-border care.

Pesaro, Italy� Giovanni Rinaldi 
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1.1	 �Introduction

It seems we are approaching a new information and communications technology 
(ICT) era in the health context: we note that new ideas are emerging and new con-
cepts are being born. These innovations come in two types, strictly linked together: 
hardware and software.

The web2.0 has brought about innovative concepts in the ICT framework, and 
also in the health context we note the arrival of solutions driven by these concepts, 
such as sharing, collaboration, open source, pervasive computing, user engagement, 
distributed knowledge, pervasive and participative actions, and networks of 
communities.

Obviously, the introduction of new devices has also contributed to this revolution, 
especially in regard to the opportunities offered by mobile devices and telemedicine 
instruments. With these devices everyone can claim access to clinical data and 
require access to clinical pathways, then being able to send to professionals the data 
sourced from telemedicine instruments for monitoring their own health status [1].

In a recent post Eric Topol declares http://www.huffingtonpost.com/eric-j-topol-
md/health-technology_b_1610684.html “Take your electrocardiogram on your 
smartphone and send it to your doctor. Have a suspicious skin lesion that might be 
cancer? Just take a picture with your smartphone and you can have a quick test back 
in minutes. Does your child have an ear infection? Just get the scope attachment to 
your smartphone and get a 10× magnified high-resolution view of your child’s ear-
drums and send them for automatic detection of whether antibiotics will be needed. 
Worried about glaucoma? You can get a contact lens with an embedded chip that 
continuously measures eye pressure and transmits data to your phone. These are just 

G. Rinaldi 
Ospedali Riuniti Marche Nord, Pesaro, Italy
e-mail: rinaldi8giovanni@gmail.com

1

http://www.huffingtonpost.com/eric-j-topol-md/health-technology_b_1610684.html
http://www.huffingtonpost.com/eric-j-topol-md/health-technology_b_1610684.html
mailto:rinaldi8giovanni@gmail.com


2

a few examples of the innovative smartphone software and hardware that have been 
developed and will soon be available for broad use.” Moreover, in the book “The 
patient will see you now” [2] Topol affirms that we are moving in a new direction 
towards a world in which each individual will have all their own medical data and 
the computer power to process it in the context of their own world, and there will be 
comprehensive medical information about a person that is easily accessible, analyz-
able, and transferable. People engaged in the medical process (both professionals 
and patients) can produce much clinical data, and can access information on world-
wide networks.

In the digitally connected world, smart devices and applications are ubiquitous, 
and we wonder whether this pervasive digitalization will lead to better healthcare 
for people.

These advances encourage new approaches to clinical practice, medical research, 
and medicine; generally speaking, they prompt professional collaboration and 
patient engagement, but they also raise questions and pose challenges for existing 
healthcare delivery systems.

On the other hand, we are also witnessing the introduction of new clinical mod-
els. Two such models are precision medicine and system medicine.

Precision medicine “refers to the tailoring of medical treatment to the individual 
characteristics of each patient. It does not literally mean the creation of drugs or 
medical devices that are unique to a patient, but rather the ability to classify indi-
viduals into subpopulations that differ in their susceptibility to a particular disease 
or their response to a specific treatment. Preventive or therapeutic interventions can 
then be concentrated on those who will benefit, sparing expense and side effects for 
those who will not” [3].

System medicine is prospective medicine that will be predictive, personalized, 
preventive, and participatory [4], and that will take into account the multiple com-
ponents of the healthcare system, including disease outcomes as reported by the 
patients themselves, and as reported by public and private organizations involved in 
healthcare management [5]. System medicine is beginning to explore medicine 
beyond linear relationships and single parameters, and involves multiple parameters 
obtained across multiple time points and spatial conditions to achieve a holistic 
perspective of an individual [6].

System medicine provides the best available care for each individual, and it also 
requires that researchers and healthcare providers have access to large sets of health- 
and disease-related data linked to individual patients [7].

In the same way, precision medicine is designed to provide the best accessible 
care for each individual; however, this is not achievable without a massive reorienta-
tion of the information systems on which researchers and healthcare providers 
depend: these systems, like the medicine they wish to support, must be 
individualized.

So precision medicine is an emerging approach for disease treatment and preven-
tion that takes into account individual variability in genes, environment, and life-
style for each person.
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These medical models are based on the idea that the treatments are driven by 
data, and as each patient is unique so the treatment must be personalized.

These medical models tend to overcome the traditional reductionism in medicine 
(in which treatments are focused on components where information about time, 
space, and context can be lost) in favor of a system of medicine where emphasis is 
placed on the interrelationships between dynamic and individualized multidimen-
sional medical treatments.

The necessity for treating huge amounts of information (molecular information, 
lifestyle, environment, clinical data) with adequate mathematical instruments and 
algorithms emerges clearly from these new medical models.

Research in the medical context in the past decade has made important steps in 
the identification of better methods for the care of patients, and has produced strong 
specialization to cope with different pathologies.

From a medical-organizational point of view, this specialization has brought 
about the realization of medical centers of excellence. These centers are especially 
focused on clinical specialties and inevitably have become centers of attraction for 
patients from different locations (also from abroad); so they are also centers of 
attraction for the best doctors and for the most innovative medical technologies. To 
access medical centers of excellence, patients must make many specific visits and 
undergo a number of diagnostic investigations to verify their possible access to the 
center. Often during this workflow the patient feels alone, and at discharge time the 
return home is fraught with anxieties, fears, and questions, and the follow-up risks 
may not be clearly explained. The context of the provision of these highly special-
ized clinical services is, by nature, very dynamic and requires the partnership of 
various bodies—including mixed public-private-voluntary organizations—which 
should be based on collaborative work among stakeholders from different agencies 
and different levels of specialization.

The context of cross-border care presents the same challenges; although the 
European Commission [8] wants to promote cooperation between member states on 
healthcare matters and has proposed directives to guarantee the safety, quality, and 
efficiency of care that a patient will receive in another European Union member 
state, the principles concerning cooperation between the organizations responsible 
for medical records in cross-border care seem dated and inadequate. And so it seems 
that the European networks of disease control and the European networks for the 
treatment of chronic diseases suffer from the inadequacies of the current technical 
systems and their inability to exchange clinical information.

In these medical models clinical information is fragmented in different organiza-
tions; each of them collects the information needed for the execution of their part of 
the workflow and only in some cases are clinical data exchanged through actions 
allowing the duplication of information.

The organizational workflows depicted above are characterized by strong col-
laboration between the professionals belonging to different health organizations, 
hospitals, and patient agencies (also including social workers, patients, and their 
families); they have distinct organizational aims and different infrastructures, and 
very often clinical data are locked in silos. In this landscape, despite the request for 
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“working together”, the dispersive vision of care predominates, tied to territorial 
assistance. It seems more appropriate that a clinical network organization should be 
really patient-centric and focused on a medical community of stakeholders belong-
ing to different hospital or health organizations, based on the sharing of clinical 
information and online services.

Beyond the good intentions, the entire system does not seem prepared to address 
these challenges from a technical point of view; thus, instead of the innovations and 
the new technology era increasing collaboration, it seems that these factors increase 
confusion.

What is emerging in the encounter between the new technologies—in which the 
concepts of collaboration between the actors and the pervasive knowledge are 
enhanced —and the new medical models—in which communities of actors are cre-
ated who share information and who will utilize huge amounts of structured and 
unstructured data—is the complexity of clinical information. Clinical information is 
a thriving entity created, managed, and nurtured by a community of users with a set 
of needs emerging from their access to it. We cannot allow clinical information to 
exist as a structured database with low-level communication tools.

It is here that we need to introduce the notion of a health ecosystem. This ecosys-
tem is based on clear concepts, such as the plurality of actors and their relationships, 
and specifically the doctor-patient relationship, produces value. The utility of data 
in such an ecosystem depends on the users’ ability and capacity to interpret it and 
propose conclusions; therefore, before taking any actions, it is necessary to know 
the value of the ecosystem: the clinical information.

1.2	 �The eHealth Ecosystem and Its Intrinsic Value 

The complex ecosystem we have partially described consists of a set of actors 
belonging to different agencies governed by different aims and with their own cul-
ture and ethos.

The ecosystem comprises a set of roles and interactions working together to cre-
ate and deliver services, in which each element provides its own contribution for the 
benefit of the users, adding “value” inside the ecosystem.

User needs and user expectations produce relationships and these are mediated 
and in some cases enhanced by the technology; for this reason, more than “system” 
we are speaking about a health information space: an “ecosystem”.

The ecosystem is founded on the voluntary acts of relationship generating infor-
mation; the transactions of the ecosystem are the relationships between the actors, 
and mainly the doctor-patient relationship.

The value of this ecosystem is the information.
The ecosystem exists and is nurtured in the information space, in which the clini-

cal information value chain consists of voluntary acts of “publication, brokerage, 
and delivery”. These acts, on which clinical information is based, are necessary for 
making available medical records and for creating a virtual community of actors, 
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creating effective and real collaboration among the individuals interested in the 
healthcare context, including the patient.

We refer to “publication” because the longitudinal, holistic, comprehensive 
clinical information referring to a patient consists of various acts of relationship 
between doctor and patient and also between doctors and doctors on behalf of the 
patient; the outcomes of these acts must be available.

We refer to “brokerage” intending the term to mean the mechanism of making 
available the needed information, for the care aim, to different actors who need to 
use it inside the ecosystem, with ethical intent.

We refer to “delivery” in the context of establishing a network of service supply 
relationships of many different sorts with significant elements of trust and depen-
dence [9].

Information consists of a set of “pieces” obtained from relationships, ordered 
according to the meaning of the connection between the actors.

These transactions form the relationships among the actors, and produce value 
and enrich the whole information ecosystem, in which actors, institutions, agencies, 
and organizations share medical information, build collaborations, and create vir-
tual communities. And we should not forget that these opportunities and challenges, 
unthinkable some years ago, are now made possible by the new developments in 
technology. These developments allow pervasive computing, shared information, 
and distributed knowledge; collaborative tools that make available sophisticated and 
complex algorithms for information analysis. All of this, across agencies, institu-
tions, and nations, empowers the creation of communities of actors engaged in the 
treatment of clinical information for the individual.

But at the same time, we are also aware that certain uses of technology can lead 
to a drift, making possible the use of incorrect forms of “do-it-yourself healthcare”. 
For this reason, technology must be governed in the healthcare context, and this 
assertion is not contrary to the new development of technology.

This issue of governance is related to the concept of what are the basic clinical 
data units, or, in other words, the extent to which the narrative of the record can be 
safely broken down into such units. This seems to contrast with the database con-
cept of real facts translated into entities, and their attributes, in the traditional data 
model. Moreover, all clinical observations that are recorded are situated in the con-
text of some health problems that are being treated through the sequence of clinical 
encounters, conversations, relationships, and explanations of data obtained from 
clinical services.

This view is based on the practice of primary care, where the doctor-patient con-
versation, and the generated narrative, are central. This picture is somewhat differ-
ent in a hospital-based acute care encounter, where the execution of medical services 
and the generation of clinical data are common. Here, at the clinical level, the 
assumption is that this relationship is episodic; it has a beginning (the hospital 
admission) and it will end in the patient’s discharge.

So, at last, clinical information produced in the ecosystem fosters collaboration 
among users. This can be intentional or accidental, because it is based on the mean-
ing of the information created: social collaboration among health actors is based on 
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the voluntary sharing of traditional clinical information, but a great amount of medi-
cal information produced for some purposes can be reused. In addition, this infor-
mation reveals connections among data, and this promotes accidental collaboration 
that was previously unthinkable.

The relationship between the actors produces information that is constituted by 
sign and meaning. A sign is always connected to a meaning. All human beings use 
a mechanism to make sense of the world; by means of this they give a sense to 
things, and when something has a meaning, that something becomes a sign for us. 
Sign and meaning, therefore, are strictly connected and must be considered as com-
bined [10].

But semiotics is not just the study of signs; it is the study of signs and meanings 
joined together. Thus, a system of signs (a semiotic system) is always made up of at 
least two distinct bodies: a system of entities that we call signs and a body of fea-
tures that represent their meanings.

The conversation between the actors in the ecosystem produces signs and their 
meanings, but the link between sign and meaning, consecutively, creates a new 
entity, which is their relationship.

A sign has some degree of independence and stands for something that is other 
than itself, i.e., there is no deterministic relationship between sign and meaning. If 
we consider human languages we find that often they give different names to the 
same object, precisely because there is no necessary connection between names and 
objects.

Therefore, in the ecosystem we are describing, the connection between signs and 
meanings is not necessarily linked. The connection can be established only by con-
ventional rules; the rules of a code. Two independent entities—signs and mean-
ings—are connected by the conventional rules of a code.

There is always an agent that produces signs, meanings, and conventions; we are 
introducing the concept of coding; in other words, the rules of the code are defined 
by the actors involved.

The clinical conversation is relatively simple. Two or more actors enter a rela-
tionship and exchange signs, which have meanings through the conventional rules 
of a code. We can document sets of relationships. The doctor-patient relationship is 
the main one, but in the ecosystem, the clinical information is a result of the rela-
tionships of other actors. The doctor-doctor relationship is another possibility on 
behalf of a patient. Three other possibilities are patient-researcher and doctor-
researcher relationships in a medical research context, and policy maker-doctor in 
the context of an organization and the managing of resources. And, finally there is 
the patient-patient relationship. Obviously many other stakeholder relationships are 
possible, but they are not mentioned here.

Each of these relationships has the power to produce information in the ecosys-
tem, and each of them has rules and is developed in a different way; each relation-
ship has clear features, and for each of them we can have different signs, meanings, 
and codes. But all contribute to a unique purpose: patient care.

When two actors in the ecosystem enter a relationship they exchange (in reality) 
data (with meaning) and concepts, expressed in a narrative way or in a dialogue.
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During a relationship between doctor and patient, the doctor exchanges data and 
concepts: signs and meanings joined by a code, whereas the patient exchanges con-
cepts in a narrative way or in a dialogue, with these concepts inevitably having a 
different basis from those of the doctor. The doctor translates through their own 
code, eliminating possible redundancies.

This exchange differs in different cultures and depends on the ethos of the actors, 
with the patient-patient relationship being governed by a different code from that 
used in the doctor-doctor relationship. In these relationships, as predicted by the 
mathematician C.E. Shannon in his theory of information [11], we have to consider 
the entropy generated as the upper limit of the information treated, and we are also 
faced with a kind of noise. But we are invited to overcome the noise and maintain 
entropy within acceptable limits in order to recover the original information.

In the eHealth ecosystem, information is generated and interpreted in the context 
of determined conversations in relationships of care. By this we mean actors with 
roles, responsibilities, and relationships interacting and transacting in order to per-
form those roles and discharge those responsibilities.

The result is a complex web of conversations that take place over space and time 
and generate units of information that can have different meanings and significances 
in the different contexts and in different relationships between the actors. The con-
versation not only has different purposes but different sorts of purposes, such as 
care, management, collaboration, charity, governance, and research.

If the conversation is constrained in a set of data governed by traditional data 
schema, there is the risk of a loss of the meaning of the relationship. However, the 
power of the narrative introduces important considerations: the relationship is a 
voluntary act that generates information that is immediately usable, and it is col-
laborative, but in the narrative involuntary knowledge is hidden and it can be used 
in the future for other opportunities for the patient’s care.

This is the limit observed in the traditional frameworks, in that so-called middle-
ware tools can exchange data, but not clinical information.

We know that there is a necessity to group data extracted by information, but we 
know that this action is subject to the noise and entropy described by Shannon; this 
action responds to a reductionist concept of medicine, but it really works 
immediately.

But we should not preclude the opportunity to go to the bottom, as suggested by 
Richard Feynman: “There is plenty of room at the bottom” he asserted, and even if 
this suggestion was originally made in relation to the immense possibilities offered 
by miniaturization, this idea of Feynman’s is should also be taken into account in 
the theory of information [12].

These concerns lead us to consider the narrative as the unit of information in the 
ecosystem more appropriate than the traditional approach and to open new 
opportunities.

The relationships between the actors produce intentional collaboration and inten-
tional information. However, informational collaboration is accidental: it is obtained 
when clinical information created for one purpose is found and used, or when such 
information influences another purpose (within the limits imposed by ethics and 
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inherent to patient care). We have introduced the concept of the act of publication to 
render this repurposing of clinical information as ethical under the principles of 
consent. This commits us to the building of an environment where the re-use of 
information for medical research and practice is consistently enabled and where 
collaboration among the stakeholders—across time, experience, and context—
becomes the norm.

In the theory of clinical conversation we have pointed out that when new medical 
models are practiced, different medical professionals come into play in the care of 
the patient, and very often they belong to different organizations. In this space dif-
ferent relationships are introduced that create a set of conversations that produce 
clinical information.

1.3	 �The Actors and Their Needs

In the traditional design and implementation of software instruments in the health 
context, including medical records, the focus is placed on the organization of the 
services. In order to manage resources, what counts is the description and manage-
ment of each step of the organizational workflow. This is the aim of enterprise 
resource planning (ERP), born in the commercial or industrial context; the health-
care area also has taken inspiration from these models. Obviously, during the medi-
cal workflow clinical data are stored, retrieved, and managed.

Special applications, such as patient management, patient logistics, hospi-
tal finance, and general management of the organization, have been developed 
and integrated so that the ERP system fits with the hospital situation and 
requests.

This software facilitates the integration of all the functional information flows 
across the organization into a single package with a common database, including 
the clinical data collected during patient care and now also accessible by a patient 
menu.

Therefore, ERP in the clinical context or in medical record applications manages 
the information referring to the health state of the patient according the concept of 
patient-centered design, in which the data are structured according to the patient’s 
needs.

So, inside the same health organization, or in a network of health centers, or 
inside a region in which hospitals use the same software system (e.g., ERP, medical 
records) the patient data could be managed in a centralized way (or exchanged with-
out problems), achieving what is often claimed as the desired purpose: a patient-
centered system.

According to the definition provided by the Institute of Medicine (IOM), patient-
centered care concerns “Providing care that is respectful of and responsive to indi-
vidual patient preferences, needs, and values, and ensuring that patient values guide 
all clinical decisions” [13].

We want to emphasize that the meaning that technicians offer for the term 
“patient-centered” is regarded as not far from the meaning assumed by clinicians. 
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