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APPLICATION PROGRAMME CHAIR’S INTRODUCTION
A. L. Macintosh, Napier University, UK

The papers in this volume are the refereed application papers presented at ES2004,
the Twenty-fourth SGAI International Conference on Innovative Techniques and
Applications of Artificial Intelligence, held in Cambridge in December 2004. The
conference was organised by SGAI, the British Computer Society Specialist Group on
Artificial Intelligence.

This volume contains twenty refereed papers which present the innovative application
of a range of Al techniques in a number of subject domains. This year, the papers are
divided into sections on Synthesis and Prediction, Scheduling and Search, Diagnosis
and Monitoring, Classification and Design, and Analysis and Evaluation

This year’s prize for the best refereed application paper, which is being sponsored by
the Department of Trade and Industry, was won by a paper entitled “A Case-Based
Technique for Tracking Concept Drift in Spam Filtering”. The authors are Sarah Jane
Delany, from the Dublin Institute of Technology, Ireland, and Padraig Cunningham,
Alexey Tsymbal, and Lorcan Coyle from Trinity College Dublin, Ireland.

This is the twelfth volume in the Applications and Innovations series. The Technical
Stream papers are published as a companion volume under the title Research and
Development in Intelligent Systems XXI.

On behalf of the conference organising committee I should like to thank all those who
contributed to the organisation of this year's application programme, in particular the
programme committee members, the executive programme committee and our
administrators Linsay Turbert and Collette Jackson.

Ann Macintosh
Application Programme Chair, AI-2004



ACKNOWLEDGEMENTS

AI-2004 CONFERENCE COMMITTEE

Dr. Tony Allen, (Conference Chair)
Nottingham Trent University

Dr. Robert Milne, (Deputy Conference Chair,
Sermatech Intelligent Applications Ltd Finance and Publicity)

Dr. Alun Preece, (Deputy Conference Chair,
University of Aberdeen Electronic Services)

Dr. Nirmalie Wiratunga, (Deputy Conference Chair,
Robert Gordon University, Aberdeen Poster Session)

Prof. Adrian Hopgood (Tutorial Organiser)
Nottingham Trent University

Prof. Ann Macintosh (Application Programme Chair)
Napier University

Richard Ellis (Deputy Application Programme Chair)
Stratum Management Ltd

Prof. Max Bramer (Technical Programme Chair)
University of Portsmouth

Dr Frans Coenen, (Deputy Technical Programme Chair)
University of Liverpool

Dr. Bob Howlett, (Exhibition Organiser)
University of Brighton

Rosemary Gilligan (Research Student Liaison)

University of Hertfordshire

APPLICATIONS EXECUTIVE PROGRAMME COMMITTEE

Prof. Ann Macintosh, Napier University (Chair)

Richard Ellis, Stratum Management Ltd (Vice-Chair)

Dr Robert Milne, Sermatech Intelligent Applications Ltd
Richard Wheeler, University of Edinburgh

Alan Montgomery, InferMed Ltd

Rosemary Gilligan, University of Hertfordshire

Vi



Vil

APPLICATIONS PROGRAMME COMMITTEE

Nick Adams (Napier University)

Dan Allsopp (University of Portsmouth)
Victor Alves (Universidade do Minho)
Li Bai (University of Nottingham)

Euan Davidson (University of
Strathclyde)

Argiris Dentsoras (University of Patras)
Richard Ellis (Stratum)
Florentino Fdez-Riverola (ESEI)

Rosemary Gilligan (University of
Hertfordshire)

John Gordon (Applied Knowledge
Research Institute)

Daniel Kerr (BUPA)

John Kingston (University of Edinburgh)

Paul Leng (University of Liverpool)
Shuliang Li (University of Westminster)
Ann Macintosh (Napier University)

Rob Milne (Sermatech Intelligent
Applications Ltd)

Alan Montgomery (InferMed Ltd)
Pavlos Moraitis (University of Cyprus)
Kushan Nammun

Gilbert Owusu (BT)

Paul Thomas (Dstl)

Botond Virginas (BT)

Cornelius Weber (University of
Sunderland)



CONTENTS

BEST APPLICATION PAPER

A Case-Based Technique for Tracking Concept Drift in Spam Filtering.
Sarah Jane Delany, Dublin Institute of Technology, Ireland,
Pddraig Cunningham, Alexey Tsymbal, and Lorcan Coyle,
Trinity College Dublin, Ireland..................cooeaiviirienenrenveeererccnunsreseeressessesnsenssnenes 3

SESSION 1: SYNTHESIS AND PREDICTION

Matching and Predicting Crimes.
Dr. G. C. Oatley, University of Sunderland, UK, Prof. J. Zeleznikow, Victoria
University, Australia, and Dr. B. W. Ewart, University of Sunderland, UK ........... 19

Story Plot Generation Based on CBR.
Pablo Gervds, Belén Diaz-Agudo, Federico Peinado, and Raquel
Hervds, Universidad Complutense de Madrid, Spain ...............ccoveeecevrvirvcenrerrerenens 33

Studying Continuous Improvement from a Knowledge Perspective.
Dr. 8. Davison, Mimica Limited, UK, Dr. J. L. Gordon, Applied Knowledge
Research Institute, UK, and John A. Robinson, BAE Systems, UK ...........c.coeuvue.. 47

ReTAX+: A Cooperative Taxonomy Revision Tool
Sik Chun Lam, Derek Sleeman, and Wamberto Vasconcelos, Department
of Computing Science, The University of Aberdeen, Aberdeen, UK ...................... 64

SESSION 2: SCHEDULING AND SEARCH

A Non-Binary Constraint Ordering Approach to Scheduling Problems.
Dr. Miguel A. Salido, Universidad de Alicante, Spain, and Federico Barber,
Universidad Politécnica de Valencia, SPain .............cvcvinvicoiensevrsissereseosasensesones 81

A Heuristic Based System for Generation of Shifts With Breaks.

Johannes Gdirtner, XIMES Corp., Vienna, Austria, Nysret Musliu, Technische
Universitdit Wien, Vienna, Austria, Wolfgang Slany, Technische Universitiit

GrAZ, GrazZ, AUSITIG.ounnnesieirininininrsissisisisisinstssssisesessssssssss s sssessossasasnsacasessessonse 95

A Topological Model Based on Railway Capacity to Manage Periodic

Train Scheduling.

Dr. Miguel A. Salido, DCCIA, Universidad de Alicante, Spain, F. Barber,

M. Abril, DSIC, Universidad Politécnica de Valencia, Spain, P. Tormos,

A. Lova, DEIOAC, Universidad Politécnica de Valencia, Spain, and

L. Ingolotti, DSIC, Universidad Politécnica de Valencia, Spain ...............ccorereeeen. 107



X

Collaborative Search: Deployment Experiences.
Jill Freyne and Barry Smyth, University College Dublin, Ireland.......................... 121

SESSION 3: DIAGNOSIS AND MONITORING

A Model-Based Approach to Robot Fault Diagnosis.
Honghai Liu and George M. Coghill, University of Aberdeen, UK ........................ 137

Automating the Analysis and Management of Power System Data Using

Multi-Agent Systems Technology.

Euan M. Davidson, Stephen D. J. McArthur, James R. McDonald, Tom

Cumming, and Ian Watt, University of Strathclyde, UK ............covrvevurccrenvirirunnns 151

The Industrialisation of A Multi-Agent System for Power Transformer
Condition Monitoring.
V. M. Catterson, and S. D. J. McArthur, University of Strathclyde, UK ................. 165

SESSION 4: CLASSIFICATION AND DESIGN

An Improved Genetic Programming Technique for the Classification of Raman
Spectra.

Kenneth Hennessy, Michael G. Madden, Jennifer Conroy, and Alan G. Ryder,
National University of Ireland, Ireland..............ucvuuoneveninisisiinnnensnnicissensessssenons 181

PROPOSE - Intelligent Advisory System for Supporting Redesign.
Marina Novak and Bojan DolSak, University of Maribor, Slovenia........................ 193

The Designers’ Workbench: Using Ontologies and Constraints for Configuration.
David W. Fowler and Derek Sleeman, University of Aberdeen, UK,

Gary Wills, University of Southampton, UK, and Terry Lyon, David Knott,
ROIIS-ROYCE PIC.ereuvorereeerrcrrnerecriserensnstssesessessesaesssasesssesansnsssesssasssessassssesasssssesasses 209

A Visualisation Tool to Explain Case-Base Reasoning Solutions for Tablet
Formulation.

Stewart Massie, Susan Craw, and Nirmalie Wiratunga, The Robert Gordon

URIversity, UK ......ocovvivisiisinmeisicsisionsmesssisioionsssersssssiorssssssesessossssnesssssssensasesessees 222

SESSION 5: ANALYSIS AND EVALUATION

Formal Analysis of Empirical Traces in Incident Management.

Mark Hoogendoorn, Catholijn M. Jonker, Savas Konur, Peter-Paul van Maanen,
Viara Popova, Alexei Sharpanskykh, Jan, Treur, Lai Xu, Pinar Yolum, Vrije
Universiteit Amsterdam, The NetRErIANAS.............ovreerecierevreensesencsssnererssossessessesses 237



Xi

Modelling Expertise for Structure Elucidation in Organic Chemistry Using

Bayesian Networks.

Michaela Hohenner, Sven Wachsmuth, Gerhard Sagerer, Bielefeld

UNIVErsSity, GEIMANY .......cooserinreenicnsnsssisnisisessisssissosesessssisissonissssessssosssssssssessonsnesnes 251

Evaluation of A Mixed-Initiative Dialogue Multimodel Interface.
Baoli Zhao, Tony Allen, Andrzej Bargiela, The Nottingham Trent
URIVETSItY, UK.....cooeeereeerctrsenisnerennranssresssisstosssmssossesssssesesssnsesesessessessassssessessessonsasans 265

AUTHOR INDEX ........oomiiinnsiiissisisisistseeesessonsassssssessssonssssasssassssesssnens 279



BEST APPLICATION PAPER



A Case-Based Technique for Tracking Concept
Drift in Spam Filtering

Sarah Jane Delany', Padraig Cunningham’, Alexey Tsymbal’,
Lorcan Coyle’
'Dublin Institute of Technology, Kevin St., Dublin 8, Ireland.
2’l"rinity College Dublin, College Green, Dublin 2, Ireland.

Abstract

Clearly, machine learning techniques can play an important role in
filtering spam email because ample training data is available to build a
robust classifier. However, spam filtering is a particularly challenging
task as the data distribution and concept being learned changes over
time. This is a particularly awkward form of concept drift as the change
is driven by spammers wishing to circumvent the spam filters. In this
paper we show that lazy learning techniques are appropriate for such
dynamically changing contexts. We present a case-based system for
spam filtering called ECUE that can learn dynamically. We evaluate its
performance as the case-base is updated with new cases. We also
explore the benefit of periodically redoing the feature selection process
to bring new features into play. Our evaluation shows that these two
levels of model update are effective in tracking concept drift.

1 Introduction

With the cost of spam to companies worldwide estimated to be ca. $20 billion a year
and growing at a rate of almost 100% a year [1], spam is a problem that needs to be
handled. It is a challenging problem for a number of reasons. One of the most testing
aspects is the dynamic nature of spam. Something of an arms race has emerged
between spammers and the spam filters used to combat spam. As filters are adapted to
contend with today’s types of spam emails, the spammers alter, obfuscate and confuse
filters by disguising their emails to look more like legitimate email. This dynamic
nature of spam email raises a requirement for update in any filter that is to be
successful over time in identifying spam.

Lazy learning is good for dynamically changing situations. With lazy learning the
decision of how to generalise beyond the training data is deferred until each new
instance is considered. In comparison to this, eager learning systems determine their
generalisation mechanism by building a model based on the training data in advance
of considering any new instances. In this paper we explore the application of Case-
Based Reasoning (CBR), a lazy machine learning technique, to the problem of spam
filtering and present our CBR system — Email Classification Using Examples
(ECUE). We concentrate in this paper on evaluating how ECUE can assist with the
concept drift that is inherent in spam.
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CBR offers a number of advantages in the spam filtering domain. Spam is a disjoint
concept in that spam selling cheap prescription drugs has little in common with spam
offering good mortgage rates. Case-based classification works well for disjoint
concepts whereas Naive Bayes, a machine learning technique that is popular for text
classification, tries to learn a unified concept description.

In addition, there is a natural hierarchy of learning available to a CBR system
where the simpiest level of learning is to simply update the case-base with new
instances of spam or legitimate email. The advantage of CBR in this first level of
learning is that it requires no rebuild of the model as is necessary with other machine
learning solutions to spam filtering. The second level of learning is to retrain the
system by re-selecting features that may be more predictive of spam. This level of
retraining can be performed infrequently and based on newer training data. The
highest level of learning, performed even more infrequently than feature selection, is
to allow new feature extraction techniques to be added to the system. For instance,
when domain specific features are used in the system, new feature extraction
techniques will allow new features to be included. In ECUE we use a similarity
retrieval algorithm based on Case Retrieval Nets (CRN) [2] which is a memory
structure that allows efficient and flexible retrieval of cases. The benefit of using the
CRN for implementing the second and third levels of learning is that it can easily
handle cases with new features; the fact that these features may be missing on old
cases is not a problem.

This paper begins in Section 2 with an overview of other work using machine
learning techniques for filtering spam. Section 3 discusses the problem of concept
drift and existing techniques for handling concept drift. Our case-based approach to
spam filtering, ECUE, is presented in Section 4, while Section 5 presents our
evaluation and results of using CBR to combat the concept drift in spam. Section 6
closes the paper with our conclusions and directions for future work.

2 Spam Filtering and Machine Learning

Existing research on using machine learning for spam filtering has focussed
particularly on using Naive Bayes [3-7]. In addition there has been work using
Support Vector Machines (SVMs) [3,8,9] and Latent Semantic Indexing [10]. There
has also been research using memory based classifiers [4,11]. However, this work
does not address the issue of concept drift which is inherent in spam and the
evaluations have been on static datasets.

One technique used for tracking concept drift is ensemble learning (see Section 3.2)
which uses a set of classifiers whose individual results are combined to give an
overall classification. There has been some work on ensemble learning in spam
filtering using boosting [1,12] and also a combination of Naive Bayes and memory
based classifiers [13]. These evaluations use static data sets and do not attempt to
track concept drift.



3 The Problem of Concept Drift

This section defines concept drift and discusses approaches to handling concept drift.

3.1 Definitions and Types of Concept Drift

A difficult problem with learning in many real-world domains is that the concept of
interest may depend on some hidden context, not given explicitly in the form of
predictive features. Typical examples include weather prediction rules that may vary
radically with the season or the patterns of customers’ buying preferences that may
change, depending on the current day of the week, availability of alternatives,
inflation rate, etc. Often the cause of change is hidden, not known in advance, making
the leamning task more complicated. Changes in the hidden context can induce
changes in the target concept, which is generally known as concept drifi [13]. An
effective learner should be able to track such changes and to quickly adapt to them.

Two kinds of concept drift that may occur in the real world are normally
distinguished in the literature: (1) sudden (abrupt, instantaneous), and (2) gradual
concept drift. For example, someone graduating from college might suddenly have
completely different monetary concerns, whereas a slowly wearing piece of factory
equipment might cause a gradual change in the quality of output parts [15]. Stanley
[15] divides gradual drift into moderate and slow drifts, depending on the rate of
change.

Hidden changes in context may not only be a cause of a change in the target
concept, but may also cause a change in the underlying data distribution. Even if the
target concept remains the same but the data distribution changes, a model rebuild
may be necessary as the model’s error may no longer be acceptable. This is called
virtual concept drifti [16]. Virtual concept drift and real concept drift often occur
together or virtual concept drift alone may occur, e.g. in the case of spam
categorization. From a practical point of view it is not important what kind of concept
drift occurs as in all cases, the current model needs to be changed.

3.2 Approaches to Handling Concept Drift

There are three approaches to handling concept drift: (1) instance selection; (2)
instance weighting; and (3) ensemble learning (or learning with multiple concept
descriptions). In instance selection, the goal is to select instances relevant to the
current concept. The most common concept drift handling technique is based on
instance selection and involves generalizing from a window that moves over recently
seen instances and uses the learnt concepts for prediction only in the immediate
future. Examples of window-based algorithms include the FLORA family of
algorithms [13], FRANN [17], and Time-Windowed Forgetting (TWF) [18]. Some
algorithms use a window of fixed size, while others use heuristics to adjust the
window size to the current extent of concept drift, e.g. “Adaptive Size” [19] and
FLORAZ {13]. Many case-base editing strategies in case-based reasoning that delete
noisy, irrelevant and redundant cases are also a form of instance selection [20]. Batch
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selection [19] taking groups of instances, may be considered as instance selection as
well.

Instance weighting uses the ability of some learning algorithms such as SVMs to
process weighted instances [19]. Instances can be weighted according to their age and
their competence with regard to the current concept. Klinkenberg [19] shows in his
experiments that instance weighting techniques handle concept drift worse than
analogous instance selection techniques, which is probably due to overfitting the data.

Ensemble learning maintains a set of concept descriptions, predictions of which are
combined using voting, weighted voting, or the most relevant description is selected.
A number of techniques are used to identify the set of concept descriptions including
feature construction [21], contextual clustering [22], sequential chunks of data
[23,24] or groupings based on decreasing periods of time [15,25]. All incremental
ensemble approaches use some criteria to dynamically delete, reactivate, or create
new ensemble members, which are normally based on the base models’ consistency
with the current data.

Many learning algorithms were used for base models in systems handling concept
drift. These include rule-based learning [13,16,21,24], decision trees, including their
incremental versions [15,22-26], Naive Bayes [24,25], SVMs [19], RBF-networks
[17], and instance-based learning [18,20,27]. A problem with many global eager
learners (if they are not able to update their local parts incrementally when needed) is
their inability to adapt to local concept drift. In the real world, concept drift may often
be local, e.g. only particular types of spam may change with time, while the others
could remain the same. In the case of local concept drift, many global models are
discarded simply because their accuracy on the current data falls, even if they still
could be good experts in the stable parts of the data. In contrast to this, lazy learning
is able to adapt well to local concept drift due to its local nature. Instance-based
learning is sometimes criticized in that, as non-parametric learning, it needs relatively
more instances to get high classification accuracy [13]. However, often it is not a
problem in practice, as enough instances are available.

The most popular benchmark data for testing concept drift handling systems is
represented by the STAGGER concepts [21] which are used to test most of the
systems [13-17,21,22,25] or by a moving hyperplane [23-26]. A limitation of these is
that they do not allow checking the algorithms’ scalability to large problems, which is
important as concept drift mostly occurs in big amounts of data arriving in the form
of a stream. In addition, some real-world problems were used to test concept drift
handling systems [22-24,26]. An important problem with most of the real-world
datasets is that there is little concept drift in them, or concept drift is introduced
artificially, e.g. by restricting the subset of relevant topics for each particular period
of time [19].

4 A Case-Based Approach to Concept Drift

This section outlines ECUE, our case-based approach to spam filtering. It describes
the feature selection, case retrieval and case-base editing techniques used.

In a CBR learner the examples in the training data are represented as cases in the
case-base. In ECUE each email is a case represented as a vector of attributes or
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features. Cases are set up with binary features implemented as Boolean values. If the
feature exists in the email then the case assigns the feature a value of frue, otherwise
the value of the feature is false. It is more normal in text classification for lexical
features to carry frequency information but our evaluation showed that a binary
representation works better in this domain. We expect that this is due to the fact that
most email messages are short and frequency information may result in overfitting.

4.1 Feature Selection

The features for each case were identified using a variety of generic lexical features,
primarily by tokenising the email into words. The emails were not altered to remove
HTML tags and no stop word removal, stemming or lemmatising was performed.
Email attachments were removed. Since the datasets were personal it was felt that
certain headers may contain useful information, so a subset of the header information
was included in the tokenisation. No domain specific features were included at this
stage although previous work has indicated that the efficiency of filters can be
enhanced by their inclusion [6].

Tokenising 1000 emails results in a very large number of features, (tens of
thousands of features). Feature selection is necessary to reduce the dimensionality of
the feature space. We used Information Gain (IG) [28] to select the most predictive
features as it has been shown to be an effective technique in aggressive feature
removal in text classification [29]. Our cross validation experiments, varying between
100 and 1000 features across 4 datasets, indicated best performance at 700 features.

4.2 Case Retrieval

The system uses a k-nearest neighbour classifier to retrieve the £ most similar cases to
a target case. The standard &-NN algorithm individually calculates the similarity of
each case in a case-base to the target case. This approach is quite inefficient in
domains where there is feature-value redundancy and/or missing features in cases.
Because our spam cases have both of these characteristics we use an alternative
similarity retrieval algorithm based on CRNs which facilitates efficient and flexible
case retrieval. The CRN is equivalent, in the cases it retrieves, to the k-nearest
neighbour algorithm but, particularly in this situation, is more computationally
efficient.

Cases are stored within the CRN as case nodes. A second type of node called an
Information Entity (IE) node represents a single feature-value pair, e.g. “viagra=true”
indicating the presence of the word (feature) “viagra” within a case. Case nodes are
linked to the IE nodes that represent them using relevancy arcs. Each relevancy arc
can have a weight that reflects the importance of that IE node or feature-value pair.
CRNss also have the notion of similarity arcs between similar feature values but this is
not used in ECUE as the features are all binary.

A target case activates the CRN by connecting to the IE nodes, via relevance arcs,
that represent the values of its features. This activation spreads across the net to the
case nodes, each of which accumulates a score appropriate to its similarity to the
target case. The case nodes with the highest activations are those most similar to the
target case.



Figure 1 illustrates our CRN for spam filtering. As the features in our case
representation are binary, IE nodes are only included for features with a true value.
The relevancy arcs are all weighted with a weight of 1.

Entity
Relevancy Arc
Case

Figure 1 The CRN for spam filtering

A serious problem for spam filters is the occurrence of False Positives (FP),
legitimate emails classified incorrectly as spam. An FP is significantly more serious
than a False Negative (FN) (a spam email incorrectly classified as legitimate). For
many people the occurrence of FPs is unacceptable. Due to this fact, the classifier
used unanimous voting to determine whether the target case was spam or not. All
neighbours returned had to have a classification of spam in order for the target case to
be classified as spam. This strongly biases the classifier away from FPs.

4.3 Case-base Management

The approach to concept drift that we are applying is instance selection. Over time the
case-base needs to be updated to include new types of spam and non-spam emails.
Given the volume of emails that a single email user may get each week, there is a
need to actively manage the training data. Our previous work on case-base editing
techniques identified a method of case-base editing that uses the competence
characteristics of a case-base to remove noisy and redundant cases. This method is
called Competence-Based Editing (CBE) [30].

CBE initially builds a competence model of the case-base identifying for each case
its competence properties, i.e. those cases that it contributes to classifying correctly
and those it contributes to misclassifying. The technique is then a two-stage process.
Using these competence properties the first stage, the competence enhancement stage,
identifies and removes noisy cases. The second stage, the competence preserving
stage, identifies and removes redundant cases (i.e. cases in the middle of a large
cluster of cases of the same classification). The advantage of our case-editing method
applied to the spam domain is that it results in a conservative pruning of the case-base
which we found resulted in larger case-bases but better generalisation accuracy than
typical case-editing techniques [30].



5 Evaluation

This section presents our evaluation of ECUE. Our results are presented at two levels.
Firstly, we present an evaluation of the performance of the system at the first level of
learning, i.e. simply updating the case-base with new examples of spam and
legitimate email. Secondly, we evaluate the performance of the system when a model
rebuild (i.e. when the feature selection process is redone) is carried out periodically.
The evaluations were offline evaluations using emails collected over an extended
period of time.

5.1 Experimental Setup

A key objective was to evaluate the performance of a CBR spam filter over a period
of time to see how it handled the concept drift inherent in spam. Two datasets were
used. The datasets were derived from two corpora of email, each corpus was derived
from the emails sent to individuals over a period of approximately eighteen months.
Dataset | is a collection of emails received by one individual up to and including
December 2003 and Dataset 2 is a collection of emails received by a different
individual up to and including January 2004, The legitimate emails include a variety
of personal, business and subscribed mailing list emails. The emails were ordered in
date order.

A training set of 1000 cases, 500 spam emails and 500 legitimate emails, was set up
for each dataset. This training data included the last 500 spam and non spam emails
received up to the end of February 2003 in the case of Dataset 1 and up to the end of
January 2003 in the case of Dataset 2. This left the remainder of the data for testing.
Table 1 shows the profile of the test data across each month for both datasets.

Table 1 Profile of the testing data

,Z;b Mar { Apr | May | Jun | Jul Aug Sep Oct Nov Dec :':)34“ Tot

g::‘; spam 620 | 314 | 216 925] 917 | 1065 | 1225 | 1205 | 1830 | 578 8902
:;:m 93| 228 102| 89| s0 7| 145] 103 85 | 105 1078
g::‘z spam | 142 391 | 405 | 459 | 406 | 476 | 582 | 1849 | 1746 | 1300 | 954 | 746 | 3456
non
spam | 151 s8] 144 234 12| 19 30| 12| 123| 13| 99| 130 1408

A case-base was set up for each training dataset using the feature selection process
described in Section 4.1 with 700 features in each case. The classifier used was &-
nearest neighbour with £ = 3 using unanimous voting as discussed in Section 4.2.
Each email in the testing datasets, documented in Table 1, was presented for
classification in date-received order to closely simulate what would happen in a real-
time situation. Results were accumulated and reported at the end of each month.

5.2 Evaluation Metrics

Since an FP is more serious than an FN, accuracy (or error) as a measure of
performance, does not give the full picture in that there is no transparency with regard
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to the numbers of FPs and FNs occurring. Two filters with similar accuracy may have
very different FP and FN rates.

Previous work on spam filtering uses a variety of measures to report performance.
The most common performance metrics are precision and recall [10]. Sakkis et al. [5]
introduce a weighted accuracy measure which incorporates a measure of how much
more costly an FP is than an FN. Although these measures are useful for comparison
purposes, the FP and FN rate are not clear so the true effectiveness of the classifier is
not evident. For these reasons we will use the rate of FPs, the rate of FNs, and the
average within class error rate, Error = (FPRate + FNRate)/2 as our evaluation
metrics. A final justification for using this set of metrics is that it is in line with how
commercial spam filtering systems are evaluated on the web and in the technical press
[31].

5.3 CBR vs. Naive Bayes

As Naive Bayes appears to be the machine learning technique of choice for spam
filtering (see Section 2) we compared ECUE with a Naive Bayes classifier [32], the
results of which are summarised here.

Experiments on a number of static datasets, (subsets of those described in Section
5.1) showed that neither one of the two classifiers Naive Bayes or the CBR classifier
outperformed the other consistently [32]. These results appear to confirm other
findings on static datasets {4]

Of more interest were the evaluations performed over a period of time allowing the
system to dynamically update its training data with examples of spam and legitimate
email that were incorrectly classified. A number of experiments were performed,
varying from making no updates to the original case-base training data to updating an
edited case-base on a monthly, weekly and daily basis with those emails that were
misclassified over the specified period. Case-base editing used the CBE technique
discussed in Section 4.3. Our evaluation showed the best performance occurred when
updating an edited case-base on a daily basis with any emails misclassified that day.
These results are presented in Figure 2.

DataSet 1 DataSet 2

CBR(noupdales) CBR(withdally NB([noupdates) NB(withdaily CBR (noupdstes) y MB{ ) ¥
updates) updates) updates) updates}

Figure 2 CBR vs. Naive Bayes with dynamic updating

The same experiments were performed using a Naive Bayes classifier on unedited
training data. The training data could not be edited for the Naive Bayes classifier as
the editing technique is a competence-based editing technique which uses a &-NN



11

classifier to determine the competence of each case in the case-base and analyses the
competence properties of the cases to determine which cases should be removed. Due
to the significance of FPs, the Naive Bayes classifier was configured to be biased
away from false positives by setting the classification threshold to 1.0. Figure 2
includes the results of using Naive Bayes.

Although Naive Bayes has a better overall error rate over the dataset as a whole
with no updating, the CBR system performs better in both datasets when dynamically
updating the data to learn from incorrectly classified emails. It can be seen that daily
updating of the training data with misclassified emails improves performance of the
CBR system but has an overall detrimental effect on the Naive Bayes classifier. Naive
Bayes with daily updates does improve the FP rate more significantly than ECUE but
the degradation of the FN rate has an overall negative effect on performance. It is
worth noting that updating a system using Naive Bayes with any new training data
requires a separate learning process to recalculate the probabilities for all features.
Updating a CBR system, such as ECUE, with new training data simply requires new
cases to be added to the case-base.

5.4 Level 1 Learning — Continuous Updating with new Instances

The objective of this evaluation was to examine at a detailed level the performance of
the system with continuous updating of an edited case-base with the misclassified
emails. The detailed results are presented in Figure 3 as (edited cb, daily updates). In
order to illustrate the performance improvements offered by case-base editing and
continuous updating, Figure 3 also includes the results of the full training case-base
(full cb, no updates) and the edited case-base (edited cb, no updates) when applying all
the test data in date order with no updates. Finally, for comparison purposes, Figure 3
includes a more typical window-based updating procedure (full cb, window-based daily
updates). The original (unedited) case-base of 1000 cases was used and at the end of
each day those cases that had been misclassified were added to the case-base. Then
the window-based update procedure was achieved as follows; for each case that was
added, remove the oldest existing case of the same classification.
The graphs in Figure 3 illustrate a number of things:
e The concept drift in the data is evident in both datasets (full cb, no updates).
e Although case-base editing does not show a decrease in error in Dataset 2, the
decrease in FPs is significant which is crucial for this domain.
¢ Updating the edited case-base daily with misclassified cases shows a significant
improvement in overall average error across classifications in both datasets and
overall FP performance is improved in both datasets.
¢ Although the overall FP rate is better for window-based updates than for
updates to the edited case-base for Dataset 2, it is considerably worse for
Dataset 1. The average error across classifications (taking into account the FN
rate) is better for updates to an edited case-base across both datasets.

An issue with continuous updating on the edited case-base is case-base
management; although the editing process reduces the case-base size initially the size
of the case-base grows each month. For Datasets 1 and 2 the editing process reduces
the initial training case-bases to 741 and 575 cases respectively. However, the
resulting size of the case-base after all the data has been applied (i.e. after 10 months
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for Dataset 1 and 12 months for Dataset 2) is 1512 and 2518 respectively. The

advantage of the window-based update procedure is that the case-base remains at
1000 cases always.
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Figure 3 Results of First Level Learning - Continuous Updating

5.5 Level 2 Learning — Model Rebuild with Feature Reselection

Our next experiments involved evaluating whether the next level of learning
(periodically reselecting features) improved the performance gains that we had
achieved by continuous updating with misclassified cases. This level of learning
involves a complete model rebuild. We chose to reselect features at the end of every
3-month period. At the reselect date, a new training set of 1000 emails was
constructed. This training set consisted of the last 500 spam and 500 non-spam emails
received up to the reselect date. Features were selected from this training set using the
same feature selection process described in Section 4.1 above. A case-base was built
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from this training set and was edited using CBE. Emails for the next 3 months were

classified against this new case-base.

Figure 4 presents the results of applying feature reselection to both daily updates on
an edited case-base and to window-based daily updates.
The graphs in Figure 4 illustrate the following results:
e Incorporating a periodic feature reselection and model rebuild reduces the
average error across classifications for both daily update procedures.
s Applying daily updates to an edited case-base and including 3 monthly feature
reselection results in lower error rates than using a daily window-based update

procedure with feature reselect.

s Although the error rates reduce in all cases with feature reselection, there is no
consistent improvement in FP rate for either update technique.
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Figure 4 Results of Second Level of Learning — Feature Reselection

An advantage of including the feature reselection and case-base editing procedure
for daily updates is that it controls the size of the case-base. Table 2 shows the size of
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the case-base after each feature selection and case-editing process occurred on the
two datasets. In all but one situation, the edited case-base has not increased over the
3-month period beyond the size of the original case-base (1000 cases). Thus, the
frequency with which feature reselection is performed can be configured to manage
the size of the case-base.

Table 2 Case-base sizes during evaluation with feature reselection

Dataset 1 Dataset 2
Case-base size after Size after 3 Case-base size after Size after 3
feature select & edit months of updates feature select & edit months of updates
741 821 575 652
718 842 628 736
678 1055 661 845
719 798 (after 1 580 971
month)

6 Conclusions

We have shown that using a lazy learner can handle the concept drift inherent in
email spam data. Our approach is to update the case-base at the end of each day with
cases that were misclassified by the system that day and to periodically rebuild the
case-base using the most recent cases to reselect features. This approach performs
better than the typical window-based approach at both levels of model update.

A further level of learning, to define new domain specific features is also available
to our system and will be evaluated in future work. The implementation of ECUE
(due to the CRN) will allow new features to be included in cases to be added to the
case-base at times other than model rebuilds. However, since our model rebuild
involves full feature extraction and reselection, it may not be necessary to exploit the
potential of the CRN to integrate cases based on different feature sets.

Future work in this area will also include a comparison of our approach to concept
drift with the more common ensemble approach to handling concept drift.
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Abstract

Our central aim is the development of decision support
systems based on appropriate technology for such purposes as
profiling single and series of crimes or offenders, and
matching and predicting crimes.

This paper presents research in this area for the high-volume
crime of Burglary Dwelling House, with examples taken from
the authors’ own work a United Kingdom police force.

Discussion and experimentation include exploratory
techniques from spatial statistics and forensic psychology. The
crime matching techniques used are case-based reasoning,
logic programming and ontologies, and naive Bayes
augmented with spatio-temporal features. The crime prediction
techniques are survival analysis and Bayesian networks.

1. Introduction

The statutory requirement under the Crime and Disorder Act (1998) for
United Kingdom police and local partnerships to undertake crime and
disorder audits and produce strategies based on these audits, has provided a
powerful stimulus to the mapping and analysis of crime data. [1] makes the
point that the ‘recent shift within British policing towards a more
decentralised, proactive style has shifted the analytical focus onto analysts
and intelligence officers at the police divisional level who are now expected
to be the hub of the local intelligence gathering effort. For high volume
crime, this has left an analytical void.’

The authors work is in this area is with the high volume crime of Burglary
from Dwelling Houses (BDH) though collaboration with West Midlands
Police (WMP). Software [2] was developed to interrogate the database of
recorded crimes in order to explore the temporal and spatial characteristics
of BDH across the entire operational command unit. The objectives were
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to allow police to test their beliefs about BDH trends and patterns against
the empirical realities, thereby providing a more substantive empirical
foundation for the development and implementation of preventative and
detection strategies. Furthermore, the data provided to the project
(representing the time period 1997-2001) was used to develop diverse
decision support tools. Sophisticated matching and predictive abilities were
developed, based on analysis of the data through techniques from statistics
and artificial intelligence guided with concepts from forensic psychology
and criminology.

Following a presentation of the data, and some background to initial
analysis of this data (Section 2), this paper then discusses crime matching
by case-based reasoning (CBR), logic programming and ontologies, and
naive Bayes augmented with spatio-temporal features (Section 3), and the
crime prediction techniques of survival analysis and Bayesian networks
(Section 4).

2. Data and Initial Analysis

The dataset used by the authors represented approximately three and a half
years of data, containing the age and sex of the victim and offender (if
known). Each crime was represented by a list of stolen property, the
features shown in Table 1, and also various Home Office classifications
and internal references. Of particular importance were the date stamp, and
grid references (Ordnance Survey 12-number grid system), and the Boolean
modus operandi (behavioural) features shown in Table 2.

There are a wealth of approaches that can be taken to this kind of data,
from Geographical Information Systems (GIS), spatial statistics, statistics,
artificial intelligence and forensic psychology and criminology.

An important first step with geocoded data is the ‘pins in maps’ approach
of plotting in a GIS (for good review papers of crime mapping see: [3,4]) -
the authors integrated their own mapping functionality in the final decision
support system.
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1. Alcohol, cigarettes, foodstuffs 2. Antiques, paintings, china, silverware 3. Audio, radio 4. Auto
accessories, fuel 5. Books 6. Building material 7. Cards, cheques 8. Cash, till, safe 9. Clothing 10.
Computer 11. Cosmetics, toiletries 12. Documents 13. Domestic appliance 14. Drugs, medical 15.
Fancy goods 16. Firearms 17. Furniture non antiques including carpets 18. Garden 19. Jewellery 20.
Keys 21. Luggage 22. Office, stamps, stationery 23. Optical, personal 24. Other, toys, musical,
pushchair, mail, tack saddle etc., animal, metals 25. Pedal cycle 26. Photographic 27. Purse, wallet
28. Sporting 29. T/v, video 30. Telecom 31. Tools, hardware, plant and equipment 32. Vehicle

Table 1 Stolen property features.

GROUPING VARIABLES

LOCATION OF | 1. Wall 2. Adjoining Property 3. Below 4.Front 5.Rear 6.Side 7.

ENTRY Roof 8. Window 9. Door 10. Above

ENTRY METHODS | Smash 2. Cut 3. Cutting equipment 4. Duplicate Key 5. Drill 6.Force

AND BEHAVIOUR 7. Remove Glass 8. Ram 9. Insecure door/window 10. Climbed

TYPE OF DWELLING 1. Old 2. Terrace 3. Maisonette 4. Bungalow 5. Semi-detached 6.
Town House 7. Flat

SEARCH BEHAVIOUR | 1. Untidy Search 2. Downstairs Only 3. Many Rooms 4. Upstairs
Only 5. Tidy Search 6. Search All Rooms

LOCATION OF EXIT 1. Wall, 2. Adjoining Property 3. Below, 4. Front 5. Rear 6. Side 7.
Roof 8. Window 9. Door 10. Exit Same as Entry

ALARM/PHONE 1. Cut Phone 2. Tamper with Alarm 3. Alarm Activated

BOGUS OFFICIAL | Social Services 2. Bogus Official (type unknown) 3. Council 4. DSS

CRIME 5. Home Help 6. Gardener 7. Other 8. Water 9. Police 10. Distraction
Bogus Crime

Table 2 Modus operandi features.

Additions to simple plotting of crime locations were visual inspection of
the data using Gaussian (bell-shaped) kernel-based approximation for the
probability density function (see [5]), and the forensic psychology idea of
‘prevalence, incidence and concentration’ [6].

Another very useful algorithm used was the spatial statistics check for
complete-spatial-randomness (CSR) using quadrat methods. As the name
suggests, CSR determines whether a set of spatial data is completely
random and is the standard model against which a spatial point pattern is
compared. The reasons for beginning an analysis with a test for CSR are
that the rejection of CSR is a prerequisite for any serious attempt to model
an observed pattern. CSR acts as a dividing hypothesis between regular and
clustered patterns. Our experiments across offender data resulted in a CSR
value ranging between 1.7 to 2.2 for all reasonable set quadrat sizes,
indicating a high degree of clustering. In comparison the k-function on the
same data indicates clustering at a low level but not at higher levels.



22

The interested reader is directed to the freely available CrimeStat' [7]
software, which provides an introduction to many spatial data algorithms.
Also, the Bayesian software WinBUGS is able to import spatial data (maps)
in three common GIS formats (ArclInfo, Splus and EpiMap).

The data mining algorithms of association rules, CART trees and
classification rules (from decision trees) - with or without dimensionality
reduction - indicated either no significant relationships or relationships that
are too complex to determine using these methods. However, feature
selection for Kohonen neural networks used to cluster offenders, flagged
the following variables as discriminating: ‘entry-’ and ‘exit point’, ‘entry
method’, ‘victim sex’, and ‘search strategy’. At face value these would be
expected to be important. What may appear to be surprising is that there are
no significant property stolen types listed. In a similar vein an analysis of
Sunderland West Police Force data by the authors [8] showed that there
was little evidence for the theory that offenders wait for certain items of
property to be replaced by insurance companies and then strike again.

The statistical method of Multidimensional scaling (MDS) was postponed
until a more restricted number of features had been determined — however
interesting work using this approach can be found in [9].

3. Matching Crimes

The ability to link or match crimes is important to the Police in order to
identify potential suspects. Pease [10] asserts that ‘location is almost never
a sufficient basis for, and seldom a necessary element in, prevention or
detection’, and that non-spatial variables can, and should be, used to
generate patterns of concentration. To date, little has been achieved in the
ability of ‘soft’ forensic evidence (e.g. the burglar’s modus operandi) to
provide the basis of crime linking and matching, and this section describes
recent work [11] which investigates crime matching based upon the
combinations of locational data with behavioural data.

3.1 Single Crimes with Similarity-Based Retrieval

A retrieve-and-propose CBR system [12] incorporated four different
similarity metrics — k-nearest neighbour (KNN), Tversky’s contrast model
(TC), and the cosine and modified-cosine rule matching functions (CR and
MCR) - see [13]. The cosine rule includes the benefit of local weighting

! CrimeStat® is a spatial statistics program for the analysis of crime incident locations, developed by
Ned Levine & Associates under grants from the National Institute of Justice (grants 1997-1J-CX-0040
and 1999-1J-CX-0044).



