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Preface

The purpose of this book is to provide a practical approach to managing security in
FPGA designs for researchers and practitioners in the electronic design automation
(EDA) and FPGA communities, including corporations, industrial and government
research labs, and academics. This book combines theoretical underpinnings with
a practical design approach and worked examples for combating real world threats.
To address the spectrum of lifecycle and operational threats against FPGA systems,
a holistic view of FPGA security is presented, from formal top level specification
to low level policy enforcement mechanisms, which integrates recent advances in
the fields of computer security theory, languages, compilers, and hardware. The
net effect is a diverse set of static and runtime techniques that, working in coopera-
tion, facilitate the composition of robust, dependable, and trustworthy systems using
commodity components.

We wish to acknowledge the many people who helped us ensure the success of
our work on reconfigurable hardware security. In particular, we wish to thank Andrei
Paun and Jason Smith of Louisiana Tech University for providing us with a Linux-
compatible version of Grail+. We also wish to thank those who gave us comments
on drafts of this book, including Marco Platzner of the University of Paderborn, and
Ali Irturk and Jason Oberg of the University of California, San Diego. This research
was funded in part by National Science Foundation Grant CNS-0524771 and NSF
Career Grant CCF-0448654.
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XPS Xilinx Platform Studio.



Chapter 1
Introduction and Motivation

Abstract From Bluetooth transceivers to the NASA Mars Rover, FPGAs have be-
come one of the mainstays of embedded system design. By merging properties of
hardware and software, reconfigurable devices provide an attractive tradeoff be-
tween the performance of application-specific hardware and the programmability
of CPUs. Although this flexibility allows developers to quickly prototype and de-
ploy embedded systems with performance close to ASICs, this programmability
can also be exploited to disrupt critical functionality, eavesdrop on encrypted com-
munication, or even destroy a chip. Creating systems which are both efficient and
flexible, yet fundamentally sound from a security point of view, is an exceedingly
challenging endeavor for both researchers and practitioners. All too often the se-
curity aspects of a reconfigurable design are not addressed until far too late in the
design process, resulting in systems that are protected only by their obscurity. This
chapter presents an overview of Field Programmable Gate Array (FPGA) technolo-
gies from the viewpoint of security, specifically how and why these devices have
grown in importance over the last decade to become one of the most trusted and
critical elements of modern computer systems. This chapter also discusses their
changing role from a platform for prototyping to a deployable solution, the archi-
tecture of a modern FPGA, the security ramifications of their increased use, and
some of the lessons from the security community that may be applicable in this
domain.

1.1 The Growing Reliance on FPGAs

FPGAs are at the heart of many mission critical devices, silently controlling ev-
erything from wireless access points (WAP) to commercial face recognition sys-
tems. Unlike the sequential execution provided by a general purpose processor,
modern Field Programmable Gate Arrays can perform hundreds of multiplies and
thousands of adds each cycle, giving them the computational power to host many
different logic modules at the same time. For example, an FPGA-hosted Wire-
less Access Point (WAP) may employ a signal processing core, a protocol pro-
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cessing engine, and a packet scheduler, all sharing the same physical silicon. Fur-
thermore, because reconfigurable hardware can be rewritten in both the lab and
in the field, rapid design cycles are possible, and patches can even be down-
loaded to devices already deployed (e.g. bug fixes or functionality enhancements
can be pushed out over the network to cell phones or wireless access points on de-
mand).

Because of this rare combination of computation power and flexibility, recon-
figurable devices are now the workhorses behind a broad variety of performance-
critical embedded systems [9, 15, 19, 40, 51, 62]. In fact, many reconfigurable
machines achieve 100x speedups and 100x performance gain per unit of area as
compared to a similar microprocessor [12, 18, 75]. Satellites, set-top boxes, intru-
sion detection systems, the electrical power grid, cryptography units, aircraft, and
even the Mars Rover all rely on Field Programmable Gate Arrays (FPGAs) to per-
form their respective functions. It is estimated that in 2005 alone there were over
80,000 different commercial FPGA design projects started [53]. The bit-level re-
configurability of these devices can be used to implement highly optimized circuits
for everything from encryption to FFTs, or even entire customized multi-processor
systems. In this section we describe a couple of these different domains and how
FPGAs are used in them.

Design Tip: Benefits of FPGAs. FPGAs are ideal for rapid protyp-
ing of embedded designs and the development of novel computer ar-
chitectures. The increasing cost of ASIC manufacturing, the perfor-
mance advantages of FPGAs over general-purpose processors, and the
narrowing performance gap between FPGAs and ASICs have resulted
in the growing use of FPGAs in real systems. For low-volume seg-
ments of the market, such as highly trustworthy systems, FPGAs provide
both cost and security advantages over ASICs. For example, with FP-
GAs, sensitive designs are never sent to a foundry where they could be
stolen. The parallelism available on FPGAs also makes them an attrac-
tive alternative to general-purpose CPUs for throughput-driven applica-
tions.

1.1.1 FPGAs for Aerospace

Because FPGAs are able to provide a useful balance between performance, cost,
and flexibility, many avionics systems now make use of them. For example, FP-
GAs perform crucial functions in the Joint Strike Fighter [56], the new Boeing 787
Dreamliner [20], and the NASA Mars Rover [23, 57]. In these applications, FPGAs
are used for cockpit displays, flight management, avionics, weapons guidance, and
flight radar [2].
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Design Tip: FPGA Basics. A bitstream specifies how to set the con-
figuration bits of the FPGA fabric. A core is a circuit that is used as a
building block of a larger embedded system. An antifuse-based FPGA
uses fuses as the configuration bits; therefore, it can only be programmed
once and is nonvolatile thereafter. An SRAM-based FPGA uses volatile
SRAM cells as the configuration bits. A flash-based FPGA uses EEP-
ROM cells as the configuration bits.

The circuits may be either antifuse-based, flash-based, or SRAM-based. While
fuse-based circuits are write-once devices, SRAM- and flash-based FPGAs can be
written many times, either in the lab or in the field. Flash-based circuits provide low
power advantages.

Design Tip: Choosing an FPGA Type. SRAM-based, flash-based, and
antifuse-based FPGAs have different security properties [76]. Despite the
limitation that it is a write-once technology, an antifuse FPGA offers the
advantage that theft of the design requires a painstaking and destructive
sand-and-scan attack, involving removal of the packaging and the pro-
gressive etching and electron micrography of each layer to create a 3-D
image of the chip. Since the fuses are nonvolatile, the bitstream does not
have to be loaded from off-chip, exposing it to board-level probing at-
tacks and attacks on the bitstream encryption mechanisms. Flash-based
FPGAs also can store the bitstream on-chip, and the design does not
have to be loaded from off-chip. This eliminates one avenue for attack-
ers. However, unlike an antifuse-based FPGA, the design is changeable
since flash memory can be modified. In addition, flash-based FPGAs are
much easier to probe, and probing attacks are much cheaper to carry out
than sand-and-scan attacks. SRAM-based FPGAs must load the bitstream
every time they are powered on, and soft memory errors [28] or flaws
in the implementation of bitstream decryption mechanisms may provide
an opportunity for a well-funded adversary to extract the design. When
powered continuously, SRAM-based FPGAs are similar to non-volatile
FPGAs in that the design does not have to be loaded from non-volatile
off-chip memory.

Consider the example of military avionics, in which a single chip processes both
classified targeting information and unclassified fueling and maintenance informa-
tion. Other multilevel security (MLS) scenarios for avionics include the sensor-
shooter problem, in which the intelligence analysts who decide on targets have
higher clearances than the soldiers ordered to attack those targets. In another MLS
scenario, a coalition member flies in formation with his or her allies, and a policy
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must specify what information may be shared with each of them. In these multi-
level systems, a CPU can be allocated to handle a particular level (or a range of
levels) of data, and it is assigned a security label (or a security label range). A sep-
arate device for each security level adds too much weight to an aircraft. To mini-
mize weight, a single device that can process data at multiple levels is attractive,
but without careful attention to security, can be dangerous. Keeping the different
levels of information separate requires careful design. Since reconfigurable systems
often lack the memory protection, virtual memory, and other traditional separation
mechanisms available in a general-purpose system, security techniques are needed
to prevent classified data from mixing with unclassified data. In addition, like soft-
ware update mechanisms, it is critical that the process for remotely updating these
devices is very secure to prevent sabotage. Finally, due to the sensitive nature of the
intellectual property, it is very important to keep competitors or enemies from being
able to reverse engineer these systems easily.

1.1.2 FPGAs for Supercomputing

While desktop computers continue to make incredible gains in performance, there
are always problems that lie outside the capabilities of these machines, and sci-
entists and engineers eventually turn to “big iron” when performance is needed.
Many supercomputer companies, including SRC Computers [25, 71], Cray [58], and
SGI [67, 68], have integrated reconfigurable hardware into their systems to improve
performance [10, 16]. A good example of such a system is Cray’s XD1 architecture,
which combines six large Xilinx FPGAs (Virtex-4) with twelve x86 processors in
each chassis. When an application is loaded on the machine, it includes a bitstream
for programming the associated reconfigurable hardware. Although the past genera-
tions of FPGAs were not cost competitive with microprocessors in delivering double
precision floating point [74], they can provide significant improvements (100x) in
integer dominated applications. The current generation of FPGAs includes more in-
tegrated support for floating point. In the supercomputing environment, often the
code and data being run are either sensitive intellectual property or even classified
in nature, requiring a commensurately secure computing environment. Furthermore,
supercomputing centers require strong physical security because they are very high
profile targets for intruders.

The SRC Reconfigurable computer is an example of a system that uses FPGAs to
provide acceleration for programs running on general-purpose processors [25, 71].
Logging into the machine is via a traditional Unix shell interface. A project folder
contains both Verilog and either C or Fortran code. A Makefile invokes a Verilog
compiler for the Verilog code (resulting in a bitstream), and it also invokes a C
compiler for the C code (or a Fortran compiler for the Fortran code). Executing a
program on the SRC requires loading the bitstream onto the reconfigurable hard-
ware and loading the executable program onto the general-purpose hardware. From
a security standpoint, if the host OS, application software, or user account has been


