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Preface 

Herbert Wegmann 

Herbert Wegmann is the manager of the Factory Sensors Division 
at Siemens AG, Industry Sector. Moreover, he is entrusted with 
the management of the group-wide AG RFID initiative. 

RFID – the abbreviation for Radio Frequency Identification – has a
real magic meaning. Contactless identification of all kinds of objects
with electronically writeable data carriers in the absolutely low cost
area with ranges of several meters provides an opportunity for sev-
eral new applications: the ideas range from remote control systems
for logistics centers (“internet of things”) to an intelligent refrigera-
tor that can automatically order goods. 

However, contactless radio identification is not innovation as such
and has been in use for industrial applications for a long time now.
As a leading manufacturer of RFID systems, Siemens introduced the
first industrial RFID system to the market 25 years ago. Moby M – the
name of this first product – achieved a read distance between the
transponder and antenna of, at most, 40 mm. However, the data car-
riers already had a storage capacity of 64 bytes. In the meantime,
RFID is used successfully in several areas. However, despite the dyna-
mism displayed by the development of RFID, it is not the only option
available for identifying all kinds of objects. Optical codes such as
barcodes – as printed on all consumer goods in supermarkets – are
admittedly seen as outdated. However, the specific advantages of the
optical processes that, for example, take effect with the 2D matrix
code, can justifiably compete with RFID systems in some of their
applications. 

Technology fascinates people and is the key to economic progress.
However, technology with no application focus only follows an end in
itself. Therefore, this book takes a look at both aspects: technical
basics and successful applications. In doing so, the issue here is how
existing processes can be optimized by using RFID and optical codes,
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reducing costs, and increasing quality. Several chapters describe how
automatic identification systems can be applied in a technically reli-
able and economically viable manner – from the factory floor to hos-
pitals. 

I am proud of the fact that the authors who have compiled such an
exceptional scope in terms of content are all employees at our com-
pany or at least worked for Siemens previously for several years.
Their contributions clearly emphasize Siemens’ technological and
solution expertise for RFID and Auto ID. Therefore, my sincere
thanks go to all of the authors and the editorial team of Norbert Bart-
neck, Volker Klaas, and Holger Schoenherr. Special thanks also go to
Leslie Miller, Michael LaGrega and Markus Weinlaender and Kerstin
Springer for their project management and comprehensive editorial
work. 



7

Contents 

1 Introduction  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  14

1.1 Historical Development  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16

1.2 Proven in several applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  18

1.3 Innovation as a driver . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21

Part 1: Technical Fundamentals

2 RFID technology  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  24

2.1 What is an RFID system?  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  24

2.2 The components of an RFID system . . . . . . . . . . . . . . . . . . . . . . . . .  25
2.2.1 Reading device  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  25
2.2.2 Antennas . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  28
2.2.3 Transponders  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  29

2.3 Classification of RFID systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  30
2.3.1 Passive systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  30
2.3.2 Semi-active systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  34
2.3.3 Active systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  35

2.4 Frequency bands and their properties  . . . . . . . . . . . . . . . . . . . . . .  35

3 Optical codes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  38

3.1 Success and limits of barcodes  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  38

3.2 Standards regarding the 2D code  . . . . . . . . . . . . . . . . . . . . . . . . . .  39
3.2.1 Technology standards  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  39
3.2.2 Application standards  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  40

3.3 Data Matrix Code features  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41
3.3.1 Data Matrix Code structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  41
3.3.2 Codable data with Data Matrix ECC200 . . . . . . . . . . . . . . . . . . .  42
3.3.3 Error correction and security aspects  . . . . . . . . . . . . . . . . . . . .  43

3.4 Application and marking methods  . . . . . . . . . . . . . . . . . . . . . . . . .  44
3.4.1 Application of labels  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  44
3.4.2 Direct marking processes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  45
3.4.3 Verification of the Code Quality . . . . . . . . . . . . . . . . . . . . . . . . .  47

3.5 Reading systems and their properties  . . . . . . . . . . . . . . . . . . . . . .  48
3.5.1 Components of a data matrix reading system  . . . . . . . . . . . . .  48
3.5.2 Stationary reading systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  48
3.5.3 Mobile reading systems  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  50



Contents

8

3.5.4 Physical and technical data integration  . . . . . . . . . . . . . . . . . .  50

3.6 Achieve good read results  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  52
3.6.1 Optimization of the optical conditions . . . . . . . . . . . . . . . . . . .  53
3.6.2 Minimization of the material ambient conditions’ influence   54
3.6.3 Meeting the technological requirements . . . . . . . . . . . . . . . . .  55

3.7 Outlook and new developments  . . . . . . . . . . . . . . . . . . . . . . . . . . .  55

4 System architecture  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  57

4.1 Overview  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  57
4.1.1 Software in RFID and Auto ID systems  . . . . . . . . . . . . . . . . . . .  57
4.1.2 System characteristics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  58
4.1.3 Processes, applications, and marginal conditions  . . . . . . . . .  58

4.2 System levels . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  60
4.2.1 Components . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  60
4.2.2 Topologies  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  61
4.2.3 Application levels  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  62
4.2.4 Edgeware  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  63

4.3 Integration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  64
4.3.1 System interfaces  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  64
4.3.2 Communication layers  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  64
4.3.3 Technologies  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  65

4.4 Data flow and data management . . . . . . . . . . . . . . . . . . . . . . . . . . .  66
4.4.1 RFID and Auto ID data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  66
4.4.2 Object identification  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  67
4.4.3 Distributed mobile databases  . . . . . . . . . . . . . . . . . . . . . . . . . .  67
4.4.4 Hybrid approaches  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  68

4.5 System management  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  68
4.5.1 Device management  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  68
4.5.2 Edge server management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  69
4.5.3 Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  69
4.5.4 Availability  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  70
4.5.5 Extendibility and adaptability  . . . . . . . . . . . . . . . . . . . . . . . . . .  70
4.5.6 Invoicing functions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  71

4.6 The EPCglobal Network  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  71
4.6.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  71
4.6.2 EPCIS and ALE  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  72

4.7 Summary  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  72

5 System selection criteria  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  74

5.1 Automatic identification with Data Matrix Code . . . . . . . . . . . . . .  75

5.2 “Open Loop” applications with RFID . . . . . . . . . . . . . . . . . . . . . . . .  77

5.3 “Closed Loop” applications in RFID . . . . . . . . . . . . . . . . . . . . . . . . .  78

5.4 Conclusion: both technologies complement each other  . . . . . . .  80



Contents

9

6 Standardization  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  82

6.1 Why is standardization important? . . . . . . . . . . . . . . . . . . . . . . . . .  82

6.2 Standardization basics for RFID . . . . . . . . . . . . . . . . . . . . . . . . . . . .  83

6.3 The central RFID standard ISO 18000  . . . . . . . . . . . . . . . . . . . . . . .  85

6.4 Further useful standards and guidelines . . . . . . . . . . . . . . . . . . . .  86

6.5 Standardization of visual codes . . . . . . . . . . . . . . . . . . . . . . . . . . . .  88

6.6 Standardization through EPCglobal and GS1  . . . . . . . . . . . . . . . .  89

6.7 Conclusion and forecast  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  90

Part 2: The Practical Application of RFID and Auto ID

7 Process design and profitability . . . . . . . . . . . . . . . . . . . . . . . . . . .  94

7.1 The fear of bad investment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  94

7.2 It all starts with visions and objectives . . . . . . . . . . . . . . . . . . . . . .  95

7.3 How does the company work?  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  96

7.4 The business case for RFID . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  98
7.4.1 The concept of the calculation of profitability  . . . . . . . . . . . . .  98
7.4.2 Procedure for RFID projects  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  99

7.5 The RFID business case in practice  . . . . . . . . . . . . . . . . . . . . . . . .  101

7.6 Technology can inspire – but it must “fit”  . . . . . . . . . . . . . . . . . .  103

8 Introduction to the practical application of RFID  . . . . . . . . . .  104

8.1 Feasibility test / Field test  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  105
8.1.1 Objectives of a feasibility test/field test . . . . . . . . . . . . . . . . . .  105
8.1.2 Performing the tests  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  106
8.1.3 Results of the feasibility/field test  . . . . . . . . . . . . . . . . . . . . . .  107

8.2 Solution design and pilot operation  . . . . . . . . . . . . . . . . . . . . . . .  108
8.2.1 Objectives of pilot operation  . . . . . . . . . . . . . . . . . . . . . . . . . .  109
8.2.2 Results of pilot operation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  110

8.3 Roll-out  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  110

Part 3: Current Applications – from the Factory 
to the Hospital

9 Manufacturing control  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  114

9.1 The dilemma of modern competition . . . . . . . . . . . . . . . . . . . . . .  114

9.2 The production of individualized serial products . . . . . . . . . . . .  117

9.3 Autonomous production systems with Auto ID . . . . . . . . . . . . . .  118

9.4 Decentralizing production data with RFID . . . . . . . . . . . . . . . . . .  121

9.5 Technical requirements  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  122

9.6 Is RFID worthwhile in Production?  . . . . . . . . . . . . . . . . . . . . . . . .  123



Contents

10

10 Production logistics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  126

10.1 Logistics and corporate success  . . . . . . . . . . . . . . . . . . . . . . . . .  126

10.2 Processes in production logistics  . . . . . . . . . . . . . . . . . . . . . . . .  127

10.3 RFID in production logistics  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  128

10.4 Application examples . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  130

10.4.1 Automatic order consolidation increases efficiency . . . . . .  130

10.4.2 RFID optimizes picking for assembly provision  . . . . . . . . .  131

10.4.3 Transparent processes in reusable transport trusses . . . . .  131

10.4.4 Replenishment is ensured  . . . . . . . . . . . . . . . . . . . . . . . . . . .  132

10.4.5 The matching seat for the right car  . . . . . . . . . . . . . . . . . . .  132

10.5 Summary and forecast . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  133

11 Container and Asset Management  . . . . . . . . . . . . . . . . . . . . . .  135

11.1 Requirements for Container Management  . . . . . . . . . . . . . . . .  135

11.1.1 Motivation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  136

11.1.2 Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  137

11.1.3 Standardizing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  137

11.1.4 Technical Specifications  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  139

11.1.5 Data structures  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  139

11.1.6 Additional peripheral processes  . . . . . . . . . . . . . . . . . . . . . .  141

11.2 Economic viability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  141

11.3 Container and Asset Management in Practice . . . . . . . . . . . . . .  142

11.4 Business models  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  145

11.4.1 Rental  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  145

11.4.2 Sale and repurchase model  . . . . . . . . . . . . . . . . . . . . . . . . . .  146

11.5 Perspective . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  146

12 Tracking and Tracing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  148

12.1 Application areas  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  149

12.1.1 Discrete manufacturing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  149

12.1.2 Process industry  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  151

12.1.3 Tracking and Tracing in logistics  . . . . . . . . . . . . . . . . . . . . .  152

12.2 Drivers for Tracking and Tracing  . . . . . . . . . . . . . . . . . . . . . . . .  153

12.2.1 Corporate advantages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  153

12.2.2 Legal regulations and standards . . . . . . . . . . . . . . . . . . . . . .  153

12.2.3 Consumer protection  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  153

12.2.4 Transparency for end users . . . . . . . . . . . . . . . . . . . . . . . . . .  154

12.3 Advantages of Tracking and Tracing  . . . . . . . . . . . . . . . . . . . . .  154

12.3.1 Reactive Quality management . . . . . . . . . . . . . . . . . . . . . . . .  155

12.3.2 Proactive Quality Assurance  . . . . . . . . . . . . . . . . . . . . . . . . .  155

12.4 Tracking and Tracing in practice . . . . . . . . . . . . . . . . . . . . . . . . .  155

12.5 Perspective . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  157



Contents

11

13 Optimization of Supply Networks  . . . . . . . . . . . . . . . . . . . . . . .  158

13.1 Increasing variety  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  158

13.2 Change of the demands on business processes . . . . . . . . . . . . .  159

13.3 New business processes require new technologies . . . . . . . . . .  161

13.4 Advantages of RFID employment across the board . . . . . . . . . .  162

13.5 Further development options  . . . . . . . . . . . . . . . . . . . . . . . . . . .  164

14 Vehicle logistics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  167

14.1 Special requirements  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  167

14.2 Technical basis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  168

14.3 Application scenarios  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  169
14.3.1 Utilization at automobile groups . . . . . . . . . . . . . . . . . . . . . .  170
14.3.2 Fleet management for public local transport . . . . . . . . . . . .  172
14.3.3 Dock and yard management . . . . . . . . . . . . . . . . . . . . . . . . . .  174

15 RFID at the airport . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  177

15.1 Processes in airport logistics  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  177

15.2 Areas of use for RFID in airport logistics  . . . . . . . . . . . . . . . . . .  180
15.2.1 Process optimization on the airside and landside . . . . . . . .  180
15.2.2 RFID on container transport container transport systems .  181
15.2.3 RFID BagTag  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  182
15.2.4 RFID-supported servicing . . . . . . . . . . . . . . . . . . . . . . . . . . . .  183
15.2.5 Improvement in the catering area . . . . . . . . . . . . . . . . . . . . .  184
15.2.6 RFID in Cargo Logistics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  185
15.2.7 Advantages due to RFID  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  186

15.3 Perspectives  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  186

16 Postal automation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  188

16.1 Auto ID in postal logistics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  189

16.2 RFID – the innovative Auto ID technology  . . . . . . . . . . . . . . . . .  191
16.2.1 RFID-based application systems . . . . . . . . . . . . . . . . . . . . . . .  193

16.3 Outlook . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  196
16.3.1 Printable transponders with polymer technology . . . . . . . .  196
16.3.2 RFID transponders with visual, readable information  . . . .  196
16.3.3 “Internet of things”  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  196
16.3.4 RFID in future postal logistics  . . . . . . . . . . . . . . . . . . . . . . . .  197

17 RFID in hospitals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  198

17.1 Potential of RFID in the health sector  . . . . . . . . . . . . . . . . . . . . .  198

17.2 Reference projects . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  199
17.2.1 Jacobi Medical Center and Klinikum Saarbruecken . . . . . . .  199
17.2.2 MedicAlert  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  200
17.2.3 “Klinikum rechts der Isar”  . . . . . . . . . . . . . . . . . . . . . . . . . . .  201



Contents

12

17.3 The economical value of RFID . . . . . . . . . . . . . . . . . . . . . . . . . . .  204

17.4 RFID in the future  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  204

17.5 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  207

Part 4: How to proceed?

18 RFID – printed on a roll  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  210

18.1 Protection of trade marks with printed electronics and RFID .  211
18.1.1 Trade mark protection for flawless mixtures . . . . . . . . . . . .  211
18.1.2 Dine without disgust . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  212
18.1.3 Identifiability creates clarity in the supply chain  . . . . . . . .  212

18.2 Technological basics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  213

18.3 Possible solutions using printed RFID  . . . . . . . . . . . . . . . . . . . .  215

19 RFID and sensors  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  217

19.1 Motivation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  217

19.2 Technical basis  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  218
19.2.1 Schematic structure of RFID sensors  . . . . . . . . . . . . . . . . . .  218
19.2.2 Decentralized sensor data storage  . . . . . . . . . . . . . . . . . . . .  219
19.2.3 Systems available  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  219
19.2.4 Central sensor data storage . . . . . . . . . . . . . . . . . . . . . . . . . .  222

19.3 Initial applications  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  223
19.3.1 Temperature monitoring for blood preserves . . . . . . . . . . .  223
19.3.2 Quality assurance for worldwide container transports  . . .  224

19.4 Possible future applications  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  224
19.4.1 Temperature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  224
19.4.2 Temperature and relative air humidity  . . . . . . . . . . . . . . . .  225
19.4.3 Acceleration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  225

20 RFID security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  227

20.1 Data protection  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  227
20.1.1 Personal profiles  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  228
20.1.2 External attacks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  228

20.2 Information security  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  230
20.2.1 Protection of saved data  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  230
20.2.2 Protection of data transmission . . . . . . . . . . . . . . . . . . . . . . .  230

20.3 Classic protection measures  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  231
20.3.1 Symmetrical encryption . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  231
20.3.2 Problems in the use of symmetrical encryption  . . . . . . . . .  232

20.4 Protection against complex threats  . . . . . . . . . . . . . . . . . . . . . .  233
20.4.1 Creation of RFID clones  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  233
20.4.2 Protection measures by means of certificate-based 

solutions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  234



Contents

13

20.4.3 Asymmetric cryptography and PKI  . . . . . . . . . . . . . . . . . . . .  235
20.4.4 RFID and PKI . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  235

20.5 Security in RFID standardization . . . . . . . . . . . . . . . . . . . . . . . . .  236

21 Epilogue: En route to the “internet of things”  . . . . . . . . . . . .  238

Bibliography  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  245

Editor and authors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  247

Index  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  252



14

1 Introduction 

Holger Schoenherr 

The effort put forth to clearly and unambiguously describe objects
and persons in our vicinity is as old as humankind. Names are a cen-
tral element of all cultures and languages and are the root of our per-
sonal identity. Names create a basis for the targeted exchange of in-
formation: they form an access index for a specific quantity of infor-
mation about an individual or item. Names can, therefore, be defined
as information that is allocated to a person, an item, an organization-
al unit, or a term in turn enabling its/their identification and individ-
ualization. 

The machine readability of the name and its symbolization play a cen-
tral role in the automation of business processes. Therefore, innu-
merable items bear machine-readable individual descriptions such as
plain text, barcodes, or electronically stored information: goods on a
supermarket shelf, post consignments, machine parts, workpieces,
transport containers, or ID card documents. Automatic identification
includes the assignment, allocation, transmission, and processing of
these descriptions. The results are then available for informational
purposes, further analyses, statistics, control tasks, and for decision-
making. It is essential that the processes and conditions from the real
world are directly depicted in the world of information systems (IT).
This results in enormous advantages for the entire value-added chain
from production via logistics to the consumer. 

Today, optical codes are the most common with an estimated share of
75 % of the total occurrence of identification systems. Symbols are
captured by scanners that beam the barcode and measure the light
reflected. The information included is decoded and processed by IT
systems. In addition to the reflection principle, there are also scan-
ners that function similarly to a digital camera. A world without opti-
cal codes is hardly conceivable any more. In the meantime, there are
some 50 common specifications that are structured in a one-dimen-
sional or multidimensional way, depending on their application, in
which they require differing amounts of space and vary in their stor-
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age capacity. Billions of objects are marked in this manner; promi-
nent examples include the barcodes on the articles in supermarkets.
However, 2D and Data Matrix Codes have been established in indus-
trial manufacturing processes. The reasons for this are the high stor-
age density, robustness, and attachment options on a multitude of
surfaces. A detailed explanation of the current state of the technology
is covered in Chapter 3. 

In addition to optical systems, Radio Frequency Identification (RFID)
also plays a decisive role. The Scottish physicist James Clerk Maxwell
(1831-1879) is recognized as the most important pioneer of this radio
technology. When he postulated “Maxwell’s equations”, named after
him, he did not suspect the speed at which radio technology would
expand during the subsequent centuries (Fig. 1.1). In addition to oth-
er excellent scientists such as Heinrich Rudolf Hertz and Guglielmo
Marchese Marconi, Maxwell was largely responsible for providing the
basic contribution to the description of the entity, spread, and trans-
mission of electromagnetic waves. The phenomenon of transmitting
signals through the “airwaves” enabled humankind to push forward
to new communication dimensions: the radio age had commenced.
However, also in view of the huge steps forward, the idea of tiny, ra-
dio-emitting devices on items was dismissed as utopia up until well
into the 20th century. 

Since 2000, RFID has gained a high level of recognition, although this
technology has already established and proven itself for several years
in industry and company logistics. This has to do with the storing of
information directly on physical objects using mobile data carriers.
The data can then be read and written wirelessly. 

Fig. 1.1 With the equations named after him, James Clerk Maxwell also laid 
the foundations for RFID (Photo: Pixtal) 
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1.1 Historical Development 

What use does wireless communication with items have? One re-
sponse was born during the Second World War. In unclear air-to-air
encounters, one’s own aircraft and the enemy’s aircraft were fre-
quently confused, which resulted in fatal consequences. That is why
scientists from the US Navy research laboratory (NRL) as well as Brit-
ish experts started working on a system to distinguish allies and ene-
mies in 1937. When the radar signal from the ground station strikes
a device that is located onboard it responds with a code and transmits
it to the interrogator ground station’s radar frequency. The analysis
of this information enabled the identification of all aircraft, in turn
distinguishing between allies and enemies. Because the device trans-
mits and responds, it was called the transponder, which is a descrip-
tion that has been maintained up to present times for the RFID data
carriers. The further-developed forms of the transponder are now on-
board all aircraft today and are essential for air traffic control as well
as the effective management of flight progress (Fig. 1.2). 

With this view, we have approached the most important aspects of
RFID. Communication is wireless, in which there is no need for a visu-
al connection. 

No manual operation is required, in which the information that was
previously stored is transmitted. Processes that to date were complex
and not transparent have become transparent as a result. On the oth-
er hand, this provides the opportunity for a targeted exertion of influ-
ence. 

Admittedly, the first transponders were as large as a suitcase, corre-
spondingly heavy and were high energy consumers. Developments in
the field of transmission technology, integrated circuits, and semi-
conductor technology soon made them significantly smaller and at
the same time this led to higher performance transponders. At the

Fig. 1.2 The basic principle of RFID is still used for the identification of air-
craft today. This simple transponder can transmit a four-digit code as well as 
the aircraft’s altitude (Photo: Garmin Ltd.) 
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outset of the 1970s, article surveillance systems were introduced in
sales rooms. To begin with, single-bit transponders were used, in
which, technically speaking, they were simple LC elements that only
displayed their presence in the read field. If a customer “forgot” to
pay for an article, a high-pitched beep reminds them when passing
through the scanner gate at the exit. Such devices are installed in vir-
tually all department stores nowadays. 

At about the same time, barcodes were implemented as an optical
identification system for commerce. In 1974, Wrigley’s chewing gum
was the first product marked with a barcode that was machine-
scanned in supermarkets. The triumphal march of the barcode and
standards connected with it such as the European Article Number
(EAN) were inexorable (Fig. 1.3). Therefore, the barcode only needed
a little less time for wide scale market penetration than RFID, because
the first barcode patent was already applied in the USA in 1949. 

At the beginning of the 1980s, applications for marking livestock ar-
rived and consequently the use of RFID for individualization spread.
As opposed to article surveillance systems, a comparatively large
memory is required for these transponders, enabling the storage of
data such as an unambiguous number or the animal’s date of birth.
The USA and Norway developed RFID-based toll systems. RFID was
also introduced in production work for manufacturing controlling.
The first industrial RFID systems, such as Moby M from Siemens,
were still designed as active components from a device-related view-

Fig. 1.3 We can no longer envisage today’s commerce without barcodes – as 
shown here at a modern scanner checkout counter. (Photo: Wincor Nixdorf) 
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point (Fig. 1.4), for which a battery provided the energy that was re-
quired to operate the internal circuit elements of the transponders.
Despite this, the range was only a few centimeters. 

With the foundation of the AutoID Lab at the Massachusetts Institute
of Technology (MIT), a new chapter in the history of RFID technology
was opened. RFID literally became the synonym for automatic identi-
fication and for the automatic transparency of logistical processes.
The terms “internet of things” and “RFID” have been inseparably con-
nected since then. The target: a global solution for the comprehensive
tracking of articles based on a biunique number. All articles accord-
ing to this approach are equipped, by the manufacturer, with an RFID
transponder, in turn enabling automatic recording all along the sup-
ply chain. The data gained reflects the status of the full supply chain
at all times and thereby enabling its comprehensive optimization.
This concept is based on very low cost and at the same time high-per-
formance disposable transponders, the so-called Smart labels with
sufficient memory and a range of several meters. 

Furthermore, a global data standard – the Electronic Product Code
(EPC) – and a global IT system for the provision of individual product
information are defined. 

1.2 Proven in several applications 

Auto ID and RFID are effective as backbone technologies for the future
global economy. There are various reasons that make wide scale in-
troduction a necessity. Therefore, the worldwide export of articles

Fig. 1.4 Siemens has provided RFID to industry for 25 years: on the left-hand 
side “Moby M” from 1983, and on the right-hand side the current Simatic 
RF300 system. 
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grew four times faster than production in 2005, when measured re-
lated to the gross national income (GNI). Added value cycles spread
out worldwide, in turn adapting to the changing market require-
ments highly dynamically. Competition among companies is global;
static supplier relationships give way to dynamic sourcing, which is
controlled via the Internet. Therefore, for example, in the automotive
industry the manufacturers’ own real net output ratio will drop from
35 % in 2006 to 25 % in 2015. However, the structure of added value
changes. The deliveries to date predominantly consisted of similar
type components. However the trend now is towards knowledge-
based supplies. In addition to automotive engineering, the aircraft in-
dustry also exemplifies this. Here, complete segments or assemblies
are delivered prefabricated. Agility, fast reaction times, and the abili-
ty to react flexibly to the end manufacturer’s changes form the basic
requirements of all suppliers. Finally, the customers’ requirements
regarding the products’ increase – similar articles that are “mass pro-
duced” become less and less accepted, especially for high-price tech-
nological articles. This development towards “mass customization”
requires vast consistency of the processes – from design to produc-
tion. The logistics chain also plays a decisive role. Deliveries must ar-
rive at the customer’s location as was ordered and be coordinated
with precise timing in the correct order – only in this way is it possi-
ble to realize the just in time and just in sequence concepts. The sys-
tems for automatic identification are also essential here. 

Wireless automatic identification is already “state-of-the-art” for pro-
duction technology in many cases. Automatic control of the produc-
tion processes based on individual object data is the focus for these
applications. For example, spray robots in automotive engineering
are controlled dependent on the car body shape (e.g. cut-out for a
sunroof) (Fig. 1.5). In brief: the products bear all the information for
their processing and assembly. This enables the implementation of
fully new, decentral manufacturing controlling concepts. The auto-
matic recommencement of manufacturing using the status informa-
tion that is directly stored on the workpiece is a further advantage.
The data carriers that are used are robust and move in closed loops
with the workpieces or workpiece carriers. At the end of a run, the
data are saved, the transponder is deleted, and then sent into the next
circulation. If the number of runs increases, the cost share of a tran-
sponder per run is naturally reduced. Therefore, such applications of-
ten pay off within less than two years. 

Foodstuffs, drugs, and technical components are three completely
different application areas. For example, the full integrity of the pro-
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duct is essential within the pharmaceuticals supply chain. It must be
guaranteed that the correct and, above all, original drug is provided
to the patient. The term “E-Pedigree” describes the “electronic family
tree” of such products. Moreover, gapless proof of the origin and sta-
tions of the supply chain will become compulsory in the future. This
is only possible if automatic identification technology is used. The 2D
code is favored at item level and RFID at the box and pallet levels.
However, current experiments in the pharmaceuticals industry are
also directed at testing the performance capability of RFID at item lev-
el. One reason for this is that RFID could also be used as an electronic
authentication certificate. 

Furthermore, the administration of assets is one of the most promis-
ing areas for the application of RFID. Here, above all, it is a question
of the stock optimization of the transporter wagons, circulatory con-
tainers, and tools required. On the one hand, sufficient quantities of
these assets must be available in order to be able to produce and sup-
ply. On the other hand, assets are fixed capital with no direct yield, in
turn making it desirable to strive for the lowest possible stock.
Thanks to RFID, the life cycle can be reconstructed without a gap and
for assets that leave the area of accessibility of a company with a clear
statement that can be made as to where an asset is located. In addi-
tion, thanks to the RFID transponders on various objects, it is also
possible to add further processes to RFID-supported asset manage-
ment, and thereby further increasing the profitability of this respec-
tive solution. 

Fig. 1.5 Where vehicles are painted in the automobile industry, RFID has 
shown to be “state-of-the-art” for several years now. (Photo: Duerr AG) 
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Moreover, numerous specialized RFID and Auto ID applications can be
found in individual industries. The identification of patients in the
healthcare sector, management of supply logistics for automobile
manufacturers, or controlling luggage transport platforms at air-
ports are just some selected examples. 

1.3 Innovation as a driver 

The history of automatic identification is marked by constant innova-
tion. All new developments enable new applications. However, at the
same time restrictions such as the read rate remain. Things that we
could not possibly dream of 10 years ago are a reality today. Addition-
ally, today’s problems are resolved tomorrow, by using elegant solu-
tions. Technologists and scientists work on varied topics of which
three should be emphasized here. 

One of the most important objections to the mass use of RFID tran-
sponders today is the data carrier costs. One possible approach to the
solution to this is the use of printed electronic circuits. The materials
that are used are polymers with semiconductor properties. The ad-
vantage: the integrated circuit of an RFID data carrier can be pro-
duced in just one single process step. That saves on costs and
smoothes the way for transponders in the 1 cent range. 

The enrichment of RFID with additional functions results in a new di-
mension of applications. Today, sensors for recording ambient pa-
rameters, such as temperature, pressure, and acceleration are al-
ready combined with RFID transponders. These are the first three
steps to autonomous, intelligent systems that interact with their envi-
ronment. We envisage transponders in the future that make decisions
independently that are based on ambient data. 

Within the course of decentralization and mobilization of informa-
tion, fully new aspects of data security become increasingly impor-
tant. If, for example, RFID transponders are used as an authentication
proof for drugs, it must be technically impossible to copy the micro-
chip included. The use of asymmetrical cryptography in passive low-
cost transponders is beneficial here. 

However, the inventiveness of engineers and scientists is not merely
restricted to the radio protocols or the chip design. On the contrary,
the promising linkage of a long range and acceptable storage capacity
along with the lowest transponder prices also make fully new archi-
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tecture in production and logistics systems conceivable. The key word
“internet of things” makes the exact direction clear: towards distrib-
uted, autonomous systems that do without a central control compo-
nent, which is similar to the Internet. The mobility of the data
achieved by Auto ID and RFID forms the basis of a new development
step in the design of those complex systems that are increasingly af-
fecting our lives. 
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2 RFID technology 

Dieter Horst 

The abbreviation RFID has also been current outside professional cir-
cles for a few years. The massive spread of these systems in trade and
logistics and not least the hype triggered by UHF-RFID helped the
term on its way to the IT press and even to daily newspapers. But what
does this term actually mean? 

2.1 What is an RFID system? 

RFID stands for Radio Frequency Identification – unfortunately, this is
not very meaningful. Therefore, I propose the following definition: 

An RFID system comprises of at least one reading device and one
mobile data storage unit that can be read contactlessly by a read-
ing device using a high frequency transfer procedure. 

Fig. 2.1 Illustration of an RFID system 
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