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Preface 

For over 40 years the American Institute of Chemical Engineers (AIChE) has 
been involved with process safety and loss control in the chemical, petro- 
chemical, hydrocarbon process and related industries and facilities. The 
AIChE publications are information resources for the chemical engineering 
and other professions on the causes of process incidents and the means of pre- 
venting their occurrences and mitigating their consequences. 

The Center for Chemical Process Safety (CCPS), a Directorate of the 
AIChE, was established in 1985 to develop and disseminate information for 
use in promoting the safe operation of chemical processes and facilities and 
the prevention of chemical process incidents. With the support and direction 
of its advisory and management boards, CCPS established a multifaceted 
program to address the need for process safety technology and management 
systems to reduce potential exposures to the public, the environment, person- 
nel and facilities. This program entails the development, publication and dis- 
semination of Guidelines relating to specific areas of process safety; 
organizing, convening and conducting seminars, symposia, training pro- 
grams, and meetings on process safety-related matters; and cooperating with 
other organizations and institutions, internationally and domestically to pro- 
mote process safety. Within the past several years CCPS extended its publica- 
tion program to include a "Concept Series" of books. These books are focused 
on more specific topics than the longer, more comprehensive Guidelines series 
and are intended to complement them. With the issuance of this book, CCPS 
has published 65 books. 

CCPS activities are supported by the funding and technical expertise of 
over 80 corporations. Several government agencies and nonprofit and aca- 
demic institutions participate in CCPS endeavors. 

xi 



xii Preface 

In 1989 CCPS published the landmark Guidelinesfor the Technical Manage- 
ment of Chemical Process Safety. This book presents a model for process safety 
management built on twelve distinct, essential, and interrelated elements. 
The foreword to that book states: 

For the first time all the essential elements and components of a model of a 
technical management program have been assembled in one document. We 
believe the Guidelines provide the umbrella under which all other CCPS 
Technical Guidelines will be promulgated. 

This Concept Series book supports several of the twelve elements of pro- 
cess safety enunciated in the landmark Guidelinesfor the Technical Managemen t 
of Chemical Process Safety including Process Risk Management, Incident Inves- 
tigation, Process Knowledge and Documentation, and Enhancement of Pro- 
cess Safety Knowledge. The purpose of this book is to assist designers and 
operators of chemical facilities to use Layer of Protection Analysis (LOPA) to 
evaluate risk and to make rational decisions to manage risk with a simplified 
methodology. 
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1 

Introduction 

Layer of protection analysis (LOPA) is a semiquantitative tool for analyzing 
and assessing risk. This book 

describes the LOPA process, 
discusses the strengths and limitations of LOPA, 
describes the requirements for implementing LOPA in an organiza- 

provides worked examples that show how several different companies 

This chapter 

identifies the audience for this book, 
provides the history of LOPA, 
shows the use of LOPA in the process life cycle, 
discusses the linkage to other publications, and 
provides an annotated outline for the book. 

tion, and 

have applied LOPA. 

1 .l. Audience 

This book is intended for: 

Executives who are considering expanding their corporate strategy for 
managing risk by adding LOPA to their existing risk analysis process. 
For the executive audience, the following chapters are recommended. 
Chapter 2 summarizes the LOPA method and its benefits. Chapter 9 
discusses the questions that an organization must answer when decid- 
ing whether to use LOPA and the required steps to implement the pro- 

1 



2 1. Introduction 

cess effectively. Chapter 10 describes other processes (such as 
management of change, identification of safety critical equipment, etc.) 
which can be enhanced by LOPA. The appendices contain summary 
forms and worked examples that demonstrate the LOPA product. 
Safety specialists who are familiar with existing methods (such as 
HAZOP, fault tree analysis, event tree analysis, etc.) or who may 
already have some experience with LOPA (analysts, participants, 
reviewers, auditors, etc.). For this audience, Chapters 3 through 8 dis- 
cuss the steps of the LOPA process in detail, with several continuing 
examples used to demonstrate the method. The appendices contain 
additional worked examples and other supporting documentation. 
Process and process control engineers, chemists, operations and main- 
tenance personnel, and others who may participate in LOPA reviews 
or who may be affected by LOPA recommendations. This includes 
those who implement the recommendations and those who receive the 
outcomes from LOPA. Chapters 1, 2, and 6 may be helpful for this 
audience. 
Persons around the world who are responsible for compliance with 
process safety regulations - including the US Process Safety Manage- 
ment rule (OSHA, 1992), Seveso I1 Regulations in EU member coun- 
tries - and related standards - including ISA S84.01 (ISA, 1996), IEC 
61508 (IEC, 1998) and IEC 61511 (IEC, 2001). 

1.2. History of LOPA 

In a typical chemical process, various protection layers are in place to lower 
the frequency of undesired consequences: the process design (including 
inherently safer concepts); the basic process control system; safety instru- 
mented systems; passive devices (such as dikes and blast walls); active 
devices (such as relief valves); human intervention; etc. There has been much 
discussion among project teams, hazard analysts, and management about the 
number of and strength of protection layers (see text box below). Decisions 
were sometimes made using subjective arguments, emotional appeals, and 
occasionally simply by the loudness or persistence of an individual. 

LOPA has its origins in the desire to answer these key questions using a 
rational, objective, risk-based approach. In LOPA, the individual protection 
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layers proposed or provided are analyzed for their effectiveness. The com- 
bined effects of the protection layers are then compared against risk tolerance 
criteria. Characteristics of the answers provided by LOPA are listed in the 
text box above. 

The genesis of this method was suggested in two publications: 

1. In the late 1 9 8 0 ~ ~  the then Chemical Manufacturers Association pub- 
lished the Responsible Car@ Process Safety Code of Management Practices 
which included “sufficient layers of protection” as one of the recom- 
mended components of an effective process safety management 
system (American Chemistry Council, 2000). The Chemical Manufac- 
turers Association is now the American Chemistry Council. 

2. In 1993, CCPS published its Guidelinesfor Safe Automation of Chemical 
Processes (CCPS, 1993b). Although it was called the risk-based SIS 
integrity level method, LOPA was suggested as one method to deter- 
mine the integrity level for safety instrumented functions (SIFs). (see 
Table 7.4 in Safe Automation; CCE, 1993b.) ”Interlock” is an older, 
imprecise term for SIF. The method used was not as fully developed as 
the LOPA technique described in this book. However, it did indicate a 
path forward, which was pursued by several companies independ- 
ently. The reasons for this effort included the desire to 

class+ SIF to determine the appropriate safety integrity level (SIL) 
(this was the starting point for some companies), 
develop a screening tool to reduce the number of scenarios requir- 
ing a full (chemical process) quantitative risk assessment (CPQRA), 
develop a tool that would identify “safety critical” equipment and 
systems to focus limited resources, 
develop a semiquantitative tool to make consistent risk based judg- 
ments within an organization, 
harmonize terminology and methodology with recently developed 
and developing international process sector standards, and 
facilitate communication (e.g., SIS, SIF, SIL, IPL) between the hazard 
and risk analysis community and the process control community 
(e.g., integrators, manufacturers, instrument and electrical engi- 
neers, plant personnel). 



4 1. Introduction 

The initial development of LOPA was done internally within individual 
companies, in some cases focusing on existing processes, e.g., converting a 
control system to DCS. However, once a method had been developed and 
refined, several companies published papers describing the driving forces 
behind their efforts to develop the method, their experience with LOPA, and 
examples of its use (Dowell, 1997; 1998; 1999a; 1999b; Bridges and Williams, 
1997; Fuller and Marszal, 1999; Lorenzo and Bridges, 1997; Ewbank and York, 
1997; Huff and Montgomery, 1997). In particular, the papers and discussion 
among the attendees at the CCPS International Conference and Workshop on Risk 
Analysis in Process Safety in Atlanta in October 1997 brought agreement that a 
book describing the LOPA method should be developed. 

In parallel with these efforts, discussions took place on the requirements 
for the design of safety instrumented functions (SIF) to provide the required 
PFDs (probability of failure on demand). United States (ISA S84.01, (ISA, 
1996)) and international standards (IEC 61508, (IEC, 1998) and IEC 61511, 
(IEC, 2001)) described the architecture and design features of SIFs. Informa- 
tive sections of the ISA and IEC standards suggested methods to determine 
the required SIL (safety integrity level), but LOPA was not mentioned until 
the draft of IEC 61511, Part 3 appeared in late 1999. These issues were summa- 
rized in the CCPS workshop on the application of ISA S84.01 (CCPS, 2000~). 

In response to all this activity, CCPS assembled in 1998 a team from A. D. 
Little, ARC0 Chemical, Dow Chemical, DuPont, Factory Mutual, ABS Con- 
sulting (includes former JBF Associates), International Specialty Products, 
Proctor and Gamble (P&G), Rhodia, Rohm and Haas, Shell (Equilon), and 
Union Carbide to tabulate and present industry practice for LOPA in this book. 

This book extends the method outlined in Safe A u  tomation ofchemical Pro- 
cesses (CCPS, 199313) by 

developing concepts and definitions for use throughout industry, 
showing how numerical risk tolerance criteria have been developed by 

defining the requirements for a safeguard to be considered an inde- 

demonstrating how LOPA can be used for purposes other than the 

recommending documentation procedures to ensure consistency of 

While the LOPA methods used by various companies differ, they share 

a consequence classification method that can be applied throughout 

numerical risk tolerance criteria. Individual companies use different 

different companies, 

pendent protection layer (IPL), 

classification of SIF systems, and 

application within an organization. 

the following common features: 

the organization; 

criteria which include: 
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+ frequency of fatalities, 
+ frequency of fires, 
+ required number of independent protection layers (IPLs), and 
+ maximum frequency for specified categories of consequence based 

a method for developing scenarios; 
specific rules for considering safeguards as IPLs; 
specified default data for initiating event frequencies and values for 
IPLs; 
a specified procedure for performing the required calculations; and 
a specified procedure for determining whether the risk associated with 
a scenario meets the risk tolerance criteria for an organization and, if it 
does not, how this is resolved and documented. 

on release size and characteristics or lost production; 

1.3. Use of LOPA in the Process Life Cycle 

LOPA can be effectively used at any point in the life cycle of a process or a 
facility (see Figure l.l), but it is most frequently used during: 

the design stage when the process flow diagram and the P&IDs are 
essentially complete. LOPA is used to examine scenarios, often gener- 
ated by other process hazard analysis (PHA) tools, such as HAZOP, 
what-if, checklist, etc.; as part of the SIF design; or as part of a design 
study on a system to classlfy the various process alternatives and to 
select the best method; 
modifications to an existing process or its control or safety systems (i.e., 
management of change). 

Decommissioning 

FiGURE 1 .l. The process life cycle showing where LOPA is  typically used (after Inher- 
ently Safer Chemical Processes: A Life Cycle Approach, CCPS 1996b) 
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However, LOPA can also be used in all phases of the process life cycle: 

LOPA can be used during the initial conceptual process design to 
examine basic design alternatives and provide guidance to select a 
design that has lower initiating event frequencies, or a lower conse- 
quence, or for which the number and type of IPLs are "better" than 
alternatives. Ideally, LOPA could be used to design a process that is 
"inherently safer" by providing an objective method to compare alter- 
native designs quickly and quantifiably. 
LOPA can be used during the regular cycle of process hazard analyses 
(PHAs) performed on a process. Experience with LOPA at several com- 
panies has shown that its scenario-focused methodology can reveal 
additional safety issues in fully mature processes that have previously 
undergone numerous PHAs. In addition, its objective risk criteria have 
proven effective in resolving disagreements on PHA findings. 
LOPA can readily determine if the risk is tolerable for a process. If an 
SIF is required, LOPA can determine the required SIL. LOPA can 
examine alternatives to a SIF (modifying the process, adding other 
IPLs, etc.). Note that IEC 61508 (IEC, 1998) and IEC 61511 (IEC, 2001) 
define a safety system life cycle that covers all the activities associated 
with safety instrumented functions. LOPA can be a valuable tool in 
that safety system life cycle. 
LOPA can be used to identify equipment that, as part of an IPL, is 
relied upon to maintain the process within the tolerable risk criteria 
of an organization. Such equipment may be denoted as "safety criti- 
cal'' (ISA S91.01,1995) and is subjected to specified testing, inspection 
and maintenance. At least one company has found that LOPA has 
significantly decreased the number of safety critical equipment items. 
(The amount of safety critical equipment had erroneously grown 
over time by adding equipment on a qualitative "better safe than 
sorry" basis.) 
LOPA can be used to identify operator actions and responses that are 
critical to the safety of the process. This will allow focused training and 
testing to be performed during the life of the process and for the oper- 
ating manuals to reflect the importance of a limited number of process 
variables, alarms and actions. 

LOPA can also be used for other risk assessment studies within an orga- 
nization, including transportation studies (road, rail, pipeline), terminal 
operations, toll conversion operations, auditing of third parties, loss preven- 
tion and insurance issues, etc. 

In some companies LOPA is now used for a wide variety of purposes 
beyond the initial use for which it was developed (see Chapter 10). 
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hexane storage tank overflow, 74 
hexane surge tank overflow, 73 

expression of events, 63 
failure rate expression, 73 
frequency estimation, 68-73 

adjustments, 72 
failure rate data sources, 68-69 
failure rate selection, 69-70 
high demand mode, 73 
initiating events derived from failure 

LOPA use, 70,72 
time at risk, 70, 72 

limitations, 74 
types of events, 63-68 

data, 70 

enabling events/conditions, 67-68 
equipment-related, 64-65 
external, 64 
human failure-related, 65 
verification, 66-67 

worked examples, 215 
Instrumented independent protection layer 

(IPL), 95. See also Independent 
protection layer (IPL) 

lnteger logarithms, scenario frequency 
determination, 124,128-130 

Interlock. See Safety instrumented function 

J 
Judgment, risk decision making, 137 

L 

(SIF) 

Layer of protection analysis (LOPA) 
advanced topics, 173-190 (See also 

alternative uses of, 163-172 (See also 

benefits of, 26-27 
consequence and severity estimation, 

31-42 (See also Consequence and 
severity estimation) 

Advanced topics) 

Alternative uses) 

defined, 1,11-12 
examples 

hexane storage tank overflow, 28-30 
hexane surge tank overflow, 27-28 

function of, 12-14 
historical perspective on, 2-5 
implementation of, 24,151-162 (See also 

initiating event identification, 63-74 (See 

limitations of, 24-25 
professionals interested in, 1-2 
related literature, 7-8,237-241 
risk decision making, 131-150 (See also 

scenario development, 43-62 (See also 

steps and documentation for, 16-24 
study documentation, 231-236 (See also 

Documentation) 
timing of use, 14-16 
use in process life cycle, 5-6 
worked examples, 211-230 (See also 

Worked examples) 
Look-up table, scenario frequency 

determination, 122-124 
Loop failure concepts, basic process control 

system, IPLs and, 175-176 

M 
Management, risk decision making, 132-133 
Management of change, alternative uses, 165 
Matrix method, calculated risk/scenario risk 

tolerance compared, 134,135, 

Implementation) 

also Initiating event identification) 

Risk decision making) 

Scenario development) 

137-138,140-142 
Mechanical integrity program, alternative 

Mitigated consequence frequency 
uses, 166 

documentation, 235 
worked examples, 220 

Mitigating systems, independent protection 
layer (IPL), 101 
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Mitigation independent protection layer 
(IPL), preventive IPL compared, 
104-106. See also Independent 
protection layer (IPL) 

Multiple risk summation, advanced topics, 

Multiple scenarios, scenario frequency 
determination, 119-121 

N 
Numerical criteria method, calculated 

184-186 

risk/ scenario risk tolerance compared, 
134,136,138,142-144 

0 
Operator response issues, advanced topics, 

Overpressure protection, design basis for, 

P 
Passive independent protection layer (IPL), 

188 

alternative uses, 167-169 

91-94. See also Independent protection 
layer (IPL) 

layer (IPL), 78 
Physical protection, independent protection 

Pilot tests, LOPA implementation, 161 
Plant emergency response, independent 

protection layer (IPL), 78 
Postrelease protection, independent 

protection layer (IPL), 78 
Pressure relief devices 

design modification, worked examples, 229 
independent protection layer (IPL), 101-102 

Preventive independent protection layer 
(IPL), mitigation IPL compared, 
104-106. See also Independent 
protection layer (IPL) 

Probability of failure on demand (PFD) 
1PL assessment, 89-90 
LOPA, 3 

Process control systems, independent 

Process design, independent protection layer 

Process hazard analysis (PHAs), LOPA use, 6 
Process life cycle, LOPA use in, 5-6 

protection layer (IPL), 77 

(IPL), 76-77 

Q 
Qualitative estimates 

with human harm, consequence evaluation 
approaches, 36 

with human harm with adjustments for 
postrelease probabilities, consequence 
evaluation approaches, 36,38 

Quantitative calculations, scenario frequency 
determination, 115-122. See also 
Scenario frequency determination 

Quantitative estimates, with human harm, 
consequence evaluation approaches, 
38-40 

R 
Readiness evaluation, implementation, 

Regulatory compliance, LOPA, 2 
Relief valves, independent protection layer 

Risk-based inspection/ risk-based 

151-152 

(IPL), 78 

maintenance programs, alternative 
uses, 166 

uses, 166-167 
Risk-based operator training, alternative 

Risk calculation, scenario frequency 
determination, 118-119 

Risk decision making, 131-150 
calculated risk/scenario risk tolerance 

compared, 133-136 
IPL credits, 136 
matrix method, 134,135 
numerical criteria method, 134,136 

cost-benefit analysis, 137 
criteria in, 131-133 
cumulative risk criteria/scenario risk 

criteria compared, 139-140 
examples, 140-147 

hexane storage tank overflow, 141-147 
hexane surge tank overflow, 140-141, 

142,144 
expert judgment, 137 
limitations, 148-149 
methods compared, 137-139 

Risk/frequency calculation. See Scenario 
frequency determination 

Risk tolerance criteria 
data on, 243-245 
documentation, 233,235 

LOPA implementation, 156-158 
worked examples, 214-215,220 

LOPA implementation, 158-159 

Root cause, defined, 63-64 
Rupture discs, independent protection layer 

(IPL), 78 

5 
Safeguards 

documentation, 234-235 
independent protection layer (IPL) 

contrasted, 75-76 
IPL assessment, 88-89 
vendor installed, independent protection 

worked examples, 220 

design modification, worked examples, 

layer (IPL), 101 

Safety instrumented function (SIF) 

229-230 
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independent protection layer (IPL), 78 
LOPA, 2,3,172 

Safety instrumented system (SlS), 
independent protection layer (IPL), 
98-100 

Safety integrity level (SIL), LOPA use, 6,172 
Safety system bypass or removal, alternative 

uses, 171-172 
Scenario development, 43-62 

components of, 43-46 
examples, 52-62 

HAZOP, 52-59 
hexane storage tank overflow, 61-62 
hexane surge tank overflow, 59-60 

identification of scenario, 47-48 
steps in, 49-52 

examples, 125-130 
Scenario frequency determination, 115-130 

hexane storage tank overflow, 126-127, 

hexane surge tank overflow, 125-126, 
129-130 

128-129 
integer logarithms, 124 
look-up table, 122-124 
quantitative calculations, 115-122 

additional outcomes, 116-118 
general calculation, 115-116 
high initiating event frequency, 121-122 
multiple scenarios, 119-121 
risk calculation, 118-119 

Scenario risk criteria, cumulative risk criteria 
compared, risk decision making, 
139-140 

Scenario risk tolerance, calculated risk 
compared, risk decision making, 

Siting risks evaluation, alternative uses, 

Software, LOPA implementation, 162 
Sprays, independent protection layer (IPL), 

133-136 

169-170 

101 

T 
Time at risk, frequency estimation, 70,72 
Training 

LOPA implementation, 162 
risk-based operator training, alternative 

uses, 166-167 

U 
Unmitigated consequence frequency 

documentation, 234 
worked examples, 216 

v 
Vendor installed safeguards, independent 

protection layer (IPL), 101 
Vent valve SIF system, design modification, 

worked examples, 229-230 
Verification, initiating event identification, 

66-67 

W 
What-If review 

LOPA implementation, 24 
LOPA limitations, 25 

Worked examples, 211-230 
design modifications, 229-230 
independent protection layer (IPL), 

216-220 
mitigated consequence frequency, 220 
problem description, 212 
problem discussion, 212-228 

conditional modifiers, 215-216 
consequence, 214 
enabling event, 215 
initiating event, 215 
risk tolerance criteria, 214-215 
unmitigated consequence frequency, 

216 
risk tolerance criteria, 220 
safeguards, 220 
tables, 221-228 


