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Preface

Systems testing is carried out one way or another in all development and
manufacturing projects, but seldom is this done in a truly organized manner
and no book currently available describes the process in a comprehensive and
implementable form. Along the same line of thinking, virtually no systems
Verification, Validation, and Testing (VVT) research is conducted throughout
the academic world. This is especially odd, since some 50-60 percent of a
systems development cost is expended on either performing VVT activities or
correcting system defects during the development process or during the life
of the developed product.

This book attempts to put together a comprehensive compendium of VVT
activities and corresponding VVT methods for implementation throughout
the entire lifecycle of systems (i.e. Definition, Design, Implementation,
Integration, Qualification, Production, Use/Maintenance and Disposal). In
addition, the book strives to alleviate the fundamental testing conundrum,
namely: What should be tested? How should one test? When should one test?
And, when should one stop testing? In other words, how should one select a
VVT strategy and how should it be optimized? Although early quality pio-
neers (e.g., Juran in the 1950s) proposed a conceptual quality cost model, no
one proposed a quantitative and credible model which can be used to answer
the above questions. This book provides such a model, together with data from
a real-life project, which show significant potential savings in either cost, time
or both. The book is organized in three parts:

The first part (Chapter 1) provides introductory material about systems and
VVT concepts. This part presents a comprehensive explanation of the role of
VVT in the process of engineered systems throughout their lifetime and
explains the essence of systems VVT and the linkage between VVT and
systems development, manufacturing, use/maintenance and retirement.

XVii



XViii PREFACE

The second part (Chapters 2-5) is essentially a reference guide, describing
typical systems VVT activities which may be conducted during an engineered
systems lifetime. A reciprocal and comprehensive set of methods for carrying
out these VVT activities is also provided. More specifically, the second part
describes 40 systems development VVT activities (Chapter 2) and 27 systems
post-development activities (Chapter 3). Corresponding to these activities,
this part also describes 17 non-testing systems VVT methods (Chapter 4) and
33 testing systems methods (Chapter-5). In-text citations are provided wher-
ever needed, usually within theoretical sections of the book. In addition,
subchapters contain a set of citations for further reading. Readers will undoubt-
edly be able to absorb and implement some or all of this information in their
daily work-life as systems or test engineers.

The third part of the book (Chapters 6-8) describes ways to model systems
quality cost, time and risk (Chapter 6), as well as ways to acquire quality data
and optimize the VVT strategy in the face of funding, time and other resource
limitations and in accordance with different business objectives (Chapter 7).
Finally, this part describes the methodology used to validate the quality model
along with examples describing a system’s quality improvements (Chapter 8).
Readers will be able to learn how to collect and aggregate quality data within
their organizations. In addition to becoming familiar with this significant infor-
mation, readers will be introduced to four Cost, Time and Risk Models.
Systems engineers are encouraged to use these models in order to optimize
their VVT strategies, thereby realizing as much as ten percent reduction in
engineering manpower or schedule in the development of engineered systems.
The software is freely available to readers via an Internet site (http://www
.adisw.com) in binary form under Beta release conditions.

Fundamentally, this book is written with two categories of audience in
mind. The first category is composed of VVT practitioners, including Systems,
Test, Production and Maintenance engineers as well as first and second line
managers. These people may be employed by development and manufactur-
ing industries (e.g., Aerospace, Automobile, Communication, Healthcare
equipment, etc.), by various civilian agencies (e.g. NASA, ESA, etc.) or with
the military (e.g., Air force, Navy, Army, etc.). This book may also be used
as a supplemental graduate level textbook in courses related to systems VVT.
Typical academic readers may be graduate school students or members of
Systems, Electrical, Aerospace, Mechanical, and Industrial Engineering facul-
ties. This book may be fully covered in two to three semesters (although parts
of the book may be covered in one semester). University instructors will most
likely use the book to provide engineering students with knowledge about
VVT, as well as to give students an introduction to formal modeling and opti-
mization of VVT strategy.
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Chapter 1

Introduction

1.1 OPENING

This chapter serves as motivation for learning about systems Verification,
Validation and Testing (VVT) as well as a map for using the book as a refer-
ence source on this complex and multifaceted process. We emphasize here the
multitude of reasons for applying VVT. It sets the tone for the subject matter
we hope to cover. It gives the reader insight into the attitudes of the author
and the care with which the book was prepared. A clear statement is made of
the purpose for which the book has been written.

The book is a compendium of facts about systems VVT. In fact, we think
little has yet been published that is as comprehensive on this subject. By listing
the potential audience for the book, we hope to encourage its wide distribu-
tion and to increase among engineers, managers, academicians and students
an appreciation of the benefits of rigorously applying VVT to almost every
endeavor involving a product or service, be it for purposes commercial, private
or public. This chapter contains the following elements:

Opening. This part provides a background, purpose and the intended audi-
ence of the book. In addition, it describes its structure and contents as well as
the scope of application and some terminology descriptions.

VVT systems and process. This part introduces VVT systems and processes
as components of engineered systems. In addition, it describes basic VVT defi-
nitions and elaborates on the fundamental VVT dilemmas. Also, this part
describes modeling of systems and VVT lifecycle as well as modeling of VVT
processes and risks as cost and time drivers.

Verification, Validation, and Testing of Engineered Systems, Avner Engel
Copyright © 2010 John Wiley & Sons, Inc.



4 INTRODUCTION

Canonical systems VVT paradigm. This part introduces the concept of
canonical systems VVT paradigm which includes phases of systems’ lifecycle,
views of systems and VVT aspects of systems.

Methodology application. This part introduces methodology application
including VVT methodology overview, VVT tailoring and typical VVT
documentation.

1.1.1 Background

The manufacturing industry used to be concerned with the design, develop-
ment, production and maintenance of stand-alone products, whether simple
or complex. Today, however, manufacturing has broadened its scope to
include products, services or solutions that include a variety of components,
integrate a large mix of technologies and involve both people and machines.
It is this broad range of complex entities that we address in this book. The
basic term we use for these complex entities is engineered systems. However,
throughout this book, when appropriate, we will freely use terms such as
products or services. The term engineered systems is distinguished from
systems in the sense that the former is created by engineers who apply science
and mathematics to find suitable solutions to problems.

Traditional and high-technology manufacturing industries are responding
to the challenge to satisfy consumer needs and ensure competitive and sustain-
able growth by reducing time to market and customizing products (or expand-
ing product ranges) while producing the required goods in the quantities
demanded with the appropriate quality at reduced costs. For instance, in the
automobile sector, the lead time for manufacturing a car at the beginning of
the 1990s was five to six years, whereas today it is about two to three years
and is estimated to be only 18 months in the near future. Therefore, control-
ling schedules, costs and quality in product development, manufacturing and
maintenance remains a major challenge for today’s industries. Increases in
complexity, decreases in development budgets and shortened time to market
for new products, services and solutions are leading developers to search for
new ways of improving the quality of what they deliver by improving their
technologies, processes, methodologies and tools.

The overall development process is only as strong as its weakest link. A
critical and largely ignored link in this process is system VVT, which comprise
vital activities and involve processes. A tool of systems engineering, VVT
focuses on ensuring that engineered systems are delivered as error free as pos-
sible, are functionally sound and meet or exceed the user’s needs. Often VVT
is carried out as merely a vehicle for finding and eliminating errors. It can do
much more than that. Today, many system developers perform VVT only in
the test phase of the project, a late and highly constrained period in the product
development cycle. As a result, increases in overall development time and costs
associated with product rework often exceed 20% of expanded engineering
efforts (Capers, 1996). Admittedly, balancing testing cost and schedule with
quality is difficult. However, quality problems discovered later by the user can
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necessitate expensive repairs and are likely to damage the reputation of the
system or, worse, damage the reputation of the system’s developer.

Given the fundamental role of VVT in achieving product quality and reduc-
ing waste, this book aims at rectifying two critical current VVT problems,
namely, lack of comprehensive system VVT methodology and lack of a practi-
cal, quantitative VVT process model for selecting a VVT strategy to optimize
testing cost, schedule and economic risk. This book, which to a large measure
is based on the European Commission—supported SysTest project, was written
in order to rectify these problems.

1.1.2 Purpose

One of the central objectives of this book is the creation of generic VVT
methodology. This VVT methodology consists of a selection of VVT activities
and methods which can be applied throughout the system lifecycle in different
industrial application fields and can be tailored according to the individual
project needs.

The VVT methodology delivers generic means for comprehensive cost-
effective VVT in the industry. In addition, the objectives of this methodology
are as follows:

* To cover the entire product lifecycles from the definition to the disposal
of the system

* To supply tailoring rules for different industry domains (e. g. electronics/
avionics, control systems, automobile, food packaging systems, steel pro-
duction), development cycles and project types

* To specify activities and methods for VVT on the system level together
with their interrelationship

* To define VVT strategies that can be used in a broad variety of industrial
applications

1.1.3 Intended Audience

The VVT methodology described in this book is applicable to all regional and
industrial sectors. Although system VVT is performed throughout industry, it
has not become a topic for research within the international community either
in industry or in academia. Therefore, the definition of a generic VVT meth-
odology will provide comprehensive knowledge for many students and prac-
titioners. This book was written for the reader who has a background
knowledge of project management, systems engineering and quality assur-
ance. Those who participate in system development will benefit from the
material covered in this book. These include:

1. Project Managers and VV'T Managers. This book can guide project and
VVT managers in the methods they select, adapt and tailor for planning,
control and tracking of projects.
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2. Quality Assurance (QA)/Quality Control (QC) Staff. For QA and, QC
staff, this book offers an overview of the system QA activities and
methods available and their principal advantages and disadvantages.
Quality assurance staff can apply the VVT methodology guidelines for
the selection of VVT procedures and the estimation of process and
product risks.

3. Members of a VVT Team. This book serves as an aid for test teams by
providing them with an overview of useful procedures for conducting a
VVT process within the context of system development projects and
beyond. Thus, the VVT methodology guidelines of this book become a
useful tool for categorizing VVT activities within the system lifecycle
overall context and by referencing further information.

4. System Developers and Maintainers. This book is relevant for system
developers in that they deliver insight into the measures of error avoid-
ance and error detection. Developers can draw important conclusions
about the functional domains of the system developed that are critical
where VVT are concerned.

5. Mechanical, Electronics and Software Designers. Other specialists need
this book in order to take VVT aspects into account when they deter-
mine structures and select the technologies for system development,
production and maintenance. This book can be an important basis for
this, as it shows not only the possibilities but also the limitations of VVT
procedures.

6. Component and Subsystem Suppliers. A clear definition and a specifica-
tion with respect to VVT measures are essential, especially for system
development projects that involve supplier companies. This book forms
a convenient basis for those projects since it provides a mutual defini-
tion, nomenclature and techniques as well as a body of VVT methods.

7. Auditors. To evaluate the maturity of a development project, auditors
and auditing agencies can also apply the VVT methodology. Adherence
to standards, deployment of established procedures, as well as the matu-
rity of the processes’ implementation can be evaluated in this way.

8. Regulatory and Standardization Agencies. Material presented in this
book may be helpful in forming and updating national or international
standards and regulations of standardization committees in which certain
procedures for defined system classes are classified as binding or just
recommended. Of course, it is not the aim of this book to define or force
standardization. However, it could provide important suggestions with
regard to such an endeavor.

1.1.4 Book Structure and Contents

This book is divided into three parts and a set of appendices as described
below.
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Part I: Introduction Part I of this book contains basic introductory material
organized in one chapter. It starts by describing the purpose, the intended
audience, the structure and the content of the book, the scope of the applica-
tions and the terminology and notation used throughout this book. It contin-
ues by providing basic introduction to systems theory, relevant background
on systems and software VVT as well as risk and uncertainty theory. In
addition, this chapter introduces VVT concepts and discusses the modeling of
systems and the VVT lifecycles. It then defines generic phases, views and
aspects of the system lifecycle that are used in this book. Finally, the chapter
provides a VVT methodology overview, typical VVT documents and a meth-
odology for VVT tailoring.

Part II: VVT Activities and Methods Part II of this book describes the VVT
activities typically associated with each phase of the system lifecycle. For each
VVT activity, the book describes one or more methods for carrying out those
activities:

Chapter 2, System VVT Activities: Development, describes typical VVT
activities which may be conducted during system development, that is,
during the Definition, Design, Implementation, Integration and
Qualification phases of the system’s lifecycle.

Chapter 3, System VVT Activities: Postdevelopment, describes typical
VVT activities which may be conducted during system postdevelopment,
that is, during Production, Use/Maintenance and Disposal phases of the
system’s lifecycle.

Chapter 4, System VVT Methods: Nontesting, describes a set of VVT
nontesting methods, complementing the VVT activities described in the
VVT activities chapters. In particular this chapter describes the following
nontesting system VVT methods: preparing VVT products, performing
VVT activities and participating in reviews.

Chapter 5, System VV'T Methods: Testing, describes a set of VVT testing
methods, complementing the VVT activities described in the VVT
activities chapters. Specifically, this chapter describes a collection of
system testing methods grouped into the following categories: white-box
testing and black-box testing; the latter is further divided into basic
testing, high-volume testing, special testing, environment testing and
phase testing.

Part IlI: Modeling and Optimizing VVT Process Part I1I of this book describes
ways to model system quality cost, time and risk as well as ways to acquire
quality data and optimize the VVT strategy in accordance with different busi-
ness objectives. In addition, Part III describes the methodology used to vali-
date the quality models along with examples describing a system’s quality
improvements.
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Chapter 6, Modeling Quality Cost, Time and Risk, describes system
quality modeling—in particular, VVT cost and risk modeling, VVT time
and risk modeling and fuzzy VVT cost modeling.

Chapter 7, Obtaining Quality Data and Optimizing VV'T Strategy, pres-
ents typical quality data of engineered systems from various industries as
well as practical ways and means to elicit and aggregate quality data (i.e.,
cost, time and risks of VVT activities). The chapter continues by describ-
ing various techniques to optimize VVT strategies in order to reduce cost,
time and system risks.

Chapter 8, Methodology Validation and Examples, describes a validation
process which compares actual measurements of system quality cost and
time with model prediction. Finally, this chapter provides several exam-
ples of the entire system quality improvement process.

Appendices This portion of this book contains a collection of appendices as
follows:

Appendix A—SysTest Project

» Appendix B—VVT Master Plan (VVI-MP)
* Appendix C—Acronyms

e Index

Figure 1.1 will help the reader to navigate this book.

Part I: Introduction

1. Introduction

Part ll: VVT Activities and Methods

2. System VVT Activities: Development 4. System VVT Methods: Nontesting
3. System VVT Activities: Postdevelopment 5. System VVT Methods: Testing

Part lll: Optimizing the VVT Process

6. Modeling Quality Cost, Time and Risk
7. Obtaining Quality Data and Optimizing VVT Strategy
8. Methodology Validation and Examples

Appendices

A. The SysTest Project

B. VVT Master Plan (VVT-MP)
C. List of Acronyms

Index

Figure 1.1 Book structure and navigation.

1.1.5 Scope of Application

This book covers system VVT, hopefully, without bias toward a specific
application. The VVT methods described are applicable to a broad spectrum



