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Introduction

XMPP powers a wide range of applications including instant messaging, multi-user chat, voice 
and video conferencing, collaborative spaces, real-time gaming, data synchronization, and even 
search. Although XMPP started its life as an open, standardized alternative to proprietary instant 
messaging systems like ICQ and AOL Instant Messenger, it has matured into an extremely robust 
protocol for all kinds of exciting creations.

Facebook uses XMPP technology as part of its chat system. Google uses XMPP to power Google 
Talk and its exciting new Google Wave protocol. Collecta has built a real-time search engine 
based extensively on XMPP’s publish-subscribe system. Several web browsers are experimenting 
with XMPP as the basis of their synchronization and sharing systems. Dozens of other companies 
have XMPP-enabled their web applications to provide enhanced user experiences and real-time 
interaction.

The core of XMPP is the exchange of small, structured chunks of information. Like HTTP, XMPP 
is a client-server protocol, but it differs from HTTP by allowing either side to send data to the other 
asynchronously. XMPP connections are long lived, and data is pushed instead of pulled.

Because of XMPP’s differences, it provides an excellent companion protocol to HTTP. XMPP-powered 
web applications are to AJAX what AJAX was to the static web site; they are the next level of interactiv-
ity and dynamism. Where JavaScript and dynamic HTML have brought desktop application features to 
the web browser, XMPP brings new communications possibilities to the Web.

XMPP has many common social web features built in, due to its instant messaging heritage. 
Contact lists and subscriptions create social graphs, presence updates help users keep track of who 
is doing what, and private messaging makes communication among users trivial. XMPP also has 
nearly 300 extensions, providing a broad and useful range of tools on which to build sophisticated 
applications. With only a handful of these, along with the core protocol, amazing things can be built

This book teaches you to harness the promise of XMPP in your own applications, enabling you to 
build applications that are social, collaborative, real time, or all of the above. You will develop a 
series of increasingly sophisticated XMPP applications, starting from “Hello, World!” and finishing 
with a collaborative text editor, a shared sketch pad, and a real-time, multi-player game. By the end, 
you will have all the tools you need to build the next generation of applications using XMPP or to 
add new real-time, push, or social features to your current applications.

Who This Book Is For

This book is written for developers interested in making XMPP applications. You need not have 
any previous experience with XMPP, although it will certainly be helpful if you do. The book starts 
from the assumption that you’ve heard great things about XMPP and are looking to dive right in.
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xx

introduction

The JavaScript language is used to develop all the applications in the book because it is an easy lan-
guage to understand, is familiar to a large number of programmers, and comes on every computer 
with a web browser. Even though this book uses JavaScript, all the concepts and applications could 
be developed in any language; most of the “hard parts” are not related to the programming language, 
the libraries used, or the web browser. You do not need to be a JavaScript expert to understand and 
work with the code in this book.

It is assumed that you understand the basic front-end web technologies, CSS and HTML. If you’ve 
ever written a little HTML from scratch and changed a few CSS styling properties, you should be 
fine.

This book also makes use of two libraries, jQuery and Strophe. It is helpful if you have used 
jQuery before, but if you haven’t, a short primer is included in Appendix A. The Strophe library is 
explained fully as the applications are developed.

What This Book Covers

The XMPP protocol and its extensions cover a lot of ground. This book focuses on the pieces of 
XMPP in wide use. The following topics receive much attention:

XMPP’s instant messaging features like rosters, presence and subscriptions, and private chats➤➤

XMPP stanzas, stanza errors, and client protocol syntax and semantics➤➤

Extending XMPP stanzas➤➤

Service discovery (XEP-0030)➤➤

Data Forms (XEP-0004)➤➤

Multi-User Chat (XEP-0045)➤➤

Publish-Subscribe (XEP-0060)➤➤

Although these topics are all approached from the client side, almost all of it is equally applicable to 
XMPP bots or server components and plug-ins.

The book also covers XMPP programming related topics such as application design, event handling, 
and combining simple protocol elements into a greater whole. Along the way, a few web programming 
topics are also discussed such as the Canvas API.

XMPP is now more than 10 years old and quite mature. This book covers the 1.0 version of the core 
protocol. The XMPP protocol parts of this book should work unchanged in future versions of the pro-
tocol, just as HTTP 1.0 clients can easily communicate with HTTP 1.1 servers.

XMPP has many extensions and several of these are also covered. For the most part, the book con-
centrates on extensions that are in a stable, mature state. For each extension used, the document 
number is always given, and if in doubt, you can always check the latest version of the extension to 
see if it has been changed or superseded.

40718flast.indd   20 11/30/09   4:03:01 PM



xxi

introduction

The book was written with the 1.3 series versions of jQuery and the 1.7 series versions of jQuery UI. 
These libraries generally remain backward compatible to a large degree. Version 1.0 of the Strophe 
library is used, but future 1.X versions should also work fine.

How This Book Is Structured

This book is primarily organized as a walkthrough tutorial of a series of example XMPP applica-
tions. Each application increases in difficulty and teaches you one or more useful parts of the XMPP 
protocol and its extensions. These applications are stripped down for clarity, but they are examples 
of the kinds of applications XMPP developers create every day.

This book is divided into three parts.

The first part is an introduction to the XMPP protocol, its uses, and XMPP application design. 
Chapter 1 covers the use cases for XMPP, the history of the protocol, and its component parts. Chapter 2 
explains when XMPP is a good choice for the job and goes into detail about how XMPP applica-
tions work, particularly for the Web.

The second part is the meat of the book and contains nine XMPP applications that solve a variety of 
problems. Each application is more complex than the last and builds on the concepts of the previous 
ones. Chapter 3 starts with a simple “Hello, World!” type example, and by Chapter 11 you build a 
real-time, multi-player game.

The last part covers a few advanced but important topics. Chapter 12 discusses attached sessions, a 
useful trick for security, optimization, and persistence. Chapter 13 goes into detail about how best 
to deploy and scale XMPP-based applications. Chapter 14 explains how to use Strophe’s plug-in sys-
tem and how to create your own plug-ins.

What You Need to Use This Book

This book makes use of web technologies and therefore requires almost no special tools. You can 
use, build, and run the applications in this book on virtually any platform. The libraries needed for 
the applications are explained in Chapter 3, and most can be used without downloading any code.

You will need some way to serve web pages such as a local web server or a hosting account some-
where. If you don’t have these readily available, you can use the Tape program to serve the files; Tape 
is a simple web server and is explained in Appendix B. It is an unfortunate requirement of browser 
security policy that you can’t easily run these applications directly from your local file system.

You will need an XMPP account (or multiple accounts in some cases if you want to test the code 
by yourself) to run the applications. You can avail yourself of any of the public XMPP servers for 
this purpose, although you will need to ensure that the server has support for publish-subscribe and 
multi-user chat; most do. You can also download and run your own XMPP server instead, although 
this is not covered in the book.
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Chapter 12 requires some server-side assistance. The example uses the Python programming lan-
guage along with the Django framework to provide this. This chapter is an advanced topic and is 
not needed for the normal applications in the book.

Conventions

To help you get the most from the text and keep track of what’s happening, we’ve used a number of 
conventions throughout the book.

Boxes like this one hold important, not-to-be forgotten information that is 
directly relevant to the surrounding text.

Notes, tips, hints, tricks, and asides to the current discussion are offset and 
placed in italics like this.

As for styles in the text:

We ➤➤ highlight new terms and important words when we introduce them.

We show keyboard strokes like this: Ctrl+A.➤➤

We show file names, URLs, and code within the text like so: ➤➤ persistence.properties.

We present code in two different ways:➤➤

We use a monofont type with no highlighting for most code examples.
We use boldface highlighting to emphasize code that is of particularly 
importance in the present context.

Source Code

As you work through the examples in this book, you may choose either to type in all the code 
manually or to use the source code files that accompany the book. All of the source code used in this 
book is available for download at http://www.wrox.com. Once at the site, simply locate the book’s 
title (either by using the Search box or by using one of the title lists) and click the Download Code 
link on the book’s detail page to obtain all the source code for the book.
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Because many books have similar titles, you may find it easiest to search by 
ISBN; this book’s ISBN is 978-0-470-54071-8.

Once you download the code, just decompress it with your favorite compression tool. Alternatively, 
you can go to the main Wrox code download page at http://www.wrox.com/dynamic/books/
download.aspx to see the code available for this book and all other Wrox books.

Errata

We make every effort to ensure that there are no errors in the text or in the code. However, no one 
is perfect, and mistakes do occur. If you find an error in one of our books, like a spelling mistake 
or faulty piece of code, we would be very grateful for your feedback. By sending in errata, you may 
save another reader hours of frustration and at the same time you will be helping us provide even 
higher quality information.

To find the errata page for this book, go to http://www.wrox.com and locate the title using the Search 
box or one of the title lists. Then, on the book details page, click the Book Errata link. On this page 
you can view all errata that has been submitted for this book and posted by Wrox editors. A com-
plete book list including links to each book’s errata is also available at www.wrox.com/misc-pages/
booklist.shtml.

If you don’t spot “your” error on the Book Errata page, go to www.wrox.com/contact/techsupport 
.shtml and complete the form there to send us the error you have found. We’ll check the information 
and, if appropriate, post a message to the book’s errata page and fix the problem in subsequent 
editions of the book.

p2p.wrox.com

For author and peer discussion, join the P2P forums at p2p.wrox.com. The forums are a web-based 
system for you to post messages relating to Wrox books and related technologies and interact with 
other readers and technology users. The forums offer a subscription feature to e‑mail you topics 
of interest of your choosing when new posts are made to the forums. Wrox authors, editors, other 
industry experts, and your fellow readers are present on these forums.

At http://p2p.wrox.com you will find a number of different forums that will help you not only as 
you read this book, but also as you develop your own applications. To join the forums, just follow 
these steps:

	 1 .	 Go to p2p.wrox.com and click the Register link.

	 2.	 Read the terms of use and click Agree.
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	 3.	 Complete the required information to join as well as any optional information you wish to 
provide and click Submit.

	 4.	 You will receive an e‑mail with information describing how to verify your account and com-
plete the joining process.

You can read messages in the forums without joining P2P but in order to post 
your own messages, you must join.

Once you join, you can post new messages and respond to messages other users post. You can read 
messages at any time on the Web. If you would like to have new messages from a particular forum 
e‑mailed to you, click the Subscribe to this Forum icon by the forum name in the forum listing.

For more information about how to use the Wrox P2P, be sure to read the P2P FAQs for answers to 
questions about how the forum software works as well as many common questions specific to P2P 
and Wrox books. To read the FAQs, click the FAQ link on any P2P page.
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1
Getting to Know XMPP

What’s in This Chapter?

The history of XMPP➤➤

XMPP networks and connections➤➤

XMPP’s three building block stanzas➤➤

The eXtensible Messaging and Presence Protocol (XMPP) is, at its most basic level, a protocol 
for moving small, structured pieces of data between two places. From this humble basis, it has 
been used to build large-scale instant messaging systems, Internet gaming platforms, search 
engines, collaboration spaces, and voice and video conferencing systems. More unique appli-
cations appear every day, further demonstrating how versatile and powerful XMPP can be.

XMPP is made of a few small building blocks, and on top of these primitives many larger 
constructions have been made. Within XMPP are systems for building publish-subscribe ser-
vices, multi-user chat, form retrieval and processing, service discovery, real-time data transfer, 
privacy control, and remote procedure calls. Often, XMPP programmers create their own, 
unique constructions that are fitted exactly for the problem at hand.

Most social media constructs that have propelled web sites like Facebook, MySpace, and 
Twitter into the forefront are also baked into XMPP. Within XMPP, you’ll find rosters full of 
contacts that create a social graph with directed or undirected edges. Presence notifications are 
sent automatically when contacts come online and go offline, and private and public messages 
are the bread and butter application of XMPP systems. Developers will sometimes choose 
XMPP as the underlying technology layer simply because it gives them many social features 
for free, leaving them to concentrate on the unique pieces of their application.

The possibilities are vast, but before you can begin, you need to know about XMPP’s different 
pieces and how they fit together into a cohesive whole.
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4  ❘  Chapter 1    Getting to Know XMPP

What Is XMPP?

XMPP, like all protocols, defines a format for moving data between two or more communicating 
entities. In XMPP’s case, the entities are normally a client and a server, although it also allows for 
peer-to-peer communication between two servers or two clients. Many XMPP servers exist on the 
Internet, accessible to all, and form a federated network of interconnected systems.

Data exchanged over XMPP is in XML, giving the communication a rich, extensible structure. 
Many modern protocols forgo the bandwidth savings of a binary encoding for the more practical 
feature of being human readable and therefore easily debugged. XMPP’s choice to piggyback on 
XML means that it can take advantage of the large amount of knowledge and supporting software 
for dealing with XML.

One major feature XMPP gets by using XML is XML’s extensibility. It is extremely easy to add new 
features to the protocol that are both backward and forward compatible. This extensibility is put to 
great use in the more than 200 protocol extensions registered with the XMPP Standards Foundation 
and has provided developers with a rich and practically unlimited set of tools.

XML is known primarily as a document format, but in XMPP, XML data is organized as a pair 
of streams, one stream for each direction of communication. Each XML stream consists of an 
opening element, followed by XMPP stanzas and other top-level elements, and then a closing ele-
ment. Each XMPP stanza is a first-level child element of the stream with all its descendent elements 
and attributes. At the end of an XMPP connection, the two streams form a pair of valid XML 
documents.

XMPP stanzas make up the core part of the protocol, and XMPP applications are concerned with 
sending and responding to various kinds of stanzas. Stanzas may contain information about other 
entities’ availability on the network, personal messages similar to e‑mail, or structured communica-
tion intended for computer processing. An example stanza is shown here:

<message to=’elizabeth@longbourn.lit’
         from=’darcy@pemberley.lit/dance’
         type=’chat’>
  <body>What think you of books?</body>
</message>

In a typical client-server XMPP session, a stanza such as this one from Elizabeth to Mr. Darcy will 
travel from Elizabeth’s client to her server. Her server will notice that it is addressed to an entity on a 
remote server and will establish an XMPP connection with the remote server and forward the message 
there. This communication between servers resembles the e‑mail network, but unlike e‑mail servers, 
XMPP servers always communicate directly with each other and not through intermediate servers.

This direct communication eliminates some common vectors for spam and unauthorized messages. 
This is just one of the many ways in which XMPP is designed for security. It also supports encrypted 
communications between endpoints through use of Transport Layer Security (TLS) and strong 
authentication mechanisms via Simple Authentication and Security Layers (SASL).

XMPP is designed for the exchange of small bits of information, not large blobs of binary data. XMPP 
can, however, be used to negotiate and set up out-of-band or in-band transports, which can move 
large blocks from point to point. For these kinds of transfers, XMPP functions as a signaling layer.
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