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Introduction

G RC is an acronym that may be Greek to the uninitiated, but chances are
if you picked up this book, you are at least interested in knowing what

it means. And even if not everyone knows what GRC means, the concepts
involved are ones that everyone understands.

The G is governance. In short, this means taking care of business, making sure
that things are done according to your standards (and those of the ever-
present regulators, not to mention your company’s Board of Directors). It
also means setting forth clearly your expectations of what should be done so
that everyone is on the same page with regard to how your company is run.

The R is risk. Everything we do involves an element of risk. When it comes to
running across freeways or playing with matches, it’s pretty clear that certain
risks are just not to be taken. When it comes to business, however, risk
becomes a way to help you both protect value (what you have) and create
value (by strategically expanding your business or adding new products and
services). 

The C is what everyone knows about — compliance with the many laws and
directives affecting businesses (and citizens) today. One of the authors of this
book would also like to extend that C to controls, meaning that you put certain
controls in place to ensure that compliance is happening. This might mean
monitoring your factory’s emissions or ensuring that your import and export
papers are in order. Or it might just simply mean that the same person is not
creating vendors and cutting checks to her brother-in-law Frank on the sly.
The C relates to laws as familiar as Sarbanes-Oxley (SOX) or as emergent as
Europe’s REACH (if we’ve got you on that one, see Chapter 12).

But when you put it all together, GRC turns out to be not just what you have
to do to take care of business, but a paradigm to help you grow your business
in the best possible way and — even more — to figure out what that way is.

About This Book
When we decided to write a book about GRC, we thought about writing a book
for experts, a thought-leadership book. And although this book is no slouch
in the area of thought-leadership (if we do say so ourselves), we decided 
that what was needed the most was a way to start the conversation about
GRC. What are you doing, in terms of governance, risk, and compliance?
What should you be doing? And do you know that it’s a much bigger picture
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than you realize, encompassing areas like sustainability and dovetailing very
nicely with developing and executing your key business strategies?

That’s why this book was originally going to be called GRC For Dummies. But
(as you can see by the title), it’s SAP GRC For Dummies. That’s a bit of a mis-
nomer because unlike classics like SAP NetWeaver for Dummies, this book is
not all about SAP software. It’s mainly about GRC. But SAP has leading soft-
ware for GRC, so at the end of relevant chapters, we tell you about products
like SAP GRC Risk Management and how it can help you. This book could
have been all about SAP GRC, easily — there are probably areas that SAP
covers that you don’t even know about. (For example, we bet you didn’t
know that SAP is a leader in the area of software for environmental manage-
ment.) But just a disclaimer before we start—there’s a lot more to learn about
SAP GRC than we cover in this book. We focus on giving you the background
to get started conceptually in the most important areas. 

Now that we’ve explained a bit about the book, are you ready to get started
and to become well-versed in GRC? That way, if you need a conversation
stopper for Aunt Ida at Thanksgiving — or, better, a conversation starter
when talking to almost anyone about what it takes to succeed in business
today — you’ll be prepared.

Foolish Assumptions
In writing this book, we made a few assumptions. If you fit one of these
assumptions, this book is for you:

� You’re interested in GRC from a corporate perspective. You can think
about GRC from an individual perspective (paying your taxes, protecting
your identity, and balancing your checkbook, for example), but this
book talks about how to use GRC to improve your company, not your
household.

� You have some background in common business terms like profit and
loss and common accounting terms such as general ledger and purchase
order.

� You’re not adverse to acronyms. GRC can be a little like alphabet soup at
times. For clarity, we provide a glossary to help you find your way through
the more obscure TLAs (three-letter acronyms).

How This Book Is Organized
To help you get a better picture of what this book has to offer, we explain a
little about how we organized it and what you can expect to find in each part.

2 SAP GRC For Dummies 
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Part I: Governance, Risk, and 
Compliance Demystified
You need to have a good foundation in place to see how GRC can help you.
Part I starts out with the ABCs of GRC to give you the big picture and then
heads straight into risk and governance to round out your education.

Part II: Diving into GRC
The C in GRC is for compliance, and Part II takes you through some of the reg-
ulations companies must comply with and the corporate scandals that led to
those regulations. Once you know about them, what do you do about them?
This part also addresses tools like access control and process control that
can help you ensure compliance. And, since globalization has brought so
many companies into the global trade arena, Part II provides details about
the compliance-related issues you need to know about to effectively source
goods from or sell goods to other countries.

Part III: Going Green
Saving the planet is on everyone’s minds these days, and it’s not just good
policy—it’s good business, too. Part III addresses how you can ensure that
your company’s policies about people, processes, and products keep you
compliant with the law and enable you to deepen your company’s shade of
green. 

Part IV: Managing the Flow of Information
GRC is strategic. It can provide you with new insights into how to run your
business. Part IV first delves into the flow of information in the enterprise
from an IT GRC perspective, ensuring that data is kept secure and private, for
example. It then turns to the important area of sustainability reporting, the
nonfinancial reporting that more and more companies are doing and which is
so important to a variety of stakeholders, from employees to investors to
nongovernment organizations such as Greenpeace. Finally, and perhaps most
importantly, Part IV addresses how you can use what you learn about your
company through a program of integrated GRC to help you envision and exe-
cute the best possible corporate strategy.

3Introduction
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Part V: The Part of Tens
Maybe the Part of Tens are your favorite part in any For Dummies book (we
always look for them). Here you’ll find best practices for GRC implementation
and best practices for global trade. You’ll also find pointers to resources to
help you in your quest to become an expert in the area of GRC, from books to
blogs to web sites.

Glossary
As you read this book (or skip from chapter to chapter, section to section,
looking over only those parts that interest you), you may have additional
questions in some areas. That’s why we include a comprehensive glossary,
chock full of definitions of the many terms that you’re likely to encounter as
you learn more about GRC. 

Icons Used in This Book
To help you get the most out of this book, we use icons that tell you at a
glance if a section or paragraph has important information of a particular
kind.

This icon indicates information that is more technical in nature, and not
strictly necessary for you to read. If technical jargon gives you a headache,
feel free to skip these.

When you see this icon, you know we’re offering advice or shortcuts to
quickly improve your understanding of GRC concepts.

Look out! This is something tricky or unusual to watch for.

This icon marks important GRC stuff you should file away in your brain, so
don’t forget it.

4 SAP GRC For Dummies 
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Where to Go from Here
If you’re new to SAP GRC or GRC in general, your next step is to head straight
to Chapter 1, which gives you the ABCs of GRC, as well as providing food for
thought about what GRC can do for you.

If you’re a professional in a particular area — such as global trade, risk man-
agement, or IT governance — you could decide to visit particular chapters in
no particular order. But (and we’re probably biased) we think the best way
forward from here is straight into Chapter 1 (with a few intervening pages to
entertain you on your way there). 

5Introduction
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Part I
Governance, Risk,
and Compliance

Demystified
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In this part . . .
You start your GRC education with the ABCs of GRC.

Even if you’re a GRC expert, Chapter 1 gives you the
panoramic view of how GRC can help you run your busi-
ness better. You then move into the all-important area of
risk — nothing ventured, nothing gained. You find out that
properly managing risk is one of the most important fac-
tors for business success today. And to put those
management strategies into practice systematically,
Chapter 3 lays a solid governance foundation, uncovering
what governance means and all its implications.
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Chapter 1

The ABCs of GRC
In This Chapter
� Getting to know GRC

� Discovering the GRC stakeholders

� Understanding GRC by the letters

� Deciding on your approach to GRC

G overnance, Risk, and Compliance, almost always referred to as GRC, is
the latest addition to the parade of three-letter acronyms that are used

to describe the processes and software that run the business world. The goal
of GRC is to help a company efficiently put policies and controls in place to
address all its compliance obligations while at the same time gathering infor-
mation that helps proactively run the business. Done properly, GRC creates a
central nervous system that helps you manage your business more effectively.
You also derive a competitive advantage from understanding risks and choos-
ing opportunities wisely. In other words, GRC helps you make sure that you
do things the right way: It keeps track of what you are doing and raises an
alert when things start to go off track or when risks appear.

This opening chapter takes you on a top-to-bottom tour of GRC to help you
understand in greater detail what GRC means and what companies are doing
to lower the costs and create new value.

Getting to Know GRC
GRC is not just about complying with requirements for one quarter or one
year. Rather, those who are serious about GRC, meaning just about everyone
these days, seek to create a system and culture so that compliance with
external regulations, enforcement of internal policies, and risk management
are automated as much as possible and can evolve in an orderly fashion as
business and compliance needs change. That’s why some would say that the
C in GRC should stand for controls: controls that help make the process of
compliance orderly and make process monitoring — and improvement —
easier.
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Some parts of the domain of GRC — measures to prevent financial fraud, for
example — are as old as business itself. Making sure that money isn’t leaking
out of a company and ensuring that financial reports are accurate have always
been key goals in most businesses—only recently have they attained new
urgency.

Other parts of GRC related to trade compliance, risk management, and envi-
ronmental, health, and safety regulations are somewhat newer activities that
have become more important because of globalization, security concerns,
and increased need to find and mitigate risks. For example, to ship goods
overseas, you must know that the recipient is not on a list of prohibited com-
panies. These lists change daily. Growing concern about global warming and
other pressures to reduce environmental impact and use energy efficiently
have increased regulations that demand reporting, tracking, and other forms
of sociopolitical compliance. Companies are also interested in sustainability
reporting, measuring areas such as diversity in the workplace, the number of
employees who volunteer, and environmental efforts, so that companies can
provide data about corporate social responsibility. Financial markets punish
companies that report unexpected bad news due to poor risk management.

One simple goal of GRC is to keep the CFO out of jail, but that description is
too narrow to capture all of the activity that falls under the umbrella of GRC.
(It’s also an exaggeration; the truth is that simple noncompliance is more
likely to result in big fines rather than a long trip to the big house. But, that
said, most executives prefer to leave no stone unturned rather than risk
breaking rocks in the hot sun.) Most companies now face demands from 
regulators, shareholders, and other stakeholders. Financial regulations like
Sarbanes-Oxley (SOX) in the United States and similar laws around the world
mean that senior executives could face criminal penalties if financial reports
have material errors. (For more on Sarbanes-Oxley, flip ahead to Chapter 4.)
All of this means a lot more testing and checking, which is costly without
some form of automation. 

If GRC seems like a sideshow to your main business, remember you can’t get
out of it, so you might as well make it work for you, not against you. At first,
especially in 2004 — the first year in which Sarbanes-Oxley compliance became
mandatory — companies frequently engaged in a mad rush, throwing people,
auditors, spreadsheets, and whatever resources were required at the problem.
Although the rush to comply was heroic, it was far from efficient. Now compa-
nies are understanding how to turn GRC activities into an advantage.

The question every company must answer is the following: Will we do the
bare minimum to make sure that we stay out of trouble, or can GRC become
an opportunity for us to find new ways of running our business better? 
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