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FOREWORD

The publication of The Handbook of Information and Computer Ethics signifies a
milestone in the field of computer ethics. The field began to emerge as a scholarly
field in the late 1970s and early 1980s. Joseph Weizenbaum�s Computer Power and
Human Reason (1976) was the first extended work to draw attention to the
potentially deep social implications of the new technology. During this period,
privacy had been subject to a number of major studies, including Alan Westin and
Michael Baker�s Data Banks in a Free Society (1972). The first works by philo-
sophers began to appear in the 1980s, and in 1985 Terrell Bynum published a special
issue of Metaphilosophy pulling together these first works and making them more
available to the philosophical community. That year, 1985, was also the year in
which my own Computer Ethics was first published.

Perhaps it is an understatement to say that in the twenty-plus years since the
appearance of these first works, the field of computer ethics has flourished
enormously. Of course, the development of the field has gone hand-in-hand with
the development of computer and information technology. In one of the seminal
articles in the field, Jim Moor identifies malleability as a key feature of computers;
that malleability has meant that computer and information technology has perme-
ated almost every domain of human activity. And, of course, wherever the
technology goes, ethical issues can be found. While the flourishing of the field
of computer ethics is to be celebrated, growth inevitably means pressure to split
the whole into parts. The topics that need to be addressed continue to expand,
and perspectives from a wide range of disciplines are relevant. Thus, there is
pressure for the field to become splintered into subfields (for example, with a
distinction between computer ethics and information ethics); for scholars to
become specialists in one subfield (for example, to choose to become an expert
in privacy or intellectual property or professional ethics); or to have subfields
merged into already existing fields such as media studies, business ethics, infor-
mation sciences, etc.

In this context, the publication of The Handbook of Information and Computer
Ethics is particularly important because it aims to keep the field whole. It is
intended to provide an overview of the issues and controversies in a field that has
become increasingly unwieldy. As a handbook, the volume defines the field as a
whole; it identifies foundational issues, provides theoretical perspectives, and
includes analyses of a range of applied and practical issues. The volume does this
through chapters by individuals who have been working in the field from the
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beginning, as well as works by scholars who have come to the field more
recently. For this reason, I applaud the efforts of Kenneth Himma and Herman
Tavani and welcome the publication of The Handbook of Information and
Computer Ethics.

DEBORAH G. JOHNSON

xii FOREWORD



PREFACE

In the last 10 years, information and computer ethics has emerged as an important
area of philosophical and social theorizing, combining conceptual, metaethical,
normative, and applied elements. Interest in the area has increased dramatically in
computer science departments, philosophy departments, communications depart-
ments, business schools, information and library schools, and law schools. Infor-
mation ethics has become one of the most important areas of applied philosophy in
terms of professional, student, and popular interest. Many of the most pressing new
ethical issues we face have arisen in connection with the use and development of new
information technologies. For example, debates about the ethics of online music file
sharing have led academics and ordinary citizens to reconsider the arguments for the
legitimacy of intellectual property protection. New developments in information
technology threaten privacy in ways that could not have been imagined 50 years ago,
raising new ethical issues about the rights to privacy and anonymity. The growing
dependence of large-scale economies on the Internet creates new vulnerabilities that
can be exploited by hackers, cybercriminals, and terrorists, raising novel ethical
issues about computer intrusions and security.

The Handbook of Information and Computer Ethics responds to this growing
professional interest in information ethics with 27 chapters that address both tradi-
tional and current issues in information and computer ethics research. Each chapter,
written by one or more of the most influential information ethicists, explains and
evaluates the most important positions and arguments on the respective issues. As a
result, the Handbook reader will be able to come away from each chapter with an
understanding of the major positions and arguments, their strengths and weaknesses,
and the author�s original take on the issue. In addition, each chapter not only contains
useful summaries of the most important research on the topic but also makes an
important new contribution to the literature, and ends with a bibliography that
identifies the most important books and articles on the topic.

Because a number of very good anthologies on information and computer ethics
already exist, one might ask: Why another book of readings on ethical aspects of
information and computer technology? One justification for the book is that, as noted
above, each chapter in the present volume is written in a style that conforms to the
objectives of a handbook and thus provides the conceptual background that is often not
found in papers comprising other volumes. Consider that many papers included in
thosevolumes are compiled fromdisparate sources and, thus, can reflect various styles
and diverse objectives.With one exception, every chapter in this volume is an original
piece that was written specifically for theHandbook. As such, each paper provides an
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accessible but sophisticated overview of the most important positions and supporting
arguments and objections, along with the author�s state-of-the-art take on these
positions, arguments, and objections.

Another justification for this book is that existing anthologies tend to be narrower in
scope than The Handbook of Information and Computer Ethics. For example, many
anthologies cover only a limited set of topics that affect one or more subfields of
information ethics; as a result, theseworks often exclude someof the controversies and
issues that arise in information ethics as a broader field of inquiry. Consider that some
anthologies have focused on Internet- or cyber-specific issues involving information
ethics,1 while others have centered mainly on professional ethics issues affecting
responsibility.2 Other volumes are dedicated to information ethics concerns affecting
specific topical areas such as privacy, security, and property.3 Still other anthologies
have focused on ethical aspects of information technology that converge with ethics-
related concerns affecting medicine and genetics/genomics research.4 And other
anthologies are dedicated to the examination of ethical issues in information technol-
ogy that intersect either with disciplines, such as philosophy, or with new or emerging
fields, suchasnanotechnology.5Soeven though there is no shortageofanthologies that
examine ethical issues centering on these, and related, ethical aspects of information
technology, none addresses the breadth of topics covered in the present handbook.

The Handbook is organized into six main parts, which cover a wide range of
topics—i.e., from foundational concepts and methodological approaches in informa-
tion ethics (at the theoretical level) to specific problem areas involving applied or
practical ethical issues.

At the theoretical level, conceptual frameworks underlying topical areas such as
intellectual property, privacy, and security are examined. These frameworks provide
Handbook readers with some conceptual tools needed to analyze more systematically
the kinds of issues examined in the chapters comprising the remaining sections of the
book. At the practical level, a number of contemporary controversies ranging from
professional-ethical issues to issues of responsibility, regulation, and access are
examined. For example, these chapters examine controversies affecting open-source
software, medical informatics and genetic research, cyber-conflict, risk assessment,
the digital divide, information overload, e-mail spam, online file sharing, plagiarism,
censorship and free speech, and so forth. Thus, Handbook readers will gain an

1See Langford, D. (Ed.). Internet Ethics. Macmillan, 2000; Baird, R., Reagan, R., and Ramsower, S., (Eds.)
Cyberethics. Prometheus, 2000; Spinello, R. and Tavani, H. (Eds.).Readings in CyberEthics, 2nd ed. Jones
and Bartlett, 2004.
2See Bynum, T. and Rogerson, S. (Eds.). Computer Ethics and Professional Responsibility. Blackwell,
2004.
3See Moore, A. (Ed.). Information Ethics: Privacy, Property, and Power. University of Washington
Press, 2005; Himma, K. (Ed.). Internet Security: Hacking, Counter Hacking, and Society. Jones and
Bartlett, 2007.
4See Goodman, K. (Ed.). Ethics, Computing, and Medicine. Cambridge, 1998; Tavani, H. (Ed.). Ethics,
Computing, and Genomics. Jones and Bartlett, 2006.
5See Moor, J. and Bynum, T. (Eds.). Cyberphilosophy. Blackwell, 2002; Allhoff, F., Lin, P., Moor, J. and
Weckert, J. (Eds.). Nanoethics. Wiley, 2007.
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understanding of both the general frameworks and specific issues that define the fields
of information and computer ethics.
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INTRODUCTION

KENNETH EINAR HIMMA and HERMAN T. TAVANI

As noted in the Preface to this volume, The Handbook of Information and Computer
Ethics covers a wide range of topics and issues. The 27 chapters that comprise
this work are organized into six main parts: I. Foundational Issues and Methodo-
logical Frameworks; II. Theoretical Issues Affecting Property, Privacy, Anonymity,
and Security; III. Professional Issues and the Information-Related Professions;
IV. Responsibility Issues and Risk Assessment; V. Regulatory Issues and Chal-
lenges; and VI. Access and Equity Issues.

I FOUNDATIONAL ISSUES AND METHODOLOGICAL FRAMEWORKS

Part I, comprising four chapters, opens with Luciano Floridi�s examination of some
key foundational concepts in information ethics. Floridi points out that the expression
“information ethics,” introduced in the 1980s, was originally used as a general label to
discuss issues regarding information (or data) confidentiality, reliability, quality, and
usage. He also notes that “information ethics” has since come tomean different things
to different researchers working in a variety of disciplines, including computer ethics,
business ethics, medical ethics, computer science, the philosophy of information, and
library and information science. Floridi is perhaps best known among computer
ethicists for his influential methodological (and metaethical) framework, which he
calls Information Ethics or IE. He contrasts his framework with traditional views that
have tended to view IE as either an “ethics of informational resources,” an “ethics of
informational products,” or an “ethics of the informational environment.” Floridi
argues that his alternative view of IE, as a “macroethics,” is superior to the various
microethical analyses of IE that have been suggested.

Floridi�s discussion of foundational issues in IE is followed by Terrell Ward
Bynum�s chapter, “Milestones in the History of Information Ethics.” Bynum is
generally considered to be one of the “pioneers” in computer ethics, helping to
establish the field as an independent area of applied ethics in the 1980s. In Chapter 2,
Bynum argues that the origin of computer and information ethics can be traced to the
work of philosopher/scientist NorbertWiener, who, duringWorldWar II, workedwith
a group of scientists and engineers on the invention of digital computers and radar. His
chapter begins with a discussion of Wiener�s “powerful foundation” for information
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and computer ethics, and then it describes a number of additional “milestones” in the
history of what Bynum describes as a “new and vital branch of ethics.”

Next, Jeroen van den Hoven examines some methodological issues in his chapter,
“Moral Methodology and Information Technology.” One question that has been
considered by some theoreticians in the fields of information and computer ethics is
whether a newand distinctmethodology is needed to handle the kinds of ethical issues
that have been generated. Van den Hoven suggests that we need amethodology that is
“different from what we have seen thus far in applied ethics,” but which does not call
for “cataclysmic re-conceptualizations.” He begins with an overview of some of the
main methodological positions in applied ethics that are relevant for computer ethics,
before sketching out his proposed method that aims at making moral values a part of
technological design in the early stages of its development. This method assumes, as
van den Hoven notes, that “human values, norms, moral considerations can be
imparted to the things we make and use (technical artefacts, policy, laws and
regulation, institutions, incentive structures, plans).”

Part I closes with Batya Friedman, Peter Kahn, andAlan Borning�s chapter, “Value
Sensitive Design and Information Systems.” The authors note that value sensitive
design (VSD) is a theoretically grounded approach to the design of technology that
accounts for humanvalues in a “principled and comprehensivemanner throughout the
design process.” It also includes a tripartite methodology, consisting of conceptual,
empirical, and technical investigations. In explicating VSD, Friedman, Kahn, and
Borning consider three case studies: one concerning information and control of web
browser cookies (implicating the value of informed consent); a second study con-
cerning using high-definition plasma displays in an office environment to provide a
“window to the outside world” (implicating the values of physical and psychological
well-being and privacy in public spaces); and a third study concerning an integrated
land use, transportation, and environmental simulation system to support public
deliberation and debate on major land use and transportation decisions (implicating
the values of fairness, accountability, and support for the democratic process). In the
concluding section of their chapter, the authors offer some practical suggestions for
how to engage in VSD.

II THEORETICAL ISSUES AFFECTING PROPERTY, PRIVACY,
ANONYMITY, AND SECURITY

Part II comprises four chapters that examine conceptual and theoretical frameworks in
information ethics.Unlike the chapters in Part I, however, they examine some topic- or
theme-specific frameworks that underliemanyof the practical issues considered in the
remaining parts of the Handbook. Specifically, the chapters in Part II examine
theoretical and conceptual aspects of intellectual property, informational privacy,
online anonymity, and cyber security. In the opening chapter, AdamMoore discusses
three different kinds of justifications for intellectual property (IP), also noting that we
need to be careful not to confusemoral claims involving IPwith legal ones.His chapter
begins with a brief sketch of Anglo-American and Continental systems of IP that
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focuses on legal conceptions and rights. Moore then examines arguments for the
personality-based, utilitarian, and Lockeanviews of property. He concludes that there
are justified moral claims to intellectual works, that is, “claims that are strong enough
to warrant legal protection.”

Moore�s analysis of IP is followed by Herman Tavani�s examination of some key
concepts, theories, and controversies affecting informational privacy. Beginningwith
an overview of the concept of privacy in general, Tavani distinguishes among four
distinct kinds of privacy: physical, decisional, psychological, and informational
privacy. He then evaluates some classic and contemporary theories of informational
privacy before considering the impact that some specific information technologies
(such as cookies, data mining, and RFID techologies) have had on four subcategories
of informational privacy: consumer privacy, medical privacy, employee privacy, and
location privacy. His chapter closes with a brief examination of some recent proposals
for framing a comprehensive informational-privacy policy.

Next, KathleenWallace examines the concept of anonymity in her chapter, “Online
Anonymity.” Wallace points out that anonymity and privacy are closely related, with
anonymity “being one means of ensuring privacy.” She also notes that anonymity can
bebrought about in avarietyofways and that there aremanypurposes, bothpositive and
negative, that anonymity could serve. For example, on the positive side, it can promote
free expression and exchange of ideas, and it can protect someone from undesirable
publicity. On the negative side, however, anonymity can facilitate hate speech with no
accountability, as well as fraud or other criminal activity. Wallace believes that there
are two thoughts regarding anonymity as a “byproduct” that are worth distinguishing;
it could be the “byproduct of sheer size as when one is among a throng of people who
don�t know one another” or the “byproduct of complex social organization.”

Part II concludes with Kenneth Himma�s chapter, “Ethical Issues Involving
Computer Security: Hacking, Hacktivism, and Counterhacking.” Himma considers
whether and to what extent various types of unauthorized computer intrusions by
private persons and groups (as opposed to state agents and agencies) are morally
permissible. After articulating a prima facie general case against these intrusions,
Himma considers intrusions motivated by malicious intentions and by certain benign
intentions, such as the intent to expose security vulnerabilities.The final sections of his
chapter consider controversies associated with “hacktivism” and “counterhacking”
(or hack backs). Himma�s chapter can also be read in connection with Dorothy
Denning�s chapter on the ethics of cyber conflict.

III PROFESSIONAL ISSUES AND THE INFORMATION-RELATED
PROFESSIONS

Part III comprises five chapters that examine a diverse set of professional-ethics issues
affecting the information and information-related professions—for example, concerns
that affect library professionals, software engineering/development professionals,
(online) research professionals, medical and healthcare professionals, and business
professionals. It opens with Kay Mathiesen and Don Fallis� chapter, “Information
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Ethics and the Library Profession.” Mathiesen and Fallis note that, in general, the
role of the professional librarian is to provide access to information, but they also
point out that librarians vary in their activities depending on the goal of such access,
and on whether they are corporate librarians, academic librarians, or public
librarians. The authors begin their analysis by considering the “mission” of the
librarian as an “information provider” and then focus on some of the issues that arise
in relation to “the role of the librarian as an information provider.” In particular, the
authors focus on questions pertaining to the “selection and organization of infor-
mation,” which, in turn, raises concerns having to do with “bias, neutrality,
advocacy, and children�s rights to access information.”

Mathiesen�s and Fallis�s analysis of ethical challenges facing librarians and the
library profession is followed by an examination of controversies affecting open
source software development and the computing profession in Frances Grodzinsky�s
and Marty Wolf�s chapter, “Ethical Interest in Free and Open Source Software.”
GrodzinskyandWolf beginby comparing free software (FS) andopen source software
(OSS), and by examining the history, philosophy, and development of each. Next, they
explore some important issues that affect the ethical interests of all who use and are
subject to the influences of software, regardless of whether that software is FS orOSS.
The authors also argue that the distinction between FS and OSS is one that is
philosophically and socially important. Additionally, they review some issues affect-
ing the autonomy of OSS software developers and their “unusual professional
responsibilities.”

Next, Elizabeth Buchanan and Charles Ess examine some professional-ethical
issues affecting online research in their chapter, “Internet Research Ethics: The Field
and its Critical Issues.”Buchanan andEss begin by noting that Internet research ethics
(IRE) is an emerging multi- and interdisciplinary field that systematically studies the
ethical implications that arise from the use of the Internet as “a space or locale of, and/
or tool for, research.” The authors believe that no one discipline can claim IRE as its
own. Because Internet research is undertaken from a wide range of disciplines, they
argue that IRE builds on the research ethics traditions developed for medical,
humanistic, and social science research. For Buchanan and Ess, a “central challenge
for IRE is to develop guidelines for ethical research that aim toward objective,
universally recognized norms, while simultaneously incorporating important disci-
plinary differences in research ethics.” The authors consider and review a range of the
most common ethical issues in IRE, and they offer some suggestions for possible
resolutions of specific ethical challenges.

Buchanan and Ess�s analysis of IRE-related ethical issues is followed by Kenneth
Goodman�s chapter, “Health Information Technology: Challenges in Ethics, Sci-
ence, andUncertainty.”Goodman notes that the use of information technology in the
health professions has introduced numerous ethical issues and professional chal-
lenges. The three principal issues that Goodman examines in the context of these
challenges are (1) privacy and confidentiality; (2) the use of decision support
systems; and (3) the development of personal health records.

Part III closes with Bernd Carsten Stahl�s examination of some business-related
ethical concerns in his chapter, “Ethical Issues of Information and Business.” Stahl
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begins his analysis with a brief definition of the concept of business and then
discusses some specific business-ethics issues affecting privacy/employee surveil-
lance, intellectual property, globalization, and digital divides. He considers various
approaches to these and related business-ethical issues, drawing on some of the
debates in computer and information ethics. Stahl notes that in these debates,
different “sets of ethical discourse” have been used. He also notes that in some
instances, these “ethical discourses” overlap and have “the potential to inform each
other.” Stahl�s chapter aims at establishing a link between these discourses.

IV RESPONSIBILITY ISSUES AND RISK ASSESSMENT

The five chapters that make up Part IVexamine a wide range of topics, each of which
touches on one or more aspects of responsibility and risk involving information
technology. In the opening chapter, “Responsibilities for Information on the Internet,”
AntonVedder begins by noting that issues involving responsibility for Internet service
providers (ISPs) are much broader in scope than they are sometimes portrayed in the
research literature, where the emphasis has tended to be more narrowly on concerns
affecting accountability with regard to illegal content. He then examines some
issues affecting the responsibilities involved in the possible negative impact of “the
dissemination of information” on the Internet. Here, he focuses mainly on three
parties: (1) those who put forward information on the Internet, that is, the content
providers; (2) the organizations that provide the infrastructure for the dissemination of
that information— the ISPs; and (3) the receivers or users of the information, that is,
the third parties.

Vedder�s analysis of responsibility for the dissemination of information on the
Internet is followed by Philip Brey�s chapter, “Virtual Reality and Computer
Simulation.” Brey argues that virtual reality and computer simulation have not
received much attention from ethicists, including ethicists in the computing profes-
sion, and that this relative neglect is unjustified because of the important ethical
questions that arise. He begins his chapter by describing what virtual reality and
computer simulations are and then describes some current applications of these
technologies. Brey then discusses the ethics of three distinct aspects of virtual reality:
(1) representation in virtual reality and computer simulations, (2) behavior in virtual
reality, and (3) computer games. He concludes with a discussion of issues affecting
responsibility, such as, responsibility in the development and professional use of
virtual reality systems and computer simulations.

Next, Antonio Marturano examines some issues in genetic research that overlap
with questions in information ethics. In his chapter, “Genetic Information: Epistemo-
logical and Ethical Issues,”Marturano first analyzes some basic information-related
concepts of molecular biology and then considers the ethical consequences of their
misuse. He notes that genetics has utilized many concepts from informatics and that
these concepts are used in genetics at different, but related, levels. At the most basic
level, for example, genetics has taken the very notion of information—central to the
field of informatics — to explain the mechanisms of life. Marturano notes that some
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authors have questioned the application of informational concepts in genetics. He also
believes that it is important to understand theway the information-related concepts of
molecular biology are interpreted to understand the reason why their “incorrect
application—and consequent rhetorical use by geneticists—turns into an ethical
failure.” In this sense, Marturano�s chapter is also concerned with issues affecting
responsibility and the use of informational concepts.

In the next chapter, Dorothy Denning examines some ethical aspects of “cyber
conflict.”Denningbelieves that there are three areas of cyber conflictwhere the ethical
issues are problematic.The first is “cyberwarfare at the state level,”whenconducted in
the interests of national security.Oneof thequestions raised in this context iswhether it
is ethical for a state to penetrate or disable the computer systems of an adversary state
that has threatened its territorial or political integrity. The second area involves
“nonstate actors,” whose cyber attacks are politically or socially motivated. This
domain of conflict is often referred to as “hacktivism,” the convergence of hacking
with activism. Denning notes that if the attacks are designed to be “sufficiently
destructive as to severely harm and terrorize civilians,” they become “cyberterrorism”

—the integration of cyber attackswith terrorism.The third area involves the “ethics of
cyber defense,” particularly what is called “hack back,” “strike back,” or “active
response.” If a system is under cyber attack, can the system administrators attack back
to stop it?What if the attack is coming fromcomputers thatmay themselves bevictims
of compromise? Since many attacks are routed through chains of “compromised
machines,” can a victim “hack back” along the chain to determine the source?
Denning�s chapter, which raises questions about responsibility and risk issues
affecting cyber conflict, can also be read in conjunction with Ken Himma�s analysis
of security-related issues in Chapter 8.

In the closing chapter of Part V, “A Practical Mechanism for Ethical Risk
Assessment—A SoDIS Inspection,” Don Gotterbarn, Tony Clear, and Choon-Tuck
Kwan examine some specific issues and concerns involving risk analysis. The authors
begin by noting that although the need for high quality software may be obvious,
information systems are “frequently plagued by problems that continue to occur in
spite of a considerable amount of attention to the development and applications of
certain forms of risk assessment.”They claim that the narrow formof risk analysis that
has been used, with its limited understanding of the scope of a software project and
information systems, has contributed to significant software failures.Next, the authors
introduce an expanded risk analysis process, which goes beyond the concept of
“information system risk” to include social, professional, and ethical risks that lead to
software failure. They point out that using an expanded risk analysis will enlarge the
project scope considered by software developers.

V REGULATORY ISSUES AND CHALLENGES

Part V includes five chapters that examine a diverse set of issues and challenges
affecting the regulation of information. It opens with John Weckert and Yeslam Al-
Saggaf�s chapter, “Regulation and Governance on the Internet,” which raises the
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