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Introduction 
Business and public sector leaders today face an unprecedented challenge of 
compliance and risk management. 

A long-standing trend toward increased regulation became a flood with the 
economic crisis of 2008. Combined with the clamor for improved 
enterprise risk management and the growing complexity of multi-national 
compliance, these conditions present executives with a dramatically new 
and confusing array of questions and challenges. 

Governance should offer solutions, but it is increasingly clear that 
yesterday’s governance practices aren’t up to the task. In both design and 
implementation, they are too disconnected and incomplete to fully address 
our complex compliance and risk management puzzle. Executives get only 
fragmented views of their true business performance, and inefficiencies drive 
up costs. 

We at CA can look at this challenge with a unique perspective. As Computer 
Associates, our company directly experienced the consequences of inadequate 
governance, including an investigation in 2002 that resulted in an agreement 
with the government to improve accounting and other business processes. 
Those who know this history may wonder why CA is qualified to advise on 
governance at all. My answer is, who could better understand the issues and 
the consequences of inadequate governance than CA? 

In our exhaustive efforts to successfully rebuild our company, we have 
worked with the leading thinkers in governance and ethics. Where some 
companies view governance as a “nice to have”, seeking out and 
implementing best practices in the field was essential to CA’s future. That 
imperative allowed us to devote a significant amount of energy and 
resources to the task, and attracted some of the best people in the field to 
CA. Our improvements enabled us to fulfill our obligation to the 
government, stabilized the company, and propelled us into a new era of 
growth with an unusually strong foundation of leading governance practices. 
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In this book, we have captured that expertise for the benefit of other 
organizations. Each chapter is authored by a CA executive with in-the-
trenches responsibility for vital governance processes, and in some cases the 
development of governance solutions. Those solution experts have worked 
with thousands of clients, giving them unparalleled insight into the most 
practical and productive governance practices.  

Our collaboration as a team, leveraging both CA and external experience, 
led us to formulate a new approach to governance that unifies compliance 
and risk management to increase the effectiveness, and decrease the cost, of 
both. The core of this unified approach is the centralization of policies 
across organizational silos. Polices include any requirement on the IT 
infrastructure, employee behavior, or business processes that enable an 
organization to reach its goals. Too often these policies are recorded, 
implemented and measured in organizational silos. But for really effective 
governance, we need to break down the walls between those silos and 
devise common approaches to managing policies, measuring performance 
against them, and ensuring compliance with them.  

And, this management of policies must be executed with formality, rigor and 
transparency. That allows governance to become part of the fabric of an 
organization with defined, documented, communicated and repeatable 
processes. With this approach, we can develop and maintain policies that 
address the current governance need—and have enough flexibility to 
address evolving market conditions. 

This unified governance approach also offers a broad view of risk across the 
enterprise. It standardizes risk management rather than isolating it to 
individual regulatory or operational silos. Organizations gain not only 
greater insight into risk within business units, but also can evaluate the 
interactions of risks across the enterprise and more easily identify emerging 
risks before they become critical to the entire organization.  

And finally, risk management and compliance will be under control. 

 

Jacob Lamm 
Executive Vice President, CA, Inc. 
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The Rise of 
Governance 
by Jacob Lamm 
Rumblings deep in the world economy drew little attention in 2006. Interest 
rates rose modestly and housing prices stopped their steep ascent in the 
United States, signaling an economic swing that financial institutions 
normally handle in stride.  

However, this time conditions were different. Proven techniques for dealing 
with economic swings couldn’t handle the events that were to unfold at 
lightning speed. The United States housing bubble finally burst in 2008—
creating the most serious financial crisis since the Great Depression. 

The house of cards tumbled, taking with it several cornerstone financial 
institutions. Certain corporate leaders were stunned and wondered how 
such strong organizations with sophisticated technology at their fingertips 
failed to foresee and react to such a devastating exposure to risk. And many 
were surprised at how large the impact was. Banks and other financial 
companies, as well as their investors, were dramatically hit as the effect 
rippled throughout the world. 
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The reason was, in essence, tunnel vision. Leaders of some of the world’s 
marquee corporations were blindsided because their internal corporate 
monitors were unable to piece together regulatory, operational, and risk-
management indicators that pointed to irregularities and which collectively 
jeopardized the underpinnings of their businesses.  

The subprime-mortgage crisis was the latest event to highlight shortcomings 
in corporate governance. Many past failures, including that of Enron, were 
often the result of poor corporate oversight. In some cases, out-and-out 
fraud was involved. However, fraud that goes undetected or unaddressed is, 
to some extent, a failure of corporate governance. 

 As these cases appear in the news, cries for stronger and more effective 
governance, often accompanied by more stringent governmental regulation, 
go out. In many cases, these governance “holes” are plugged or at least 
mitigated—until the next governance crisis. This creates a need for 
increased emphasis on improved governance, and the cycle continues. 

What Does Governance Really Mean? 
Like many terms in the public eye in recent months, governance is in the eye 
of the beholder, and definitions can vary from one author to another. But 
the essence of the definitions is generally the same. Governance is the 
leadership, organizational structures and processes that help ensure that an 
organization’s functions sustain and extend its strategies and objectives. Put 
more simply, it is the culture, policies, procedures and controls that help 
ensure a company will meet its business goals. 

Governance is “everybody’s job.” However, the key governance 
responsibilities are typically entrusted to the Board of Directors and the 
executive management of a corporation who are responsible for providing 
the oversight that is intended to help ensure that a company meets its goals. 

When considering the broad topic of governance, an obvious question 
might be “Governance of what?” The answer is “Governance of everything 
that relates to the operation of the company.” This includes a wide variety 
of areas, such as finance, marketing, product development, security, 
information technology (IT), human resources, compliance, risk, and others. 
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There are a few generally accepted terms for the different areas of 
governance.  Let’s review the most common ones: 

Corporate governance focuses on the effectiveness of the corporation as a 
whole, including meeting defined risk and compliance goals, so as to meet 
the overall business objectives. This is the responsibility of executive 
management, the Board of Directors, and often the legal department. 

Corporate governance is the application of formality, rigor, and 
transparency to a unified framework of corporate policy, to help ensure 
that an organization takes on only prudent risks in its quest to return 
stockholder value and succeed in the market. (See the section “A New, 
Unified Approach” later in this chapter for more on formality, rigor, and 
transparency.)  Risks that affect the achievement of strategic goals must be 
understood, properly assessed, and managed effectively.   

Operational governance focuses on the planning and execution of 
projects and resources associated with key business operations, such as IT 
and product development. The focus here is on ensuring that the 
operational processes of the company are effective and efficient, and that 
assets of all types are used effectively to help meet corporate goals. 

Governance, risk, and compliance (GRC) focuses on the activities related 
to the governance of regulatory requirements, enterprise risk areas such as 
financial and IT risk, compliance controls, and information across the 
enterprise.  GRC is not a specific function in an organization, but rather an 
integrated approach across multiple business functions related to the 
management of risk, controls, and compliance. 

Historically, this management has often been handled by disparate groups 
with minimal interaction. More recently, there’s been a trend toward a 
more unified view of these areas to help controls costs, eliminate 
redundancy, and improve the quality of the information that is used to make 
decisions related to risk and compliance. 

GRC includes several different but related areas: 

• Enterprise risk management focuses on predicting and managing events 
that might impact the achievement of business goals. 

• Financial GRC relates to the quality, timeliness, and transparency of 
financial statements and transactions of the company. 
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• IT GRC relates to managing IT risk and ensuring that the IT infrastructure 
supports corporate compliance needs. 

• Finally, information governance focuses on ensuring that the company’s 
information assets are known, categorized, and available when needed. 

Figure 1-1 illustrates the relationships of these areas to each other. 

 

 
 

Figure 1-1. Areas of governance 

A key element of all these different areas of governance is the design, 
implementation, continuous monitoring, and auditing of compliance controls 
to assess the organization’s vital signs, enabling corporate leaders to 
oversee activities and intervene, if necessary, to put the organization back 
on course. 
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The Drivers for Governance  
Governance is far from a new concept; corporations have long practiced it. 
But there has been a change in the level of attention given to governance. 
This increased emphasis has been driven by the needs of the corporation, 
the stockholders, and regulatory bodies. The following are some of the key 
business drivers for improved corporate governance. 

The Rise of Risk 
Recent economic events have shown clearly that the improper assessment 
and management of risk can have a catastrophic impact on a corporation. 
The precise causes of the recent economic crisis are open to debate, but it’s 
clear that ineffective or nonexistent risk management was a significant 
contributing factor. 

In its policy paper “Climbing Out of the Credit Crunch”,1  the Association 
of Chartered Certified Accountants, the international accountancy body, 
pointed to the failure of corporate governance at some financial institutions 
as the underlying cause of this catastrophe.  This failure led to excessive 
risk-taking and insufficient risk management.  

Where did this emphasis on risk come from? From a painful history. 

On July 30, 2002, the Sarbanes-Oxley Act (SOX), which implemented some 
of the most far-reaching reforms of public companies since Franklin D. 
Roosevelt’s New Deal, was signed into law. SOX sought to increase 
transparency, improve the accuracy of financial statements, and reduce 
potential conflicts of interest.   

Prior to SOX, outside auditors could enter into lucrative consulting 
contracts with clients they audited. Securities analysts could issue “buy” 
recommendations for corporations who paid substantial bank service fees 
to the investment banking side of the house.  The extensive use of stock 
options to compensate executives at certain corporations created pressure 

                                                 
1 Association of Chartered Certified Accountants, “Climbing Out of the Credit Crunch,” 
September 2008, http://www.accaglobal.com/allnews/national/australia/3150218 
(accessed 1 December 2009). 
 
 


