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Preface

xiii

Network security is a critical parameter in the increasingly connected (networked) 
world.

Advances in communication systems and protocols, wired and wireless, achieving 
high speeds, high availability and low cost have enabled the development of high band-
width backbones and have delivered high throughput to end users of private and public 
networks. Homes today are able to send and receive high bandwidth, real-time data, 
enabling high quality communication and a wide range of services. The progress in devel-
opment, deployment and management of large, reliable networks has resulted not only in 
the evolution of new services, but to an infrastructure that leads to the provision of a wide 
range of consumer services that are signifi cantly more cost-effective than traditional ones. 
It is no surprise that the evolution of all these networks, and especially the Internet—a 
public network—is changing the economy worldwide.

The continuous deployment of network services over this wide range of public and 
private networks has led to transactions and services that include personal, and sometimes 
quite sensitive, data. One only needs to consider simple, everyday services from pay-per-
view and cable telephony to bill payments by phone, credit card charging and Internet 
banking. Such services require signifi cant effort not only to protect the sensitive data 
involved in the transactions and services, but to ensure integrity and availability of network 
services as well.

A typical approach to provide these services and increase security and dependability 
has been to deploy services over private networks, which are easier to protect than public 
ones. However, the advent of the Internet has changed electronic business models, provid-
ing high fl exibility, ease of use, and enabling service deployment with substantially lower 
cost. Thus, the role of network security is signifi cantly more important in emerging 
network environments, where even private networks connect to the Internet, in order to 
exploit its multiple advantages.

As the view of traditional distributed systems has changed to a network-centric view 
in all types of application networks—fi nancial, citizen support, military, etc.—and as the 
requirement for employing heterogeneous networks and systems becomes increasingly 
important, the complexity of these systems has led to signifi cant security fl aws and prob-
lems. The traditional approach to network service development, using several layers and 
protocols, together with the lack of systematic methods to design and implement secure 
end systems leads to vulnerabilities and diffi culties in implementing and managing secu-
rity. Attackers continuously fi nd vulnerabilities at various levels, from the network itself 
to operating systems, and exploit them to crack systems and services.

The result of these phenomena is a signifi cant effort by the research community to 
address the design and implementation of secure computing systems and networks in order 
to enable the deployment of secure services. Due to the conventional approaches for 
service development over such complex, and most often heterogeneous networks and 
systems, the efforts of the networking community have been several and at various fronts. 
Thus, currently, there exist several approaches to provide security at various levels and 
degrees: secure protocols, secure protocol mechanisms, secure services (e.g., phone), 
fi rewalls, intrusion detection systems (IDS), etc.



xiv Preface

This book considers and addresses several aspects of network security, in an effort to 
provide a publication that summarizes the main current status and the promising and 
interesting future directions and challenges. The presented approaches are state-of-the-art, 
described by leaders in the fi eld. They include trends at several fronts, from Internet pro-
tocols to fi rewalls and from mobile systems to IDS systems.

The chapters of the book are divided into four main sections which consider the main 
research challenges of today and the important approaches providing promising results for 
the future: (a) Internet security, (b) secure services, (c) security in mobile systems and (d) 
trust, anonymity and privacy. In each part several chapters address the main research 
results and trends. Importantly, we have included 3 appendices of critical background 
knowledge for the reader who is new to this important research area; the appendices cover 
(a) a primer in cryptography, (b) legal aspects and (c) standards in network security. 
Considering the debate about the increasing importance of security in everyday life and 
the catastrophic results its illegal and unethical use may bring, we believe that the appen-
dices provide a good basis for readers who are interested in the role, restrictions, and limi-
tations of network security in the emerging globally networked world.

In our effort to put this book together, we had the support of several authors, who 
have written the chapters, providing knowledge and insight through their efforts. The 25 
chapters constitute a signifi cant effort on their behalf and we thank them for their efforts. 
The results of these efforts are a collection of high-quality chapters, which enable the 
reader to understand the main problems, results, and trends in most aspects of modern 
network security.

Also, we thank the reviewers of the book, who have provided insightful comments 
and helped improve the presentation and the quality of the book. Finally, we thank IEEE 
for its support to this effort and its high-quality work in the production of the fi nal result. 
As the overall effort has taken longer than expected, we also appreciate the patience of 
the authors until the production of the fi nal book. We certainly hope that the publication 
will prove to be a useful tool to all readers interested in network security.

Christos Douligeris
 Dimitrios N. Serpanos

Piraeus, Greece
Patras, Greece
March 2007
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Chapter 1

Computer Network Security: Basic 
Background and Current Issues
Panayiotis Kotzanikolaou and Christos Douligeris

1.1 SOME TERMINOLOGY ON NETWORK SECURITY

The purpose of this chapter is to introduce some basic network security terms and lead 
the reader through the rest of the book. It provides a baseline level of knowledge in the 
areas of information technology (IT) security and network security for those readers who 
are unfamiliar with these concepts. It also provides a set of common terms and defi nitions 
which will help those readers who already have some basic knowledge in network security 
to have a common understanding of the chapters that follow. However, advanced readers 
with a good background in networking and IT security may skip this chapter and proceed 
to the more specifi c areas covered in this book.

A broad defi nition of network security can be constructed by defi ning its two compo-
nents, security and networks. Security may be given a wide variety of defi nitions. Accord-
ing to the Oxford Dictionary, security is the freedom from danger or anxiety. Security can 
also be defi ned as follows:

• A situation with no risk, with no sense of threat

• The prevention of risk or threat

• The assurance of a sense of confi dence and certainty

In traditional information theory [1], security is described through the accomplishment 
of some basic security properties, namely confi dentiality, integrity, and availability of 
information. Confi dentiality is the property of protecting the content of information from 
all users other than those intended by the legal owner of the information. The nonintended 
users are generally called unauthorized users. Other terms such as privacy have been used 
almost synonymously with confi dentiality. However, the term privacy represents a human 
attribute with no quantifi able defi nition. Integrity is the property of protecting information 
from alteration by unauthorized users. Availability is the property of protecting information 
from nonauthorized temporary or permanent withholding of information.

Other basic security properties are authentication and nonrepudiation. Authentication 
is divided into peer-entity authentication and data origin authentication. Peer entity authen-
tication is the property of ensuring the identity of an entity (also called subject), which 
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2 Chapter 1  Computer Network Security

may be a human, a machine, or another asset such as a software program. Data origin 
authentication is the property of ensuring the source of the information. Finally, nonrepu-
diation is the property of ensuring that principals that have committed to an action cannot 
deny that commitment at a latter time. Detailed treatment of security properties can be 
found in several security standards, such as the ISO/IEC (International Organization for 
Standardization/International Engineering Consortium) 7498-2 [2] and the ITU-T (Inter-
national Telecommunication Union) X.800 security recommendation [3].

In a practical approach, IT security involves the protection of information assets [4]. 
In a traditional IT risk analysis terminology, an asset is an object or resource which is 
“worthy” enough to be protected. Assets may be physical (e.g., computers, network infra-
structure elements, buildings hosting equipment), data (e.g., electronic fi les, databases), 
or software (e.g., application software, confi guration fi les). The protection of assets can 
be achieved through several security mechanisms, that is, aimed at the prevention, detec-
tion, or recovery of assets from security threats and vulnerabilities. A security threat is 
any event that may harm an asset. When a security threat is realized, an IT system or 
network is under a security attack. The attacker or threat agent is any subject or entity 
that causes the attack. The impact of the threat measures the magnitude of the loss that 
would be caused to the asset or asset owner if the threat were realized against it. A security 
vulnerability is any characteristic in a system which makes an asset more vulnerable to 
threats. The combination of threats, vulnerabilities, and assets provides a quantifi ed and/or 
qualifi ed measure of the likelihood of threats being realized against assets as well as the 
impact caused due to the realization of a threat. This measure is known as the security 
risk. Thus, the security mechanisms provide capabilities that reduce the security risk of a 
system. Note that system and network security do not rely solely on technical security 
mechanisms. In almost every information system and network, procedural and organiza-
tional measures are generally required in addition to technical mechanisms in order to 
accomplish the desired security goals.

A computer network, or simply a network, is a collection of connected computers. 
Two or more computer systems are considered as connected if they can send and receive 
data from each other through a shared-access medium. The communicating entities in a 
computer network are generally known as principals, subjects, or entities. These principals 
can be further divided into users, hosts, and processes:

• A user is a human entity responsible for its actions in a computer network.

• A host is an addressable entity within a computer network. Each host has a unique 
address within a network.

• A process is an instance of an executable program. It is used in a client–server 
model in order to distinguish between the client and the server processes:
�  A client process is a process that makes requests of a network service.
�  A server process is a process that provides a network service, for example, a 

demon process running continuously in the background on behalf of a service.

A network is considered as a wired or fi xed network if the access medium is some kind 
of physical cable connection between the computers, such as a copper cable or a fi ber-optic 
cable. On the other hand, a network is considered as a wireless network if the access 
medium relies on some kind of signaling through the air, such as radio frequency (RF) 
communication. A network can also be divided according to its geographical coverage. 
Depending on its size, a network can be a personal area network (PAN), a local area network 
(LAN), a metropolitan area network (MAN), or a wide area network (WAN).
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Regardless of the access medium and the coverage of a network, network security can 
be considered through the achievement of two security goals: computer system security
and communication security:

• The goal of computer system security is to protect information assets against unau-
thorized or malicious use as well as to protect the information stored in computer 
systems from unauthorized disclosure, modifi cation, or destruction.

• The goal of communication security is to protect information during its transmission 
through a communication medium from unauthorized disclosure, modifi cation, or 
destruction.

1.2 ISO/OSI REFERENCE MODEL FOR NETWORKS

In order to have a deep understanding of the way that networking is performed, network 
reference models have been developed that group similar functions into abstractions 
known as layers. Each layer’s functions can communicate with the same layer’s functions 
of another network host. On the same host, the functions of a particular layer have inter-
faces to communicate with the layers below and above it. This abstraction simplifi es and 
properly defi nes the necessary actions for networking.

The ISO Open Systems Interconnection (OSI) reference model [5] defi nes seven 
network layers as well as their interfaces. Each layer depends on the services provided by 
its intermediate lower layer all the way down to the physical network interface card and 
the wiring. Then, it provides its services to its immediate upper layer, all the way up to 
the running application. It needs to be noted that not all protocol stacks include all seven 
layers. The most popular protocol suite, Transmission Control Protocol/Internet Protocol 
(TCP/IP), has fi ve layers. There are no presentation and no session layers; the functions 
of these layers are incorporated in the layers above and below.

The seven layers of the OSI reference model are briefl y described bellow, from the 
highest to the lowest one:

• Layer 7: Application Layer. This layer deals with the communication issues of an 
application. It identifi es and establishes the availability of the communicating prin-
cipals and is also responsible to interface with the user. Examples of application 
layer protocols include the Session Initiation Protocol (SIP), the HyperText Transfer 
Protocol (HTTP), the File Transfer Protocol (FTP), the Simple Mail Transfer Pro-
tocol (SMTP), and Telnet, to name just a few.

• Layer 6: Presentation Layer. This layer is responsible for presenting the data to 
the upper application layer. Essentially, it translates the data and it performs tasks 
like data compression and decompression and data encryption and decryption. Some 
of the well-known standards and protocols of this layer include ASCII, ZIP, JPEG, 
TIFF, RTP, and the MIDI format.

• Layer 5: Session Layer. This layer is responsible for initiating the contact between 
two computers and setting up the communication lines. It formats the data for 
transfer and it maintains the end-to-end connection. Two examples of session layer 
protocols are the remote procedure call (RPC) and the secure sockets layer (SSL) 
protocols.

• Layer 4: Transport Layer. This layer defi nes how to address the physical locations 
of the network, establish connections between hosts, and handle network messag-
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ing. It also maintains the end-to-end integrity of the session and provides mecha-
nisms to support session establishment for the upper layers. The TCP and the User 
Datagram Protocol (UDP) are the most widely known protocols of this layer, with 
the Stream Control Transmission Protocol (SCTP) gaining in usage.

• Layer 3: Network Layer. This layer is responsible for routing and relaying the data 
between the network hosts. Its primary function is to send fragments of data called 
packets from a source to a destination host. It also includes the management of error 
detection, message routing, and traffi c control. The IP belongs at this layer.

• Layer 2: Data Link Layer. This layer defi nes the conditions that must be followed 
by a host in order to access the network. It establishes the link between the hosts 
over a physical channel. It ensures message delivery to the proper device and trans-
lates the transmitted bits for the lowest physical layer. Ethernet and Token Ring are 
typical examples of protocols that operate at this layer.

• Layer 1: Physical Layer. This layer defi nes the physical connection between a host 
and a network. It mainly converts the bits into physical signaling suitable for trans-
mission, such as voltages or light impulse. The device drivers that handle the com-
munications hardware (network cards, wireless cards etc) operate at this layer.

The X.200 [6] recommendation of the ITU-T is aligned with the ISO/IEC 7498-1 
standard.

1.2.1 Security in ISO/OSI Reference Model

According to the ISO/IEC 7498-1 [5] standard, each protocol layer is composed of three 
functional planes: users (also called bearers), signaling and control, and management. In 
order to secure network communications the security objectives should be accomplished 
in each appropriate protocol layer and in each suitable functional plane. The ISO/IEC 
7498-2 [2] standard and the ITU-T X.800 Security Architecture for Open Systems Inter-
connection recommendation [3] extend the ISO/OSI 7498-1 reference model (also described 
in the ITU-T recommendation X.200) to cover security aspects which are general archi-
tectural elements of communications protocols. The X.800 recommendation provides a 
general description of security services and related mechanisms, which may be provided 
by the reference model. It also defi nes the positions within the reference model where the 
services and mechanisms may be provided.

Based on [2, 3], the security objectives are accomplished through security policies
and security services. A security policy is the set of criteria that defi ne the provision of 
security services, where a security service is a service which is provided by a layer 
of communicating open systems, in order to ensure adequate security of the systems or of 
data transfers. The security services are implemented by security mechanisms which are 
in general mechanisms that can be used to technically enforce and implement a security 
service.

1.2.2 Security Services and Security Mechanisms

As described in [2, 3], the basic security services in OSI communications include the 
following:
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1. Authentication. This service may be used to prove that the claimed identity of a 
communicating principal is valid (peer entity authentication) or that the claimed 
source of a data unit is valid (data origin authentication).

2. Access Control. This service can be used to protect the information assets and 
resources available via OSI from unauthorized access. This service may be applied 
to various types of access, such as read, write, or execute or combinations of the 
above. Access to resources may be controlled through various types of access 
policies, such as rule-based or identity-based security policies. The access control 
services should cooperate with the authentication services, since granting access 
rights to a principal requires prior authentication of the principal requesting a par-
ticular access.

3. Data Confi dentiality. This service protects the data from disclosure to unauthor-
ized principals. According to the X.800 recommendation, variants of this service 
include connection confi dentiality (when it involves all the layers of the commu-
nication), connectionless confi dentiality (when it provides confi dentiality in a 
connectionless service data unit), selective fi eld confi dentiality (when it protects 
selective fi elds of the data), and traffi c fl ow confi dentiality (when it protects infor-
mation that could be potentially derived from observation of traffi c fl ows).

4. Data Integrity. This service ensures that during their transmission the data are not 
altered by unauthorized principals. This service may have several forms. Connec-
tion integrity with recovery provides integrity of the data and also detects modifi ca-
tion, insertion, deletion, and replay of data. In contrast, connection integrity with
recovery does not attempt recovery. Selective fi eld connection integrity provides 
integrity for selective data fi elds within a connection. Connectionless versions of 
the above services also exist for connectionless data units.

5. Nonrepudiation. This service ensures that a principal cannot deny the transmis-
sion or the receipt of a message. This service may take one or both of two forms. 
With nonrepudiation with proof of origin the recipient of data is provided with 
proof of the origin of data, so that the sender cannot later deny that he or she sent 
the particular data. With nonrepudiation with proof of delivery the sender of data 
is provided with proof of the delivery of data, so that the receiver cannot later deny 
having received the particular data.

Table 1.1 describes the relationship of security services and layers, as described [3]. It 
should be noted that in the application layer 7 it is possible that the application process 
itself provides security services.

The implementation of the security services is provided through security mechanisms. 
These can also be divided into several categories:

1. Encipherment Mechanisms. These mechanisms provide data confi dentiality ser-
vices by transforming the data to forms not readable by unauthorized principals. 
The encipherment mechanisms can also complement a number of other security 
mechanisms. The encipherment algorithms are generally divided into symmetric
(or secret key), where the same secret key is used for both encipherment and 
decipherment, and asymmetric (or public key), where two mathematically bounded 
keys are used, the public key for encipherment and the private, or secret, key for 
decipherment. Knowledge of the public key does not imply knowledge of the secret 
key. Issues related with the management of the keys are raised both in symmetric 
and asymmetric encipherment mechanisms. Examples of symmetric encipherment 
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algorithms are AES, Twofi sh, and RC5, where examples of asymmetric encipher-
ment algorithms are RSA and ElGamal. These are described in more detail in 
Appendix A. Network security protocols such as SSL/transport-level security 
(TLS) and IP Security (IPSec) discussed in Chapter 5 as well as security mecha-
nisms such as virtual private networks (VPNs) discussed in Chapter 4 also use 
encipherment mechanisms to protect the confi dentiality of the communication.

2. Digital Signatures. Digital signatures are the electronic equivalent of ordinary 
signatures in electronic data. Such mechanisms are constructed by properly apply-
ing asymmetric encipherment. The decipherment of a data unit with the private 
key of an entity corresponds to the signature procedure of the data unit. The result 
is the digital signature of the particular data unit produced by the holder of the 
private key. The encipherment of the generated digital signature with the corre-
sponding public key of the particular entity corresponds to the verifi cation proce-
dure. Digital signatures can be used to provide peer entity authentication and data 
origin authentication, data integrity, and nonrepudiation services. RSA, ElGamal, 
and DSA are examples of signature algorithms (see Appendix A for more 
details).

3. Access Control Mechanisms. The access control mechanisms are used to provide 
access control services. These mechanisms may use the authenticated identity of 
an entity or other information related with an entity (e.g., membership, permis-
sions, or capabilities of the entity) in order to determine and enforce the access 
rights of the entity. The access control mechanisms may also report unauthorized 
access attempts as part of a security audit trail. Examples of access control mecha-
nisms are fi rewalls (see Chapter 3) and operating system user access privileges.

4. Data Integrity Mechanisms. These mechanisms provide data integrity services by 
appending some kind of checksums to the data which may prove alteration of the 
data. Data integrity may involve a single data unit or fi eld or a stream of data units 
or fi elds. In general, provision of the second without the fi rst is not practical. The 
message authentication codes (MACs) and the digital signatures described in 
Appendix A can be used as data integrity mechanisms.

Table 1.1 Relationship of Security Services and Layers 1–7

Service 1 2 3 4 5 6 7

Peer entity authentication   X X   X
Data origin authentication   X X   X
Access control service   X X   X
Connection confi dentiality X X X X  X X
Connectionless confi dentiality  X X X  X X
Selective fi eld confi dentiality      X X
Traffi c fl ow confi dentiality X  X    X
Connection integrity with recovery    X   X
Connection integrity without recovery   X X   X
Selective fi eld connection integrity       X
Connectionless integrity   X X   X
Selective fi eld connectionless integrity       X
Nonrepudiation of origin       X
Nonrepudiation of delivery       X
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