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1

Introduction

Modern wireless sensor networks are made up of a large number of inexpensive devices that
are networked via low power wireless communications. It is the networking capability that
fundamentally differentiates a sensor network from a mere collection of sensors, by enabling
cooperation, coordination, and collaboration among sensor assets. Harvesting advances in
the past decade in microelectronics, sensing, analog and digital signal processing, wireless
communications, and networking, wireless sensor network technology is expected to have
a significant impact on our lives in the twenty-first century. Proposed applications of sensor
networks include environmental monitoring, natural disaster prediction and relief, homeland
security, healthcare, manufacturing, transportation, and home appliances and entertainment.
Sensor networks are expected to be a crucial part in future military missions, for example,
as embodied in the concepts of network centric warfare and network-enabled capability.

Wireless sensor networks differ fundamentally from general data networks such as the
internet, and as such they require the adoption of a different design paradigm. Often sensor
networks are application specific; they are designed and deployed for special purposes.
Thus the network design must take into account the specific intended applications. More
fundamentally, in the context of wireless sensor networks, the broadcast nature of the
medium must be taken into account. For battery-operated sensors, energy conservation is
one of the most important design parameters, since replacing batteries may be difficult or
impossible in many applications. Thus sensor network designs must be optimized to extend
the network lifetime. The energy and bandwidth constraints and the potential large-scale
deployment pose challenges to efficient resource allocation and sensor management. A gen-
eral class of approaches – cross-layer designs – has emerged to address these challenges.
In addition, a rethinking of the protocol stack itself is necessary so as to overcome some
of the complexities and unwanted consequences associated with cross-layer designs.

This edited book focuses on theoretical aspects of wireless sensor networks, aiming
to provide signal processing and communication perspectives on the design of large-scale
sensor networks. Emphasis is on the fundamental properties of large-scale sensor networks,
distributed signal processing and communication algorithms, and novel cross-layer design
paradigms for sensor networking.

Wireless Sensor Networks: Signal Processing and Communications Perspectives A. Swami, Q. Zhao, Y.-W. Hong and L. Tong
Ò 2007 John Wiley & Sons, Ltd



2 INTRODUCTION

The design of a sensor network requires the fusion of ideas from several disciplines.
Of particular importance are the theories and techniques of distributed signal processing,
recent advances in collaborative communications, and methodologies of cross-layer design.

This book elucidates key issues and challenges, and the state-of-the-art theories and
techniques for the design of large-scale wireless sensor networks. For the signal processing
and communications research community, the book provides ideas and illustrations of the
application of classical theories and methods in an emerging field of applications. For
researchers and practitioners in wireless sensor networks, this book complements existing
texts with the infusion of analytical tools that will play important roles in the design of
future application-specific wireless sensor networks. For students at senior and the graduate
levels, this book identifies research directions and provides tutorials and bibliographies to
facilitate further investigations.

The book is divided into three parts: I Fundamental Properties and Limits; II Signal
Processing for Sensor Networks; and III Communications, Networking and Cross-Layer
Designs.

Part I Fundamental Properties and Limits

Despite the remarkable theoretical advances in link-level communications, scientific under-
standing of and design methodologies for large-scale complex networks, such as wireless
sensor networks, are still primitive. The variety of potential applications and sensor devices,
the dynamics and unreliability of the wireless communication medium, and the stringent
resource constraints all present major obstacles to a fundamental understanding of the
structure, behavior, and dynamics of large-scale possibly heterogeneous sensor networks.

Part I presents representative samples of recent developments in the discovery of fun-
damental properties and performance limits of large-scale sensor networks. The aim is to
show that despite the vast differences in applications and communication environments,
there exist universal laws and performance bounds, especially in the asymptotic regime,
that may lead to systematic approaches to the design of such large-scale complex networks.

Chapter 2 by Gastpar focuses on communication aspects: the rate and fidelity of trans-
porting sensor measurements to a fusion center for data processing. Based on a digital
communication architecture that separates source coding from channel coding, limits on
the achievable rate-distortion regions under power constraints are presented. Compelling
examples are given to illustrate the possible performance loss incurred by such a separated
design.

Chapter 3 by Giridhar and Kumar addresses in-network information processing. Instead
of transmitting measurements to a fusion center for processing, sensor nodes are responsible
for computing a certain function of all measurements, for example, the mean or the maxi-
mum, through inter-node communications. The quantities of interest are the maximum rate
at which such in-network computation can be performed and how it scales with network
size. Interestingly, the scaling behavior depends not only on the communication topology
of the network, but also on the properties of the function being calculated.

Chapter 4 by Negi, Rachlin, and Khosla is concerned with the fundamental relationship
between the number of sensor measurements and the ability of the network to identify
the state of the environment being monitored. The focus of the chapter is on detec-
tion problems where the number of possible hypotheses is large. For this problem of
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large-scale detection, a lower limit on the sensing capacity of sensor networks is derived
that characterizes the minimum rate at which the number of sensor measurements should
scale with the number of hypotheses in order to achieve the desired detection accuracy. An
intriguing analogy between the sensing capacity of sensor networks and channel coding
theory for communication channels points to the possibility of porting the large body of
results available on communication channels to the design of large-scale sensor networks.

The last chapter of Part I by Chen and Zhao focuses on the lifetime of sensor networks
to address the energy constraint. Given that the sensor network lifetime depends on network
architectures, specific applications, and various parameters across the entire protocol stack,
an accurate characterization of network lifetime as a function of key design parameters
is notably difficult to obtain. It is shown in this chapter that there is, in fact, a simple
law that governs the network lifetime for all applications (event-driven, clock-driven, or
query-driven), under any network configuration (centralized, ad hoc, or hierarchical). This
law of network lifetime reveals the key role of two physical layer parameters – residual
energy and channel state – and a general principle for the design of upper layer network
protocols.

This set of four chapters points to promising directions toward a scientific understand-
ing of core principles and fundamental properties of large complex sensor networks. Many
problems, however, remain. When is the separated design of source coding and channel
coding sufficient to achieve the best scaling behavior? How can delay and energy con-
straints be adequately modeled within the information theoretic framework? What are the
fundamental tradeoffs between communication and computation under energy and com-
plexity constraints? These are only a few of the many challenges we face in advancing the
basic science of large-scale wireless sensor networks.

Part II Signal Processing for Sensor Networks

Part II of this book focuses on signal processing problems in sensor networks. Fundamental
to sensor signal processing are distributed information processing at the individual sensor
nodes and the fusion of sensor measurements for global signal processing.

Distributed detection is a classical subject that attracted considerable interest in the late
1980s and early 1990s when the power of DSP and wired communications enabled the
networking of distributed radar systems for target detection and tracking. Radars generate
enormous amount of data, and transmitting all the measurements to a central processing
location is neither feasible nor necessary. The natural research focus then was how to
quantize measurements at the local sensor nodes and how to derive optimal inference
algorithm at the fusion center.

While many technical issues in classical distributed detection remain in modern wireless
sensor networks, several new challenges have arisen. The fading and broadcast aspects of
the wireless transmission medium, the presence of interference, and constraints on energy
and power demand a new design paradigm. Chapter 6 by Veeravalli and Chamberland is
an introduction to distributed detection for modern wireless sensor networks. This chapter
provides an informative survey of classical results and sheds new light on the interplay
among quantization, sensor fusion under resource constraints, and optimal detection perfor-
mance. The approach based on asymptotic statistical techniques is especially appropriate
for large sensor networks.
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Distributed estimation deals with statistical inference problems when the underlying
phenomenon cannot be modeled by a few disjoint hypotheses; there are in general innum-
berable possible distributions from which sensor measurements are generated. It is thus not
possible to design a sensor quantization scheme that is uniformly optimal. Chapter 7 on
distributed estimation by Ribeiro, Schizas, Xiao, Giannakis and Luo provides a broad cov-
erage of estimation problems in wireless sensor networks when sensor measurements must
be quantized or compressed. Both point estimation and Bayesian setups are considered,
and performance bounds provided.

Chapter 8 on distributed learning by Predd, Kulkarni, and Poor introduces learning
theory and techniques for sensor networks. The focus here is on nonparametric statisti-
cal inference under bandwidth and energy constraints. The authors develop a framework
for distributed learning and draw connections with classical concepts. Different network
architectures and learning techniques are presented.

Chapter 9 by Çetin, Chen, Fisher, Ihler, Moses, Wainwright, Williams and Willsky
introduces graphical models and fusion for sensor networks. Statistical correlations in sensor
measurements have a natural graphical model representation in which the graph vertices
represent the random variables and corresponding edges their statistical dependency. The
study of graphical models has led to fundamental insights in coding and decoding techniques
in communications. For statistical inference using wireless sensor networks, one can take
the view that inference should be derived from a posteriori distributions (belief), and the
calculation of such distributions in a distributed fashion is at the core of sensor information
processing. This chapter provides an introduction to various message passing techniques
and their applications in sensor self-localization, tracking, and data association problems.
Energy and bandwidth constraints are once again key design parameters.

The set of four chapters in Part II have explored important aspects of signal processing
in sensor networks, including detection, estimation, learning and fusion. However, many
challenges remain. What is the role of quantization when nodes must code their bits to
cope with fading and noisy channels, or when they must otherwise packetize the data?
What is the right architecture for decentralized inference in a sensor network, keeping in
mind that the sensing graph is not identical to the communications graph? How should
multi-hop delays and temporal (de)correlation be modeled and handled? What is the role
of collaboration and consensus in a sensor network? Given that energy and bandwidth
constraints are severe, overhead in bits (e.g., in the headers, or number of messages) or
Joules (e.g., energy consumed in processing, reception, and transmission) should not be
ignored. Finally, while asymptotic analyses provide critical insights and design guidelines,
issues related to finite networks need to be explored.

Part III Communications, Networking and Cross-Layered
Designs

Conventional networking and communication protocols provide generic designs that are
suitable for a large number of applications and utilize performance measures such as
throughput, fairness, delay and bit-error-rate (BER) etc. as design criteria. These methods
are suitable for applications such as telecommunications or computer data networks, where
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users act as equal individuals and transmit messages that have little relation with others.
The main concern in these cases is the quality-of-service (QoS) that each user receives.

In contrast to conventional communication and data networks, sensor networks con-
sist of users that are deployed to achieve a common goal, to sense a common event or
to measure highly correlated data due to the spatial correlation of most physical phe-
nomenon. The sensors are cooperative in nature and should work together to fulfill their
application needs. In fact, two properties of sensor networks can be exploited to improve
communication efficiency: the cooperative nature of the sensors and application-dependent
performance measures. In Part III of this book, we gather four chapters that consider these
properties in the design of physical-layer transmissions, medium access control policies,
routing protocols, sensor actuation and transmission scheduling.

Cooperation can be applied to many areas of communications and networking. At the
physical layer, cooperation has been realized by allowing users to relay messages and by
adopting signal-combining techniques at the destination to enhance reception. Diversity
and multiplexing gains can thereby be achieved by exploiting the independent fading paths
attained through cooperative relaying. Local resources such as battery-energy and chan-
nel bandwidth can be shared among sensors and optimally allocated from a system-wide
perspective. This differs from that in conventional networks where fairness is a critical
issue and may reduce the effectiveness of cooperation. In Chapter 10 by Sirkeci-Mergen
and Scaglione, a tutorial review of cooperative communication schemes is given along with
novel randomized approaches that are used to reduce the system complexity and to enhance
the bandwidth efficiency of cooperative methods.

The efficiency of resource utilization can be further improved if the network is designed
to optimize application-dependent performance measures. Specifically, data aggregation has
been proposed to reduce traffic in multi-hop sensor networks. In contrast to data networks,
here data that are unreliable or have low information context can be dropped. The efficiency
of data aggregation techniques is highly dependent on the specific routing algorithm. For
example, in data gathering applications, sensors may compress the incoming data along with
their local data before relaying to the next sensor in the multi-hop route. In this case, the
compression efficiency is highly dependent on the correlation between the measurements
of the sensors in neighboring hops. A discussion of cross-layer routing protocols is given
in Chapter 11 by Misra, Tong and Ephremides. Emphasis is placed on distributed detection
applications where the performance depends on the data gathered through the multi-hop
transmission routes.

An efficient sensor network MAC protocol also plays an important role in improving
the efficiency of resource utilization. Conventional MAC protocols are designed for users
that have independent data to transmit and that are competing for the use of the channel.
The goal is to avoid interference and collision between different users. In contrast, in a well-
designed cooperative sensor network, users that access the same channel simultaneously
may improve the detection performance, as opposed to causing interference or collision.
A survey of sensor network MAC protocols and design concepts for cooperative MAC
protocols is given in Chapter 12 by Hong and Varshney. More interestingly, the cooperative
advantages are further exploited by taking into consideration the properties of the underlying
application or the statistics of the sensors’ measurements. It is shown that MAC efficiency
can be improved by allocating the same transmission channel to users that have highly
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correlated messages to transmit. Examples are given for two specific sensor applications:
a data gathering application and a distributed detection application.

Duty-cycling is a technique used to reduce energy consumption and extend network
lifetime. Nodes may enter a sleep state when their presence is not necessary to maintain
the functionality of the system, e.g., when no event occurs in the sensor’s vicinity or when
no message is routed through the sensor. In this case, the activation of sensors should
be optimized according to the statistics of the underlying measurements or the goal of
the application. Due to the large-scale deployment of sensors, no centralized control can
be applied to schedule the activation period of the sensors and, therefore, decentralized
methods are required. In Chapter 13 by Krishnamurthy, Maskery and Ngo, decentralized
sensor activation and transmission scheduling methods are discussed from a game-theoretic
point of view. The sensors are able to learn the reliability of their measurements and decide
locally when they should schedule their activation and transmissions.

In Part III, the importance of cross-layer communication and networking protocols
is emphasized. These theoretical studies can provide insights for sensor network design.
Nevertheless, caution should be taken when designing cross-layer strategies since it may
obviate the advantages of modularization and result in high system complexity. Moreover,
when only partial functionalities of two modules are jointly optimized, it is not clear
whether the remaining functionalities will be as effective as before. These issues should
also be taken into consideration in the future design of sensor systems.



Part I

Fundamental Properties
and Limits





390 INDEX

Cooperative transmission, 253–60, 266,
270, 274

amplify-and-forward (AF), 256–7
cooperative communication, 254,

323–7
cooperative networks, 257
cooperative radios, 254, 257
cooperative relay, 254, 255, 256
cooperative protocol, 254, 257, 265
cooperative schemes, 255, 256,

257, 259
decode-and-forward (DF), 256–7
transmit cooperation, 254–7

Correlation-based Collaborative MAC
(CC-MAC), 322–3

Coupled distributed
estimation-compression, 171

Coupled sensor observations, 171
Cramer Rao lower bound (CRLB), 150,

155, 160, 165
CSI, 96, 104–6, 108–9, 112, 369
CSMA, see Carrier Sense Multiple

Access
CTS, see Clear-To-Send
cut-set bounds, 25–26, 28–30, 36–37

D-MAC, 317
Data Aggregation, 318
data association, 224
Data-Centric MAC, 318
Data Gathering, 328–40
data processing inequality, 33
DCF, see Distributed Coordination

Function
decentralized detection, 240
decision state, 236
Decision Tree, see Tree, Decision
dependence-balance bound, 27–28
Detection, 119–20

asymptotic regime, 124
change point, 143
correlated observations, 134
decentralized, 119, 121, 124 see

Detection, Distributed
sequential, 143

Detection, Distributed, 119, 121, 124,
240, 340–3

Differential inclusion, 351–2
Digital-amplitude data, 172
Dijkstra’s algorithm, 283
Dimensionality reduction, 150, 167,

170, 181, 182
Distance vector routing, 292
Distortion-rate (D-R) function, 172–5,

178–9, 182
Distortion-rate analysis, 172, 174
Distributed Coordination Function

(DCF), 314
Distributed Detection, see Detection,

Distributed
Distributed Estimation, see Estimation,

Distributed, 149
Distributed Source Coding, 14–23,

319–21
Distributed source compression, 64
Diversity, 256, 260–5, 267, 271

deep fade, 260, 261, 271
delay diversity, 259, 260
fractional diversity, 262, 275

DPLM, 104–13
dual optimization, 236
Dynamic programming, 352, 367, 370,

381
Lagrangian dynamic programming,

373, 382
Dynamic protocol for lifetime

maximization, see DPLM
dynamic range, 231

Eigenvalue decomposition, 169, 174,
176, 179

Encoder, 174–6, 178–80
Energy-efficiency index, 104–5, 107–8
entropy, 235
Equality testing function, 48
Equivalent noise increase, 163, 166
Equivalent noise powers, 163
Error exponent, 124
Estimate-first compress afterwards (EC),

170, 182
Estimation, Distributed, 340–3
Estimator

Unbiased estimator, 151, 159
Universal estimator, 158



INDEX 391

Fading channel, 167, 172, 182
correlated, 365, 368–9
FSMC, 368–9

Fictitious play, 360
Fisher Information Matrix (FIM), 163,

166
Flooding, 280, 290
Fooling set technique, 48
Fusion center, 119, 121, 126, 151

Game theory, 350, 351, 358–9
equilibrium, correlated, 350, 351,

359
equilibrium, Nash, 359
learning, adaptive, 360.
noncooperative, 358

Gaussian CEO problem, 174, 180
Gauss-Seidel iteration, 241
Graph theory, 305

undirected graphs, 305
directed graphs, 306

graphical model, 217
Group Testing, 328–9, 339
GTS, see Guaranteed Time Slots
Guaranteed Time Slots (GTS), 315

Hammersley-Clifford Theorem, 217

IEEE 802.11, 314–15, 325–6
IEEE 802.15.4, 314–15
Incidence observations, 164
Inference problems, 119
information pull, 233
information push, 233
In-network processing, 44
Interior point method, 181

Karush-Kuhn-Tucker (KKT) conditions,
169

KD-tree, 221, 229
KL-divergence, 229
Koerner-Marton problem, 22, 32, 35
Kullback-Leibler divergence, 235

Lagrange multiplier, 170
Lagrangian, 169
Langrangian relaxation, 236

Large deviations, 124
large-scale detection 70

robotic mapping 70
chemical sensors 70

Learning, correlated equilibrium 350,
360

Liapunov stability, 363–5
Likelihood ratio, 120, 123
Limiting performance, 94, 97, 101, 103,

106–7
Link failures, 286

routing loops, 286
count-to-infinity, 287

Link state routing, 292
link-use-rate, 240
Log-likelihood, 161, 164, 166
loopy belief propagation, 220

MAC, see Medium Access Control or
multi-access channel

MACA Wireless (MACAW), 314
MACA, see Multiple Access with

Collision Avoidance
Markov chain, 178, 363, 368
Markov decision process, 98
Markov decision process, MDP, 350,

352, 366, 367–74
constrained, 373, 382
expected total cost, 370
value function, 370
optimal cost to go, see value

function
state action cost, 370

Markov property, 217
Markov random fields, 88, 216
Markovianity, 217
maximal correlation, 37
Maximum a posteriori (MAP), 165
Maximum Likelihood Detector, 327
Maximum Likelihood Estimation

(MLE), 150, 151, 160, 165
Quantized observations, 150
Known noise pdf, 151, 159
Unknown variance noise, 152,

159
Invariance property, 151, 153,

159



392 INDEX

max-marginals, 219
max-product algorithm, 219
Mean Squared Error (MSE), 150, 157,

160, 165, 166
Medium Access Control (MAC),

311–48
ALOHA, 315, 320
Carrier Sense Multiple Access

(CSMA), 313–14, 322
Correlation-based Collaborative

MAC, 322–3
Data-Centric MAC, 318
D-MAC, 317
Energy Efficient MAC Protocols,

315
MACA Wireless, 314
Multiple Access with Collision

Avoidance (MACA), 313–14
S-MAC, 317
T-MAC, 317
Time Division Multiple Access

(TDMA), 314–15.
WiseMAC, 316

Memoryless source, 173
Message passing, 140
message schedule, 227
Minimum weight spanning trees, 280

Prim-Dijkstra algorithm, 281
multi-access channel, 24–31
Multicarrier modulation, 167
Multi-hop, 254, 265, 274
Multiple Access with Collision

Avoidance (MACA), 313–14
Multi-sensor optimization, 168, 171
Mutual information, 175, 235

NBP, 221
Network age, 105, 108, 112
Network behavior, 254, 265–75

broadcast, 254, 265, 266, 272
continuum model, 254,267, 268,

272
narrowband network, 267–9
wideband network, 267–9

Network coding, 45
Network lifetime, 93–101, 106–113

law of, 94–6, 99, 104

network source/channel separation
theorems, 36

counter-examples, 33–35
Networks

flat ad hoc, 94
hierarchical, 94
clock-driven, 94
event-driven, 94
demand-driven, 94

node-error-rate, 240
non-parametric belief propagation, 220,

221
Non-parametric estimation, 156
Numerical integration, 157, 158

trapezoidal rule, 157, 158
Simpson’s rule, 157
Newton-Cotes formulas, 157

ODE method, 351, 364
OLFC, 236
open loop feedback control, 236
Opportunistic carrier sensing, 104,

107–8
Orthogonal channels, 168, 174
Orthogonality principle, 178

Packet switching, 279
virtual circuit based, 279
datagram based, 279

Parity function, 61
partially observed Markov decision

process, 235
partition function, 217
PCF, see Point Coordinated Function
person-by-person optimality, 241
Phase transition, 254, 269, 272
Point Coordinated Function (PCF), 315
Policy, 100, 102–3, 106

stationary, 100–1
optimal, 97, 101, 106

potential functions, 217
Proactive routing, 292
Protocol

pure opportunistic, 104–11
pure conservative, 104, 108–11
max-min, 108–11
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Random planar network, 57
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random antenna selection, 259,
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randomization matrix, 258–63,
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rank criterion, 260
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uniform phase randomization, 259,
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Rate distortion curve, 64
rate-distortion function, 16

CEO, 21
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Koerner-Marton problem, 22–23
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Wyner-Ziv problem, 16

Reactive routing, 293
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convergence, 351, 360, 363–5,

375–7
Regular Networks, 50
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Reverse water-filling, 174–6, 179
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classifications of, 279
Chernoff based, 298
distance vector, 292

link state, 292
proactive, 292
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shortest path, 279, 291

RTS, see Request-To-Send
rumor propagation, 228
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centralized, 94
distributed, 94, 104
sensor, 97, 100–1
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achievability theorem, 79
extensions, 84
localized sensing, 86
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sensor localization, 222
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censoring sensor, 141

Shortest path routing, 279, 291
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adaptive, 289
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Spatial correlations, 63
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