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Foreword

This team of authors do an excellent job of explaining Microsoft Azure and its many components and
features. IT managers, IT architects, project managers, business analysts, and systems administrators can all
benefit from the content included in this book. You will enjoy the book’s logical flow and layout: it starts at

a high level, helping you to understand the landscape, concepts, nomenclature, and moving parts of Azure,
and then drills down into the ever-changing core services and features.

This book is like your own personal tour guide to Azure. Build and experiment with your own free Azure
subscription as you follow along step by step, experimenting with the services as they are described to you
in detail. This book consolidates information that would take you months to pull together and digest from
disparate blogs and web sites and will accelerate your learning and help you to avoid pitfalls and blockers
that might otherwise slow you down.

As a 10-year Microsoft Valued Professional (MVP) and CEO of a highly decorated Microsoft partner
specializing in Azure, I can tell you that this book is a must-read for people involved in the transformation of
their IT infrastructures. Knowledge is critical to making educated decisions, and the content in this book will
provide you with an Ivy League education in Azure.

One of the other key differentiators in this book is its inclusion of government challenges, compliance
requirements, and Azure-specific solutions. Those involved in governmental decision making or influence
positions will find the information in this book particularly beneficial.

Open your mind as you pick up this book: it will help you understand multiple Azure features,
scenarios, and services. It covers everything from Azure web applications to networking, VMs running in
TaaS, Azure identity management, high availability, disaster recovery, migration options, and monitoring
and reporting. This book is jam-packed with everything you need to know about Azure. Have fun on your
journey!

—Rory McCaw, CEO, Infront Consulting Group, September 2015
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Introduction

Think about the first time you heard the term cloud computing a few years ago (or longer). There are
accounts and reports as far back as 2006 of the term being used to describe some of the larger virtualization
initiatives for companies like Google, Amazon, and Microsoft. If you search for more tangible evidence,
you can find a report dated 1996 from the offices of Compaq Computer, where a group of technology
executives who were intrigued by the future of Internet business published a report titled “Cloud
Computing.” Fast-forward 20 years into the future to learn about cloud computing services.

The discussions in this book should help you understand the need to improve your organization'’s
maturity to support a formal cloud strategy that includes broad deployment options to support applications,
infrastructure, and networking extensions. In addition to using cloud computing as another business-
support initiative, corporations need to create new policies in support of cloud computing’s greater security
compliance to more easily enable line-of-business applications.

Thought leaders in many companies read the industry researcher reports from Gartner, Forrester, IDC,
and others that show the growth from traditional datacenters to include cloud computing. They present
different statistics and timelines, but they all agree that the IT industry and businesses are migrating to
the cloud. Workloads drive business; and enterprise customers that review IT spending are realizing the
technology efficiencies and automation of cloud-enablement.

Decision makers including CIOs, CTOs, and IT managers are using cloud-based IT to become agile and
efficient in responding to business requests made by the CEOs and CFOs. Azure is a global cloud service; it is
engineered to build on current IT skill sets using ITIL best practices in support of SMBs and enterprises with
traditional constraints that prevent IT from achieving better alignment to the business. Cloud computing
enables any size IT department to quickly respond with solutions for business to reach consumers with
products and services in a global market.

What This Book Covers

This book provides deep insight into cloud services offered today by Microsoft Azure. It should help IT
administrators, IT architects, business decision makers (BDMs), and small and large business leadership
teams to quickly evaluate the cloud services available in Azure to improve their IT agility. In these chapters,
you discover how this public cloud provider uses commodity computing to allow your business to extend
into these readily available services.

This book is different than many books on cloud computing in that it follows two main themes: typical
business problems that many companies face and that have cloud solutions, and step-by-step examples that
help IT and technical team members to evaluate Azure services quickly. A few other publications provide
insight into specific Azure topics, but this book provides a well-rounded understanding of a broad array of
Azure cloud services to support you as you connect the dots to achieve IT agility.
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INTRODUCTION

Each section presents several key topics. These topics help you fully understand the Microsoft Azure
services discussed and how to implement the features. This book is designed to assist you by using the
following methods:

e  Using a conversational style that helps to raise questions about features and answer
those questions, including focused, step-by-step exercises to help you achieve
deeper understanding

e Providing information with detailed explanations to help fill knowledge gaps as you
continue to expand your learning about cloud computing

e  Creating a foundation around cloud services that helps you move traditional IT to a
cloud computing approach that provide solutions to “what if” scenarios

How to Use This Book

Although the book and the exercises in each chapter can be used independently, you are not required to
read from beginning to end. The four parts group topics in a way that can make learning easier, but the
exercises in the individual chapters stand as independent guides for you to follow.

The chapters of the book are organized into four sections. Part 1 is useful for anyone new to the Azure
Cloud Services platform and is necessary reading if you want an overview of Azure’s capabilities. The
chapters are as follows:

1. “Microsoft Azure and Cloud Computing”: Business discussions specific to
growth today and tomorrow

2.  “Overview of Microsoft Azure Services”: A high-level look at Azure services and
their value to both businesses and IT

3.  “Azure Real-World Scenarios”: How large and small businesses use Azure to solve
problems for their companies and IT

4. “Planning Your Azure Deployment”: Considerations for extending the traditional
datacenter model to a cloud platform

Part 2 is a fast-moving section that provides a fast ramp-up for IT pros:

5. “Getting Started with Azure Web Apps”: Easily building web sites while using
features like auto-scaling (up and down)

6. “Getting Started with Azure Virtual Machines”: Templates to use, including
Linux, Windows, Oracle, SQL, MySQL, and your own customized versions

7. “Understanding Azure Storage and Databases”: BLOB storage, how to create
storage services, and how to secure access to these services

Part 3 bridges the gap between traditional datacenters and cloud services. You learn about the
networking extensions needed to securely communicate with cloud properties:

8. “Extending Your Network with Azure”: Virtual private networks that extend
networks securely into Azure

9. “Identity Management with Azure Active Directory”: How Azure Active Directory
creates accounts, providing access for cloud services
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10. “Extending Azure Active Directory”: Controlling authentication from
on-premises while allowing single sign-on for more than 2,500 cloud apps such
as Salesforce, Google Apps, WebEx, and Twitter, and customizing your own
applications

11.  “Clusters, Regional VNets, High Availability, and Disaster Recovery”: Features
you can use to create solutions that are highly available while using Azure Site
Recovery to back up VMware

12. “Migrating Your Virtual Machines to Azure”: Using PowerShell to copy your VMs
to Azure, convert VMDK to VHD, and create templates from your customized
images

13. “Monitoring and Reporting”: Azure services that provide real-time monitors for
applications, services, and VMs with enterprise reporting features

Part 4 covers Azure services that may seem futuristic but give today’s businesses analytic insight via the
first cloud-based machine learning service. You develop the agility to use cloud-enabled Hadoop, to securely
manage mobile devices while supporting partner collaboration through documents without the loss of
intellectual property, and more:

14. “Microsoft Azure Machine Learning”: Predictive cloud-based analytics using the
R development language, Python, and drag-and-drop capabilities

15. “Data Management and BI with HDInsight”: Hadoop services in Azure to scale in
the support of volume, velocity, and verity of data

16. “Working with Intune and RMS”: Azure services that support managing Apple,
Android, and Microsoft mobile devices and tablets and use digital certificates to
protect documents

Hardware and Software Requirements

The requirements to connect and use all Microsoft Azure cloud services from the Azure Portal are very broad,
to better support the diversity of companies, IT administrators, network administrators, and developers. The
Azure Portal can be accessed and managed through many supported browsers, including these:

e  Safari (version 7 or the latest for best security)

e  Chrome (latest version for best security)

e  Firefox (latest version for best security)

e Edge (Windows 10 with the latest security updates)

e Internet Explorer (Version 11 or higher with the latest security updates)

The Azure Portal runs well on modern hardware for most PCs, Macs, and tablet devices. Although
mobile phones and their browsers may connect, they currently are not supported by Microsoft Premier
Services. The minimum PC hardware recommendations are as follows:

e  Processor, IGHz or faster
e  2GB RAM (4GB or more recommended for PC)
e  64GB hard disk (or higher for PC)

e  Network connection (wired or wireless)
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To complete some of the more advanced exercises, you are required to use a Microsoft Windows
operating system (OS) that supports PowerShell 5.0 (or higher). PowerShell 5.0 is included in Windows 10
and can be installed as a free upgrade from Windows 8.1. An additional free Azure PowerShell module is
required to complete all the advanced exercises.

Note You can download and install Azure PowerShell using the Microsoft Web Platform Installer at
http://go.microsoft.com/fwlink/p/?1inkid=320376&c1lcid=0x409.

This book does not provide in-depth exercises that require Visual Studio Online, Visual Studio 2013,
or Visual Studio 2015 for development. We encourage you to sign up for a free trial subscription or use your
MSDN subscription for development and search Apress.com for Microsoft Azure development titles. The
Azure APIs support a large number of development languages, including Java, Ruby, .NET, PHP, Node.js, and
Python, just to name a few.

Who This Book Is For

The book’s intended audience includes IT professionals such as IT administrators, IT architects, IT support
staff, and business systems integration team members as well as TCP/IP networking professionals. The
chapters are written to help novice IT admins ramp up, with feature discussions and expert guidance
using specific exercises. The content supports an audience that includes business administrators or
developers interested in enabling IT agility by extending your on-premises datacenter into cloud services.
Our intended readers are interested in gaining deeper insight to add greater levels of service availability
and investigate disaster recovery (DR) solutions for VMware and Hyper-V virtual environments, including
enterprise DR for physical servers that need to support business continuity.

This book is also intended for business personnel responsible for IT budget planning and IT executives
investigating ways to lower operating costs such as life-cycle hardware replacement, increasing datacenter
power and cooling costs, and recurring costs for datacenter security audits. In addition, it’s for anyone
interested in Azure cloud computing—it is a great reference if you require more detail before you invest and
begin integrating your business using Azure cloud services.
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CHAPTER 1

Microsoft Azure and Cloud
Computing

What Is Microsoft Azure?

Microsoft Azure is an overarching brand name for Microsoft’s cloud-computing services. It covers a broad,
and still growing, range of services that often form the foundational elements of cloud computing.

If you are reading this book, chances are that you are an information technology (IT) professional
and have some basic knowledge of Azure. This book was written for the IT professional interested in using
cloud-computing services. Some of the topics that may interest you include lowering operating costs,
increasing agility, developing better disaster recovery (DR) strategies, accessing unlimited storage, and
foregoing responsibility for future hardware refreshes.

Although Azure is considered a fairly new cloud service, it has grown by leaps and bounds in terms
of capabilities and offerings during its brief history. Azure is also so diverse that it is not uncommon for IT
professionals to be familiar with only a specific subset of Azure services.

Note Azure may seem to have a short history, but it should not be mistaken for a new or immature
technology. Azure is based on mature Microsoft technologies such as Windows Server Hyper-V, Active Directory
services, SQL Server, System Center, and so on.

The Azure/Office 365 Connection

Azure was introduced as Windows Azure in 2008. Prior to 2008, Microsoft primarily focused on another
cloud service that was well known as Business Productivity Online Standard Suite (BPOS). BPOS consisted
of Exchange 2007, Microsoft Office SharePoint Server 2007, Office Communications Online, and Microsoft
Office Live Meeting. In 2011, Microsoft rebranded BPOS to Office 365. Office 365 is a software as a service
(SaaS) offering that provides customers with access to Microsoft’s top productivity tools without having to
implement and maintain significant on-premises infrastructure. Office 365 delivers Exchange Online to
provide turnkey e-mail services, SharePoint Online to provide collaboration capabilities, Lync Online for
instant messaging (IM) and virtual meeting spaces, and Office Pro Plus for productivity tools for desktop and
mobile users.
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In order to provide Saa$ capabilities for customers, Microsoft had to build datacenters to host the BPOS
and then Office 365 productivity suite offerings. The datacenter infrastructure is provided and managed
by a special team within Microsoft known as Global Foundation Services (GFS). As a result, customers now
have the option to use Microsoft’s productivity and collaboration tools without the added complexity of
managing them.

Other core benefits of Office 365 are its scalability, high availability, and associated service-level
agreement (SLA). Providing these requires more datacenters, geo-redundancy (redundant services
in different geographic regions), and a highly trained operational workforce. The investment made by
Microsoft in GFS is beyond the means of many organizations. As a result, even small businesses can now
enjoy enterprise-level SLAs and performance.

Anyone who has installed and configured Exchange, SharePoint, or Lync on-premises knows there
are myriad required dependent technologies. Active Directory services for identity management is one
such technology. To ensure that the services are performing well, monitoring tools such as System Center
Operations Manager are required. To provide Office 365 subscribers with unlimited OneDrive for business
storage space, a vast and comprehensive storage solution had to be adopted by GFS. Remember too that
these services and benefits need to be cost competitive, so economies of scale and efficiency of operations
are important topics that Microsoft and GFS continuously need to manage.

It is well known that the birth of cloud computing resulted from the realization that it is possible to
monetize excess computing capabilities. What differentiates Azure is that it was built specifically to provide
cloud services. It is not the result of excess computing capabilities that were designed for other purposes.

It was designed from the ground up to support Office 365. Because other non-Office 365 services can take
advantage of foundational services, such as Active Directory, Azure makes acquiring these services possible.

Note The scalability, elasticity, and reliability of Office 365 SaaS is highly dependent on the Azure infrastructure.

laaS, PaaS, and SaaS

We have identified Microsoft Office 365 as a SaaS. Other types of cloud services are classified as infrastructure
as a service (IaaS) or platform as a service (PaasS).

Because Azure provides computing power for Office 365 foundational services, such as Active Directory,
it is easy to identify the IaaS nature of Azure. In fact, Azure is most recognized for its IaaS offering. Examples
of Azure IaaS offerings include Azure virtual machines and virtual networks, Azure storage solutions, and
Azure recovery services. However, Azure is most often mistaken to be only an IaaS, when in fact it has a
large portfolio of Paa$ offerings. Examples of its PaaS offerings include Azure SQL Database, Azure websites,
Azure Content Delivery Network (CDN), Azure BizTalk Services, and Azure Mobile Services.

Asyou can see, the Azure portfolio of services is much more significant than better-known Office 365
SaaS offering. Subsequent chapters cover key Azure services. For now, the important takeaway is that, as
far as cloud computing goes, Microsoft has demonstrated that it is betting its future as a cloud-computing
services provider. No other technology company has the combination of mature technologies, infrastructure,
and financial commitment to package a complete Saa$, IaaS, and PaaS$ offering. In fact, with the changing of
the guard in Microsoft’s corner office, CEO Satya Nadella has made cloud computing part of the company’s
mission—mobile first, cloud first. It also helps that Mr. Nadella was the executive responsible for inventing
and developing the Azure business.

When Microsoft reported its earnings for the quarter ending September 2014, cloud-computing
services grew by 128% over the previous year, and they contributed to the bulk of the company’s $14.93
billion in revenue.
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These developments are important if you are shopping for an IT partner to provide cloud-computing
services, because you are handing off a very important piece of your IT operations. Knowing that a company
has built its comprehensive cloud-computing services from the ground up and that it has a strong financial
portfolio, has leadership committed to the service, and is an industry leader should buoy the confidence of
any CIO making this decision.

Security, Compliance, and Privacy

As a service offering, Azure is a follow-up act to Microsoft Office 365. This is important because Microsoft
implemented many industry-required security standards and regulatory compliance requirements
when building the Office 365 business. Furthermore, through Office 365 operations, Microsoft has built
a cloud-specific, service-oriented organization to address operational requirements including sales and
licensing, incident management, and customer support.

For Office 365, Microsoft introduced the concept of a Trust Center. A Trust Center is Microsoft’s
one-stop shop on the Web for all things related to security, compliance, certifications, SLA metrics, and
privacy. It is basically everything a customer needs in order to trust a service. Therefore, like Office 365,
there is a Trust Center for the Azure cloud service, known simply as the Microsoft Azure Trust Center
(http://azure.microsoft.com/en-us/support/trust-center). Figure 1-1 shows the Microsoft Azure
Trust Center.
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