Operation
Dark Heart

Spycraft and Special Operations on the
Frontlines of Afghanistan

LT. Col. Anthony Shaffer

F- V-3




NOTE FROM THE PUBLISHER

On Friday, August 13, 2010, just as St. Martin’s Press was
readying its initial shipments of this book to be released
from our warehouse, the Department of Defense contacted
us to express its concern that our publication of Operation
Dark Heart could cause damage to U.S. national security.
This was unexpected, since we knew the author, Lieutenant
Colonel Anthony Shaffer, had worked closely with the
Department of the Army, and had made a number of
changes to the text, after which it passed the Army’s
operational security review. However, the Department of
Defense, and the Defense Intelligence Agency in particular,
insisted that the Army’s review was insufficient. Thereafter,
Lieutenant Colonel Shaffer met with the Department of
Defense, the Defense Intelligence Agency and other
interested U.S. intelligence agencies to review changes and
redactions that they demanded he make to his book.
Because Lieutenant Colonel Shaffer is a security
professional himself, with some twenty-five years
experience, we were confident then, and remain confident
now, that he had not revealed anything in his book that
could damage our national security, harm our troops, or
harm U.S. military intelligence efforts or assets. However,
based on the discussions our author had with the
government he requested that we incorporate some of the
government’s changes into a revised edition of his book
while redacting other text he was told was classified, though
he disagreed with that assessment.

Because we support our author fully, we honored his
request that we make those changes and redactions. The
text that follows is the result of the extraordinary review of
Lieutenant Colonel Shaffer’s book by the Department of
Defense, the Defense Intelligence Agency, and other U.S.



intelligence agencies. We apologize for any frustration
readers may encounter in reading Operation Dark Heart in
this redacted form, but we are confident Lieutenant Colonel
Shaffer’'s remarkable and vivid story will shine through
nonetheless.
—Thomas Dunne
New York, September 8, 2010
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To my great-uncle, Joseph “Tony” Fernandez, who served in
World War Il, and dedicated his life to helping the family. If
not for him, | would not have been able to do the things I've

done. He died never knowing that | was an intelligence
officer.
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AUTHOR'S NOTE

This book is based on my recollections, and the recollections
of other members of the Leadership Targeting Cell in
Afghanistan, who graciously agreed to collaborate with me
in this effort. | also drew on a journal that | kept at the time.
While memory is never 100 percent accurate, I've done my
best, with the help of others, to tell the story truthfully.

Names have been changed in a number of cases. Some
people are still undercover, while others, for any number of
reasons, chose not to have their real name published.

The views expressed in my writing do not necessarily
represent the views of the U. S. Army or the United States.
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THE USUAL SUSPECTS

“War is for the participants a test of character: it makes bad men
worse and good men better." —JOSHUA LAWRENCE CHAMBERLAIN

IT'S damned hard to sleep with your head propped up on
the butt end of an M-4.

After your body is soaked by months of exhaustion,
however, sleep comes fast—even when you’'re aboard an
MH-47 Chinook chopper, subfreezing wind blowing through,
as it thumps through the thin air of the Afghan mountains
headed for trouble.

First stop: a rendezvous with my team of operators in the
field, who were going to be thoroughly pissed off with the
orders | was bringing them for our new mission. Second
stop: An assault with the U.S. Rangers on a northern Afghan
village that the CIA claimed housed senior al Qaeda
leadership.

| was jostled awake when the 47's momentum shifted as it
turned right to follow the valley. Out of the right-side gunner
position, | caught a glimpse of a tall, rugged, gray mountain
towering over the aircraft, silhouetted by the mid-November
full moon. Christ. We were at 10,000 feet, and these
mountains go up another 3,000 feet easy. No wonder the
Muj could take Russian choppers down in this area during
the occupation. We were sitting ducks to any sheepherder
with a Red Rider BB gun and careful aim.

The MH-47s are giant copters used for Special Operations.
| was flying on the 47 CSAR bird—Combat Search and



Rescue—the medical and recovery chopper. I'd only had
thirty minutes to prepare for this ride. No time to get on any
combat gear. It had been come as you are: long-sleeved T-
shirt, khaki pants, leather boots, black fleece jacket, and my
thirteen-round M-11 handgun. I'd just been able to grab my
M-4 out from under my cot, along with my gray ammo vest
that contained six magazines and my body armor—but no
helmet. So I'd kept on my Operation Enduring Freedom
baseball cap. It did have a nice American flag on it.

Whole lotta help it would be if we got stuck in a firefight.

The crew chief had given me the only seat they had—a
standard folding chair that you’d find in any church or
school auditorium. Looking at the fresh-faced crew from my
chair, | suddenly felt my age. At forty-one, | was old enough
to be these guys’ dad.

Here | was in Afghanistan,
My job: to run the

Defense Intelligence Agency’s operations out of ||| G
I the hub for U.S. operations in country. It was late
October 2003, and | had arrived in early July for what
ultimately, after extensions, would be six months of duty.

It was to be the longest, strangest period of my life when,
despite the best efforts of myself, my team, and some of my
commanding officers, the United States squandered the
momentum it had after defeating the Taliban in Afghanistan
after the September 11 attacks. Official timidity,
bureaucratic foot-dragging, overanalysis—I saw it leading up
to the September 11 attacks, | saw it in Afghanistan while |
served there, and | still see it today.

We were headed to a staging area set up in the mountains
by the Ranger assault team. There we were to pick up 10th
Mountain troops, who were going to join with the Rangers in
sweeping through a village near Asadabad that the CIA guys
had assured them held Gulbuddin Hekmatyar’s lieutenants.
Hekmatyar was one of the key warlords who'd left the back
door open to let bin Laden escape Tora Bora. The plan was



for me to rendezvous with my team at the staging area.
They were in the area guiding the Rangers to the high-value
targets, using Afghan spies or, as we called them, assets.

It was a hot landing zone (LZ), the Rangers had warned.
They'd observed random gunfire, and a rocket-propelled
grenade (RPG) had been fired at the troops earlier that day.
Accompanying the Ranger assault team on this flight meant
that | would also be along for their assault on the village
that supposedly held the bad guys.

The new orders, handwritten by the Ranger G2—
the military intelligence officer—were neatly folded and
sitting in the warmth of my black fleece jacket.

My team was gonna take to it like an eight-year-old to
asparagus. We'd |l recruited a scout to help smooth
our way with the villagers, but the CIA had maneuvered him
out of the picture. Now we were going to be on our own
without a native guide.

Freakin’ CIA.

With a slight shudder, our chopper moved forward in
formation with four other MH-47s, accompanied by five
Black Hawk attack helicopters, toward the northeastern
mountains of Afghanistan. In the bright moonlight, I could
clearly see the desert terrain, a cool, pale, whitish blue.
Following the curves and bumps of the terrain—the “nap of
the earth”—we passed over it at 150 knots per hour. The
two gunners’ doors were open, and the icy nighttime air
swirled in. | was cold—as cold as | ever remember being in
my life.

About fifteen minutes into the flight, the door gunners test
fired their Gatling-style miniguns, and | jumped when the
loud rip of the burst let loose. | could see the tracers arcing



down toward the desert floor, and hear the sister helicopters
follow suit and test theirs.

As the crow flies, the distance from Bagram Air Base (the
U.S. base 40 miles north of Kabul) to the staging area was
only about an hour and a half, but the route this night was
in and out of numerous valleys. | felt a push on my
shoulders as the helicopter pulled up to clear a ridgeline,
then, quickly, my stomach rose toward my throat as it nosed
back down. The cycle was repeated over and over for the
next three hours.

As we approached the LZ, the crew chief stood in the
center of the helicopter and held up his hands, fingers
spread.

Ten minutes out.

Shortly after that, one hand. Five minutes away.

Two fingers. We were about to arrive.

As we slowed, | could make out the tiered, plowed fields,
like pancakes stacked slightly offset from each other.

The crew chief caught me as | stood up to walk out. “Sir—
don’t forget—ten minutes. We can’t stay,” he yelled into my
ear.

“Got it,” | yelled back.

As the MH-47 landed and the rear ramp was lowered, | put
my rifle on semiauto and moved out to two o’clock from the
bird while half the team went out to establish security
around the helo. At first, the exhaust from the two jet
motors of the 47 washed over me like a tropical breeze. The
heat was a welcome surprise.

| was next to an irrigation ditch that, | quickly found out
after putting my foot into it, was full of cold water. | moved
out of the ditch and went down on one knee. The noise from
the bird was thunderous. | had ten minutes to meet with my
guys, give them their new mission, and pass along the gear
while the 10th Mountain guys loaded into the empty
Chinooks. More than ten minutes, and the CSAR would take



off without me and | would be left here with no winter gear,
no additional weaponry, no extra ammo.

Feeling the cold ground on my knee through my pants, |
watched the horizon for either the silhouette of an enemy
troop moving forward with an AK-47 or one of our officers
approaching me to make contact.

| flashed my blue signal light in one-second bursts, every
45 degrees into the darkness until I'd covered a full 360
degrees to ID my position to our guys. | moved a few meters
from the spot where I'd shown the light just in case the bad
guys had decided to take a potshot. | waited a few seconds,
showed the light again, and moved once more. Because of
the noise of the helicopters, short of bullets hitting the
ground near me or slamming (hopefully) into the ceramic
plate of my body armor, | wouldn’t have known if | was
being shot at.

Soon | saw the dark outlines of the 10th Mountain soldiers
loading onto the other Chinooks.

One of my team showed up—it was Mr. White, the forward
officer in charge. It was then that | heard the faint sound of
gunfire and a sound like a fast-flying bug not far above my
head.

We stooped and ran toward a mud hut about 200 meters
away so we’'d have some cover from the gunfire. | wasn't
used to the altitude, and | gasped in the thin air. | was in
good shape, but the 50 pounds in body armor and ammo
weighed me down, and | struggled the last 100 meters. It
felt like my lungs had shut down.

Now that | was away from the copter, the full-on cold
mountain air hit my face. | heard the faint, harsh cough of
the Kalashnikovs.

The other members of my team were at the hut, and we
squatted in a loose circle. They’'d been out for several days
in the high mountains, and they were bleary-eyed. They
looked like crap.



For operational security when we spoke on phones, we
had selected color-coded nicknames. | was Mr. Gray.

Just to my back, | heard the increase of the torque on the
rotors of the helicopters. One by one, the noisy beasts
lumbered off the LZ and into the air. Only the CSAR
remained behind for me.

The clock was ticking.

“Gentlemen—I’'ve got the new mission with me,” | said,
handing over the cash. Mr. Red and Mr. Pink rifled through it.
The guys glanced at each other and leaned toward me.

“Tony, we want to come out—all of us—now,” said Mr.
White. “There’s nothing we can do here of use. You know we
don’t have access to our other guys who could give us intel
on . e’ ve lost our source and we don't have any
way to contact our other assets.”

“That’s not going to happen,” | told him.

| ran them through the details
of the new assignment. They weren’t happy.

Mr. Blue, our native started, “This
won’t work. Without our guy, we’re limited in our ability to

guide our guys through these villages. _

“I agree,” | said, “but Keller is determined that you all
remain with the Rangers. Part of this is political.”

“Tony this is shit,” said Mr. Pink. His eyes glowed with
anger in the moonlight. “It makes no sense.”

The gunfire was getting closer as our voices rose.

This is insane, | thought. We're in the middle of a field
being shot at. We might as well have just painted targets on
our asses.

“Sonsabitches . . .” one of the guys muttered to no one in
particular.

Behind us was another crack of an AK-47.

Two minutes left. | had to convince these guys to accept
the mission and then get my ass back on the chopper.




“Look, this is the deal.” | spoke rapidly. “l agree. This is a
waste. We need to get you guys out. Just help me justify
your reassignment.”

“The SEALs are going into the valleys 10 klicks from here
later this week,” Mr. Blue said. His voice was urgent. The
gunfire was coming more rapidly. “Our teams can do the
recon and prep them for their mission,” he added.

“What is their target?” | asked, glancing over at the lone
Chinook. It was starting to take fire, but the crew didn’t
return fire. They couldn’t be sure where we were.

“One of the HIG’s suspected safe havens. They’'ve got
good intel to get one of his lieutenants.” He was referring to
Hekmatyar’s group.

“Got it,” | said. “I give you my word I'll have you all out of
here by tomorrow afternoon.”

Or so | hoped. | figured with this information and a logical
argument, | could overcome the politics. || GcNNGGG

“Look, gentlemen, this is not my choice.” | handed Mr.
Pink the written instructions. “This is what we’ve been told
to do.”

One minute left, and | needed 30 seconds to make the run
to the bird.

“I'll take one of you with me. You can come back and
make the case to Keller and McChrystal. But the rest of you
stay.”

Mr. White was the man. He gave final instructions to Mr.
Pink, and we were off, with me in the lead, running across
the field. Hunched over, my ammunition vest slamming
against my chest, | fought to catch a breath.

The options weren’t good. Run or take the chance of
getting aired out by a sniper.

By the time we hit the chopper, the rotors were screaming
and the ramp was just barely kissing the ground. The crew
wanted to get the hell out of there. Bullet holes spattered
the hull, but the fire hadn’t made it past the Kevlar lining
within the airframe.



Even before we threw ourselves on the floor, | heard the
whine of the motors increase, and the push on my shoulders
as the copter lifted off.

Next stop was the assault. The 10th Mountain troops were
going to set up blocking positions in and around the target
village, and the Rangers would do the actual assault. The
plan called for the CSAR to land to the south of the village,
to stay out of firing range, and for the crew to move in on
foot if a fight broke out and there were casualties. I'd stand
by. Black Hawks would be overhead to protect us. Seemed
simple.

Like hell.



* 2D

THE “DARK SIDE”

| always wanted to be a spook. “Black ops”—the most top-
secret class of clandestine operations—became my
specialty for sixteen of my twenty-five years as an
intelligence officer.

| was part of the “dark side of the force”—the shadowy
elements of the Department of Defense and the rest of the
U.S. government that function outside the bounds of the
normal system. Our job was to protect the country through
subterfuge and deception. Hide the truth to get the truth, as
we say.

It is effective, seductive—and dangerous to those who are
a part of it. It is easy to exploit our methods and abilities to
advance our own personal interests rather than use them
for the greater good of the country. | have seen men lie,
cheat, and manipulate others simply to advance their
careers.

Looking back on my upbringing, | guess you could say it
would have been easy for me to slip over onto that path.

| never knew my real dad. He left my mom before | was
born and, while it may sound strange, I've never been
curious as to who my dad was or what motivated him to not
know me. I'm grateful just to be here.



After | was born, for the first seven years of my life, | spent
a great deal of time with my relatives in Kansas—in a small
town named Cherryvale. It was a simple and wonderful
existence for a child.

My mom eventually married an Air Force captain and we
moved to Wichita, Kansas. | was not happy about being
pulled out of my comfortable life in a sleepy hamlet and |
started to rebel.

| tended to stir up trouble everywhere | went, learning
early how to survive and find my own path and—always—
push the envelope.

On Clark Air Force Base in the Philippines in the 1970s, |
bought World War Il hand grenades—the explosives were
mostly hollowed out—and old Japanese helmets from kids
outside the fence. The Explosive Ordnance Disposal folks
came out and confiscated the grenades. By the age of
fourteen, when we were living in Lisbon, Portugal, | was
bartending in the marine house for the embassy marine
guard. | was drinking as much as | was serving. | went to the
American international school, and on Friday evenings we'd
go to the Bacaso bar in Cascais to have five shots—each—of
Bagaso (Portuguese white lightning) with a beer chaser.
Then we’d run two miles on the boardwalk to Estoril to go to
a movie there, and whoever didn’'t throw up on the way got
his movie paid for by the rest of the group.

Our school administrator called me the “happy-go-lucky
rebel,” and | lived up to the name.

Once, | found a key to the school chemistry lab and asked
our chemistry teacher what was the most corrosive acid that
could be made. He told me it was a combination of
hydrochloric acid and sulfuric acid. So, during gym class
when no one was around, | ducked into the chemistry lab
and tried to mix them up. They blew up. Highly toxic plumes
of smoke came from the beaker. | poured the brew out. It
ate through solid concrete. Fortunately, | had the brains to
get the hell out of there before it killed me.



Maybe, if | was really smart, | wouldn’t have tried the
experiment the first time. Maybe.

| actually got the entire high school drunk when | was a
sophomore. The school was getting a tour of the Lancer’s
wine factory just outside Lisbon, and | talked a teacher into
letting us buy wine to “take home to our parents.” We all
bought two bottles for $1 each and learned the art of
punching corks in. Hank Sanders got so sick he threw up in
the headmaster’s car. Every kid’s parents were called
except mine. The next day, the headmaster called me in
and asked me if | was responsible for what had happened. |
was straight about it. “I gotta tell you, sir, | was.” He never
called my parents. He appreciated that | didn’t lie, | guess,
and | learned that telling the truth isn’t that bad. It's a
lesson I've applied many times in my life when something |
did ran me into trouble.

| still have my high school yearbook. He wrote, “You have
mucho talento. Use it wisely.” | tried to keep that in mind,
but | haven’t always been successful.

| may have been the happy-go-lucky rebel, but | was
painfully shy around girls. Underneath the bravado, | was
drinking because | thought it would make me feel more cool
with them—but it didn’t. So | drank more. | just didn’t know
what to say to women or how to act around them. | guess
that’s the reason | remained a virgin until | was twenty.

| had always wanted to become a spy—I just didn’t know
what that meant until | got to high school. In Lisbon, the
American community was small, so everyone knew who the
intelligence people were. | was periodically debriefed by the
embassy attaché about the international students at school
—what they were doing and saying. That’s how I really
became interested in the spy world. | saw all these games
going on. Also, | wanted to help people. This may be the
logic of a sixteen-year-old, but | figured a really good
intelligence officer could save more lives than a doctor. If
you were able to get information that could enable your side



to save thousands of people, well, that was better than
medicine.

| started at the bottom. When my family had moved to
Ohio during my senior year in high school, | enlisted in the
National Guard as a telecommunications center operator—
basically a teletype operator for the army. | did my basic
training at Fort Gordon, Georgia, where | was a super
straight arrow—no drinking, no nothin’. | got several letters
of commendation there and worked my way up to assistant
platoon sergeant.

During my first year in the Guard, while | was a freshman
at Wright State College, | started working with the recruiters
who had recruited me. For every individual | recruited, | got
an extra $25 (which in 1981 dollars wasn’t bad), and |
managed to land more than one hundred people. | also
became public affairs director for the local Guard. Those
activities got me inducted into the Ohio Army National
Guard Recruiter Hall of Fame. Actually, I've never seen the
Recruiter Hall of Fame and have no idea if it actually exists,
but | have a plaque that says I'm in it.

Because of my work there, the commander of my unit—
Col. Chuck Conner—told me that if | wanted to go into
Officer Candidate School, he would give me any job in the
command when | got back. | said | wanted the
counterintelligence position he had open. He looked at me
like | was crazy.

“l have an aviation slot I've kept open for you. You could
become a pilot,” he said.

| said, no, | appreciated that, but that | wanted to become
an intelligence officer. It was a special agent billet and,
technically, you had to be twenty-one to do it. | was only
going to be nineteen when | graduated, but | got it anyway
—Chuck had that much confidence in me.

While at Wright State, | took time off to get all the training
to become an intelligence officer. My basic intelligence
officer training was conducted at Fort Huachuca, Arizona,



where | was the youngest person in my class. | resumed my
mantle as the heavy-drinking, happy-go-lucky rebel. On
Friday afternoons, three of my friends and | would hop in a
car and drive the 100 miles to Tucson, drinking a fifth—or
two—of vodka along the way.

Soon, | was working counterterrorism missions in the
United States and Europe while still in the army reserves
and having the time of my life. This was the height of the
Cold War, and the military’s entire DNA was built around
opposing the Russians. | got involved in Return of Forces in
Germany (REFORGER), which tested the military’s ability to
rapidly move massive amounts of troops and equipment
over to Germany in case the Russians invaded. | started
doing counterterrorism work on the ground there—what we
call low-level source operations. These are cases where you
go into a community undercover and set up nets of agents
in local villages. I'd go talk to the burgermeister. I'd go into
bars and restaurants and recruit. I'd ask people to call me if
anything happens. Lotsa free beer there, too.

| loved that kind of work (not just the free beer). In the
United States, | did an operational security survey of West
Point in ‘85 to see how a terrorist might attack a target, and
| was acting special agent in charge of the New York City
Resident Office when we thought that Libya would attack
the Statue of Liberty during its grand reopening in '86.

People were impressed with my efforts. | was invited into
a course called Key Personnel Program that looks for talent
in the reserves to bring into the army.

My drinking hadn’t abated, though. | was guzzling booze
like a freakin’ fish. | thought my generation would die in a
conflagration in Europe when the Russians swept through,
so | figured | would be dead by the time | was twenty-nine. |
lived life like that; it justified being wild. My motto was “live
fast, die young, and wear clean underwear—or none at all.”

Looking back on it, I don’t know how | survived. | started
having blackouts: | would start drinking in one place, wake



up in another place, and not know how | got there. The
“good” Tony, who was working hard and earning
commendations and promotions, was starting to get further
and further away from the “bad” Tony, who got drunk and
said and did stupid things. | drank everything: pitchers of
beer, Jack Daniel’s with Heineken, Foster’'s Lager. | went
through my white Zinfandel days, drinking a bottle a day. |
kept a bottle of vodka in the freezer for times when nothing
else was around. So far, at least, it didn't affect my job. In
fact, some of my bosses drank as much as | did.

As | moved further into intelligence work, | recognized that
a higher level of intelligence collection was being a spook—
going undercover. There, | would be working to penetrate
foreign governments, as well as terrorist groups, drug
cartels, and other criminal organizations. | would identify,
assess, and recruit foreign intelligence “assets” (the
military’s term for foreign informants who work full time for
the U.S. government doing espionage work). As well, | would
work in intelligence “technical collection”—that is,
surveillance technology.

In all, these are the most protected programs in the U.S.
government. It could be dangerous work—on many
operations, | would need to hide my identity, my
organization’s identity, and many aspects of my
background.

Moving to Washington, D.C., in November '87, | joined the

| went through training at the “Farm”
—the six-month CIA course that turns you into
an operative—and finished at the top of my class. While in
Richmond, Virginia, doing surveillance training, we
convinced the hotel staff that we were the advance team
scouting locations for the TV show Miami Vice. One of my
classmates was the producer, another came in as the
lawyer. | was Don Johnson's driver’s stunt double. People



believed us—often because they wanted to believe us. We
were also damned convincing.

Aside from those shenanigans, mentally and emotionally,
it turned out to be the toughest ||l !'ve ever spent.
Right before you enter, the instructors call you into a room
and tell you that if you want to quit now, this is your last
chance because, after this, you will never look at people the
same way again.

It was true. They teach you to detect, evaluate, and
categorize the darkest components of human nature and
manipulate them for the purposes of good—for intelligence
collection. They teach you how to not only screw with
people’s minds, but also how to manipulate them so they
will do things that are clearly dangerous for them and
dangerous for their families.

| gotta tell you, when | got out and began using those
skills, | found out they worked. I call them the Dark Arts. A
group of us who were there at the time called ourselves the
Jedi Knights—we still do. We tried to use the Dark Arts we
had learned for the right reasons and vowed not to use our
skills against our friends, families, or colleagues. Yeah, it
sounds corny, but we recognized the danger of allowing
those skills to go unchecked. Yet | know that a lot of other
people spent their entire careers engaged in office politics,
using their skills to better themselves to get to higher
positions.

| came out with strong ratings, but | was so drunk at
graduation | didn't even know who the graduation speaker
was. It turned out to be Gen. Norman Schwarzkopf, who
went on to command the coalition forces in the Gulf War of
1991.

| was young, and | was brash. | was the youngest person
in my Officer Candidate School class in 1982, and | was also
the youngest in my class at the Farm in 1988.

After the Farm, | worked for the air force
I - - civilian.



