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Message from the FutureTech 2015
General Chairs

FutureTech 2015 is the 10th event of the series of international scientific confer-
ence. This conference takes place on May 18–20, 2015, in Hanoi, Vietnam. The
aim of the FutureTech 2015 is to provide an international forum for scientific
research in the technologies and application of information technology. FutureTech
2015 is the next edition of FutureTech 2014 (Zhangjiajie, China), FutureTech 2013
(Gwangju, Korea), FutureTech 2012 (Vancouver, Canada), FutureTech 2011
(Loutraki, Greece), and FutureTech 2010 (Busan, Korea, May 2010) which was the
next event in a series of highly successful the International Symposium on
Ubiquitous Applications and Security Services (UASS-09, USA, January 2009),
previously held as UASS-08 (Okinawa, Japan, March 2008), UASS-07 (Kuala
Lumpur, Malaysia, August 2007), and UASS-06 (Glasgow, Scotland, UK, May
2006).

The conference papers included in the proceedings cover the following topics:
Hybrid Information Technology High-Performance Computing, Cloud and Cluster
Computing, Ubiquitous Networks and Wireless Communications Digital
Convergence, Multimedia Convergence, Intelligent and Pervasive Applications,
Security and Trust Computing, IT Management and Service Bioinformatics and
Bio-Inspired Computing, Database and Data Mining, Knowledge System and
Intelligent Agent, Game and Graphics Human-centric Computing and Social
Networks, Advanced Mechanical Engineering, Computer-Aided Machine Design,
Control and Automations, and Simulation. Accepted and presented papers highlight
new trends and challenges of future information technologies. We hope readers will
find these results useful and inspiring for their future research.

We would like to express our sincere thanks to Steering Chair: James J. Park
(SeoulTech, Korea) and Hamid R. Arabnia (The University of Georgia, USA). Our
special thanks go to the Program Chairs: Joon-Min Gil (Catholic University of
Daegu, Korea), Neil Y. Yen (The University of Aizu, Japan), and Muhammad
Khurram Khan (King Saud University, Saudi Arabia); all program committee
members; and all reviewers for their valuable efforts in the review process that
helped us to guarantee the highest quality of the selected papers for the conference.
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We cordially thank all the authors for their valuable contributions and the other
participants of this conference. The conference would not have been possible
without their support. Thanks are also due to the many experts who contributed to
making the event a success.

C.S. Raghavendra, University of Southern California, USA
Jason C. Hung, Oversea Chinese University, Taiwan
Doo-soon Park, SoonChunHyang University, Korea

Jianhua Ma, Hosei University, Japan
FutureTech 2015 General Chairs
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Message from the FutureTech 2015
Program Chairs

Welcome to the 10th International Conference on Future Information Technology
(FutureTech 2015), which will be held in Hanoi, Vietnam, on May 18–20, 2015.
FutureTech 2015 will the most comprehensive conference focused on the various
aspects of information technologies. It will provide an opportunity for academic and
industry professionals to discuss recent progress in the area of future information
technologies. In addition, the conference will publish high-quality papers which are
closely related to the various theories and practical applications in multimedia and
ubiquitous engineering. Furthermore, we expect that the conference and its publi-
cations will be a trigger for further related research and technology improvements in
these important subjects.

For FutureTech 2015, we received many paper submissions, and after a rigorous
peer review process, we accepted only articles with high quality for the FutureTech
2015 proceedings, published by the Springer. All submitted papers have undergone
blind reviews by at least two reviewers from the technical program committee,
which consists of leading researchers around the globe. Without their hard work,
achieving such a high-quality proceeding would not have been possible. We take
this opportunity to thank them for their great support and cooperation. We would
like to sincerely thank the following invited speakers who kindly accepted our
invitations and, in this way, helped to meet the objectives of the conference:
Prof. Han-Chieh Chao, National Ilan University, Taiwan, and Prof. Timothy
K. Shih, National Central University, Taiwan. Finally, we would like to thank all of
you for your participation in our conference and also thank all the authors,
reviewers, and organizing committee members. Thank you and enjoy the
conference!

Joon-Min Gil, Catholic University of Daegu, Korea
Neil Y. Yen, The University of Aizu, Japan

Muhammad Khurram Khan, King Saud University, Saudi Arabia
FutureTech 2015 Program Chairs
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Organization

Steering Chair James J. Park, SeoulTech, Korea
Hamid R. Arabnia, The University
of Georgia, USA
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Message from the MUE 2015 General Chairs

MUE 2015 is the 9th event of the series of international scientific conference.
This conference takes place on May 18–20, 2015, in Hanoi, Vietnam. The aim
of the MUE 2015 is to provide an international forum for scientific research in the
technologies and application of multimedia and ubiquitous engineering. Ever since
its inception, International Conference on Multimedia and Ubiquitous Engineering
has been successfully held as MUE-14 (Zhangjiajie, China, May 2014), MUE-13
(Seoul, Korea, May 2013), MUE-12 (Madrid, Spain, July 2012), MUE-11
(Loutraki, Greece, June 2011), MUE-10 (Cebu, Philippines, August 2010),
MUE-09 (Qingdao, China, June 2009), MUE-08 (Busan, Korea, April 2008), and
MUE-07 (Seoul, Korea, April 2007).

The conference papers included in the proceedings cover the following topics:
Multimedia Modeling and Processing, Ubiquitous and Pervasive Computing,
Ubiquitous Networks and Mobile Communications, Intelligent Computing,
Multimedia and Ubiquitous Computing Security, Multimedia and Ubiquitous
Services, Multimedia Entertainment, and IT and Multimedia Applications.
Accepted and presented papers highlight new trends and challenges of multimedia
and ubiquitous engineering. We hope readers will find these results useful and
inspiring for their future research.

We would like to express our sincere thanks to Steering Chair: James
J. (Jong Hyuk) Park (SeoulTech, Korea). Our special thanks go to the Program
Chairs: Gangman Yi (Gangneung-Wonju National University, Korea) and
Chengcui Zhang (The University of Alabama at Birmingham, USA); all program
committee members; and all reviewers for their valuable efforts in the review
process that helped us to guarantee the highest quality of the selected papers for the
conference.

Shu-Ching Chen, Florida International University, USA
Young-Sik Jeong, Dongguk University, Korea

Han-Chieh,Chao National Ilan University, Taiwan
MUE 2015 General Chairs
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Message from the MUE 2015 Program Chairs

Welcome to the 9th International Conference on Multimedia and Ubiquitous
Engineering (MUE 2015), which will be held in Hanoi, Vietnam, on May 18–20,
2015. MUE 2015 will be the most comprehensive conference focused on the
various aspects of multimedia and ubiquitous engineering. It will provide an
opportunity for academic and industry professionals to discuss recent progress in
the area of multimedia and ubiquitous environment. In addition, the conference will
publish high-quality papers which are closely related to the various theories and
practical applications in multimedia and ubiquitous engineering. Furthermore, we
expect that the conference and its publications will be a trigger for further related
research and technology improvements in these important subjects.

For MUE 2015, we received many paper submissions, and after a rigorous peer
review process, we accepted only articles with high quality for the MUE 2015
proceedings, published by the Springer. All submitted papers have undergone blind
reviews by at least two reviewers from the technical program committee, which
consists of leading researchers around the globe. Without their hard work,
achieving such a high-quality proceeding would not have been possible. We take
this opportunity to thank them for their great support and cooperation. Finally, we
would like to thank all of you for your participation in our conference and also
thank all the authors, reviewers, and organizing committee members. Thank you
and enjoy the conference!

Gangman Yi, Gangneung-Wonju National University, Korea
Chengcui Zhang, University of Alabama at Birmingham, USA

MUE 2015 Program Chairs
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The Study on the Detection
of the Damaged File Using the Graph
of the Information Entropy for File Trust
Management

Chae Ho Cho, Sungsuk Kim, Seonmi Han and Kwang Sik Chung

Abstract Information entropy refers to the complexity of information included in
set of data in a mathematical way. Entropy is now usually used for the classification
of files or detection and analysis of malicious code. Information entropy graph
shows the probability of occurrence of each information included in set of data
using information entropy. Each Well Known File has different entropy and each
file can be sorted using this. When it comes to binary file, however, different files
can have the same entropy values so there is error possibility. Thus, the identifi-
cation of files for the least errors can be possible when using entropy and graph
patters. In the forensic analysis process, detections of hidden and tampered files are
handled. With existing forensic method, the extensions of header and footer of
tampered files are not automatically detected. When the other functions such as
calculation and comparison of graphs are added, accuracy of experiment is
increased in the forensic process. In this study, we proved that different files but
have the same entropy values are assorted with the information entropy graphs. The
information entropy graphs of Well Known Files showed the meaningful patterns
for analysis and detection. When it comes to the damaged file header, footer, and
even body, they sustained the same graph patterns even though they showed
different entropy values.
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1 Introduction

Entropy refers to the physical concept that indicates the measure of disorder in
certain system in thermodynamics. Claude E. Shannon, the mathematician first
suggested Information Entropy which means the amount of information or signals
related to the events using entropy [1]. Given situation, information entropy is
characterized that the more different information mixed with, the higher entropy it
has while the more same information mixed with, the lower entropy it has. That is,
the characteristics of information can be measured by entropy value and as
uncertain and disordered information is increased, entropy is also increased.
Forensic method using information entropy is broadly used for the malicious code
detection or analysis of compressed file.

Damaged files in Meta area has to be recovered with using self-information of
the files not using the information of file system. One of the carving technologies
using the characteristics of file itself is the way to use information entropy. The files
which have various extensions have different header and footer information for each
and then store the information through certain forms of files. According to each
kind of file, information entropy value varies and even if header or footer is
damaged, information entropy value is rarely changed. Although the file is deleted
and Meta information area is damaged, deleted or hidden files can be restored with
information entropy value in data area. When the entropy values of different forms
of files are similar, however, those files can be recognized as the same file.

In this study, beyond the existing research which only uses the information
entropy value, detection method of damaged files using the information entropy
graph is suggested. The detection of files utilizing the information entropy graph
can be indicated that different files with similar entropy values can have different
entropy graphs. Especially, when the different files have the same entropy values
because of damaged header or footer information of files, the information entropy
graph shows their differences for sure.

In Chapter “Enhancing Dataset Processing in Hadoop YARN Performance for
Big Data Applications”, we will discuss the concept of the information entropy
suggested by Claude E. Shannon and header and footer information of Well Known
files. Also, existing study for file detection and restoration using information entropy
will be dealt with. In Chapter “A Multimetric Approach for Discriminating
Distributed Denial of Service Attacks from Flash Crowds”, the method for damaged
file detection with information entropy and entropy graphs will be suggested. It
proved that the files are not able to detected with existing forensic technology can be
identified as files before damaged with the information entropy and entropy graphs.
In Chapter “A Supporting Tool for Spiral Model of Cryptographic Protocol Design
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with Reasoning-Based Formal Analysis”, the further development and study for the
forensic technology using the information entropy and graphs will be addressed.

2 Related Research

The information entropy H(X) that Claude E. Shannon suggested can be digitized
as following formula [1].

H Xð Þ ¼
Xn

i¼1

p xið ÞI xið Þ

¼
Xn

i¼1

p xið Þ logb
1

p xið Þ

¼ �
Xn

i¼1

p xið Þ logb p xið Þ

The information entropy is the total value of information probability that each
information can have in a group. In the information entropy H, the certain infor-
mation refers to xi and its probability is p(xi). Also its amount of information refers
to I(xi). Shannon used log to get I(xi). The entropy of the xi would be gotten
through logarithmic calculations with multiplying pi, all possible probability value
by its reciprocal. The base number of log ‘b’ is generally 2 and Euler’s constant ‘e’
or 10 would be used either. The higher the entropy is, the more the amount of
information is and vice versa.

The various Well Know Files have their own header and footer information. In
general computer system, even if operating system, possessor or the size of files are
changed, its header and footer information never change. In cyber forensic filed,
changed or corrupted files are identified with these characteristics of files.

In Study [2], the information entropy of Well Know File was measured and
verified that the entropy values of execution file or compressed execution file are
higher than general text or image files. After measuring the entropy of each file,
even though the different files have the same extensions caused by malicious
changes, with the entropy values for each, they can be sorted. In Study [3], the
malicious code having the form of compressed execution file showed higher
entropy than other general execution files. Using the properties that show different
information entropies according to the tools used for compressing the execution
files, tools used in the process of malicious code can be detected and analyzed.

In Study [4], the way to use the information entropy for the restoration of broken
files was suggested. The information entropy was used for the restoration of broken
files in more than 300 hard drives. JPEG files, Microsoft OLE files, and compressed
file format ZIP files were selected and then, each entropy value of each defrag-
mented cluster was measured. After measuring the entropies of adjacent cluster,
clusters having similar entropies were gathered together then, reconstructed.
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Except that, there is another way to compare the patterns of files by using the
restoration technology that data area is interpreted with stream units. This method,
however, has high probability of error when it has the similar patterns and takes
long time for the restoration. The Carving technology using Slack Space is RAM
Slack. When the files saved with cluster units don’t use the sound cluster, the final
sector area would be filled with 0 × 00. If each cluster of sector detects the sector
filled with 0 × 00, header and footer of file can be automatically detected [4]. In the
case of text file, there are two ways; calculating the frequency that character string
composed of ASCII Code appears and the confirmation of line feed character. Line
feed character is generally composed of ‘\n’ which means line feed and ‘\r’ which
means carriage return. This method, however, has restriction for use because it is
confined to text file and has different values of line feed characters in Windows or
UNIX operation system.

The existing forensic tools don’t have functions for the automatic detection of
files which have been tampered because of the change of the extensions or sig-
natures. In this case, suspicious files should be opened respectively and then be
analyzed the structures with manual sorting. With this reason, the camouflaged files
having changed names, extensions, headers and footers should be evaluated only by
the forensic analyst. Even the way to use the script function offered by forensic tool
has the probability of error so new detection method would be inevitable.

3 File Detection Using the Information Entropy Graph

In this study, the information entropy graph is suggested for the detection of
damaged file. During the forensic analysis process, the information entropy graph
can help the accuracy of damaged or hidden file’s detection increase.

This study suggests the information entropy values and its graphs as a method
for the detection of damaged files. In this study, the problem has been solved that
the existing forensic tools are not able to verify which file is fake or not because
header or footer of file has been damaged. It has an advantage that files don’t need
to be executed or read to verity that the files are modulated or not in forensic
process, but only need patterns of graphs to identify the types of files. The infor-
mation entropy values and its graphs of Well Known File are compared in this. The
files used in this experiment have different resolutions and were selected randomly.

3.1 doc File

doc file is the file extension of MS-Word developed by MS-Office, Microsoft. After
comparing the information entropy graphs, confirmed that p(x0) is higher than other
p(xi). The graphs are in Table 1.
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3.2 Damaged jpg File

The detection and analysis of the damaged file is an important element in whole
forensic process. In this test, the differences between when the header or footer and
extensions were changed and when the part of body information was changed were
compared. As a result, when the header, footer, and extension were changed, the
information entropy value showed the same and there was no visible change in the
information entropy graph. Also, when the part of body information was changed,
the information entropy value showed meaningful changes but only minimal
change of patter was found in the graph. The entropy graph of damaged files is seen
in Table 2.

Table 1 Comparison of the information entropy in docx file

File Information
entropy

Information entropy graph Note

1.docx 7.91 Original file

2.docx 7.94 Change in header, footer
and extensions

Table 2 Comparison of the information entropy in the damaged jpg file

File Information
entropy

Information entropy
graph

Note

1.jpg 7.76 Original file

2.jpg 7.76 Change in header, footer and
extensions
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3.3 Graph Changes in Information Entropy

The information entropy graphs of Well Known Files stayed the same pattern
regardless of the degree of damage. In this study, to measure the rate of change of
the entropy graphs with pre-damaged and post-damaged files, standard deviation
was used. Pre-damaged file p(xi)·I(xi) and post-damaged file p(xi)·I(xi) were
compared each other and their range of fluctuation was examined. Almost no
variation when calculating the entropies of neighboring units (Fig. 1).

4 Conclusion

In recent Cyber infringement accidents, deleting or damaging the critical evidences
has been increasing. The tampered files can be detected when only using the
information of header and footer or extensions of files in existing forensic tools. It
has certain limitations to detect and verify files when both extension and header or
footer are tampered in forensic process. In this study, the new way to verify the
damaged files using the information entropy values and their graphs of
‘well-Known Files’ were suggested. The same kinds of files have the similar pat-
terns of entropy graphs, which can help identify the characteristics of files.
Although the entropy values were changed according to the degree of damage, their
graphs maintained the same patters. To sum up, if the entropy graphs is utilized to
verify the damaged files, the possibility of errors in forensic analysis process can be
decreased.

Fig. 1 Dynamic rage of the entropy value for each unit
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Enhancing Dataset Processing in Hadoop
YARN Performance for Big Data
Applications

Ahmed Abdulhakim Al-Absi, Dae-Ki Kang and Myong-Jong Kim

Abstract In Hadoop MapReduce distributed file system, as the input dataset files
get loaded and split to every worker, workers start to do the required computation
according to user logic. This process is done in parallel using all nodes in the cluster
and computes output results. However, the contention of resources between the map
and reduce stages cause significant delays in execution time, especially due to the
memory IO overheads. This is undesired because the task execution in the Hadoop
MapReduce induces an overhead in considering redundant data in case of imprecise
applications which increases the execution time. Thus, in this paper we present our
approach to optimize local worker memory management mechanism to reduce the
presence of null schedule slots. Efficient utilization of slots leads to reduce exe-
cution times. The local memory management mechanism adopted enables efficient
parallel execution and reduced memory overheads. The approach effectively
reduced the MapReduce computation time which minimizes the budget for appli-
cation execution in the cloud.
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