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Preface

We stand an exciting time in computer science. The long history of special-
ized research building and using security-enhanced hardware is now merging
with mainstream computing platforms; what happens next is not certain but is
bound to be interesting. This book tries to provide a roadmap.

A fundamental aspect of the current and emerging information infrastructure
is distribution: multiple parties participate in this computation, and each may
have different interests and motivations. Examining security in these distributed
settings thus requires examining which platform is doing what computation—
and which platforms a party must trust, to provide certain properties despite
certain types of adversarial action, if that party is to have trust in overall com-
putation. Securing distributed computation thus requires considering the trust-
worthiness of individual platforms, from the differing points of view of the
different parties involved. We must also consider whether the various parties
in fact trust this platform—and if they should, how it is that they know they
should.

The foundation of computing is hardware: the actual platform —gates and
wires —that stores and processes the bits. It is common practice to consider the
standard computational resources—e.g., memory and CPU power—a platform
can bring to a computational problem. In some settings, it is even common
to think of how properties of the platform may contribute to more intangible
overarching goals of a computation, such as fault tolerance. Eventually, we
may start trying to change the building blocks—the fundamental hardware—in
order to better suit the problem we are trying to solve.

Combining these two threads—-the importance of trustworthiness in these
Byzantine distributed settings, with the hardware foundations of computing
platforms — gives rise to a number of questions. What are the right trustworthi-
ness properties we need for individual platforms? What approaches can we try
in the hardware and higher-level architectures to achieve these properties? Can
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we usefully exploit these trustworthiness properties in computing platforms for
broader application security?

With the current wave of commercial and academic trusted computing ar-
chitectures, these questions are timely. However, with a much longer history of
secure coprocessing, secure boot, and other experimentation, these questions
are not completely new. In this book, we will examine this big picture. We
look at the depth of the field: what a trusted computing platform might provide,
how one might build one, and what one might be done with one afterward.
However, we also look at the depth of history: how these ideas have evolved
and played out over the years, over a number of different real platforms—and
how this evolution continues today.

I was drawn to this topic in part because I had the chance to help do some
of the work that shaped this field. Along the way, I've enjoyed the privilege of
working with a number of excellent researchers. Some of the work in this book
was reported earlier in my papers [SW99, SPW98, Smi02, Smi01, MSWMO3,
Smi03, Smi04], as documented in the “Further Reading” sections. Some of
my other papers expand on related topics [DPSL99, DLP* 01, SA98, SPWA99,
JSMO1, IS03b, SS01, IS03a, MSW* 04, MSMWO03, I1S04b, I1S04a].
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Chapter 1

INTRODUCTION

Many scenarios in modern computing give rise to a common problem: why
should Alice trust computation that’s occurring at Bob’s machine? (The com-
puter security field likes to talk about “Alice” and “Bob” and protection against
an “adversary” with certain abilities.) What if Bob, or someone who has access
to his machine, is the adversary?

In recent years, industrial efforts—such as the Trusted Computing Platform
Association (TCPA) (now reformed as the Trusted Computing Group, TCG),
Microsoft’s Palladium (now the Next Generation Computing Base, NGSCB),
and Intel’s LaGrande —have advanced the notion of a “trusted computing plat-
form.” Through a conspiracy of hardware and software magic, these platforms
attempt to solve this remote trust problem, for various types of adversaries.
Current discussions focus mostly on snapshots of the evolving TCPA/TCG
specification, speculation about future designs, and idealogical opinions about
potential social implications. However, these current efforts are just points on
a larger continuum, which ranges from earlier work on secure coprocessor de-
sign and applications, through TCPA/TCG, to recent academic developments.
Without wading through stacks of theses and research literature, the general
computer science reader cannot see this big picture.

The goal of this book is to fill this gap. We will survey the long history of
amplifying small amounts of hardware security into broader system security.
We will start with early prototypes and proposed applications. We will exam-
ine the theory, design, implementation of the IBM 4758 secure coprocessor
platform, and discuss real case study applications that exploit the unique capa-
bilities of this platform. We will discuss how these foundations grow into the
newer industrial designs such as TCPA/TCG, as well as alternate architectures
this newer hardware can enable. We will then close with an examination of
more recent cutting-edge experimental work.
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1.1 Trust and Computing

We should probably first begin with some definitions. This book uses the term
trusted computing platform (TCP) in its title and throughout the text, because
that is the term the community has come to use for this family of devices.

This terminology is a bit unfortunate. “Trusted computing platform” implies
that some party trusts the platform in question. This assertion says nothing about
who that party is, whether the platform is worthy of that party’s trust, and on
what basis that party chooses to trust it. (Indeed, some wags describe “trusted
computing” as computing which circumstances force one to trust, like it or not.)

In contrast, the devices we consider involve trust on several levels. The
devices are, to some extent, worthy of trust. physical protections and other
techniques protect them against at least some types of malicious actions by
an adversary with direct physical access. A relying party, usually remote, has
the ability to choose to trust that the computation on the device is authentic,
and has not been subverted. Furthermore, typically, the relying party does not
make this decision blindly; the device architecture provides some means to
communicate its trustworthiness. (I like to use the term “trustable” for these
latter two concepts.)

1.2 Instantiations

Many types of devices either fit this definition of “trusted computing plat-
form,” or have sufficient overlap that we must consider their contribution to the
family’s lineage.

We now survey the principal classes.

Secure Coprocessors. Probably the purest example of a trusted computing
platform is a secure coprocessor.

In computing systems, a generic coprocessor is a separate, subordinate unit
that offloads certain types of tasks from the main processing unit. In PC-class
systems, one often encounters floating-point coprocessors to speed mathemati-
cal computation. In contrast to these, a secure coprocessor is a separate process-
ing unit that offloads security-sensitive computations from the main processing
unit in a computing system. In hindsight, the use of the word “secure” in this
term is a bit of a misnomer. Introductory lectures in computer security often rail
against using the word “secure” in the absence of parameters such as “achieving
what goal” and “against whom.”

From the earliest days, secure coprocessors were envisioned as a tool to
achieve certain properties of computation and storage, despite the actions of
local adversaries—such as the operator of the computer system, and the com-
putation running on the main processing unit. (Dave Safford and I used the term
root secure for this property [SSO1].) The key issue in secure coprocessors is
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Host machine Secure coprocessor
(Legacy systems, (Execution and data shielded
weak assurance) from adversary,
potentially attestation,
higher assurance)
User mode
(low privileges) Legacy apps Trusted apps
A A
traps/syscalls traps/syscalls
A\ v
Kernel mode
(high privileges) Legacy OS < > Trusted OS
constrained

communication

Figure 1.1. In the secure coprocessor model, a separate coprocessor provides increased pro-
tections against the adversary. Sensitive applications can be housed inside this protected co-
processor; other helper code executing inside the coprocessor may enhance overall system and
application security through careful participation with execution on the main host.

not security per se, but is rather the establishment of a trust environment dis-
tinct from the main platform. Properly designed applications running on this
computing system can then use this distinct environment to achieve security
properties that cannot otherwise be easily obtained. Figure 1.1 sketches this
approach.

Cryptographic Accelerators. Deployers of intensively cryptographic com-
putation (such as e-commerce servers and banking systems) sometimes feel
that general-purpose machines are unsuitable for cryptography. The modular
mathematics central to many modern cryptosystems (such as RSA, DSA, and
Diffie-Hellman) becomes significantly slower once the modulus size exceeds
the machine’s native word size; datapaths necessary for fast symmetric cryp-
tography may not exist; special-purpose functionality, like a hardware source
of random bits, may not be easily available; and the deployer may already have
a better use for the machine’s resources.

Reasons such as these gave rise to cryptographic accelerators: special-
purpose hardware to off-load cryptographic operations from the main comput-
ing engines. Cryptographic accelerators range from single-chip coprocessors
to more complex stand-alone modules. They began to house sensitive keys,
to incorporate features such as physical security (to protect these keys) and
programmability, (to permit the addition of site-specific computation). Conse-
quently, cryptographic accelerators can begin to to look like trusted computing
platforms.

Personal Tokens. The notion of a personal token—special hardware a user
carries to enable authentication, cryptographic operations, or other services —
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also overlaps with the notion of a trusted computing platform. Personal tokens
require memory and typically host computation. Depending on the application,
they also require some degree of physical security. For one example, physical
security might help prevent a thief (or malicious user) from being able to learn
enough from a token to create a useful forgery. Physical security might also
help to prevent a malicious user from being able to amplify his or her privi-
leges by modifying token state. Form factors can include smart cards, USB
keyfobs, “Dallas buttons” (dime-sized packages from Dallas Semiconductor),
and PCMCIA/PC cards.

However, because personal tokens typically are mass-produced, carried by
users, and serve as a small part of a larger system, their design tradeoffs typ-
ically differ from higher-end trusted computing platforms. Mass production
may require lower cost. Transport by users may require that the device with-
stand more extreme environmental stresses. Use by users may require displays
and keypads, and may require explicit consideration of usability and HCISEC
considerations. Use within a larger system may permit moving physical secu-
rity to another part of the system; for example, most current credit cards have
no protections on their sensitive data—the numbers and expiration date—but
the credit card system is still somehow solvent.

Dongles. Another variation of a trusted computing platform is the dongle—a
term typically denoting a small device, attached to a general purpose machine,
that a software vendor provides to ensure the user abides by licensing agree-
ments. Typically, the idea here is to prevent copying the software. The main
software runs on the general purpose machine (which presumably is at the
mercy of the malicious user); this software then interacts with the dongle in
such a way that (the vendor hopes) the software cannot run correctly without
the dongle’s response, but the user cannot reverse-engineer the dongle’s action,
even after observing the interaction.

Dongles typically require some degree of physical security, since easy du-
plication would enable easy piracy.

Trusted Platform Modules. Current industry efforts center on a trusted plat-
Jorm module (TPM): an independent chip, mounted on the motherboard, that
participates and (hopefully) increases the security of computation within the
machine. TPMs create new engineering challenges. They have the advantage
of potentially securing the entire general purpose machine, thus overcoming the
CPU and memory limits of smaller, special-purpose devices; they also let the
trusted computing platform more easily accommodate legacy architectures and
software. On the other hand, providing effective security for an entire system
by physically protecting the TPM and leaving the CPU and memory exposed is
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a delicate matter; furthermore, the goal of adding a TPM to every commodity
machine may require lower cost, and lower physical security.

Hardened CPUs. Some recent academic efforts seek instead to add physical
security and some additional functionality to the CPU itself. Like the indus-
trial TPM approach, this approach can potentially transform an entire general
purpose machine into a trusted computing platform. By merging the armored
engine with the main processing site, this approach may yield an easier design
problem than the TPM approach; however, by requiring modifications to the
CPU, this approach may also make it harder to accommodate legacy architec-
tures.

Security Appliances. Above, we talked about types of devices one can add to
a general-purpose machine to augment security-related processing. Other types
of such specialized security appliances exist. For example, some commercial
firms market hardened network interface cards (NICs) that provide transparent
encryption and communication policy between otherwise unmodified machines
in an enterprise. For another example, PC-based postal meters can also require
hardened postal appliances at the server end—since a malicious meter vendor
might otherwise have motive and ability to sell postage to his or her customers
without reimbursing the postal service. Essentially, we might consider such
appliances as a type of trusted computing platform pre-bundled with a particular
application.

Crossing Boundaries. However, as with many partitions of things in the real
world, the dividing line between these classes is not always clear. The IBM 4758
secure coprocessor platform drew on research into anti-piracy dongles, but IBM
marketed it as a box that, with a free software application, the customer could
turn into a cryptographic accelerator. (Nevertheless, many hardened postal ap-
pliances are just 4758s with special application software.) Some senior security
researchers assert that secure coprocessing experiments on earlier generation
IBM cryptographic accelerators predate the anti-piracy work. Some engineers
have observed that current TPM chips are essentially smart card chips, repack-
aged. Other engineers assert that anything can be transformed into a PCMCIA
token with enough investment; secure NICs already are.

1.3 Design and Applications

Many questions play into how to build and use a trusted computing platform.

Threat Model. Who are the adversaries? What access do they have to the
computation? How much resources and time are they willing to expend? Are
there easier ways to achieve their goal than compromising a platform? Will
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compromise of a few platforms enable systematic compromise of many more?
Might the adversary be at the manufacturer site, or the software developer site,
or along the shipping channel?

Deployment Model. A trusted computing platform needs to make its way
from its manufacturer to the user site; the application software also needs to
make its way from its developer to the trusted computing platform. The paths
and players involved in deployment create design issues. Is the device a generic
platform, or a specific appliance? Does the software developer also ship hard-
ware? If software installation happens at the user site, how does a remote party
determine that the executing software is trustworthy? Is the device intended to
support multiple applications, perhaps mutually hostile?

More issues arise once the platform is actually configured and deployed.
Should the platform support code maintenance? Can the platform be re-used
for another application? Can an installation of an application be migrated,
with state, to another trusted computing platform? Can physical protections be
turned on and off —and if so, what does this mean for the threat model? Can
we assume that deployed platforms will be audited?

Architecture. How do we balance all these issues, while building a platform
that actually does computation?

Basic performance resources comprise one set of issues. How much power
does the CPU have? Does the platform have cryptographic engines or net-
work connections? More power makes life easier for the application developer;
however, more power means more heat, potentially complicating the physical
security design. User interfaces raise similar tradeoffs.

Memory raises additional questions. Besides the raw sizes, we also need to
consider the division between types, such as between volatile and non-volatile,
and between what’s inside the physical protection barrier, and what lies outside
(perhaps accessible to an adversary). Can a careful physical attack preserve the
contents of non-volatile memory? What can an adversary achieve by observing
or manipulating external memory?

Security design choices also interact with architecture choices. For example,
if an on-the-motherboard secure chip is intended to cooperate with the rest of
the machine to form a trusted platform, then the architecture needs to reflect
the mechanics of that cooperation. If a general-purpose trusted platform is
intended to persist as “secure” despite malicious applications, then we may re-
quire additional hardware protection beyond the traditional MMU. If we intend
the platform to destroy all sensitive state upon tamper, then we need to be sure
that all components with sensitive state can actually be zeroized quickly.
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Applications. All these issues then play into the design and deployment of
actual applications.

Is the trusted platform secure enough for the environment in which it must
function? Is it economically feasible and sufficiently robust? Can we fit the
application inside the platform, or must we partition it? Can we assume that
a platform will not be compromised, or should we design the application with
the idea that an individual compromise is unlikely but possible? How does the
application perform? Is the codebase large enough to make updates and bug
fixes likely—and if so, how does this mesh with the platform’s code architec-
ture? Will the application require the use of heterogeneous trusted comput-
ing platforms—and if so, how can it tell the difference? Finally, why should
anyone believe the application—or the trusted computing platform underneath
it—actually works as advertised?

1.4 Progression

In what follows, we will begin by laying out the big picture. Modern com-
puting raises scenarios where parties need to trust properties of remote com-
putation (Chapter 2); however, securing computation against an adversary with
close contact is challenging (Chapter 3). Early experiments laid the groundwork
(Chapter 4) for the principal commercial trusted computing efforts:

» High-end secure coprocessors—such as the IBM 4758 —built on this foun-
dation to address these trust problems (Chapter 5 through Chapter 9).

s The newer TCPA/TCG hardware extends this work, but enables a different
approach (Chapter 10 through Chapter 11).

Looming industrial efforts —such as the not-yet-deployed NGSCB/Palladium
and LaGrande architectures —as well as ongoing academic research explore dif-
ferent hardware and software directions (Chapter 12).



