Feng Liu - Wei Qi Yan

Visual
Cryptography for
Image Processing
and Security

Theory, Methods, and Applications

@ Springer



Visual Cryptography for Image Processing
and Security



Feng Liu - Wei Q1 Yan

Visual Cryptography
for Image Processing
and Security

Theory, Methods, and Applications

@ Springer



Feng Liu Wei Qi Yan

State Key Laboratory of Information Auckland University of Technology
Security, Institute of Information Auckland
Engineering New Zealand

Chinese Academy of Sciences

Beijing

China

ISBN 978-3-319-09643-8 ISBN 978-3-319-09644-5 (eBook)

DOI 10.1007/978-3-319-09644-5
Library of Congress Control Number: 2014945954

Springer Cham Heidelberg New York Dordrecht London

© Springer International Publishing Switzerland 2014

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part of
the material is concerned, specifically the rights of translation, reprinting, reuse of illustrations,
recitation, broadcasting, reproduction on microfilms or in any other physical way, and transmission or
information storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar
methodology now known or hereafter developed. Exempted from this legal reservation are brief
excerpts in connection with reviews or scholarly analysis or material supplied specifically for the
purpose of being entered and executed on a computer system, for exclusive use by the purchaser of the
work. Duplication of this publication or parts thereof is permitted only under the provisions of
the Copyright Law of the Publisher’s location, in its current version, and permission for use must
always be obtained from Springer. Permissions for use may be obtained through RightsLink at the
Copyright Clearance Center. Violations are liable to prosecution under the respective Copyright Law.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this
publication does not imply, even in the absence of a specific statement, that such names are exempt
from the relevant protective laws and regulations and therefore free for general use.

While the advice and information in this book are believed to be true and accurate at the date of
publication, neither the authors nor the editors nor the publisher can accept any legal responsibility for
any errors or omissions that may be made. The publisher makes no warranty, express or implied, with
respect to the material contained herein.

Printed on acid-free paper

Springer is part of Springer Science+Business Media (www.springer.com)



Preface

Visual cryptography is a secret sharing technique which allows encryption of a
secret image among a number of participants. The beauty of the visual cryptog-
raphy scheme (VCS) is that its decryption of the secret image requires neither
knowledge of cryptography nor complex computation. Compared with traditional
secret sharing schemes, it can encrypt a large amount of secret information, i.e., an
entire image where the content can be versatile. VCS can be applied in secret
sharing, information hiding, identification/authentication, copyright protection, etc.
This book mainly focuses on fundamental concepts, theories, and practice of visual
cryptography, designs, constructions, and analysis of visual cryptography schemes
and the related applications.

A construction of general access structure VCS by applying (2, 2)-VCS recur-
sively is presented in this book. Compared with many of the known VCSs, the
presented VCS has smaller and average pixel expansion, and larger contrast in most
cases. According to the construction, a general access structure VCS can be con-
structed by only applying (2, 2)-VCS recursively, regardless of whether the
underlying operation is OR or XOR. This result is most interesting, because the
construction of VCS under the operation XOR for general access structure has
never been claimed to be possible before.

For designs and analysis of VCS, an embedded extended visual cryptography
scheme (Embedded EVCS) is introduced where its shares are all meaningful images
rather than noise. The embedded EVCS applies the embedded technique and
halftone technique. Compared with some of the known EVCSs, the scheme has the
following advantages: (1) It deals with gray level input images; (2) It has small
pixel expansion; (3) It generates a general access structure EVCS and is always
unconditionally secure; (4) Each participant only receives one share; (5) It is
flexible in the sense that there exist two trade-offs between the share pixel
expansion and the visual quality of the shares; and between the secret image pixel
expansion and the visual quality of the shares.

Various VCS problems are discussed in this book. One of the typical problems is
that of alignment. Evidence shows that the original secret image can be recovered
visually when one of the transparencies is shifted by at most m—1 subpixels, and the
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cryptography scheme, and the shifted scheme is a probabilistic visual cryptography
scheme with less average contrast but still visible.

Correspondingly, the smallest pixel expansion and the largest contrast of (2, n)-
VCS under the XOR operation are analyzed in this book, the values of the smallest
pixel expansion, the largest possible contrast, the largest contrast, and the smallest
possible pixel expansion, and the concrete constructions are provided as well. The
chapter also shows that, construction of the basis matrix of contrast optimal (2, n)-
VCS is equivalent to the construction of the maximum capacity binary codes with
specific parameters, hence the known constructions of the maximum capacity
binary code (constant weight or not constant weight) can be applied to construct
contrast optimal (2, n)-VCS optionally. The book shows that (k, n)-VCS presented
by Droste in 1996 is a (k, n)-VCS that works both under the OR and XOR oper-
ations. This advantage can bring more convenience to the participants. Furthermore,
a method to reduce the pixel expansion of (k, n)-VCS is presented. The method can
significantly reduce the pixel expansion compared with that of the (k, n)-VCS
proposed by Tuyls. A construction of concolorous (k, n)-VCS where the shares are
concolorous is introduced in this book. The book proves that the concolorous (k, n)-
VCS does not exist with odd k, and proposes a construction of concolorous (k, n)-
VCS with even k. The concolorous (k, n)-VCS can be used to protect the shares
from being stolen by hidden cameras.

Cheating immune visual cryptography schemes (CIVCS) are presented in this
book. The CIVCS in this book are constructed based on the known visual cryp-
tography schemes (VCS), and have been applied to all VCSs for general access
structure. Furthermore, the CIVCS detect the cheaters or only detect the existence
of cheaters depending on the amount of the authentication information provided.

This book addresses the fundamental problems of visual cryptography from the
aspects of theory and practice, which is beneficial for the community to get a better
understanding of this media-based security technology. Hence, the book will
potentially have a broad impact across a range of areas, including document
authentication and cryptography. The book could be used as a reference for
potential researchers and students for in-depth study of visual cryptography.

average contrast becomes & = . The study is based on a deterministic visual
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Chapter 1
Fundamental Theory of Visual Cryptography

1.1 Introduction

Visual cryptography (VC), which was originally invented and pioneered by Moni
Naor and Adi Shamir in Eurocrypt 1994 [11, 25], decodes concealed images without
any cryptographic computations. It works as follows: a secret image is chosen and
using VC techniques, it is encrypted into a number of pieces (known as shares).
When these shares are printed onto transparencies and stacked together (physically
superimposed), our human eyes do the decryption. This allows an average person
to use the system without any knowledge of cryptography and without performing
any computations whatsoever. This is the advantage of visual cryptography over
other popular cryptographic schemes. The image consists of black and white pixels.
The original secret image can be recovered by superimposing the two shares. The
underlying operation of such scheme is OR. Figure 1.1 is the original secret image
to be shared, Fig. 1.2 is the restored secret image with 2x2 expansion.

The secret image is composed of black and white pixels. The original secret
image can be recovered by superimposing two share images together. The underlying
operation of such a scheme is the logical operation OR. Generally, a (k, n)-VCS takes
a secret image as input, and outputs n share images that satisfy two conditions: (1)
any k out of n share images can recover the secret image; (2) any less than k share
images cannot get any information about the secret image. There are four features
of VCS:

The VCS is for image encryption and decryption;

Without complicate computation, the decryption is performed using our human
vision system, the operation is fast, no information exchanges and communications
between VCS shares;

It is a secret sharing system;

It is one pad system, satisfies unconditionally secure.

Therefore the VCS is simple, it does not need any decryption devices and
computations, several transparencies are enough to get the secret. However, VCS
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Fig. 1.1 Original secret image

Fig. 1.2 Restored secret image

could deal with a huge volume of picture data compared to the text encryption,
because the encrypted object is a picture and the information range is wide.

However, traditional cryptography needs computer participation, since the tradi-
tional encryption is based on the limitations of the current timeframe and computing
resources. A computer has to be supported by software such as operating system and
applications, and hardware such as CPU, memory, etc. This makes computers not
a secure computing device, since virus, worms, malware, and backdoors could be
used to steal secure information. But VCS can avoid this weakness and guarantee
security computations such as encryption and decryption.

VCS can combine with the recent new technologies such as digital watermarking.
A watermark is a very small piece of identification, which could be embedded and
extracted in real time. VCS shares could be used as watermarks and identify copyright
or ownerships in network, Internet, and cloud environment since the size is quite
small.

The new recent research directions include optimization of contrast [2-6, 9,
12, 13, 20, 21, 27], pixel expansion [17, 19, 22, 31, 34], constructions of general
VCS structure [16, 22, 30, 33, 36], VCS schemes for meaningful images [22, 37],
applications of VCS [22], VCS immunity and cheating prevention [10, 14, 18, 22,
23, 26], etc. We organize our book in this order to address each chapter.

1.2 Access Structure

VCS is a secret sharing scheme for images. The scheme is built on access structure,
hence we provide the definition of access structure first. In a secret sharing scheme,
suppose all the participants of an access structure form a set V. = {1,2,...,n}.
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The specification of all qualified and forbidden subsets of participants constitutes an
access structure (I'Qual, I Forb). Denote it as the set of qualified sets (the participants
in a qualified set can collaboratively recover the secret image) and IFo, as the set of
forbidden sets (the participants in a forbidden set cannot recover the secret image).
Obviously, we have I'Qual () IForb # 9. In visual cryptography, we only take the
access structure I'Qual |J IForb = 2V into consideration, where 2V is the power set
of V,i.e., the set of all the possible subsets of V. The set I'gual is monotone because
if a part of the participants in a set B € Iua can recover the secret image, then
obviously all the participants in B can recover the secret image as well. We define
In={A € Igua : VBC A= BE&Tgu}and Iy ={A € I[For : VB2 A =
B € I3 Forb}-

We call I, the minimal qualified access structure, and a subset A € [, is
called the minimal qualified set. We call I'j; the maximal forbidden access structure,
and a subset B € ') is called the maximal forbidden set. For any C € 2V define
c(C)={BCV:3A eC,s.t. B2 A}. Wecall c/(C) the closure of C. Since I'Qual
is monotone, then ¢/(1},) = I'Quai. This means that the qualified access structure
I'gual and the minimal qualified access structure I3, are determined by each other.
Similarly, I'yy and [Forb can be determined by each other as well. Furthermore,
because [Forp = ZV\FQual, we have that I}, and '), can be determined by each
other.

Particularly, we call a qualified set B € I'j that has the largest cardinality the
maximum qualified set of I},. Formally, the maximum qualified set B satisfies | B| =
max{|Q|, O € I;,}. Note that, the maximum qualified set of I3, may not be V, and
there may be several maximum qualified sets in [7,.

It should be pointed out that, the threshold access structure is a special case
of the general access structure [1], because a threshold (k, n) access structure is
a general access structure with the constraints: I, = {B € V : |B| = k} and
I'y={BCV:|Bl=k—1}.

In VCS, there is a secret image which is encrypted into some share images. The
secret image is called the original secret image for clarity, and the share images
are the encrypted images (and are called the transparencies if they are printed out).
When a qualified set of share images (transparencies) is stacked together properly,
it gives a visual image which is almost the same as the original secret image; we
call this the recovered secret image. In the case of black and white images, the
original secret image is represented as a pattern of black and white pixels. Each of
these pixels is divided into subpixels which themselves are encoded as black and
white to produce the share images. The recovered secret image is also a pattern of
black and white subpixels which should visually reveal the original secret image
if a qualified set of share images is stacked. In this chapter, we focus on the black
and white images, where a white pixel is denoted by the number 0 and a black
pixel is denoted by the number 1. We notice that the definitions of VCS under OR
and XOR operations are quite similar. We give some definitions of visual cryptog-
raphy under the operation “-”, which can either be the OR operation or the XOR
operation.



