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In March 2014, I had the opportunity to visit Tallinn Law School, Tallinn 
University of Technology, Estonia, as an invited guest lecturer.1 While there, I was 
fortunate to meet with several of the authors of the chapters contained in this book. 
What became clear to me during my visit was that Tallinn Law School is avant 
garde in identifying and addressing legal issues relating ICT and its global appli-
cations in eGovernment and related fields. This book was written by a wide range 
of international Ph.D. students and young scholars who were supervised by Prof. 
Tanel Kerikmäe and Prof. Katrin Nyman-Metcalf, reflecting the global and inte-
grative nature of the scholarship and academics of Tallinn Law School. This book 
reflects the authors’ keen grasp of the complex technological and legal landscape, 
as well as their ability to clearly present real-world solutions.

Although Estonia only reestablished its independence in 1991, it has become 
a leader in eGovernance, and in particular eVoting. Because of its unique position 
as a relatively small country, establishing itself in the European Union and in the 
world digital market, it optimized its litheness to swiftly and effectively implement 
eGovernance technologies, together with associated legal and regulatory schema. 
Estonia truly is at the forefront of the development of eRegulation, eGovernment, 
and ePrivacy, in Europe. It has been holding eElections since 2005—the first in the 
world, and a model for other systems.

This volume of thoughtfully presented and exhaustively researched chapters 
present both optimistic views of the future of ICT-related technologies in gov-
ernment functionality, as well as often dystopic views of the hazards and poten-
tial dangers of the same technologies. The authors carefully lay the groundwork 
for their discussion (in the chapter entitled, “The Fragmented Securitization of 
Cyberthreats,” Agnes Kasper gives one of the best accounts of the history of the 
internet, the world wide web, and cybercrime that I have yet encountered) and 
methodically reason through the benefits and potential concerns for each topic.

1  Ms. Powers’ visit was co-sponsored by the Center for International Legal Studies, Austria, and 
Tallinn Law School, Tallinn University of Technology, Estonia.
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Prefacevi

What is made clear by this body of work is that ICT and the Internet are rapidly 
becoming an integral part of worldwide regulation, governance, and business. 
While the U.S. is perceived as being at the technological forefront of emerging 
technologies, including e-technologies, the European Union and its more active 
members, in particular Estonia, is making significant headway into such areas.

This book is a must for anyone working in the legal field of cyberspace. Each 
chapter is worth contemplating and includes specific recommendations for legal 
practitioners willing to stand up to the challenges. Further research and regulations 
are required to enable eGovernance to achieve its multiple goals of accessibil-
ity, transparency, and increased participation, while at the same time preserving 
individual privacy and security. Potential uses as well as potential liability for 
ICT-based government systems are addressed in this book, and the authors offer 
specific proposals for ensuring that the rights and privileges afforded by the 
Internet are preserved without compromise.

Take your time to read these chapters not only for the substantive information, 
but also to generate new ideas about how to approach contemporary, cutting-edge 
issues in the Internet era. Then, use this information and these suggestions to make 
a difference in the world.

Elizabeth E. Powers
Attorney, Silicon Valley Law Group, Silicon Valley, CA, USA

Professor of Practice, Leavey School of Business, 
Santa Clara University, CA, USA
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Digital divide is the main obstacle in achieving the goal of eEurope. Multi-speed 
European Union (EU) becomes a reality when comparing Estonia and Nordic 
countries in general with some others. This fact was clearly reflected at the 
first international conference “Nordic Digital Agendas Day 2014” in Tallinn 
by the Estonian President, Toomas-Hendrik Ilves. The decisive factors and 
also key elements for success in Estonia have been psychological readiness 
and advanced technological basis. Being at the forefront has been based on the 
so-called “no-legacy policy”, the rule that, as stated by Taavi Kotka, the Estonian 
government CIO requires that “no vital information system in Estonian public 
sector can be more than 13 years old”. At the same time, the legal framework to 
legalize, licence and control technological advancements takes time. This is, most 
likely, another crucial problem of not having an effective eEurope today.

The EU has several advantages with being, at least in several regions, very 
much seen as an avant-garde. This is directly related to EU’s perspectives in the 
competitive world as a wrestling scene with the economical giants such as the 
USA, China and India. E-services are usual parts of everyday life for many of us. 
When I spoke in Central Asia about my daily activities, such as mobile parking, 
prefilled tax declarations and other eGovernment services,1 it was heard as a fairy 
tale by locals. The digital divide is getting bigger not only in the world but also 
within Europe. It seems that the technological advancements are also directly in 
interdependence with democracy where the inclusiveness and transparency are 
unavoidable. In North Korea, phones were banned in 2004, allowed now, but with 
no possibility to call abroad or use internet. Can you imagine this in Europe? One 
of the reasons of different appetite in seeking for new technologies is also derived 
from the level of economic welfare of the country or region. Also within Europe, 
the richer countries stress the need for welfare services and technology (going 
beyond eGovernment), while others are just discovering the magic of e-voting. 

1  See: https://www.eesti.ee/eng/services.

T. Kerikmäe (*) 
Tallinn Law School, Tallinn University of Technology, Tallinn, Estonia
e-mail: tanel.kerikmae@ttu.ee

https://www.eesti.ee/eng/services
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Being the flagship in some areas is wonderful but the concern is how can we reach 
eEurope? The Estonian government is already advertising the successful eState to 
a new level, to ensure greater security related to data and information systems. 
There is an idea of the “Data Embassy”, server rooms in the territories of partner 
states that would allow to create CloudEstonia: dispersing all data necessary to run 
Estonia all over the world (population register, business register, e-health system, 
judicial system, etc.). CloudEurope seems to be rather vision of the future.

However, there are very concrete steps taken by the EU to be eEurope which 
makes me believe that we are getting closer to democracy and rule of law through 
the new dimension. As the EU is often a cumbersome machinery, we cannot still 
underestimate relevance of regional cooperation. Recently, the prime ministers of 
Estonia and Finland signed (electronically) a memorandum of understanding in 
developing national data exchange services. However, one of the crucial questions 
is—how to familiarize eEurope for all its citizens? According to Yin-Jeou Wang 
from the Danish Agency for Digitization, the main approach should be “digital 
by default”. He, while still calling them crazy ideas, suggests that eGovernance 
should be made mandatory for citizens and businesses in Europe. Further he states 
that we should make the whole European business lifecycle digital (starting with 
the public sector and invoicing). There is also the question of being more cost-
effective: acting this way, it is expected to save up to 10 billion Euros per year. 
On the opposite side, Magnus Enzell from the Swedish government believes that 
citizens cannot be forced but rather should be included in the path of becoming 
eCitizens. He suggests the principle titled “digital when possible but personal 
when needed” led by the idea of “efficiency drive”.

Alright, how would all of this influence the law and regulations? The Norwegian 
representative at the aforementioned conference, the high-level public official Jan 
Hjelle, believes that removing unnecessary regulations is one of the main purposes of 
eGovernance. Thus—new technologies should not make legal framework more com-
plicated but rather vice versa! Is that possible when one takes a glance at the “wall of 
text” of soft measures and initiatives in the EU, comprising hundreds of thousands of 
pages. This is not even law that should be the next step! Many countries admit that 
so-far-made actions are risk-based innovations, there are no stable and sustainable 
platforms and there must be better risk assessment. I believe that legal regulation is 
the channel to balance or adjust market-based solutions with eCitizen’s Europe.

Dear reader, right now you hold in your hand a compilation of articles (or 
maybe look at the screen when reading our eBook version) initiated by Tallinn 
Law School, Tallinn University of Technology. Just a few words about the con-
tents. The first chapter maps the main dilemmas and principles for regulating eEn-
vironment in the EU and demonstrates how complex and far reaching the issue 
actually is. In the EU, endless piles of agendas, overlapping priorities and non-
coherent terminology can astonish even cold-blooded lawyers. Yes, we are trying 
to follow the massive flow of innovative ideas and settle them to the “right” format 
of new legal space. The “wall of text” comprised of agendas, initiatives and strate-
gies that are so-far-inevitable part of European bureaucracy is not always easy to 
grasp from the legal perspective. After making a concise overview of e-regulation 
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areas, existing legal basis and soft measures of the EU, I and my colleague Pawan 
Kumar Dutt propose that certain principles should always be taken into account 
with emphasis on the electronic identity of stakeholders, user-centricity, compli-
ance of new regulations with rule of law and human rights (privacy) but also with 
interoperability that requires to alter the substance of e-regulation. Also, there is a 
need to recognize the dissimilar flavour of the new type of legislation accompany-
ing rapidly developing technologies. Although controlled by the EU constitutional 
law, it should be rather led by clearly identified principles than remain purely 
norm-oriented. The big gap in digital divide among the EU Member States makes 
the idealistic “technologically neutral” regulation to be a mission impossible at 
least for a while. However, we believe that the methodological approach proposed 
in the first chapter would become a basis of future discussions when arbitrating 
problems of tailoring the e-regulation to the EU traditional legal universe.

One of the most well-known and a popular area assumed to be “thirsty” for 
new legislation is considered to be e-governance. Professor and Head of the Chair 
of Law and Technology at our law school, Katrin Nyman-Metcalf still, warns that 
there should not be separate legislation in addition to existing one as the paral-
lel systems are creating risks rather than benefits. This would also be a way to 
diminish the influence of “luddities”, (a term that comes from the age of indus-
trial revolution and labelled English workers who destroyed the machinery that 
was believed to be a threat to their jobs). According to the author, the legal system 
should be able to absorb e-governance, so that it would not need to change totally. 
Prof. Ülle Madise from Tartu University and a colleague from Tallinn University 
of Technology are discussing another exciting area—namely electronic voting, on 
the basis of best practices and experiences of Estonia over six elections. The chap-
ter includes a section of parliamentary debates, describes technical solutions and 
provides statistics to measure success of the elections.

Addi Rull from our law school and two talented colleagues from the 
Department of Informatics present a paper on dilemmas related to public data-
bases and recommend “software-agent-enhanced” privacy protection policy. The 
authors open the world to technological solutions supporting public databases. 
The chapter concludes with the argument that the introduction of software agents 
“only partially resolves all problems related to traffic inspection” and suggests 
an introduction of intelligent software agents instead. Johan Axhamn from Lund 
University recognizes that the copyright issues on the internet are getting consider-
able and discusses recent cases from the European Court related to internet link-
ing and meta search engines, focusing on the concept of “new public”. A legal 
practitioner and Ph.D student Mari Männiko from the Estonian law firm Lextal 
analyses the frames for intermediary service providers’ liability exceptions in the 
light of the e-commerce directive. A colleague from Tallinn Law School, Kristi 
Joamets, screens the EU digital development from the angle of free movement 
of civil status document and detects that civil status registration is, although used 
from ancient times, by its nature, dynamic and dependent on societal needs but 
also from digital tools available. Kristi believes that Estonian best practises in the 
field can be used as a sample all over the EU.
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A promising legal scholar, Agnes Kasper, provides two chapters both linked 
to cybersecurity. The first chapter titled as “The Fragmented Securitization of 
Cyberthreats” focuses on theoretical assumptions, international cooperation and 
comparative analysis and concludes with categorizing legal responses to cyber 
threats and recognition for the need of “truly international regime in the future”. 
The next chapter concentrates on emerging technologies in the field, namely Smart 
Grids and Big Data. The respective new EU directive is carefully screened and 
analysed. The issue is continued by representatives from our cooperation partner 
institution—Vytautas Magnus University Profs. Edita Gruodyté and Mindaugas 
Bilius. The Lithuanian scholars start with the fact that global cybercrime is the big-
gest underworld industry and provide critical comparative analysis of normative 
text, including the respective EU Directive. A good colleague and Ph.D student, 
Maria-Claudia Solarte Vasquez, concentrates on the possible strategies for cross-
border consumer redressed in the EU, namely Alternative Dispute Resolution and 
its electronic format, Online Dispute Resolution. Again, as in several chapters, the 
principles are featured as a priority when introducing conflict management, i.e. 
values such as cooperation, empowerment, self-reliance, effectiveness and regula-
tory dynamism are the prerequisites for success. The book is completed with con-
ceptual contribution on the very essence and associated risks of eDemocracy and 
eCitizen written by my colleague Pawan Kumar Dutt and the undersigned. The 
European and American approaches are opposed and compared. Also, as on previ-
ous pages of the book, the problem of accommodating the legal space with the new 
eLegal space is revisited. The metaphor-based model called “Trishanku effect” is 
figuratively used to explain the relation between reality and eReality.

“No-legacy principle”, introduced in the beginning, is a gorgeous doctrine for 
sustainable development technology that would be good for the whole of Europe. 
But it also affects legal thinking. Lawyers are certainly far more conservative than 
technologists and visionaries. There is also a reason—one of their mission is to 
keep the society stable and secure for everyone who is loyal to the common val-
ues. These values, principles of law, should be recognized in eEurope. Let me end 
with another metaphor from the Estonian epic. Kalevide the leader of all Estonians 
was killed by his own sword, following the curse of the vengeful Finnish smith. In 
this case, Kalevide himself, misled and careless, asked to kill himself. The sword 
that was programmed with such a mystical and complicated password can be seen 
as mistreated technology, it led to the accident by which the legs of Kalevide were 
cut off (a symbol of stopping the progress) and the great hero died as he did not 
act wisely, did not consult anyone and remained egocentric until the inevitable 
end. Sad, he even did not seek the advice of lawyers!

Our hope is that beside the electronic divide, the discipline-based divide 
disappears with time and engineers, and IT gurus and lawyers are not seen as 
distinct tribes but as (potential) members of a friendly community that has clear 
vision, and is based on interoperability. As Hart (2012) supposed—we think and 
talk of justice according to law. So, which one prevails in case there is an evident 
conflict—conservative law or urgent need for technological advantages when both 
are seeking for better life with some stability and equal treatment? Which one 
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is more “real” if this question can be presented at all? By Josef Bleicher (1982), 
“technology is not a mere application of knowledge for a given purpose, and 
neither is it a neutral phenomenon; it is rather a process of realization, of mak-
ing real something that, as the structure of nature is real but has remained hidden, 
undiscovered”. We understand that a law should be able to meet the needs of devel-
oping world by its core principles. Can we, then, assume that lex iniusta non est lex 
maxime would be the case in new context, i.e. the positive law or even not suffi-
ciently mature principles used-so-far should be reviewed. It is a fact that the indus-
trial age changed the regulation. Alice Rawsthorn (2014), world famous design 
critic, concludes that the law needs, again, radical alterations in new digital age. 
However, the lawyers are the ones who cannot be ignored, but as my colleague, 
Prof. Nyman-Metcalf emphasizes that there is a need for continuous legal research. 
I believe that today, we have to make a significant effort to shape the legal space 
with the new technologies. The law, although it needs adjustment, remains to be 
a symbol for equal treatment, just and fair world. New generation of lawyers are 
those who know the past but understand the future.

I would bow down in front of all my colleagues and friends who contributed 
to the current book that is hoped to become a ship of the foundation in establish-
ing eEurope in accordance with Rule of Law, legal certainty and justice. Special 
thanks to my colleague and friend Dr Archil Chochia who, being an eEditor, i.e. 
sending enormous amounts of emails to the authors reminding them their duties, 
encouraging them and myself, was an invaluable promoter of the book. I hope sin-
cerely that Europe can lead this process and the current book, initiated by a small 
group of legal scholars from Tallinn University of Technology, can inspire as many 
as possible.

References
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Abstract  The article is focusing on emerging legal e-environment that comprises 
of legal acts regulating a field that can be administered by electronic means 
(eTechnology). The reasons behind various and sometimes overlapping and com-
plex EU initiatives and agendas are analysed with the attempt to have an aca-
demic insight into the e-regulation and to establish a firm and more systematic 
approach for future studies in the field. The author maps the current situation, 
refers to the challenges related to e-regulation and discusses the need for char-
acterising the e-legislation as a set of new type of rules. The stakeholders and 
e-identity, e-citizenship e.g. digital citizenship are discussed from the angle of 
e-regulation as a new qualitative level of EU law. It seems that today, some of the 
areas of e-regulation are well developed, and some of the areas still remain wish-
ful thinking or are developing slowly in terms to be regulated electronically. The 
digitalization and e-regulation in terms of harmonization depend on the capac-
ity of EU Member States in terms of electronic divide. Another challenge is the 
distinguishable nature of e-regulation normative status that should be taken in 
account when designing the new constitutional law and future for EU. As a con-
clusion and taking account of the interoperable nature of e-regulation, the author 
presents a list of policy stages that should be used when drafting and assessing 
EU level e-regulation.

T. Kerikmäe (*) · P.K. Dutt 
Tallinn University of Technology, Tallinn, Estonia
e-mail: tanel.kerikmae@ttu.ee

P.K. Dutt 
e-mail: pawan.dutt@ttu.ee
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1 � Preface: Competences of European Union  
in the Main Areas Related to eEurope

Digital Single Market: Articles 4(2)(a), 26, 27, 114 and 115 of the Treaty on the 
Functioning of the European Union (TFEU).

Digital agenda: Although Article 173 of the TFEU provides a legal basis for 
an EU industrial policy, the treaties do not contain any special provisions for ICT. 
However, the EU may undertake certain actions within the framework of secto-
ral and horizontal policies, such as competition policy (Articles 101–109 TFEU); 
trade policy (Articles 206–207 TFEU); trans-European networks (TENs) (Articles 
170–172 TFEU); research and technological development, and space (Articles 
179–190 TFEU); and the approximation of laws (Article 114 TFEU). Articles 28, 
30, 34–35 (free movement of goods, including audio–visual products); Articles 
45–66 (free movement of people, services and capital); Articles 65–166 (educa-
tion, vocational training, youth and sport) and 167 (culture) TFEU are also key for 
a digital Europe.

Development and dissemination of ICT: The EU intends to promote the devel-
opment and dissemination of new information and communication technologies 
(ICT), in accordance with Articles 179 to 180 of the TFEU.

Possible e-voting of European Parliament: TFEU art 223 (1)

2 � “Wall of Text” Behind the E-Regulation:  
Initiatives and Agendas

The idea of building a digital knowledge-based information society was drafted 
into the eEurope action plan back in 1999, the main purpose of which was to make 
information technologies widespread across the EU, while promoting a socially 
cohesive, not divisive and integrated, not fragmented Union, or simply put—to 
bring Europe online.1 The distinct features of the advantages of information soci-
ety noticeable in all eEurope action plans as well as in the Digital Agenda stressed 
as endeavours for the EU can be seen as key features of why we can benefit from 
e-regulation2 and digital market.3

1  COM(1999) 687: Communication of 8 December 1999 on a Commission initiative for the spe-
cial European Council of Lisbon, 23 and 24 March 2000—eEurope—An information society for 
all.
2  E-regulation, in terms of this article means the legal act regulating a field that can be adminis-
tered by electronic means.
3  Digital market is subdivided to many sub-areas. Beside e-invoicing, quite a recent initiative 
is e-procurement (strategy was elaborated only in 2012) which “refers to the use of electronic 
means by public sector organisations when buying supplies and services or when tendering pub-
lic works”.
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The first eEurope initiative introduced in 2000 sought to promote information 
society and encouraged to start taking advantage of what it had to offer in many 
aspects for the advancement of higher employment, growth and productivity.4 
Europe was seen as having the potential, but it was not moving fast enough 
towards the digital age. The ten key objectives of the first action plan trying to 
improve the situation included among other things cheaper internet access, accel-
eration of e-commerce, e-participation for the disabled, healthcare online and gov-
ernment online. Given initiative, the first of this kind to promote the benefits of 
information society, aspired to carry “every citizen, home and school, every busi-
ness and administration into the digital age and online,” or to the “new economy”, 
as the initiative referred to, while enhancing the digital literacy and promoting 
social inclusions as well as social cohesion.5

The eEurope action plan recognized that the uptake of internet usage in the 
United States at the time had led to direct creation of millions of new jobs and the 
endorsement of digital technologies to productivity growth and reduction in regula-
tory barriers. Even though the action plan saw Europe as a leading example in the 
mobile communications and digital TV, the uptake of the internet was relatively 
slow, and the public sector was not seen as enabling the development of online ser-
vices at a pace it was expected. Therefore, first eEurope initiative sought to bring 
everyone online and to make the internet usage as commonplace as possible.

The importance of digital advantages was more emphasized in the succeeding 
initiative eEurope 2002,6 which, along with the upcoming eEurope initiatives, 
formed an integral part of the Lisbon strategy’s very ambitious plan “to become the 
most competitive and dynamic knowledge-based economy in the world capable of 
sustainable economic growth with more and better jobs and greater social cohe-
sion.”7 In order to put the aforementioned ambition into practice, a comprehensive 
eEurope action plan was needed, which would combine the eEurope initiative, the 
communication strategies for jobs in the information society with coordination 
based on benchmarking the national initiatives. More concisely put, the eEurope 
2002 focused on creation of a knowledge economy, an information society for all, so 
as to increase EU’s competitiveness, while as in the first initiative, the improvement 
of the employment situation and greater social cohesion were mentioned as crucial 
to the success of the knowledge-driven economy. eEurope 2002 further emphasized 
that the initiatives’ goals would go beyond Europe’s borders and contribute to the 
growth of a strong and proactive global policy in the information society.

4  To become familiar with the history of European Commission actions since 1980s in promot-
ing a stimulation of the public sector to make its information available for re-use, see: Janssen 
and Dumortier (2003).
5  See COM (1999) 687: eEurope.
6  COM (2001) 140: Commission Communication of 13 March 2001 on eEurope 2002: Impact 
and Priorities A communication to the Spring European Council in Stockholm, 23–24 March 
2001.
7  Lisbon European Council 23 and 24 March 2000. Presidency Conclusions. Accessible: 
http://www.europarl.europa.eu/summits/lis1_en.htm.

http://www.europarl.europa.eu/summits/lis1_en.htm


10 T. Kerikmäe and P.K. Dutt

The eEurope 2002 aimed at developing internet connectivity throughout Europe 
and set three key objectives to be achieved by the end of the year 2002: firstly, to 
promote cheaper, faster and secure internet; secondly, to invest in people and 
skills; and third, to stimulate the use of internet. Since “closing the digital divide”8 
between the Member States in terms of their digital development level was seen as 
one of the objectives, the initiative sought to develop a more equitable information 
society, providing similar development possibilities to all Member States. One 
obstacle that had emerged on the implementation of the goals introduced with 
eEurope was the fact that mere fragment of the actual potential of digital technolo-
gies was used even after the adoption of the first eEurope initiative.9 It was seen 
that the much needed lead of public sector and politicians in providing guidance in 
the field was deficient. Therefore, the new initiative also emphasized the impor-
tance of the public sector to set an example in the required adoption of new tech-
nologies, which had been mentioned as one of the causes of adoption in the 
previous action plan. Even though the eEurope 2002 Impact and Priorities 
Communication mentioned notable progresses in number of internet users and 
increase in the adaption of digital technologies, the efficiency gains of adapting to 
technology were seen as minimal, since the potential exploited was trivial, as in 
2000, only 25 % of internet users had accessed government websites, 10 % had 
submitted any forms via public websites and 5 % did online shopping on a regular 
basis; thus the need to build up consumer confidence was seen.10

Accordingly, even though only half of workers were using computers in their 
workplace and less than 30 % of EU households were connected to the internet in 
2000,11 these numbers were on the rise and the focus shifted to the integration of inter-
net to citizens’ everyday lives in order to increase the computer literacy in general. The 
eEurope 2002 initiative called the EU institutions and national public administrations 
to make an effort to embrace the benefits the information technology provides in order 
to create professional services for European citizens and business and to turn the use 
of internet-based services into an inescapable routine. The Commission further recom-
mended to include activities that would encourage access to such services in every 
regional development plan. Such actions were deemed to be important as they were 
seen as both, tools for improving the transparency of the public administration, as well 
as tools aiming to engage the citizens in the digitalization process.12

Further, certain priority areas were revised within the eEurope 2002 framework. 
These were provided by the Stockholm European Council in order to strengthen 

8  The digital divide is a concept generally defined as an inequality in access and use of informa-
tion and communication technologies (ICTs) between individuals, households, businesses, geo-
graphic areas and countries, and reflects a number of differences between and within countries 
(OECD 2001).
9  See eEurope 2002. Impact and priorities. A communication to the spring European Council in 
Stockholm, 23–24 March 2001. COM (2001) 140 final, 13 March 2001. COM (2001).
10  Ibid.
11  Ibid.
12  Ibid.
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the key activities of eEurope and they were formed taking into account the already 
established eEurope 2002 strategy paper, discussions in Council Working Group 
on Information Society Services and in cooperation with Member States as well as 
the Presidency.13 These priority areas were: adoption of regulatory framework for 
electronic communications, high-speed infrastructure (networks), e-Learning and 
e-Working skills (training of teachers, adapting school curricula, etc.), e-Com-
merce (implementation of the electronic signature and e-commerce Directives), 
e-inclusions, e-Government,14 Secure networks and mobile communications.15

The next initiative, eEurope 2005,16 was responsible for ensuring that informa-
tion society applications and services would have increased participation by newly 
skilled citizens and businesses that were brought online as a result of eEurope 2002. 
The eEurope 2005 initiative’s general objectives were endorsed by Seville 
European Council, where it was noted that the 2005 action plan would be “an 
important contribution to the Union’s efforts to bring about a competitive, knowl-
edge-based economy.”17 Thus, as it still formed an essential part of the Lisbon strat-
egy, the new initiative’s overall aim was to acquire a positive impact on growth, 
productivity, employment and social cohesion by obtaining increased connectivity 
with upgraded access possibilities to higher quality services by a maximum number 
of citizens and businesses based on a secured broadband infrastructure.

Since the former initiative had had an objective to provide certain basic admin-
istrative services via internet, and by the third quarter of 2002, all Member States 
had been able to transfer at least some of the services online, it might be said that 
the main objective of eEurope 2002 was achieved.18 The new initiative hence 
stressed how the information society was to be seen as having gradually growing 
potential owing to new services, applications and other digital content accessible 
with multiplatform applications that were to open up economic and social oppor-
tunities improving market’s productivity and thus society’s quality of life if 
exploited fully. In addition to using a PC for access, eEurope 2005 proposed that 
other mediums, such as digital TV, third generation mobile telecommunications 
technology connections (3G) would make the usage of information and communi-
cation tools more attractive, especially when they were accessible via high-speed, 
continuous and secure broadband internet access.

13  Ibid.
14  The spelling of different e-solutions varies within different initiatives and strategy papers.
15  See COM (2001), eEurope 2002, Impact and Priorities.
16  COM(2002) 263: Communication of 28 May 2002 from the Commission to the Council, the 
European Parliament, the Economic and Social Committee and the Committee of the Regions—
The eEurope 2005 action plan: an information society for everyone.
17  See Seville European Council Presidency Conclusions. Accessed 21 December 
2013.  http://www.consilium.europa.eu/ueDocs/cms_Data/docs/pressData/en/ec/72638.pdf.
18  See eEurope 2002 Final Report. Communication of 11 February 2003 from the Commission 
to the Council, the European Parliament, the Economic and Social Committee and the 
Committee of the Regions eEurope 2002 Final Report [COM(2003) 66 final Not published in the 
Official Journal].

http://www.consilium.europa.eu/ueDocs/cms_Data/docs/pressData/en/ec/72638.pdf
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Overall, eEurope 2005 brought more focused ideas to the information society, 
as it pursued to provide modern online public services, such as actions on e-Gov-
ernment, e-Health, e-Learning and e-Business by the end of 2005. The initiative 
had two groups of actions. The first aimed at providing services, applications and 
content to the consumer, these included public services as well as e-Business ser-
vices; while the second focus was on the broadband infrastructure, enabling of 
which was seen as a task for the private sector (to whom the community was to 
secure flexible legislative framework); moreover, as the number of internet users 
was still on rapid increase, yet the action plan saw the consumer as still somewhat 
suspicious towards the privacy and security matters, the enhancement of security 
was another focus point under the second group of actions. Similarly, to previous 
initiatives, eEurope 2005 set forth certain key targets: connecting public adminis-
trations, schools and health care to broadband; providing interactive public ser-
vices on multiple platforms, providing online health services; removal of obstacles 
to the deployment of broadband networks, review of legislation affecting e-Busi-
ness; as well as creation of a Cyber Security Task Force. eEurope 2005 also strived 
to bring Member States to work with the commission for the purpose of achieving 
the eEurope objectives as they were the same for all members; and this with a pur-
pose of creating a commonly coordinated approach to information society issues, 
where the exchanging of experience, both from success and failures, would be pro-
moted. The latter actions were combined under a MODINIS programme, with a 
purpose of analysing the effects of the information society to economic and soci-
etal aspects, to disseminate (good) practices, promote synergy between Member 
States and improvement of network and information security.19 

As with eEurope 2002, reviews of the eEurope 2005 goals20 proved that the 
ambitions had been rather achievable. Among other things, the sought after expan-
sion of broadband connections was a success as the number of connections almost 
doubled between 2002 and 2003; the initiative had set up an efficacious structure 
for creating a dialogue between countries at different level of the information soci-
ety; moreover, certain new services, such as e-Government and e-Health enabled 
the Member States to work towards unified goals set by the initiative for common 
more successful market of digital services. Nevertheless, the expected private 
investment was not as high as expected. What is more, even though there was an 
increase in online purchasing and selling, majority of citizens were still afraid to 

19  See Decision 2256/2003/EC of the European Parliament and of the Council of 17 November 
2003 adopting a multiannual programme (2003–2005) for the monitoring of the eEurope 2005 
action plan, dissemination of good practices and the improvement of network and information 
security (MODINIS).
20  See COM(2004) 108: Commission communication of 18 February 2004 “eEurope 2005 mid-
term review”.; and COM (2009) 432: Communication from the Commission of 21 August 2009 
to the European Parliament, the Council, the European Economic and Social Committee and 
the Committee of the Regions—Final Evaluation of the eEurope 2005 Action Plan and of the 
multiannual programme (2003–2006) for the monitoring of eEurope 2005 Action Plan, dissemi-
nation of good practices and the improvement of network and information security (Modinis) 
(Respectively the mid-term review and the review of eEurope 2005 Action plan).



13Conceptualization of Emerging Legal Framework of E-Regulation

bargain online as the internet was not seen as providing secure basis for financial 
transactions. The MODINIS programme also received a positive assessment, 
although certain studies under the programme did not have the expected impact as 
they were not sufficiently distributed nor clear enough.21

Following the eEurope initiatives, as the midterm review of the Lisbon strategy 
had revealed that there had been certain shortcomings in the expected results, the 
European Commission introduced a new, more concisely drawn strategic frame-
work, “i2010—A European Information Society for growth and employment,”22 
which formed a part of the re-launched Lisbon strategy that had special focus on 
creation of a “fully inclusive information society based on widespread use of 
information and communication technologies (ICTs) in public services, SMEs and 
households.”23 Since the leap to digital information society had increased swiftly 
over the preceding years, bringing traditional content—movies, music and other 
media services—to digital formats, and had encouraged the development of new 
digital services compatible with multiplatform devices, the “smarter, smaller, 
safer, faster, always connected and easier to use,” ICT was to be seen as a means 
of expected inclusion and digital reality pursued by the e-initiatives.24

For that reason, as the digital information society had become a more tangible 
notion, the technological changes called for proactive policies for the Member 
States, which would foster the policy convergence for a more common set of regu-
latory framework in order to enhance the open and competitive political economy, 
which would aim to achieve the revised Lisbon Strategy goals. Herewith, the 
i2010 initiative focused on ICT research and innovation, content industry develop-
ment, the security of networks and information, as well as convergence and inter-
operability in order to establish a seamless information area via three priorities. 
Firstly, in order to achieve an open and competitive internal market without regu-
latory obstacles for information society and media, the Single European 
Information Space needed to be established, as it was already seen how intensely 
the ICT affected working conditions and social benefits of citizens and businesses: 
the i2010 brought faster broadband, promotion of legal and economic certainty to 
encourage new services and online content, interoperable services with multiplat-
form access with minimized security risks. Secondly, for the promotion of growth 
and continuous delivery of new jobs in the information economy, it was seen that 

21  See COM (2009) 432: Review of eEurope 2005 Action plan. Accessed 10 December 2013. 
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0432:FIN:EN:PDF.
22  COM(2005) 229: Communication from the Commission of 1 June 2005 to the Council, the 
European Parliament, the European Economic and Social Committee and the Committee of the 
Regions entitled “i2010—A European Information Society for growth and employment”.
23  Presidency conclusions of the Brussels European Council (2005): http://www.consilium.
europa.eu/uedocs/cms_data/docs/pressdata/en/ec/84335.pdf.
24  See COM(2005) 229: Communication from the Commission of 1 June 2005 to the Council, 
the European Parliament, the European Economic and Social Committee and the Committee of 
the Regions entitled “i2010—A European Information Society for growth and employment.”.

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0432:FIN:EN:PDF
http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/ec/84335.pdf
http://www.consilium.europa.eu/uedocs/cms_data/docs/pressdata/en/ec/84335.pdf
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ICT needed more efficient Innovation and Investment; and thirdly, again to stimulate 
growth and employment issues, but in a way consistent with sustainable develop-
ment, better public services and quality of life, an Inclusive European Information 
Society was to be created with ICT-enabled public services accessible by all and 
benefitting all.25

The Commission’s communication on the main achievements of the i2010 indi-
cates that perhaps i2010 was the success story according to the previously set 
goals—by the end of the period, all Member States had ICT policies that were 
seen as contributors to national growth and employment sought by the initiative, 
the number of people online on a daily basis had increased to 56  % by 2008; 
Europe saw itself as the world leader in broadband internet, market penetration for 
mobile phones was 119 % in 2009; moreover, the 20 benchmarked public services 
available online had become more mainstream and approximately 70 % of the EU 
businesses used e-Government services. Nevertheless, even though the goals were 
achieved to certain extent, the rest of the world was still moving faster, Asia was 
seen as the leader in innovative wireless broadband, the USA had moved on to 
social networking and new interactive web, while EU was still trying to bring the 
rest 44 % of people online,26—this data indicated that the ambitious Lisbon objec-
tives were not achieved to extent expected.

As the Lisbon Strategy and its revision were depleted by the end of 2010, Europe 
2020 with its newly formed Digital Agenda (DAE)27 was introduced in May 2010, 
and it forms one of seven flagship initiatives contributing to the EU’s smart, sustain-
able and inclusive growth. Given agenda, similarly to previous initiatives, has the 
general purpose of improving the economic situation and providing for sustainable 
market by delivering economic and social benefits and launching interoperable 
applications; however, the new digital society, based on technological develop-
ments, is expected to run on fast and ultra fast internet which would help to exploit 
ICT-enabled possibilities at EU and national levels. As the digital technologies have 
improved significantly and, according to the DAE, the digital economy is growing 
seven times faster than the rest of the economy, today’s citizens and businesses 
ought to benefit from smart sustainable and inclusive growth more than ever before.

As a part of the Europe 2020 flagships, the Digital Agenda consists of 101 
actions, which are divided into 7 pillars and the agenda has altogether 13 specific 
goals, such as having 50 % of the population by online, 20 % buying online cross-

25  See COM (2005).
26  See COM(2009) 390: Communication from the Commission to the European Parliament, 
the Council, the Economic and Social Committee and the Committee of the Regions—Europe’s 
Digital Competitiveness Report: main achievements of the i2010 strategy 2005–2009. Accessed 
20 December 2013. http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0390:FI
N:EN:PDF.
27  COM(2010) 245: Communication from the Commission of 19 May 2010 to the European 
Parliament, the Council, the European Economic and Social Committee and the Committee of 
the Regions—A Digital Agenda for Europe. Accessed 25 November 2013. http://eur-lex.europa.
eu/LexUriServ/LexUriServ.do?uri=COM:2010:0245:FIN:EN:HTML.

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0390:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0390:FIN:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0245:FIN:EN:HTML
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0245:FIN:EN:HTML
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border, 50  % using e-Government services and to have 75  % of the  
population online by 2015.28 The DAE sets forth that the impact behind services 
moving to an online world, can, amongst other aspects, contribute to easier access 
to public services, better health care, cleaner environment and better environment 
for businesses, while such aspects will increase the overall quality of life. 
However, certain obstacles are hindering the full implementation of the DAE: for 
one thing, in order to create a platform for common set of e-regulation, a digital 
single market must be achieved; yet, the EU has fragmented national digital mar-
kets moving at their own pace towards digitalization without noteworthy interoper-
ability. Moreover, with over 99.9  % of homes having access to broadband of 
varying quality, the number of people online is bigger than ever before, yet 22 % 
of European citizens had never used the internet by 2012.29 Throughout the 
eEurope and i2010 strategies, it was emphasized that as the full potential of the 
new technologies would be exploited, the sustainable and inclusive growth would 
be more tangible; nevertheless, even though the digital content is available in all 
Member States, regulatory barriers limit the free flow of e-services. What is more, 
the digital market might be said to face even more threats, such as the security 
questions were posed before, they are even more acute today, as malicious soft-
ware distribution and online fraud has increased with the increase in use of online 
services. Hence, the aim of achieving a digital single market without regulatory 
barriers will not only be crucial for the success of the Digital Agenda, but is the 
only way of not failing that Europe 2020 initiative.

Overall, the key aspect of the e-regulation is information society with maxi-
mized utilization of online services for all, as introduced by eEurope in 1999 
and still ongoing with the Digital Agenda. Since the 15-year-old eEurope can be 
marked as the threshold of today’s Digital Agenda forming part of the Europe 
2020 with the objective of exploiting ICT in order to enable the progress of the 
digital single market offering economic and social benefits to both citizens and 
businesses for smart and sustainable growth in a borderless digital environment, 
it seems that certain key aspects need to be reconsidered whether similar goals 
need to be set with each initiative without any of them proving to be thoroughly 
successful—today, we have most of the Europe online, yet we still do not have 
a socially inclusive and fully integrated digital market. The initiatives and agen-
das despite of good intentions behind have created a “wall of text” for those who 
should get benefited, also for lawyers who should try to predict which part of the 
“soft law” is relevant in interpreting de lege lata and de lege ferenda.

28  Digital Agenda for Europe. A Europe 2020 Initiative. Our Goals. Accessed 25 November 
2013. http://ec.europa.eu/digital-agenda/en/our-goals.
29  Digital Single Market Online Content 2013 Data. Internet and Skills. Accessed 25 November 
2013. https://ec.europa.eu/digital-agenda/sites/digital-agenda/files/DAE%20SCOREBOARD%20
2013%20-%203-INTERNET%20USE%20AND%20SKILLS.pdf Ecommerce Europe. Available 
at: http://www.ecommerce-europe.eu/home.

http://ec.europa.eu/digital-agenda/en/our-goals
https://ec.europa.eu/digital-agenda/sites/digital-agenda/files/DAE%20SCOREBOARD%202013%20-%203-INTERNET%20USE%20AND%20SKILLS.pdf
https://ec.europa.eu/digital-agenda/sites/digital-agenda/files/DAE%20SCOREBOARD%202013%20-%203-INTERNET%20USE%20AND%20SKILLS.pdf
http://www.ecommerce-europe.eu/home
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3 � Unshaped Legal Framework of E-Regulation in Europe

There are several fields that the European Union wants to and ought to regulate by  
electronic means. There are countless strategies and legal acts that would enable the 
creation of electronic recognition systems, e-services and e-registers across Europe. 
The justification or appetence is usually deriving from the concept of digital market. As 
de Andrade puts it, “Electronic Identity (eID) is the backbone of modern communica-
tions and transactions in the digital world, as well as a key driver for the growth of the 
EU economy and the completion of the digital single market.”30 It is important to 
emphasize that the EU does have the necessary technology to fulfil the visions of e-reg-
ulation; however, it must be noted that the legal space is not ready to support these initi-
atives. Hence, the following section concentrates on legal challenges and maps the 
current situation in the field of electronic identity for Europe, as well as emphasizes the 
common principles related to legal regulation of electronic identity and focuses on the 
problems in differentiated regulation fields so as to shed some light on those challenges.

The idea of effective e-regulation is not a straightforward goal due to numerous 
reasons. To begin with, there are many fields that the EU wants to regulate electroni-
cally and even though some of those fields can be seen as interlinked, some are more 
advanced in terms of electronic regulation, while others are simply rather ambitious 
visions. The capacity and experience of Member States varies noticeably from coun-
try to country; for instance, the ID legal framework is a part of citizens’ everyday 
life in some countries, whereas other countries remain unaware of the possibilities 
that the application of e-services can provide31; therefore it is still quite disputable 
how the Member States who have different expectations, different administration 
systems that do not overlap with EU visions of e-governance, could be able to focus 
on a unified European eID framework. Moreover, it is very difficult to systematize 
the e-regulation field because of different viewpoints: some authors propose an elec-
tronic identity to be the keyword for Europe [e-identification and e-authentication, 
e-signatures, a full scale common European electronic Identity Management (eIDM) 
system, European Information Society (EIS)]32; others emphasize the digital single 
market as the platform for further electronic regulation; and some authors are stress-
ing that the basis of “e-revolution” can only be achieved with supporting the techno-
logical operational systems. The challenge has been and will remain that of Member 
States’ governments giving away certain control over their national high-technology 
markets in order to be competitive in a globalized digital economy as a single  
market.33 However, the one aspect that all authors and strategists agree upon is the 
importance of competitiveness for Europe in the global economy.

30  De Andrade (2013).
31  There can be very specific problems that are derived from the specific domestic legal system, 
such as the field of public procurement. See for example, Poremska (2010, 2012).
32  Please see 2015: A connected and diversified Europe. eIDM Vision Paper. Accessed 27 November 
2013.  http://www.rand.org/content/dam/rand/pubs/technical_reports/2009/RAND_TR513.pdf.
33  Shahin and Finger (2009).

http://www.rand.org/content/dam/rand/pubs/technical_reports/2009/RAND_TR513.pdf
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Another challenge in seeing a bright future for the EU in e-regulation is the 
multilevel construction of it. Schartum calls it “interoperability,”34 which means 
that e-regulation system consists of four different layers: technological, semantic, 
organizational, legal and political. A source of law has been a qualitative label for 
the legal norm for contemporary lawyers over the centuries. By Lamond, 
“[c]ontrary to Austin’s conception of law, where all laws necessarily had one 
source (the sovereign), there can be separate sources.”35 One may claim that, first, 
the sovereign in the EU (e) decision-making process should be more widely 
defined; and secondly, these differentiated layers oppose the traditional law mak-
ing. Schartum36 brings forth the core problem which is the identification of the 
source of e-legal norm. It can be at least presumed that the relative slowness of 
achieving the e-EU is caused by the fact that many of the norms are rather inspired 
by other layers than the ones related to legal traditions. What is the grundnorm or 
legal principle that forms the basis for the creation of e-regulation? As there is no 
clear answer, one may see the potential threat for the so far relatively well-func-
tioning and efficient legal system, at least from the point of view of lawyers. The 
problems are seen especially in the field of ICT sector where the lack of legal cer-
tainty is caused by fact that the rules are very case-specific37 and do not always 
form the sustainable set of EU jurisprudence as a part of legal space.

One may claim that perhaps it is time for lawyers to leave the ivory tower and 
give up the traditional legal process of creating the legal norm. However, the legal 
definitions are traditionally different from technological and semantic notions. 
That is why, interdisciplinary thinking would become very serious challenge for 
the lawyers who see a “core characteristic of Europe’s integration project”38 as 
reliance of law. However, presuming that e-revolution in the EU legal space is 
motivated by integrationist objectives, the paradigm suggested by Joerges and 
Weimer i.e. “a shift away from hierarchical regulation” preferring “soft, flexible, 
decentralized, and experimental regulatory techniques,”39 should fit the challenges 
of EU e-regulation. The sanctity of legal norms should probably be revised when 
stepping to the new area of e-regulation. Dynamic, deliberative and inclusive pro-
cess of norm-making does not mean denying the rule of law.40 As the EU constitu-
tional law is in transitional period, one of the elements in building up the new 
constitution for Europe (being federalist or not) should take into account the spe-
cial characteristics of e-regulation. De Visser, trying to find the common features 

34  Schartum (2011).
35  Lamond (2013).
36  Legal definitions and semantic interoperability in electronic government.
37  See presentation of Inge Graef at Interdisciplinary Centre for Law and ICT (ICRI) “Achieving 
interoperability in the absence of standards: a new policy under the Digital Agenda?” Accessed 
25 November 2013. http://www.eurocpr.org/data/2013/Graef.pdf.
38  Joerges and Weimer (2014).
39  Ibid, p. 303.
40  Kerikmäe (2010).

http://www.eurocpr.org/data/2013/Graef.pdf
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of constitutional review in Europe, refers to Hoffman-Rien, a former judge of the 
German Bundesverfashungsgericht, who said, “[a] constitution is a nation’s autobi-
ography,”41 constitutional conformity of the EU would be closer to perfect when tak-
ing into account the special characteristics of e-regulation. Therefore, the 
e-regulation should, despite of its innovative nature and despite of the fact that the 
efficiency of establishing supportive legal framework for e-regulation is an unavoid-
able tool to win the race of competitiveness with other big economies in the world, 
clearly be linked with the constitutional law of the European Union.

3.1 � Electronic Identity for Stakeholders

In addition to the abovementioned, one of the crucial problems is related to the 
variety of stakeholders seeking to gain certain control in the e-regulation field (cit-
izens, businessmen, service providers, data processors, Member States’ govern-
ments, the EU itself), since it brings an obstacle for having a homogeneous view 
on the EU’s electronic future due to the growing concern over privacy, which can 
be undermined by large number of stakeholders. Moreover, the structure of EU 
legal norms does not facilitate having an efficient e-regulation framework for the 
benefit of the consumer. For that purpose, a crucial principle emphasized by sev-
eral authors is a rather recent phenomenon of user-centricity.42 This principle of 
prioritising the end-user of the services is not clearly visible as different strategies 
of the EU rather emphasize the dimensions of e-regulation (research development, 
standards) that are not sufficiently linked with the consumer of the services.

E-governance is gradually gaining more popularity. Theorists of several disci-
plines are providing new concepts comparing different models and, in conclusion, 
strengthening the e-identity for governments, institutions and corporate enter-
prises. Identity assurance providers who have agreed upon the concept of e-gov-
ernance are the “largest controllers of people’s identity—provision of credentials, 
identification, authentication, and authorization.”43 Hoikkanen, Bacigalupo, etc., 
are proposing e-Identity as a new legal category. They argue that the new type of 
e-identity should not be state-allocated, but rather a user-chosen identity. They 
claim that there must be a right to identity which is closely related to anonymity, 
pseudonymity and the right not to be misrepresented (privacy). Identity manage-
ment systems should avoid collusive behaviours between different service provid-
ers when dealing with citizens’ personal data. The authors try to define main 
elements of the e-identity (a capital asset, public good, a cost) and foresee the 
main problem not in creating a legal framework, but rather making the citizens to 
be informed of their rights and obligations. From a legal point of view, the authors 

41  De Visser (2014).
42  De Andrade (2013).
43  Hoikkanen et al. (2010).
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also provide a clear understanding of dimensions or levels, or categories, for 
which the e-identity can be used and determine such regulative levels. For exam-
ple, they argue that soft law and alternative regulatory mechanisms could be exten-
sively used to quickly achieve results and address the most evident legal gaps, 
while higher-impact solutions are developed.44 This applies mostly to the individ-
ual self-determination as the variety of separable fields of activities cannot be 
exhaustively listed. The coherency and continuity of legal acts would rather be a 
task for Member States and the EU institutions in creating a digital single market 
with all of its deliverances.

One of the areas of promoting e-citizenship of the EU is electronic voting. This 
is also a field for teleological interpretation of existing constitutional law of EU. 
Kuzelewska and Kraśnica refer that the possible e-voting of the European 
Parliament can be covered by TFEU art 223 (1), which, beside of the “uniform 
procedure,” states that the basis of the election system could also be built on “prin-
ciples common to all Member States”.45 They are convinced that the e-voting 
(especially I-voting—which is internet-mediated version of e-voting) “seems to be 
the easiest way to unify various voting systems to the European Parliament”. Even 
if the internet voting can have several models,46 there are certain principles that 
should be guaranteed from the perspective of protecting the e-identification of any 
member of e-electorate. As explained by Radek and Petr,47 the following princi-
ples must always be applied:

1.	 Participation in the voting process is granted only for registered voters.
2.	 Each voter has to vote only once.
3.	 Each voter has to vote personally.
4.	 Security and anonymity of voters and voting.
5.	 Security for the electronic ballot box.48

This discussion leads to the solution for solving the e-regulation puzzle using the 
principles rather than rigid legal norms as the e-identification does not concern only 
the EU citizens but also the migrants to EU. The issue here concerns the demo-
cratic control of information systems and the weak legal position of immigrants.49 
Besters and Brom believe that ‘European migration policy is turned into a kind of 
“test lab” for new technologies’50; as it directly relates to identity of person (biom-
etric identification, travel surveillance, and other legitimization methods of a person 
who wants to cross the border). Possibly this field of regulation is an outstanding 
example of the vagueness of the rights and obligations of an individual when 

44  Ibid, p. 7.
45  Kuzelewska and Krasnicka (2013).
46  Ibid.
47  Šilhavy and Šilhavy (2008).
48  Ibid, p. 141.
49  Besters and Brom (2010).
50  Ibid, p. 456.
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standing alone in the middle of e-regulation. It may also happen in other regulation 
fields that the EU creates systems affordable and efficient to the EU itself, but the 
legal guidelines for the individuals are left unexplained. Therefore, the proud state-
ment of Rossi from more than 5 years ago “[i]n the current stage of European inte-
gration, the question of what principles are really fundamental in the EU becomes 
increasingly important,”51 should be taken very seriously in the new context. Legal 
certainty should not hide away even if the decision-making process is deviating 
from the traditional forms and the interdisciplinarity as a basis of composing the 
norm is more evident. As Howes warned us more than a decade ago: “There will be 
an expectation in the postmodern cyber-village that legal knowledge will be acces-
sible, and that it will be both communal and personal, or interactive.”52 As in oral 
societies, the emphasis will be on conflict resolution that adapts standard laws to 
existing circumstances and norms.

One of the new terms in use is “digital citizenship” and an important element of 
this is Digital Access, or full electronic participation in society which can be iden-
tified with following ideas: “[t]echnology users need to be aware that not everyone 
has the same opportunities when it comes to technology. Working towards equal 
digital rights and supporting electronic access is the starting point of digital citi-
zenship. Digital exclusion makes it difficult to grow as a society increasingly using 
these tools. Helping to provide and expand access to technology should be goal of 
all digital citizens. Users need to keep in mind that there are some that may have 
limited access, so other resources may need to be provided. To become productive 
citizens, we need to be committed to make sure that no one is denied digital 
access”.53 Besides of citizens’ initiatives, there are also initiatives of business cir-
cles—one remarkable example may be e-commerce Europe that was founded by 
leading national e-commerce associations across Europe. E-commerce Europe 
represents 4000 + companies selling products and/or services online to consumers 
in Europe.54 According to its president, François Momboisse, “[l]ast year, the 
e-commerce industry in Europe had a total turnover of € 358 billion and it was one 
of the few industries that grew with double digits.”55

One of the sample fields in e-identification is certainly e-signature. Graux56  
presents a vision of IAS (Internet Authentication Service) in Europe, calling it a not-
so-modest proposal. He proposes a new structure for e-authentication directive and 
envisages technical elements that should be adopted separately from other legal 
instruments. The author brings us an essential example that in fact relates to the 

51  Rossi (2008).
52  Howes (2001).
53  See Nine Themes of Digital Citizenship. Accessed 10 January 2014. http://digitalcitizenship.
net/Nine_Elements.html.
54  See Ecommerce Europe. Accessed 15 January 2014. http://www.ecommerce-europe.eu/home .
55  See Ecommerce Europe. Accessed 15 January 2014. http://www.ecommerce-europe.eu/press/
press-release-ecommerce-europe-proposes-a-one-stop-shop-for-policy-coordination.
56  Graux (2013).
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nature of e-regulation as a whole. It is a rapid development of technologies as Graux 
explains, despite attempts to identify e-authentication services within the directive, 
new services that derive from even more contemporary technologies may create 
“unforeseen complexities.”57 As in this case, also other fields of e-regulation are actu-
ally facing the same challenges. There is a choice whether to have an endless flow of 
new legal acts, taking into account every new technological possibility, or to rely on 
principles and formulate new type of legal rules that would allow certain undeter-
mined nature of the legal act which in practice means that the so-called basic acts can 
be supplemented with decisions widening the scope of the legal act so that the initial 
goal of the act would not be damaged. It is a hard task and needs a shift in mentality 
that must be reflected by the strategies of e-regulation of the European Union.

3.2 � Digital Divide and Other Challenges: How to Proceed?

The issue raised by Venturelli almost two decades ago—on “how the EU ought to 
approach the design of the information society: the liberal market model, the public 
service model, and the nationalist or culturalist model,”58 is still topical. Further stud-
ies on classification of the e-regulation areas by variables such as (a) institutional 
space of activity (jurisdiction of General Directorates, in case of the EU), (b) identifi-
cation of end-users, (c) legal bindingness and balance between de lege lata and de 
lege ferenda, may be rather helpful in categorising of the e-regulation. What we are 
missing today, is a systematic approach in the context of legal certainty and rule of 
law despite the fact that the visions and technologies are born before the norm regu-
lating, or planning to regulate these. The current contribution is just a preliminary 
attempt to map the current situation, refer to the challenges related to e-regulation 
and discuss the need for characterising the e-legislation as set of new type of rules.

How should we treat the emerging need for e-regulation? Is it just a new quality in 
decision-making and implementation process? Is it a revolution in legislative process 
that also influences previously existing laws and regulations? Is it a chance to 
strengthen the supranational character of the EU, widen the scope of the EU compe-
tences, using the minimum standard principle—such as successful e-voting in 
Estonia would become a basis for European Parliament e-voting system? A solution-
oriented approach would be the encouraging of “technology-free regulation”59 that is 
free from detailed references to technology and is based on legal principles. It seems 
that de lege lata deriving from the Lisbon and post-Lisbon developments is not unan-
imous in that regard and several legal acts tend to be technology minded.  

57  Ibid, pp. 114–115.
58  See Shalini Venturelli, “Inventing E-Regulation in the US, EU and East Asia: Conflicting 
Social Visions of the Internet & the Information Society” at Presented at TPRC 2001 29th 
Research Conference on Information, Communication and Internet Policy Alexandria, Virginia, 
October 27–29.
59  Lusoli and Maghiros Ioannis (2009).
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The epopeya of pre-Lisbon and post-Lisbon legal and political development has been 
criticized, and several authors are not convinced that the de lege lata gives us the best 
ground for a balanced and innovative European Union. As, for example, stated by 
Piotr Tosiek, “[t]he Treaty of Lisbon is after all the agreement relating to almost 
every sphere of activity of the European Union. In fact the construction of the 
European Union and its foundations are not reformed in a revolutionary way. This is 
only a short step towards identification of the finalité politique.”60 Thus, the first 
question from the angle of legal system per se should be—if the EU would use the 
e-regulation as a challenge to reform the whole system; or, the e-regulation remains a 
vision with “multi-speed” character, i.e. some of the areas are well developed, some 
of the areas remain wishful thinking and some of the areas are new and may have a 
chance to be regulated electronically. It would be useful to analyse e-regulation from 
the perspective provided by Alexander H Türk, who discusses the law-making pro-
cesses of the post-Lisbon EU.61 As the e-regulation, by nature is dependent on digital 
divide of Member States, the question is whether all acts that fall into the category of 
e-regulation can constitute “legislative acts” rather than “regulatory acts”. The differ-
ence is that “legislative acts” are on the top of EU acts by their hierarchical status as 
the “regulatory acts” are rather non-legislative acts with general application. It would 
be the question of the efficiency of the eEurope, which way is the best to go. Also, 
what kind of procedure should be preferred here e.g. if the open method of coordina-
tion should be most effective in cases where the beneficiaries are the citizens and the 
society as this method is usually used when dealing with social policies, including 
information society. Another type of goals may be a basis to prefer EU agencies or 
even private actors as the e-regulation is also strongly related to the EU institutional 
development (e-governance) and business stakeholders (e-services).

Furthermore, the legal sanctity of e-regulation can be seen improper and “old-fash-
ioned”. As Stephen Laws states: “…legislative drafters have to do their job in the 
knowledge that politics cannot be eliminated from the legislative process, but need to 
be reconciled with the things required of the legal output.”62 He also points out that 
there are certain assumptions (such as human rights standards), but also certain temp-
tations (such as to leave certain part of the work of a legislator to the practice).63 This 
is a hermeneutic circle—the ECJ can ground their cases only to the legal frames; how-
ever, the cases will specify narrow and define vague and aspirational norms that are 
often existing in such complex and always developing system as the EU legal space is. 
Thus, we have to admit that the glorification of the “legal” nature cannot be absolute.

Even ultra-positivist Kelsen already claimed, that law does have a necessary pur-
pose that aims at social peace.64 However, the ideas behind e-regulation are rather 

60  See Tosiek, Piotr. “The European Union after the Treaty of Lisbon—Still an Intergovernmental 
System,” p. 16. Accessed 16 November 2013. http://www.jhubc.it/ecpr-riga/virtualpaperroom/072.pdf.
61  Türk (2012).
62  Laws (2013).
63  Ibid, pp. 95–97.
64  Hart (1961).
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