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Foreword

Fraud will always be with us. It is linked both to organized crime and to

terrorism, and it inflicts substantial economic damage. The perpetrators

of fraud play a dynamic cat and mouse game with those trying to stop

them. Preventing a particular kind of fraud does not mean the fraud-

sters give up, but merely that they change their tactics: they are con-

stantly on the lookout for new avenues for fraud, for new weaknesses

in the system. And given that our social and financial systems are

forever developing, there are always new opportunities to be exploited.

This book is a clear and comprehensive outline of the current state-

of-the-art in fraud-detection and prevention methodology. It describes

the data necessary to detect fraud, and then takes the reader from

the basics of fraud-detection data analytics, through advanced pattern

recognition methodology, to cutting-edge social network analysis and

fraud ring detection.

If we cannot stop fraud altogether, an awareness of the contents of

this book will at least enable readers to reduce the extent of fraud, and

make it harder for criminals to take advantage of the honest. The read-

ers’ organizations, be they public or private, will be better protected if

they implement the strategies described in this book. In short, this book

is a valuable contribution to the well-being of society and of the people

within it.

Professor David J. Hand

Imperial College, London

xxiii





Preface

It is estimated that a typical organization loses about 5 percent of its

revenues due to fraud each year. In this book, we will discuss how

state-of-the-art descriptive, predictive and social network analytics can

be used to fight fraud by learning fraud patterns from historical data.

The focus of this book is not on the mathematics or theory, but

on the practical applications. Formulas and equations will only be

included when absolutely needed from a practitioner’s perspective.

It is also not our aim to provide exhaustive coverage of all analytical

techniques previously developed but, rather, give coverage of the ones

that really provide added value in a practical fraud detection setting.

Being targeted at the business professional in the first place, the

book is written in a condensed, focused way. Prerequisite knowledge

consists of some basic exposure to descriptive statistics (e.g., mean,

standard deviation, correlation, confidence intervals, hypothesis

testing), data handling (using for example, Microsoft Excel, SQL,

etc.), and data visualization (e.g., bar plots, pie charts, histograms,

scatter plots, etc.). Throughout the discussion, many examples of

real-life fraud applications will be included in, for example, insurance

fraud, tax evasion fraud, and credit card fraud. The authors will also

integrate both their research and consulting experience throughout

the various chapters. The book is aimed at (senior) data analysts,

(aspiring) data scientists, consultants, analytics practitioners, and

researchers (e.g., PhD candidates) starting to explore the field.

Chapter 1 sets the stage on fraud detection, prevention, and analyt-

ics. It starts by defining fraud and then zooms into fraud detection and

prevention. The impact of big data for fraud detection and the fraud

analytics process model are reviewed next. The chapter concludes by

summarizing the key skills of a fraud data scientist.

Chapter 2 provides extensive discussion on the basic ingredient

of any fraud analytical model: data! It introduces various types of

xxv



xxvi P R E F A C E

data sources and discusses how to merge and sample them. The next

sections discuss the different types of data elements, visual exploration,

Benford’s law, and descriptive statistics. These are all essential tools

to start understanding the characteristics and limitations of the data

available. Data preprocessing activities are also extensively covered:

handling missing values, detecting and treating outliers, defining red

flags, standardizing data, categorizing variables, weights of evidence

coding, and variable selection. Principal component analysis is out-

lined as a technique to reduce the dimensionality of the input data.

This is then further illustrated with RIDIT and PRIDIT analysis. The

chapter ends by reviewing segmentation and the risks thereof.

Chapter 3 continues by exploring the use of descriptive analytics

for fraud detection. The idea here is to look for unusual patterns or

outliers in a fraud data set. Both graphical and statistical outlier detec-

tion procedures are reviewed first. This is followed by an overview of

break-point analysis, peer group analysis, association rules, clustering,

and one-class SVMs.

Chapter 4 zooms into predictive analytics for fraud detection. We

start from a labeled data set of transactions whereby each transaction

has a target of interest that can either be binary (e.g., fraudulent or

not) or continuous (e.g., amount of fraud). We then discuss various

analytical techniques to build predictive models: linear regression,

logistic regression, decision trees, neural networks, support vector

machines, ensemble methods, and multiclass classification techniques.

A next section reviews how to measure the performance of a pre-

dictive analytical model by first deciding on the data set split-up and

then on the performance metric. The class imbalance problem is

also extensively elaborated. The chapter concludes by giving some

performance benchmarks.

Chapter 5 introduces the reader to social network analysis and

its use for fraud detection. Stating that the propensity to fraud is

often influenced by the social neighborhood, we describe the main

components of a network and illustrate how transactional data sources

can be transformed in networks. In the next section, we elaborate

on featurization, the process on how to extract a set of meaningful

features from the network. We distinguish between three main types

of features: neighborhood metrics, centrality metrics, and collective



P R E F A C E xxvii

inference algorithms. We then zoom into community mining, where

we aim at finding groups of fraudsters closely connected in the

network. By introducing multipartite graphs, we address the fact that

fraud often depends on a multitude of different factors and that the

inclusion of all these factors in a network representation contribute to

a better understanding and analysis of the detection problem at hand.

The chapter is concluded with a real-life example of social security

fraud.

Chapter 6 deals with the postprocessing of fraud analytical models.

It starts by giving an overview of the analytical fraud model lifecycle. It

then discusses the traffic light indicator approach and decision tables as

two popular model representations. This is followed by a set of guide-

lines to appropriately select the fraud sample to investigate. Fraud alert

and case management are covered next. We also illustrate how visual

analytics can contribute to the postprocessing activities. We describe

how to backtest analytical fraud models by considering data stability,

model stability, and model calibration. The chapter concludes by giving

some guidelines about model design and documentation.

Chapter 7 provides a broader perspective on fraud analytics. We

provide some guidelines for setting up and managing data quality

programs. We zoom into privacy and discuss various ways to ensure

appropriate access to both internal and external data. We discuss how

analytical fraud estimates can be used to calculate both expected and

unexpected losses, which can then help to determine provisioning

and capital buffers. A discussion of total cost of ownership and return

on investment provides an economic perspective on fraud analytics.

This is followed by a discussion of in- versus outsourcing of analytical

model development. We briefly zoom into some interesting modeling

extensions, such as forecasting and text analytics. The potential and

danger of the Internet of Things for fraud analytics is also covered.

The chapter concludes by giving some recommendations for corporate

fraud governance.




