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For everyone who shows up with heart in a
world that rewards speed.

For the ones who build, protect, and imagine
better systems—and do it with empathy.
And for my family, who teach me every day that
true resilience isn’t technical—it’s human.
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Preface

y first cybersecurity book came out in 2011, when Al still
Mfelt like science fiction. Back then, the industry was

obsessed with metrics, compliance, and control frame-
works. Today, we’re grappling with something far more dynamic—
intelligent systems that learn, create, defend, and sometimes
deceive.

This book builds on that foundation, connecting two decades of
lessons in security, risk, and resilience to the new realities of
Al-powered defense and Al-enabled attack.

It was born out of countless conversations with practitioners,
researchers, and executives trying to make sense of this shift. Each
asked some version of the same question: What does Al really mean
for cybersecurity?

I wrote this book to answer that question as honestly and practi-
cally as possible. You won’t find hype here. What you’ll find instead
are frameworks, stories, and patterns that reflect the reality of AI’s
dual nature—its power to help and its potential to harm.

xi



xii PREFACE

As both an engineer and a humanist, I’ve always believed that
security is fundamentally about people—how we think, what we
value, and how we make decisions under uncertainty. The same is
true for Al Behind every model and algorithm are human choices
about data, ethics, and trust.

My hope is that this book helps you see Al and cybersecurity not
as competing forces, but as intertwined disciplines shaping the
future of resilience. Whether you’re a student, a researcher, a poli-
cymaker, or a security leader, I hope you’ll find ideas here that chal-
lenge you to think deeper, act smarter, and lead with empathy, in a
world where technology never stops changing.
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Introduction

rtificial intelligence is changing cybersecurity faster than
Amost people expected. It’s accelerating attacks, transform-

ing defenses, and redefining how we think about risk, resil-
ience, and responsibility.

This book is for practitioners, leaders, and learners who want to
understand—not just what’s happening—but why it matters and
how to respond.

When I started researching AI’s role in cybersecurity, I noticed
a widening gap between hype and reality. Executives were asking
how AI could make their defenses smarter, but few understood the
new dependencies and vulnerabilities introduced by AI systems
themselves. Meanwhile, defenders were being hit with nonstop
marketing noise and buzzwords, struggling to tell the difference
between genuine innovation and empty claims.

My goal with this book is to bridge that gap—to provide clarity,
precision, and practical insight grounded in research and real-world
experience.



xvi INTRODUCTION

Each chapter explores a different dimension of Al and cyberse-
curity: from Al-accelerated attacks and model manipulation to
governance, resilience, and the future of human-machine collabo-
ration. You’ll see how attackers are using Al to exploit systems, how
defenders are applying machine learning to stay ahead, and how
organizations can build trustworthy AI ecosystems aligned with
emerging global standards like NIST, ISO, and the EU AI Act.

This is not a book about fear—it’s a book about agency. As Al
becomes embedded in every layer of technology, each of us has a
role to play in shaping how it’s used, secured, and governed.

By the time you reach the end, I hope you’ll feel more informed,
more empowered, and better equipped to navigate the shifts unfold-
ing at the intersection of Al and cybersecurity—because under-
standing Al isn’t just about keeping up. It’s about staying human
while everything around us gets smarter.

Chapter Summaries

Part I—Cyber’s New Player: Al on Both Teams

Part I explores how AI changes the tempo of offense and defense.

Chapter 1: The Age of Adaptive Adversaries—AlI’s Impact on the
Security Balance of Power

The big picture: AI changes who gets to play and how fast the game
moves. The advantage isn’t in having AI—it’s in knowing how to
use it. You’ll see how Al empowers both attackers and defenders,
and why true resilience comes from mastering both.

Chapter 2: Smarter, Faster, Cheaper Recon: What Hackers Know
Before You Even Notice

Reconnaissance has gone from manual to machine-speed. This chapter
shows how AI automates OSINT, maps infrastructure, links identities,
and profiles targets—quietly and continuously. You’ll see why “recon”
is now a living model of your organization and learn how to blunt it.
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Chapter 3: Polymorphic to Predictive: How Al Supercharges
Malware at Machine Speed

Malware no longer just “runs,” it learns. This chapter unpacks poly-
morphism, metamorphism, mimicry, and reinforcement learning,
and explains why static defenses falter. The takeaway: shift detec-
tion to behavior, context, and intent.

Chapter 4: Breaking the Rules: Novel Attacks and the Limits of
Signature Detection

Bots act like people. Signature-based detection can’t keep pace. This
chapter explores Al-powered botnets, device fingerprint spoofing,
CAPTCHA bypass, and commoditized “as-a-service” attack kits—
and explains how to pivot from rules to risk scoring and real-time
behavioral defense.

Chapter 5: Hyper-real, Hyper-targeted: Deepfakes, Phishing, and
Al—powered Deception

Social engineering is now industrialized. LLMs and synthetic media
enable flawless language, voice, and video. This chapter focuses on
detection by context and intent, layered verification, and communi-
cation hygiene that scales.

Part lI—Building Resilience with Al

Part IT examines how defenders use Al to see earlier, decide faster,
and act with confidence.

Chapter 6: Patterns of Life: Learning What’s Normal and Spotting
What’s Not

Defense that learns. This chapter shows how to baseline users, sys-
tems, and apps; detect subtle anomalies; and reduce noise while
catching “low and slow” attacks. Core idea: understand the “good”
deeply to spot the “bad” early.



xviii INTRODUCTION

Chapter 7: From Alert to Containment: Al-augmented Incident
Response

Incident response is a race against time. This chapter covers Al for
triage, correlation, natural-language investigations, and automated
containment. You’ll build playbooks that shrink dwell time without
sacrificing judgment.

Chapter 8: The Illusion of Trust: Poisoned Data, Tampered Models,
and Al Supply Chain Risk

Dependencies define risk. This chapter unpacks poisoned data,
tampered models, third-party tools, and hidden backdoors—and
the controls that surface provenance, monitor continuously, and
keep trust measurable, not assumed.

Chapter 9: Building Secure Model Supply Chains with Al—augmented
Security Teams

Strong programs depend on strong teams. This chapter outlines
roles, workflows, and guardrails for human-AlI collaboration—from
detection and vendor risk to stakeholder comms—so automation
scales with accountability.

Part I1I—Staying Grounded: Trust, Risk, and
Accountability

Part ITI explains how to lead with clarity when technology moves faster
than policy. The takeaway is to light a path through uncertainty—and
invite others to follow.

Chapter 10: Human Values, Machine Decisions: The Ethics of
Al in Security
The future of security depends on where we choose to draw the line

between autonomy and oversight—between what we delegate to
machines and what we preserve for ourselves. This chapter examines
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bias, privacy, enforcement, and the governance moves that keep
humans responsible for outcomes—no matter how fast systems
decide.

Chapter 11: The Human Advantage: Leadership, Learning, and the
Future of Al Security

By 2030, security is neither human-only nor machine-only. This
chapter looks ahead to operating models, metrics, and leadership
habits that balance speed with stewardship—and design programs
that improve under pressure.

Note to the Reader

This isn’t a textbook—it’s a field guide for a field that’s still being
defined.

When [ started writing The AI Cybersecurity Handbook, I wanted
to create something I wish I'd had years ago: a book that connects the
dots between Al, cybersecurity, and the people doing the work. The
ideas here come from two decades of conversations—with builders,
breakers, defenders, and dreamers.

You can read it front to back or dip into the chapters that matter
most to you. If you lead teams, start with the sections on govern-
ance and resilience. If you work closer to the code or the data,
explore the chapters on adversarial AI, model tampering, and
Al-driven detection.

What you’ll find throughout are frameworks, stories, and ques-
tions meant to make you think—not just about how AI changes
security, but about how it changes us.

This book doesn’t try to predict the future of Al and cybersecu-
rity. It tries to help you navigate it—by asking better questions,
noticing new patterns, and connecting what’s technical with what’s
human.

The only thing I ask is that you stay curious.



XX INTRODUCTION

How to Use This Book

The AI Cybersecurity Handbook is both a reference and a reflection—
a guide to understanding how artificial intelligence is transforming
cybersecurity. You can read it start to finish or skip directly to the sec-
tions most relevant to your work.

« If you're a security practitioner, you’ll find practical insights
into Al-driven threats and defenses: data poisoning, model tam-
pering, adversarial detection, and more.

« If you're a leader or policymaker, focus on the chapters about
governance, risk management, and Al assurance frameworks.

« If you're a researcher, a student, or simply curious, the case
studies, definitions, and frameworks will help you connect the-
ory to practice.

You can use this book as a learning tool, a leadership guide, or a
reference for building your own Al and security strategy. Each sec-
tion is designed to stand on its own, but together they tell a story—
of how technology evolves, how humans adapt, and how we can
create systems that are not only smarter, but stronger.

However you read it, I hope it helps you connect what’s techni-
cal with what’s human—and navigate this next era of cybersecurity
with clarity, curiosity, and care.
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Chapter 1

The Age of Adaptive

Adversaries: Al’s Impact
on the Security
Balance of Power

A New Tempo of Conflict: Al on Both Sides
of the Cyber Battlefield

Each wave of technology has drawn us closer—to each other and to
our creations. The telephone carried our voices across distance. The
Internet carried our words across time. The cloud carried our data
across systems. Artificial intelligence now carries our judgment—
across the boundary between human and machine.

Each shift has redrawn the boundaries of risk and trust. Each
has forced defenders to rethink what it means to secure something
that’s constantly changing shape. But none have changed the tempo
of conflict quite like AI. What once unfolded over days or months
now happens in milliseconds. Decisions that once required analysts
and operators are now made by algorithms operating at speeds and
scales that challenge traditional oversight.

The AI Cybersecurity Handbook, First Edition. Caroline Wong. © 2026 John Wiley & Sons, Inc.
All rights reserved, including rights for text and data mining and training of artificial
intelligence technologies or similar technologies. Published 2026 by John Wiley & Sons, Inc.
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4 THE AI CYBERSECURITY HANDBOOK

Cybersecurity has always been a strategic game of moves and
countermoves. Attackers probe, defenders patch. Detection leads to
evasion; prevention leads to adaptation. The difference today is
speed—and scale. We’re no longer watching two human players
trade moves across a static board. The board itself is expanding, and
automation is increasingly shaping both sides of the conflict.

Al acts as a force multiplier for everyone who touches it.

For attackers, it means automation and scale: reconnaissance
bots that map targets in seconds, polymorphic code that can vary its
structure to evade detection, and social engineering campaigns that
can be personalized at scale.

For defenders, Al means foresight and orchestration. It filters
noise, prioritizes what matters, and connects the dots across oceans
of data. It helps security teams anticipate potential attack paths,
identify patterns no human could see, and respond before damage
spreads. Properly directed, Al gives defenders what they’ve always
needed most—time.

Yet with every advantage comes complexity. The modern bat-
tlefield isn’t confined to networks and endpoints anymore. It now
includes data pipelines, training models, and decision systems—
invisible layers of logic that make choices on our behalf. Attackers
target the data and logic that shape model behavior rather than just
the underlying infrastructure. They manipulate prompts to influ-
ence model outputs or bypass guardrails. They exploit the assump-
tions baked into algorithms rather than the code itself.

This is the new equilibrium of cybersecurity. Attackers inno-
vate at scale; defenders operationalize trust at scale. Al is reshaping
the boundaries between offense and defense, creation and control.
The same techniques that harden a model can also be used to
deceive one. The same automation that powers defense can amplify
an attack.

And so we arrive at the central idea of this book: AI is both
sword and shield. It magnifies human potential on both sides of the
fight. True resilience doesn’t come from choosing one side or the
other—it comes from mastering both.
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