IQOO0O QO OO
4 A A A AT A O O A A1 O 1 O 1 OO = O O
T O 1 O A1 1 OO0 1 OO0 OO0 —O O~ O 0O

H O MOl I Ol - OO . an
O - OO O r-1 O 10O r—~ _

111l
Ly
T - O {00410 =101 QOO prya
OO A~~~ ~O~O OO
€5
L1y
=yay
7,
nf ot
o o
L

=
am

IO 1O -0 00O

vq|;AHU1|;Anu1|41|;1|; ,
-1 OO O “

(— O “

Orvr M -1 Ot~ OO e

N
n—:,
1

Dt =~ OO0 OO ~O MO0 00O W

I Qe Q v v i

T O rdArdA 1 OO0 0O rdrdArdrd = O O i
G o= v el vl OOl 3| O v O |{

-0 O

OO A1 OO0 =100 OO i
IOrdr1rr1 O 00O rr1 OO0 00O O0OrdrdrdArd 1 O 1 O
= e= 1 e e O el O 1 O =1 O 1 I I el vl ¥ vl OO

i B == ]

-1 O OO

rf el e OO0 =0 O

Heelrd O OO0

QEiOQetIe= O OO = O vl =t

DO O

W e o o B B B B )

D QE QOO MO = OO0 00—~ O

)l = OO OO ™O keI Qelrt [ Or{ri{ri{ririritirtered
OO0 —OO 1O 0O

DO OO0 OO0 rdrdr4rdr4r1 OO0 00 O 1

Drdrtr—1 O

LESSONS "

FRONTLINES

KEREN

ASSAF

WILEY






Lessons from the
Frontlines

Insights from a
Cybersecurity Career

Assaf Keren

WILEY



Copyright © 2026 by John Wiley & Sons, Inc. All rights reserved, including rights for text and data

mining and training of artificial intelligence technologies or similar technologies.
Published by John Wiley & Sons, Inc., Hoboken, New Jersey.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form
or by any means, electronic, mechanical, photocopying, recording, scanning, or otherwise, except as
permitted under Section 107 or 108 of the 1976 United States Copyright Act, without either the prior
written permission of the Publisher, or authorization through payment of the appropriate per-copy fee
to the Copyright Clearance Center, Inc., 222 Rosewood Drive, Danvers, MA 01923, (978) 750-8400, fax
(978) 750-4470, or on the web at www.copyright.com. Requests to the Publisher for permission should
be addressed to the Permissions Department, John Wiley & Sons, Inc., 111 River Street, Hoboken, NJ
07030, (201) 748-6011, fax (201) 748-6008, or online at http://www.wiley.com/go/permission.

The manufacturer’s authorized representative according to the EU General Product Safety Regulation is
Wiley-VCH GmbH, Boschstr. 12, 69469 Weinheim, Germany, e-mail: Product_Safety@wiley.com.

Trademarks: Wiley and the Wiley logo are trademarks or registered trademarks of John Wiley &
Sons, Inc. and/or its affiliates in the United States and other countries and may not be used without
written permission. All other trademarks are the property of their respective owners. John Wiley &
Sons, Inc. is not associated with any product or vendor mentioned in this book.

Limit of Liability/Disclaimer of Warranty: While the publisher and the authors have used their best
efforts in preparing this work, including a review of the content of the work, neither the publisher
nor the authors make any representations or warranties with respect to the accuracy or completeness
of the contents of this work and specifically disclaim all warranties, including without limitation any
implied warranties of merchantability or fitness for a particular purpose. No warranty may be cre-
ated or extended by sales representatives, written sales materials or promotional statements for this
work. The fact that an organization, website, or product is referred to in this work as a citation and/
or potential source of further information does not mean that the publisher and authors endorse the
information or services the organization, website, or product may provide or recommendations it may
make. This work is sold with the understanding that the publisher is not engaged in rendering profes-
sional services. The advice and strategies contained herein may not be suitable for your situation. You
should consult with a specialist where appropriate. Further, readers should be aware that websites
listed in this work may have changed or disappeared between when this work was written and when it
is read. Neither the publisher nor authors shall be liable for any loss of profit or any other commercial
damages, including but not limited to special, incidental, consequential, or other damages.

For general information on our other products and services or for technical support, please contact
our Customer Care Department within the United States at (800) 762-2974, outside the United States
at (317) 572-3993 or fax (317) 572-4002.

Wiley also publishes its books in a variety of electronic formats. Some content that appears in print
may not be available in electronic formats. For more information about Wiley products, visit our web
site at www.wiley.com.

Library of Congress Cataloging-in-Publication Data bas been applied for:
Paperback ISBN: 9781394395385
ePDF ISBN: 9781394395422

epub ISBN: 9781394395415
oBook ISBN: 9781394395439

Cover Design: Wiley

Cover Image: © Vecteezy.com


https://www.copyright.com
http://www.wiley.com/go/permission
https://www.wiley.com

1o every security professional who has ever felt overwhelmed by the
responsibility, isolated by the challenges, or uncertain about their lead-
ership journey: this book is for you. The work you do matters, and you

don’t bave to figure it out alone.

And for my dad, may be rest in peace.
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Introduction

f you picked up this book thinking that security leadership is
primarily a technical role, I'm going to challenge that assump-
tion from the very first page.

Yes, you need to understand technology, threats, and controls.
But after 25 years in cybersecurity—from military intelligence to
Fortune 500 CISO roles—I can tell you that the leaders who
thrive aren’t necessarily the most technically brilliant. They’re
the ones who’ve learned to navigate the complex human side of
security work.

They know how to build curiosity-driven teams that adapt
to constant change. They’ve developed the grit to recover
from inevitable failures and the optimism to inspire others
during crisis. They execute without waiting for permission,
embrace change as opportunity, and speak the language of
other business leaders. Most importantly, they understand
that security work is fundamentally about people—protecting
them, enabling them, and working through them to create
more secure organizations.

This book isn’t a collection of theoretical frameworks or
generic leadership advice. It’s built from real experiences, honest
failures, and hard-won lessons from the frontlines of cyberse-
curity leadership. Every story I share, every mistake I admit
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to, every framework I present has been tested in the reality of
high-pressure security environments.

Why These Lessons Matter Now

Whether you’re already in a security leadership role or aspir-
ing to one, you’re operating in a field that’s changing faster than
ever. New threats emerge daily. Technologies evolve monthly.
Regulations shift constantly. Organizations restructure regularly.
The traditional approach of developing deep technical expertise
and hoping that translates to leadership effectiveness simply isn’t
sufficient anymore.

The security leaders who succeed in this environment are
those who’ve learned to balance technical competence with
human skills. They can read a room as well as they can read a
security report. They know when to state reality and when to
inspire hope. They build the kind of relationships and commu-
nities that make complex security initiatives actually work.

But here’s what no one tells you about security leadership:
You're going to fail. A lot. You'll make decisions that don’t work
out. You'll face challenges that overwhelm you. You'll have
moments where you question whether you’re cut out for this
work at all.

I know because I've been there. I've been the incident com-
mander who froze under pressure and let an adversary escape with
data. I've been the new CISO who embarrassed himself in front
of executives by cataloging problems without offering solutions.
I’'ve burned out from trying to control everything and learned the
hard way that sustainable leadership requires trusting others.

The difference between leaders who thrive and those who
burn out isn’t that the successful ones avoid failure—it’s that
they learn from failure and use those lessons to become more
effective.
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What You'll Find in This Book

"This book is organized around thirteen core competencies that
I’ve learned are essential for security leadership. These core com-
petencies are structured into four parts to guide your leadership
journey clearly and progressively.

Part I: Personal Foundations—Cultivating curiosity, grit, and
optimism to sustain you through challenges.

Part II: Core Leadership Competencies—Mastering execu-
tion, change management, business acumen, diplomacy, and
communication.

Part III: The Human Side of Leadership—Addressing
mental health, self-care strategies, and building supportive
communities.

Part IV: Strategic Leadership—Leading at scale with lessons
from startups to Fortune 500s and applying product thinking
1n security.

The competencies are presented roughly in the order you’ll
need to develop them, starting with the foundational traits that
sustain you through challenges and progressing to the advanced
skills needed for senior leadership roles.

Part I focuses on the personal foundation every security
leader needs: Curiosity to keep learning and adapting, Grit to
work through inevitable challenges, and Optimism to maintain
forward momentum even during difficult periods.

Part II covers the core leadership competencies: Execution
(moving from permission-seeking to intent-based action), Change
Management (leveraging constant change as competitive advan-
tage), Business and Finance Acumen (understanding that we’re
measured by business success), Diplomacy (building the rela-
tionships that make security initiatives actually work), and the
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communication framework that transformed how I approach lead-
ership: State Reality, Inspire Hope.

Part III addresses the often-overlooked human side of
security leadership: Acknowledging Mental Challenges,
Self-Help Strategies for sustainable performance, and Building
a Supportive Community that makes you more effective and
resilient.

Part IV focuses on strategic leadership capabilities: Leading
from the Front (lessons from startup to Fortune 500 leadership)
and Product Thinking in Security (building solutions, not just
defenses).

Given the pivotal moment we are in with the advent of
GenAl and Agentic Al, I've incorporated a case study on
Al adoption reflecting the lessons and frameworks shared
throughout the book.

Each chapter combines personal stories from my career with
practical frameworks you can apply immediately. I'll tell you
about the wall in basic training that taught me about mental
limitations, the harsh feedback that forced me to develop real
competence, the startup anxiety of watching the runway shrink
while trying to pay ten people’s salaries, the complete rebuild
of PayPal’s global security operations, the burnout that nearly
ended my career, and the mentors who saw potential in me that
I couldn’t see myself.

More importantly, I'll share what I learned from each experi-
ence and how those lessons translate to practical leadership skills
you can develop and strengthen over time.

A Different Kind of Security Book

This isn’t a book about the latest threats or cutting-edge tech-
nologies. It’s not a technical manual or a compliance guide. If
you’re looking for frameworks for risk assessment or instructions
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for implementing security controls, there are excellent resources
available elsewhere.

This book is specifically for people who understand that
security leadership is fundamentally a human challenge. It’s for
current and aspiring security leaders who want to learn from
someone else’s mistakes rather than making all the same ones
themselves.

It’s for people who are tired of security being seen as the
“department of no” and want to learn how to be genuine business
enablers. It’s for leaders who are struggling with burnout or iso-
lation and need to understand that these challenges are normal
and manageable. It’s for anyone who wants to build a security
career that spans decades rather than burning out after a few
intense years.

Most importantly, it’s for people who believe that cybersecu-
rity is too important to be left to chance. The digital infrastruc-
ture we protect isn’t abstract—it’s the foundation that enables
everything from healthcare to commerce to communication.
The work we do matters, and it deserves leaders who can sustain
themselves and their teams for the long haul.

How to Use This Book

While I've organized the chapters in a logical progression, each
one stands alone and addresses distinct leadership challenges.
You might read it straight through, or you might jump to the
chapters that address your most immediate needs.

If you’re early in your security career, pay particular attention
to the foundational chapters on curiosity, grit,and optimism. These
traits will sustain you through the inevitable challenges ahead.

If you’re already in leadership roles but struggling with exe-
cution or change management, focus on those specific chapters
and the frameworks they provide.
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If you'’re dealing with burnout or isolation, the chapters on
mental challenges, self-help strategies, and community building
might be most valuable.

Throughout the book, I've included reflection questions to
help you apply these lessons to your own situation. Take time
with these questions. The goal isn’t just to read about leadership
principles—it’s to develop the self-awareness and practical skills
that will make you more effective.

The Journey Ahead

Security leadership is a journey, not a destination. Every leader
continues learning, growing, and adapting throughout their
career. The challenges you face will evolve, but the fundamental
principles of effective leadership remain constant.

What I can promise you is this: If you approach security
leadership with curiosity about what you don’t know, grit to
work through difficulties, and optimism about what’s possible,
you’ll be able to handle whatever challenges come your way. If
you focus on execution rather than permission-seeking, embrace
change as opportunity, and build genuine relationships with the
people around you, you’ll be able to drive meaningful improve-
ments in your organization’s security posture.

Most importantly, if you take care of yourself and build the
kind of supportive community that sustains long-term effective-
ness, you'll be able to have the kind of career that makes a lasting
difference.

The cybersecurity field needs leaders who can think stra-
tegically while executing tactically, who can balance technical
expertise with business understanding, and who can maintain
their humanity while dealing with constant threats and pressure.
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It needs people who can build careers that span decades and
develop the next generation of security professionals.
I hope this book helps you become one of those leaders.
The journey starts now.






PART

Personal Foundations

he security leadership journey begins with three core per-

sonal qualities that sustain you through every challenge
ahead. Before you can effectively lead others, you must develop
the internal foundations that will carry you through decades
of evolving threats, organizational changes, and high-pressure
decisions.

Curiosity drives continuous learning in a field where yester-
day’s expertise can become tomorrow’s blind spot. It’s the engine
that powers adaptation when new technologies emerge and threat
landscapes shift. Without genuine curiosity about what you don’t
know, security leaders quickly fall behind the pace of change.

Grit provides the resilience to work through inevitable fail-
ures and setbacks. Security work is inherently challenging; you’ll
face impossible deadlines, limited resources, and problems that
often lack clear solutions. The ability to persist through these
challenges while learning from failures separates effective leaders
from those who burn out.
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Optimism maintains forward momentum even during cri-
sis periods. While our field requires constant attention to what
could go wrong, sustainable security leadership demands the
ability to inspire confidence that challenges can be overcome.
The leaders who thrive are those who can acknowledge serious
problems while maintaining a genuine belief that solutions exist.

The following three chapters explore how to develop and
strengthen these foundational qualities through practical frame-
works and real-world experiences, providing actionable strat-
egies you can begin implementing immediately to build the
personal resilience and adaptability that effective security lead-
ership requires.



CHAPTER

Curiosity

he choice that launched my security career happened in the

most unremarkable way possible. I was sitting across the desk
from my commanding officer, still recovering from leaving the
infantry due to health issues, when he casually mentioned they
had an opening for intelligence OR information security NCO
training.

“Are you interested?” he asked.

The question hung in the air for maybe three seconds, but in
those seconds, my entire future shifted.

I didn’t know what intelligence meant in practical terms.
I had no clear picture of what information security involved.
I couldn’t have explained the difference between the two paths
he was offering. But something in me responded immediately:

I chose information security.

Looking back, I think I had always been drawn to that kind of
work—the analytical thinking, the puzzle-solving, the technical

1
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challenges—but I’d never known it was an option or had a clear
path to get there.

It was pure curiosity about something I didn’t understand
but found intriguing. That moment of curiosity—being willing
to step into the unknown—set the trajectory for the next 25 years
of my career.

And that willingness to say yes to the unknown has become
the thread running through every major career decision I've
made since.

"This randomness taught me something crucial about oppor-
tunities in cybersecurity: they often come disguised as throw-
away comments, casual invitations, or side conversations. The
person making the offer might not even realize they’re poten-
tially changing your life. The key is maintaining enough curi-
osity about the world around you to recognize these moments
when they appear.

Curiosity isn’t just a nice-to-have trait in cybersecurity lead-
ership, it’s the foundation that enables everything else. In our
rapidly evolving field, the ability to continuously learn and adapt
separates effective leaders from those who get left behind. This
chapter makes the case for curiosity as essential for personal
growth, career development, and business success.

The Foundation of Everything

Curiosity in cybersecurity is the engine that drives everything
else. In a field where threats evolve daily, technologies shift
monthly, and regulations change yearly, the leaders who thrive
are those who never stop asking questions.

But curiosity in cybersecurity leadership goes deeper than
just staying current with the latest attack vectors or compliance
requirements. It’s about maintaining a beginner’s mind even as
you gain expertise. It’s about questioning assumptions—including
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your own. It’s about being genuinely interested in how things
work, why they break, and what that tells us about human
behavior and system design.

My early technical experiences, even the basic website
building I did in high school during the early days of the inter-
net, created this foundation. I wasn’t trying to become a secu-
rity professional—I was just curious about how to make things
work on the web. How do you get text to appear in different
colors? How do you make images load? How do you create links
between pages? These were simple questions, but they got me
comfortable with the idea that understanding technology meant
breaking it down into components and figuring out how those
components interacted.

That curiosity about the mechanics of technology, combined
with a growing interest in understanding how systems could
be compromised or misused, naturally led me toward security
work. I didn’t have a master plan. I just followed questions that
interested me, and those questions happened to lead toward
cybersecurity.

This is something I try to remember when I'm hiring or
mentoring people early in their careers. Some of the best security
professionals I know didn’t start with a clear vision of becoming
Chief Information Security Officers (CISOs). They started with
curiosity about how things work and why they sometimes don’t
work the way they’re supposed to. That curiosity, more than any
specific technical skill, is what sustains a long-term career in this

field.

From Military to Information Security

"The transition from infantry to information security work wasn’t
justa career change—it was a complete mindset shift that revealed
how curiosity could be systematically developed and applied.
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Infantry training is about following orders, executing plans,
and maintaining discipline under pressure. There’s curiosity
involved, but it’s focused and constrained. You might wonder
about the tactical situation or the reasoning behind a particular
maneuver, but the scope of your curiosity is limited by your role
and responsibilities.

Information security work requires those same disciplines
but adds layers of analysis, questioning, and strategic thinking
that I’d never encountered before. Suddenly, curiosity wasn’t just
welcome—it was essential. You're constantly asking: What are
we not seeing? What patterns are we missing? What would an
adversary do in this situation? What assumptions are driving our
analysis?

But perhaps most importantly, information security work
taught me that curiosity needs to be disciplined and system-
atic. You can’t just wonder about things randomly. You need to
develop frameworks for asking productive questions, methods
for testing hypotheses, and ways to distinguish between useful
insights and interesting but irrelevant observations.

This transition taught me something that has served me
throughout my cybersecurity career: curiosity without structure
can lead you down rabbit holes, but structure without curiosity
leads to blind spots. The most effective security leaders I know
have learned to balance systematic approaches with genuine
openness to unexpected discoveries.

The Danger of “Knowing Enough”

One of the biggest traps I see security professionals fall into is
reaching a point where they feel they “know enough.” They’ve
mastered the fundamentals, they understand their organization’s
systems, they can handle the day-to-day challenges. The curiosity
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that got them there starts to fade, replaced by confidence in their
existing knowledge.

This is dangerous in any field, but it’s potentially cata-
strophic in cybersecurity. The moment you stop being curious is
the moment you start falling behind. Adversaries are constantly
innovating. Technologies are constantly evolving. Business
requirements are constantly changing. If you’re not actively
curious about these shifts, you'’re not just standing still—you’re
falling behind.

I learned this lesson the hard way early in my career at the
Israeli eGovernment. Coming from military service, I thought
I understood technology and security. I had confidence born
from successfully completing challenging training and serving in
demanding roles. I felt ready to impress my new colleagues with
my knowledge and experience.

It took about a week for them to pull me aside and deliver
some blunt feedback: “Kid, you don’t know what you’re talking
about.”

The words hit like a punch to the gut. I was offended, hurt,
ashamed. I went home that day thinking about quitting. How
could they be so dismissive of my experience and capabilities?
Didn’t they understand what I’d accomplished in the military?

But as the initial sting faded, I realized they were absolutely
right. I had confused familiarity with a few security concepts
with actual competence in the field. I had mistaken confi-
dence for knowledge. I had stopped being curious about what I
didn’t know because I was so focused on demonstrating what I
did know.

That moment was humbling and painful, but it was also a
gift. It forced me to rediscover curiosity about areas where I
thought I already had competence. It reminded me that confi-
dence without curiosity is just arrogance in disguise.



