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Introduction

Trouble is unpredictable. It’s unexpected. Toss in a bunch of electronics, 
hardware, and software, and the quantity of unpredictable variables 
increases to the point where a book about computer troubleshooting is  

useful and necessary.

If getting into PC trouble is an unavoidable problem, this thrill-packed book is  
the solid solution. There’s yet to be a computer invented that didn’t have trouble 
following it like a shadow on a sunny day. This book serves as your troubleshoot-
ing guide, your digital life preserver for those times of computer woe that can 
plague us all at the worst of times.

About This Book
A byte of prevention is worth a gigabyte of cure.

This book’s philosophy is that troubleshooting is easier to do when you under-
stand how the computer works. This philosophy is the opposite of what most 
computer users expect, which is to look up a specific condition and find a specific 
cure for it. This problem-solution approach has two glitches.

The first downfall with the look-it-up approach is that you don’t learn anything. 
Because there’s a method behind the PC’s madness, the same solution can be 
applied to multiple problems. After you understand why things go wrong, it’s not 
only easier to fix them — it’s also possible to prevent them in the first place.

The second difficulty with the specific-solution approach is that it would make 
this book obnoxiously huge. With millions upon millions of potential hardware 
and software configurations available in all the PCs in the world, it would take 
several hefty tomes to document every problem and its specific solution. Such a 
book would need to be delivered by forklift (and Amazon charges extra for that).
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My approach is simple: Look up the problem, learn a bit about what might have 
caused it, and then arrive at a solution. The notion is that when trouble arises 
again later, you have the experience to deal with it in a practical manner. Because 
most PC troubles have a common origin, this approach works.

Before moving on, please be aware that there’s a difference between trouble and 
an event that’s merely annoying. For example, if the text you print from an email 
message is tiny, it’s annoying, but it isn’t a bug. No, it’s just another annoying 
and unexpected problem that must be fixed. The beauty of this book is that its 
troubleshooting philosophy applies in this case, just as it does when the com-
puter’s primary drive explodes in a colorful and potentially humorous manner.

How This Book Works
This book is composed of four main parts, each of which covers a specific aspect 
of a computer troubleshooting topic. The chapters in each part dive into specific 
topics centered around a specific subject. Further, the chapters are split into sec-
tions consisting of paragraphs, words, letters, and, finally, tiny dots. So if you 
understand tiny dots, you’ll understand the content of this book.

This book covers the PC computer platform, which includes all computers that 
don’t have an apple-shaped icon on their case. These computers include desktops, 
all-in-ones, tablets, and laptops.

I’m assuming that the computer is using the Windows 11 operating system, though 
Windows 10 is also covered here. When differences arise between the two operat-
ing systems, it’s pointed out in the text. But be aware that all the images are from 
Windows 11 and that the way elements appear on the screen looks different in 
Windows 10.

Many of the steps taken involve popping up the Start button menu. After it’s dis-
played, you can type commands into this window to quickly locate troubleshoot-
ing tools, utilities, and programs.

Text that you type appears in bold. In the context of a step, where the text is nor-
mally bold anyway, the stuff you type appears in regular roman text. Do not type 
a period unless the text directs you to do so. Unlike sentences in English, com-
puter commands don’t end with a period. And don’t press the Enter key until 
you’re directed to do so. Even then, I recommend that you review what you type 
before you press Enter, just to ensure that you get everything typed properly.
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Icons Used in This Book
I’d like to think that every sentence in this book is a tip, but for those special, 
worthy items, you’ll find this icon lurking nearby.

A reminder of something not to do, something to avoid, or something that can 
cause serious trouble is flagged by the Hazard icon.

This icon flags text that is important enough to remember or that reminds you of 
information you may have forgotten that bears repeating.

When the urge to blurt out something nerdy overwhelms me, I succumb and use 
this icon to supply a warning sign. You’re free not to read any technical text near 
this icon.

Beyond the Book
The publisher maintains a support page with updates or changes that have 
occurred since this book went to press. You’ll also find bonus content, in the form 
of an online Cheat Sheet, which isn’t really cheating and isn’t a sheet.

To peruse the online content, visit http://support.dummies.com and search for 
this book’s title or just the word troubleshooting. Click the matching search result 
to view specific information about this book.

You can also visit my own web page for more information or as a diversion: 
https://wambooli.com.

Where to Go from Here
Feel free to start reading anywhere in this book. All sections (and chapters) are 
self-contained, so you have no real reason to read one section before another. For 
those rare times when it helps to know information located elsewhere in the book, 
I provide cross-references. But it’s not necessary to read the book from 
front to back.

http://support.dummies.com
https://wambooli.com
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My email address is dgookin@wambooli.com. Yes, this is my real address. I reply 
to all emails I receive, and you’ll get a quick reply if you keep your question short 
and specific to this book. Although I enjoy saying hi, I cannot answer technical 
support questions or help you troubleshoot your computer. Thanks for 
understanding.

Please enjoy my book, and thank you for reading the introduction.

Dan Gookin

mailto:dgookin@wambooli.com


1Quick Solutions 
for Annoying 
Problems



IN THIS PART . . .

Identify troublesome computer things.

Resolve issues and locate assistance.
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Chapter 1
O Trouble, Hinder 
Thy Bidding!

You know it’s coming. Unlike bad weather or the flu, a computer crisis rarely 
drops any cryptic portents. Sure, check the entrails if you dare, but PC trou-
ble sneaks up like dawn.

Unlike the sun, however, technology troubles hardly warm up your day with wel-
come sunshine. No, the dread and foreboding that comes with computer woe is a 
splash of cold water, a pebble in your shoe, and a long-term visit from an unwel-
come guest all rolled into one.

You can’t avoid computer woe, but you can prepare for its arrival. You can also 
become familiar with the causes of digital distress. The more you know about why 
things go wrong, the better you can prepare yourself for the inevitable.

The Secret Source of Computer Woe
The cause of nearly all PC trouble is rooted in one thing: change.

Technology runs afoul because something has changed. It could be something you 
did, such as modify a setting, uncover a software bug, run a malicious program, or 

IN THIS CHAPTER

	» Understanding PC problems

	» Reviewing system changes

	» Detecting hardware and 
software issues

	» Determining the source of woe

	» Tossing in the towel
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experience any of several items that all qualify as “change.” Even time itself is an 
agent of change, in that PC hardware grows old and then eventually wears out 
and fails.

The goal isn’t to avoid change, but rather to be aware of its impact. The process of 
troubleshooting becomes easier when you realize that something you just did, 
intentionally or not, might have triggered a problem.

The Four Horsemen of the  
Computer Apocalypse

Computers are designed to be flexible. Rather than blame yourself when trouble 
arises, just recall what has changed. When you do, you make it easier to trouble-
shoot and find the source of what’s gone wrong.

For example, you install a new keyboard and the mouse doesn’t work. Perhaps you 
unplugged the mouse instead of the old keyboard? The graphics driver is updated, 
which is good, but now all your computer games are reset to low resolution. The 
point is to be aware of what you’ve just done, to see how it relates to the cur-
rent problem.

To help you discover what’s changed, or what might have caused recent issues, 
ask yourself, “What did I just do?” Specifically, did you recently or just now:

	» Install new software?

	» Add new hardware?

	» Change a setting?

Think hard because you do a lot with your computer, and sometimes you do sev-
eral things at a time. For example, a dialog box may feature multiple settings but 
only one OK button. All the settings are applied instantly with a single mouse 
click. Undoing the change requires that you recall which changes you just made.

Windows keeps track of all system activities, including those that cause woe. See 
Chapter 15 for information on the Event Viewer, which lets you peruse system logs 
for signs of trouble.
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New software and updates
Software covers the gamut from the PC’s operating system to programs you 
install. It also includes the software that controls specific pieces of hardware, 
which are referred to as drivers.

The best way to avoid issues caused by installing new software is to create a 
restore point. Windows does so automatically. Then, should problems arise, you 
can uninstall the software and use the restore point to recover the system’s previ-
ous configuration.

Some older programs may not prompt Windows to create a restore point. And, 
when you modify settings, a restore point isn’t created. Even so, you can set your 
own restore point. See Chapter 16.

New or failing hardware
Major hardware changes most definitely affect a computer system. Further, keep 
in mind that when you attach or remove a USB device, you’re also adding and 
removing hardware. This process may trigger an issue that could occur right away 
or surface later, but the hardware change is probably the source.

	» Create a restore point before you make hardware changes. Unlike with 
software installation, you must manually create a restore point before 
installing new hardware. See Chapter 16.

	» The quick fix for bad hardware is to remove it. Sometimes, detaching the bum 
device fixes the problem, and sometimes not. If software (driver) was installed 
when you attached the hardware, the software must be uninstalled as well.

	» Ensure that you read the hardware installation directions (or flimsy pamphlet) 
before you install the device. The directions describe which to install first, the 
device or its special software. Sometimes, new hardware screws up when you 
omit this step.

	» If hardware is going to fail, it usually does so within 30 days of installation, 
which is why most hardware warranties are for 90 days or less. In my 
experience, hardware that fails generally does so within 72 hours.

	» A power supply (hardware) might fail when overloaded, which goes against 
the “hardware-fails-quickly” rule. See Chapter 6 for details on the power supply.

	» Unlike software errors, which are consistent, hardware problems can be 
intermittent. See the later section “Hardware-versus-Software Problems.”
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Altered settings
If you’re like me, you might change settings so often that you forget you did so. 
The settings can be subtle, from accessing a new Wi-Fi network to changing 
screen resolution. Anytime you change a setting, you alter the computer’s behav-
ior, which can lead to an unusual or unexpected happening.

Most importantly, be on the lookout for User Account Control (UAC) warnings. 
Anytime you change a setting that can affect the entire system, you see such a 
warning, such as the one shown in Figure 1-1.

If you’re making the change, click the Yes button to proceed. When a UAC warning 
appears unexpectedly, click No. For standard-level user accounts (which are rare), 
you must input an administrator password when faced with a UAC warning. Fill in 
the text box (not shown in Figure 1-1) with the administrator’s PIN or password.

Settings and controls that affect the entire system feature the UAC Shield icon, 
shown in the margin. Choosing such an option generates a UAC warning if your 
user account type is standard. Administrator accounts get prompted with warn-
ings in many such situations as well. Regardless, the Shield icon serves as a 
reminder that the option you’re changing can alter system-wide behavior.

The point of the UAC is to pay attention! Changing settings can lead to PC trouble. 
For example, changing the text color to bright green and the text background color 
to bright green renders the text unreadable. The solution is to undo the change.

	» The best way to undo settings is to run System Restore, though a restore 
point may not be handy enough to undo the change. See Chapter 16 
for details.

FIGURE 1-1: 
A typical 

UAC warning.
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	» By the way, green-on-green text is a horrid problem that’s difficult to fix. You 
can select text to view it; selecting highlights the text and makes it readable. 
For a long-term solution, reboot into Safe mode to undo such a heinous text 
setting. See Chapter 18 for details on Safe mode.

Time
One condition you have no control over is time. The swift hands of time stop for 
no reason. Eventually, computer hardware fails. Software becomes incompatible 
as you perform various upgrades and updates. Time marches on, but your  
computer system may get trampled.

The good news is that modern computer systems last for years. When well- 
maintained, a PC can serve you well for a decade or longer. Laptops have a  
shorter lifespan, due to their specific parts and heat issues. Still, the point is  
that time may catch up with you and present unavoidable trouble.

	» Each time I get a new computer, I create a text file titled Purchase Date. It 
contains the date when I first activated the computer. This file provides evidence 
I need to gauge the system’s age and plan for its eventual replacement.

	» Plan for getting a new computer just as you plan for replacing an older car. 
Yes, it can be a financial burden, but hopefully it’s one that you know is 
coming and can make plans for in advance.

Hardware-versus-Software Problems
Computer system consists of both hardware and software. Therefore, problems 
fall into one category or the other. Detecting the specific source, however, is an art 
form. People who troubleshoot computers for a living follow three general rules to 
diagnose such errors:

	» If the issue is consistent, it’s probably software.

	» If the issue is inconsistent, it’s probably hardware.

	» If the issue is with the PC’s firmware — good luck!
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You’re probably used to such ambiguity when it comes to technology, though 
these three axioms are worthy of following.

	» Software tells the hardware what to do. It’s the computer’s “brains.” Software 
are the programs you use, but also the operating system, control programs or 
drivers, and utilities.

	» Hardware is anything you can touch: the power supply, mass storage, 
keyboard, memory, and so on. By itself, hardware is dumb. It needs software 
to make the system useful.

	» Firmware is software that’s encoded on a hardware chip. It provides the 
smarts that get the system started and control specific hardware subsystems, 
including graphics, networking, power management, and other key parts of 
a computer.

Dealing with software issues
Software problems are predictable. If the Backup program won’t run as scheduled, 
it’s a consistent issue, and the program itself (or the task scheduler) is to blame. 
If Microsoft Excel always crashes when you try to print a worksheet, it’s a soft-
ware issue, having nothing to do with the printer.

	» Software issues with a program — bugs — are fixed by the software devel-
oper. You can check the developer’s web page for updates and support 
information, but you can’t resolve the problem on your own, other than to 
avoid the feature that doesn’t work.

	» Software drivers need updating from time to time, and even the update could 
be the problem. See Chapter 20 for details.

Solving hardware issues
The most obvious sign that hardware is to blame occurs when the device  
doesn’t work. In this case, replace it. All hardware on a desktop PC is component- 
replaceable, so if you need a new power supply, you buy a new one. You can even 
install it yourself, if you’re handy with a screwdriver and don’t mind risking death 
by opening the PC case.

For peripherals, you can troubleshoot by swapping out a suspect device with one 
that works. For example, if the keyboard is acting funky, attach another keyboard 
and see whether the problem persists. If not, the original keyboard is defective. 
Replace it.
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The only time hardware swapping doesn’t work is with a laptop or small- 
footprint desktop PC. Because this type of system’s hardware is integrated, you 
can’t readily replace a power supply or swap out a memory card. For this reason, 
I recommend purchasing a full warranty on laptops and smaller desktop systems, 
just in case the parts go bad.

	» Yes, you can replace any hardware on a desktop PC, though at some point 
you must consider when to just get a new computer.

	» Even mass storage (a hard drive or SSD) can be replaced, though always 
ensure that you have a fresh backup handy and that you’ve created a System 
Recovery disk.

	» Backup is covered in Chapter 22.

	» Creating a System Recovery disk is covered in Chapter 19.

Addressing firmware issues
As with software, problems with the firmware must be addressed by the computer 
or motherboard manufacturer. Routinely, firmware updates are available. You 
should install them when prompted, just as I recommend installing updates for 
Windows, Microsoft Office, and other software on your PC.

	» Firmware is software encoded on chips and integrated into the computer’s 
motherboard. The chips are hard-wired, so you can’t readily replace them, but 
you can update their software programming.

	» Because the firmware controls so many aspects of the PC’s basic hardware, a 
firmware bug would be near impossible to catch.

	» Some motherboard manufacturers offer diagnostic tools that let you check 
the firmware’s status. Even then, if the firmware is suspect, you must choose 
between replacing the entire motherboard or buying a new PC. Neither option 
is inexpensive.

When and Whether to Give Up
He’s tried his best. He’s written poems. He showered her with gifts. The local 
florist beams whenever he walks through the door. Yet his overtures of affection 
are spurned. At some point, Stanley must give up and realize that Jessica Marie 
will never date him. Time to move on.
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Yes, the same philosophy that applies to a teenage boy’s dating strategy also 
applies to technology troubleshooting.

On the upside, I believe you’ll find that your computer is far more attentive to your 
affections than your tenth-grade crush. The computer wants to be liked. So, before 
you toss in the digital towel, consider some quick fixes, such as restarting the PC 
or using the System Restore utility.

If your tool chest of quick fixes doesn’t work, turn to the Internet to pose ques-
tions and search for solutions. You might not be the only one who’s ever had the 
same problem.

Computer repair places still exist in the real world. No, they’re not cheap, but 
often they’ll fix your problem faster and with less frustration than you’d experi-
ence working on your own.

And yes, this book offers plenty of suggestions and tips for fixing the most com-
mon PC problems, as well as advice on how to deal with just about any com-
puter ailment.

Finally, at some point you must accept that you need a new computer. Given the 
advances in technology, plus a fresh and hopefully smooth-running system, buy-
ing a new computer is a worthy investment.
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Chapter 2
Quick Fixes

Everyone knows some quick fixes, and most folks are eager to share them. 
These are remedies for everything from stopping the hiccups to cleaning 
grout in the shower. Such solutions also exist for solving technology issues. 

After all, not everything needs to be difficult. And though the expert advice and 
specifics you can find throughout this book are valued, sometimes a good ol’ 
homespun trick fixes the problem.

Things to Try First
The very first thing you should do when something unexpected happens on your 
computer is to open wide both eyes and drop your jaw a bit. That’s right: Look 
surprised. After years of using a computer, I’ve mastered this expression.

Once you survive the initial shock, consider a few quick fixes. In fact, add the 
items in this section to your list of ready cures to remedy any digital distress.

IN THIS CHAPTER

	» Restarting the computer

	» Using a troubleshooting wizard

	» Fixing broken programs

	» Finding support on the web

	» Checking online forums

	» Working with tech support

	» Playing it safe with remote access



16      PART 1  Quick Solutions for Annoying Problems

Checking the Settings app
For a quick look into an issue Windows already knows about, open the Settings 
app: Press the Windows+I keyboard shortcut. If any issues are pending, such as a 
Windows update or a security issue or a similar problem, you see a notification 
atop the app’s window. Choose the notification to take further action.

Restarting the PC
The old standby solution is to turn off the computer, wait a few seconds, and then 
turn it on again. This trick also applies to any technology, from cellphones to 
smart TVs to nuclear power plants.

A faster way to implement this solution is to sign out of Windows rather than 
restart the PC. Signing out shuts down all running programs, which may solve the 
issue. Follow these steps:

1.	 If you’re able, close all open programs and windows.

The purpose of this step is to ensure that you have no unsaved data lingering. 
If you do, the sign-out (or shutdown) process is interrupted and you must 
perform this step anyway.

2.	 From the Start menu, click your Account icon.

Press the Windows key to pop up the Start menu. Your Account icon may sport 
a generic image or a photo of your choosing.

3.	 Choose Sign Out.

Windows signs you out.

4.	 If any stubborn programs remain open, click the Sign Out Anyway button.

It’s okay to force-close the stubborn programs because, after all, that’s the 
point of signing out.

Eventually, the Windows splash screen appears.

5.	 Sign in to Windows.

After you sign in again, check to ensure that the problem is gone.

If the problem persists, you must restart the PC as the next possible  
solution: From the Start menu, click the Power icon (shown in the margin) and 
choose Restart.


