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Introduction
Christopher Hobbs, Matthew Moran and Daniel Salisbury

The twenty-first century has seen a revolution in how publicly accessible,
or ‘open source’, information is created, stored and disseminated. Driven by
the rapid growth of the Internet and the World Wide Web, as well as the
widespread adoption and advancement of mobile communication technol-
ogy, the use of open sources has permeated the fields of intelligence, politics
and business, to name but a few. This revolution has impacted significantly
on how people acquire information, express ideas and interact with each
other, both socially and professionally. Crucially, while traditional sources
and channels of information have made great efforts to adapt to this new vir-
tual environment and retain their presence as gatekeepers of information —
many established media sources, for example, now publish large amounts of
content exclusively online — the rise of user-generated content, particularly
social media, has drastically transformed the information landscape. From
the 500 million ‘tweets’ per day on Twitter, to the 98 million daily blog posts
on Tumblr, we are now only a few keystrokes away from a potentially global
audience.! Moreover, as these tools increase global connectivity, people seem
increasingly willing to project their thoughts, opinions and observations
into cyberspace. The process of information generation has been opened
up to the masses and the sheer quantity of open source information now
available online is staggering.

As in other fields, these developments have had a profound effect on the
intelligence community. While open source information has long figured in
the work of intelligence analysts, it has been conferred with a new status
and legitimacy in recent years, moving from the periphery of intelligence
efforts to become a core component of analytical products. Indeed, various
high-ranking figures in the US intelligence community have for many years
claimed that open sources can provide upwards of 80 per cent of intelligence
needs - a claim that Stevyn D. Gibson explores in some detail in this volume
(Chapter 1). This increased emphasis on open source intelligence (OSINT) —
that is to say, the exploitation of open source information for intelligence
purposes as part of a broader, all-source intelligence process — has served

1



2 Introduction

to provide contextual detail to classified sources which are often limited in
scope and fragmented. OSINT can provide background, fill gaps and cre-
ate links between seemingly unrelated sources, resulting in an altogether
more complete intelligence picture. Moreover, due to its open source nature,
OSINT can, for the most part, be readily shared and does not present the
problems normally associated with the exchange of sensitive information
between governments and other organisations.

These changes in the role and perceived value of OSINT are evidenced by
the changes that have taken place in the intelligence community. In the US,
for example, the establishment of the national Open Source Center (OSC)
under the Director of National Intelligence (DNI) in 2005 marked an impor-
tant milestone.? The OSC is an organisation dedicated to the systematic
collection and integration of media reports, user-generated online content
and any other relevant types of publically available information into the
US intelligence cycle. The importance of OSINT in US intelligence efforts was
further cemented by the creation of a new managerial position — Assistant
Deputy Director of National Intelligence for Open Source — to oversee and
coordinate the OSC and, on a larger scale, the growing role played by open
sources in the US intelligence enterprise.®> Moreover, these changes in the
US have been reflected to varying degrees in other intelligence communities
around the world.

It is not only within the intelligence community that the use of open
sources has had wide-ranging implications. The information revolution has
affected all fields of research and action. Beyond the efforts of the intelli-
gence community to better integrate OSINT into the all-source intelligence
process, many other types of actor are also looking to better integrate
open source analysis into their work. From non-governmental organisa-
tions (NGOs) to the business community, developments in open source
methodologies and practice hold the key to new and valuable insights and
analysis.

In practical terms, the current conflict in Syria provides a timely and
highly relevant example of the use and value of OSINT. At the time of writ-
ing, the Organisation for the Prohibition of Chemical Weapons (OPCW) has
begun the process of securing and destroying chemical weapons stockpiles
and capabilities declared by the Assad regime.* This process is the culmina-
tion of months of political and diplomatic activity prompted by allegations
of chemical weapons use, most importantly on 21 August 2013 in the sub-
urbs of Damascus. Publically available intelligence assessments produced by
the US, France and the UK, among others, claimed that there were significant
grounds to believe that the Assad regime had carried out this high-casualty
attack on rebel forces. The US intelligence report, for example, was a key
pillar supporting the Obama administration’s efforts to secure both congres-
sional authorisation and public support for a potential military intervention
in Syria, even if the subsequent Russian initiative to convince the regime in
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Damascus to commit to giving up its chemical weapons capability meant
that military intervention was averted.® Similarly, in the UK, a publically
available Joint Intelligence Committee (JIC) report presented the case for
action, and only defeat in parliament stopped David Cameron’s plans to
join a potential US-led intervention.

Crucially, these reports relied heavily on evidence gleaned from open
sources. The first publicly released intelligence assessment came from the
UK JIC on 29 August 2013. This report stated that there were ‘no plausi-
ble alternative scenarios to regime responsibility’, an assessment made with
the ‘highest possible level of certainty following an exhaustive review by
the Joint Intelligence Organisation of intelligence reports plus diplomatic
and open sources’.® Significantly, the assessment recognised the amount of
open source information available on the attack, thus highlighting the value
of OSINT in the overall assessment. The following day the White House
released a more detailed assessment based on a ‘significant body of open
source reporting’.” The document gave details of the range of sources used
to inform the analysis, including ‘videos; witness accounts; thousands of
social media reports from at least twelve different locations in the Damascus
area; journalist accounts; and reports from highly credible nongovernmental
organizations’.?

These reports and, more importantly, the value that they attributed to
open sources in the intelligence process were significant in that they are
among the first occasions that the role of OSINT has been so extensively
credited in intelligence assessments of such high importance. Of course,
this is not to suggest that the emphasis on open sources was completely
free of ulterior political motives, or that the value of the open sources used
was beyond question. Highlighting the role of open source in the attribu-
tion process, for example, provided the relevant governments with a means
of diverting attention from the moral and analytical sensitivities associated
with covert intelligence — a significant issue in an environment that contin-
ues to be overshadowed by the intelligence-related issues that surrounded
the 2003 invasion of Iraq. Furthermore, the veracity of the open sources
used in these assessments was questioned in the subsequent public debate.
For example, commentators asked how videos of the chemical weapons
attack could be verified. This question was an important one considering
that clear incentives likely existed for elements of the opposition to encour-
age a Western intervention. On a larger scale, while open sources clearly
provided important contextual information, could they provide a ‘smoking
gun’? Open sources clearly showed the aftermath of a chemical attack. How-
ever, could they logically and reliably lead to the conclusion that Assad was
responsible?

In general terms the fact that a number of the world’s most sophisti-
cated intelligence communities publically highlighted the importance of
open sources to their intelligence efforts reflects the growing importance
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and utility of OSINT. However, the questions raised regarding the role and
value of OSINT in the analysis of the Syrian chemical weapons attack touch
on some of the enduring issues associated with this rapidly developing area
of the intelligence field. On the one hand, then, OSINT presents researchers
and analysts with a wealth of opportunities and potential. From the study
of online terrorist recruitment to exploring how social media can be used as
sources of sociopolitical analysis, OSINT can provide new and exciting data
and insights. On the other hand, OSINT poses a number of challenges and
obstacles — technical, political and ethical — that must be navigated with care.

In this context, this book takes a fresh look at the subject of OSINT and
explores the new approaches, opportunities and challenges that this emer-
gent field offers at the beginning of the twenty-first century. With a focus
on three key areas of international security — nuclear proliferation; human-
itarian crises; and terrorism — it aims to provide readers with an insight
into the latest and most original research being conducted on the subject.
The chapters are written by established academics, intelligence specialists,
postdoctoral researchers in the early stages of their career, and postgradu-
ate researchers in the final stages of their doctoral work. As a result, the
chapters included illustrate the remarkable scope and vitality of research
currently being conducted under the broad heading of ‘open source intelli-
gence’. The volume’s strength lies in both the timeliness of the three security
issues themselves and the novel manner in which they are addressed.

The book is presented in four parts. The first considers new methods and
approaches in broad, conceptual terms, contextualising some of the new
sources, approaches and methodologies which have characterised advances
in OSINT in recent years. Stevyn D. Gibson (Chapter 1) begins by exploring
the role of OSINT and broadly defines its value to the intelligence function.
He challenges popular assumptions regarding both the capabilities and the
limitations of OSINT and argues that cultural, organisational and ideological
contexts exert an important influence on OSINT and must be taken into
consideration in attempts to assess the value of OSINT.

David Omand, Carl Miller and Jamie Bartlett (Chapter 2) introduce the
concept of social media intelligence (SOCMINT) as a branch of OSINT. They
argue that the analysis of social media offers the possibility of new levels of
social, political and ideological insight, and claims that the advances made
in data analytics methodologies make social media analysis of immense
value, both to the intelligence community and beyond. Alastair Paterson
and James Chappell close Part I (Chapter 3) by exploring the impact of
OSINT on cybersecurity. They describe the dangers that the availability of
open source information about businesses in their digital presence poses
to information assets and business activities in an increasingly web-based
society. They go on to explore some innovative ways of mitigating these
risks.
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The three subsequent parts build on the concepts and issues raised in the
more general opening section, addressing OSINT’s relevance and applica-
tion to three topical issues in international security: nuclear proliferation,
terrorism and humanitarian crises.

In Part II on OSINT and proliferation, Christopher Hobbs and Matthew
Moran (Chapter 4) begin by exploring the value of OSINT in assessing states’
nuclear intentions and capabilities, focusing on the approach of the Interna-
tional Atomic Energy Agency (IAEA). From political statements to scientific
and technical publications, open source information can provide a range
of clues regarding a state’s nuclear trajectory. This is followed by Daniel
Salisbury (Chapter 5), who considers the opportunities and challenges that
OSINT provides in understanding how states illicitly procure technologies
for their nuclear and missile programmes. Using the growth in publically
available information about illicit procurement as a starting point, he dis-
cusses the value of largely untapped information held by the private sector,
and conversely the role that OSINT can play in informing industry about
the risks posed by present-day illicit procurement attempts by states such as
Iran and North Korea.

Part IIT explores OSINT in the context of humanitarian crises. Randolph
Kent (Chapter 6) begins by exploring the growing reliance on social media
as a means of dealing with humanitarian crises. While acknowledging and
detailing the benefits of social media to those working to mitigate the effects
of humanitarian crises, he also examines the drawbacks of this new aspect
of OSINT. He argues that ‘negative noise’ (contradictions and inconsisten-
cies in information) can add confusion to humanitarian operations, and he
proposes systemic approaches to mitigate this problem and promote greater
reliability and authenticity. Fred Bruls and A. Walter Dorn (Chapter 7) argue
that a new concept, human security intelligence (HSI), holds the key to the
comprehensive understanding of humanitarian crises that is essential for
field operations to be a success. Based on the concept of ‘human security’,
Dorn and Bruls argue that the idea of HSI derives, to a large extent, from the
power and value of OSINT.

Part IV considers the value of OSINT in terms of understanding terrorism.
It begins with Carl Miller and Simon Wibberley (Chapter 8) who build on
the theme of social media set out in Part I. They explore the ways in which
social media can be harnessed to detect events and improve responses to
large-scale emergency situations, such as terrorist attacks. Moving the focus
from the response to terrorist attacks to the groups themselves, the John
C. Amble (Chapter 9) presents an analysis of jihadist groups’ online presence.
He argues that the notion of a global jihadist movement is both reductive
and limiting, particularly in terms of counterterrorism strategy. Amble draws
on the media releases of three terrorist groups — al-Qaeda in the Arabian
Peninsula, Lashkar-e-Taiba and Boko Haram — with a view to illustrating the
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range of identities, beliefs and ideologies that exist within the jihadist move-
ment. Ultimately, the chapter argues that OSINT offers a means of gaining a
more nuanced insight into the individual identities of terrorist groups and
that this approach should form the basis of distinct, tailored approaches to
mitigating the threat posed by a particular group.

In general terms, the focused and subject area-specific chapters highlight-
ing the uses, benefits and challenges of OSINT in particular security contexts
complement the more conceptual chapters set out in Part I to provide read-
ers with a comprehensive and far-reaching analysis of an area that has grown
in importance over the past two decades.
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