Scott Lowe and Nick Marshall

with Forbes Guthrie
Matt Liebowitz

Josh Atwell

=l

RE R
ol |

Py
| —
_———




Table of Contents

Cover

Publisher's Note

Acknowledgments

About the Authors

About the Contributors

Foreword

Introduction
What Is Covered in This Book
The Mastering_Series
The Hardware behind the Book
Who Should Buy This Book
How to Contact the Authors

Chapter 1: Introducing VMware vSphere 5.5

Exploring VMware vSphere 5.5
Why Choose vSphere?
The Bottom Line
Chapter 2: Planning_and Installing VMware ESXi

Planning_a VMware vSphere Deployment
Deploying VMware ESXi
Performing_Post-installation Configuration
The Bottom Line

Chapter 3: Installing and Configuring vCenter Server
Introducing vCenter Server
Choosing the Version of vCenter Server

Planning_and Designing a vCenter Server
Deployment



file:///tmp/calibre_5.42.0_tmp_50or80p3/ik_3t_87_pdf_out/OPS/cover.xhtml

Installing vCenter Server and Its Components

Installing vCenter Server in a Linked Mode Group
Deploying_the vCenter Server Virtual Appliance
Exploring vCenter Server

Exploring vCenter Server's Management Features
Managing_ vCenter Server Settings

vSphere Web Client Administration

The Bottom Line

Chapter 4: vSphere Update Manager and the vCenter
Support Tools

vSphere Update Manager

Installing vSphere Update Manager
Configuring vSphere Update Manager
Creating_Baselines

Routine Updates
Upgrading Hosts with vSphere Update Manager

Performing_an Orchestrated Upgrade
Investigating Alternative Update Options
vCenter Support Tools
The Bottom Line

Chapter 5: Creating and Configuring_Virtual Networks
Putting_Together a Virtual Network

Working with vSphere Standard Switches

Working with vSphere Distributed Switches
Examining_Third-Party Distributed Virtual Switches
Configuring Virtual Switch Security

Looking_Ahead



The Bottom Line
Chapter 6: Creating and Configuring Storage Devices

Reviewing_the Importance of Storage Design
Examining_Shared Storage Fundamentals
Implementing vSphere Storage Fundamentals
Leveraging SAN and NAS Best Practices

The Bottom Line

Chapter 7: Ensuring High Availability and Business
Continuity

Clustering VMs
Implementing vSphere High Availability
Implementing vSphere Fault Tolerance
Planning_for Business Continuity
The Bottom Line

Chapter 8: Securing VMware vSphere

Overview of vSphere Security

Securing ESXi Hosts
Securing vCenter Server
Securing_Virtual Machines
The Bottom Line
Chapter 9: Creating and Managing_Virtual Machines
Understanding Virtual Machines
Creating a Virtual Machine
Installing_a Guest Operating System

Installing VMware Tools

Managing_Virtual Machines
Modifying_Virtual Machines



The Bottom Line
Cloning VMs

Creating_Templates and Deploying_Virtual
Machines

Using OVF Templates
Working with vApps

Importing Machines from Other Environments
The Bottom Line

Chapter 11: Managing Resource Allocation
Reviewing Virtual Machine Resource Allocation
Working_with Virtual Machine Memory
Managing_Virtual Machine CPU Utilization
Using_Resource Pools

Regulating Network I/O Utilization
Controlling _Storage I/O Utilization
The Bottom Line

Chapter 12: Balancing_Resource Utilization
Comparing_Utilization with Allocation

Exploring vMotion

Ensuring vMotion Compatibility
Using_Storage vMotion

Combining vMotion with Storage vMotion

Exploring vSphere Distributed Resource Scheduler
Introducing_and Working with Storage DRS
The Bottom Line

Chapter 13: Monitoring VMware vSphere Performance

Overview of Performance Monitoring



Using Alarms

Working with Performance Charts
Understanding vCenter Operations Manager
Working with resxtop

Monitoring CPU Usage

Monitoring Memory Usage

Monitoring Network Usage
Monitoring_Disk Usage
The Bottom Line

Chapter 14: Automating VMware vSphere

Why Use Automation?

vSphere Automation Options

Automating with PowerCLlI

Using vCLI from vSphere Management Assistant

Using vSphere Management Assistant for
Automation with vCenter

Leveraging_the Perl Toolkit with vSphere
Management Assistant

Automating with vCenter Orchestrator
The Bottom Line
Appendix: The Bottom Line
Chapter 1: Introducing VMware vSphere 5.5

Chapter 2: Planning_and Installing VMware ESXi

Chapter 3: Installing_and Configuring vCenter
Server

Chapter 4: vSphere Update Manager and the
vCenter Support Tools

Chapter 5: Creating_and Configuring Virtual
Networks




Devices

Chapter 7: Ensuring High Availability and Business
Continuity

Chapter 8: Securing VMware vSphere

Chapter 9: Creating and Managing_Virtual
Machines

Chapter 10: Using Templates and vApps
Chapter 11: Managing Resource Allocation

Chapter 12: Balancing_Resource Utilization

Chapter 13: Monitoring VMware vSphere
Performance

Chapter 14: Automating VMware vSphere
End User License Agreement

List of Tables

Chapter 1
Table 1.1 Product and feature cross-references
Table 1.2 VMware ESXi maximums

Table 1.3 Overview of VMware vSphere product
editions

Chapter 2

Table 2.1 Boot options for an unattended ESXi
installation

Chapter 3

Table 3.1 Maximum number of hosts or VMs per
vCenter Server instance

Chapter 4



Table 4.1 Firewall requirements for VUM
Chapter 5

Table 5.1 Configuration maximums for ESXi
networking_components (vSphere Standar...

Table 5.2 Configuration maximums for ESXi
networking_components (vSphere Distrib...

Chapter 6
Table 6.1 Storage choices
Table 6.2 vSphere Storage API acronyms

Table 6.3 Virtual SCSi and SATA storage adapters
in vSphere 5.5

Chapter 7

Table 7.1 Windows Server 2003/2008 clustering
support

Table 7.2 VM monitoring_sensitivity settings
Chapter 8

Table 8.1 Table of privileges for default roles
Chapter 9

Table 9.1 Virtual NIC types in vSphere 5.5

Table 9.2 Snapshot demonstration results
Chapter 11

Table 11.1 Virtual machine memory overhead
Chapter 13

Table 13.1 View options in the Overview area of the
Performance tab

Table 13.2 Available CPU performance counters

Table 13.3 Available memory performance counters



Table 13.4 Available disk performance counters
Table 13.5 Available network performance counters

Table 13.6 Available system performance counters

Table 13.7 Available datastore performance
counters

Table 13.8 Available storage path performance
counters

List of lllustrations

Chapter 1

Figure 1.1 The VMkernel is the foundation of the
virtualization functionality fo...

Figure 1.2 vSphere Virtual SMP allows VMs to be
created with more than one : vir...

Figure 1.3 The vSphere HA feature will restart any
VMs that were previously runn...

Figure 1.4 vSphere FT provides protection against
host failures with no downtime...

Chapter 2

Figure 2.1 Servers on the HCG come in various
sizes and models.

Figure 2.2 The initial ESXi installation routine has
options for booting the ins...

Figure 2.3 The installer offers options for both local
and remote devices;_in th...

Figure 2.4 Although local SAS devices are



Figure 2.5 Checking_to see if there are any VMFES
datastores on a device can help...

Figure 2.6 You can upgrade or install ESXi as well
as choose to preserve or over...

Figure 2.7 Host information is echoed to the server
console when it performs a n...

Figure 2.8 This screen provides information about
the Auto Deploy server that is...

Figure 2.9 Note the differences in the ESXi boot

Figure 2.10 Editing _the host profile to allow
Stateless Caching_on a local disk

Figure 2.11 You can install the vSphere Client
directly from the vCenter Server ...

Figure 2.12 Network connectivity won't be
established if the ESXi installer link...

Figure 2.13 The ESXi home screen provides options
for customizing_the system and...

Figure 2.14 In the event the incorrect NIC is
assigned to ESXi's management netw...

Figure 2.15 Specifying NTP servers allows ESXi to
automatically keep time synchr...

Chapter 3

Figure 3.1 vCenter Server provides a full spectrum
of virtualization management ...

Figure 3.2 The steps taken to issue an
authenticated session with the new SSO co...

Figure 3.3 Other applications can extend vCenter
Server's core services to provi...




Figure 3.4 vCenter Server acts as a proxy for
managing_ESXi hosts, but all of th...

Figure 3.5 A good disaster recovery plan for
vCenter Server should include a qui...

Figure 3.6 If vCenter Server is a VM, _its virtual disk
file can be copied regula...

Figure 3.7 The SQL Server 2005/2008 database

that vCenter Server uses must be ow...

Figure 3.8 The VMware vCenter Installer offers
options for installing_several di...

Figure 3.9 The vCenter Server installation program
will optimize the performance...

Figure 3.10 You can join an existing vCenter Server
instance to a linked mode gr...

Figure 3.11 In a linked mode environment, the
vSphere Client shows all the vCent...

Figure 3.12 The vCenter Server virtual appliance
comes preinstalled with SuSE ...

Figure 3.13 This dialog_box provides information on
the status of the vCenter Se...

Figure 3.14 This management screen lets you
configure network access to the vCen...

Figure 3.15 You must first log_into the vCenter
Server virtual appliance before ...

Figure 3.16 The vSphere Web Client home screen
shows the full selection of featu...

Figure 3.17 Users can create folders above the
datacenter object to grant permis...

Figure 3.18 A departmental vCenter Server
inventory allows the IT administrator ...




Figure 3.19 Create folders to organize objects
within the vCenter Web Client.

Figure 3.20 Licenses can be assigned to an : ESXi
host as they are added to vCen...

Figure 3.21 When a host is selected in the
inventory view, the tabs across the t...

Figure 3.22 The Manage tab of an ESXi host offers
a number of different commands...

Figure 3.23 The Events view lets you view event
details, search events, and expo...

Figure 3.24 Users have a number of options when
exporting_events out of vCenter ...

Figure 3.25 Host profiles provide a mechanism for
checking_and enforcing_complia...

Figure 3.26 To make changes to a number of ESXi
hosts at the same time, put the ...

Figure 3.27 You are able to : create both tags and
tag_categories from the New T...

Figure 3.28 You can add metadata to objects by
creating_and assigning_tags.

Figure 3.29 After you've : defined a category and a
tag,_you can use it as searc...

Figure 3.30 You can customize statistics collection
intervals to support broad o...

Figure 3.31 Licensing vCenter Server is managed
through the vCenter Server Setti...

Figure 3.32 You can view logs from vCenter Server
or ESXi hosts easily from the ...

Figure 3.33 These logs are for vCenter Server,_ a
single ESXi host, and the compu...




Chapter 4

Figure 4.1 Set the owner of the database correctly
when you create the database.

Figure 4.2 Place the database and log_files for VUM
on different physical drives...

password for the VUM database.
Figure 4.4 The VUM installation provides the
option to configure proxy settings....

Figure 4.5 The default settings for VUM place the
application files and the patc...

Figure 4.6 During_installation, you can tell VUM to
store the downloaded patches...

Figure 4.7 You must configure the UMDS utility at
the command prompt.

Figure 4.8 Installing_the vSphere Client plug-in is
done from within the vSphere...

Figure 4.9 The tabs in the Update Manager
Administration area within the vSphere...

Figure 4.10 Select patch sources so that VUM
downloads only certain types of pat...

VUM during_operation and can b...

Figure 4.13 Events from VUM Manager are
included in the Management area of vCent...

Figure 4.14 The Patch Repository tab also offers
more detailed information about...



Figure 4.15 Dynamic baselines contain a set of
criteria that determine which pat...

Figure 4.16 Combining multiple dynamic baselines
into a baseline group provides ...

Figure 4.17 Use baseline groups to combine host

Figure 4.18 A baseline group combines multiple
individual baselines for a more c...

Figure 4.19 The Attach Baseline Or Group dialog
box

Figure 4.20 Detaching _baselines

Figure 4.21 When you're detaching_a baseline or
baseline group, VUM offers the o...

Figure 4.22 Different types of scans are initiated
depending on the check boxes ...

Figure 4.23 When multiple baselines are attached
to an object,_ compliance is ref...

Figure 4.24 VUM can show partial compliance
when viewing_objects that contain ot...

Figure 4.25 The vSphere Client reflects when the
process of staging_patches is c...

Figure 4.26 The Remediate dialog box allows you to
select the baselines or basel...

Figure 4.27 When remediating_a host, you need to
specify a name for the remediat...

Figure 4.28 Host remediation options available if
the host has to enter maintena...

Figure 4.29 Cluster options during_host
remediation



Figure 4.30 VUM supports different schedules for
remediating powered-on VMs, pow...

Figure 4.31 VUM integrates with vCenter Server's
snapshot functionality to allow...

Figure 4.32 Select the ESXi image to use for the
host upgrade.

Figure 4.33 ESXi image import

Figure 4.34 All the packages contained in the
imported ESXi image are shown.

Figure 4.35 Select the correct upgrade baseline in
the right pane if multiple ve...

Figure 4.36 Upgrades can ignore third-party
software on legacy hosts.

Figure 4.37 VUM PowerCLI cmdlets available
Figure 4.38 vCenter Support Tool options on DVD

Figure 4.39 vCSA services running by default
Figure 4.40 vCSA Services tab

Figure 4.41 Move the dump repository off the C:
drive if possible.

a Dump Collector

Figure 4.43 Configuring_a host to a Dump Collector
via its host profile

Figure 4.44 The Network Syslog Collector
registered in vCenter

host's command line



Figure 4.47 Opening_ up the firewall ports to
communicate with the Syslog Collect...

Chapter 5

Figure 5.1 Successful virtual networking is a blend
of virtual and physical netw...

Figure 5.2 Virtual switches alone can't provide
connectivity;_they need ports or...

Figure 5.3 Virtual switches can contain two
connection types: VMkernel port and ...

Figure 5.4 You can create virtual switches with
both connection types on the sam...

Figure 5.5 VMs communicating_through an
internal-only vSwitch do not pass any tr...

Figure 5.6 A vSwitch with a single network adapter
allows VMs to communicate wit...

Figure 5.7 A vSwitch using NIC teaming_has
multiple available adapters for data ...

Figure 5.8 Virtual switches using NIC teaming_are
identified by the multiple phy...

Figure 5.9 The vSphere Client offers a way to
enable management networking when ...

Figure 5.10 To configure ESXi's equivalent of the
Service Console port, use the ...

Figure 5.11 From the Configure Management
Network menu, users can modify assigne...

Figure 5.12 The Restart Management Network
option restarts ESXi's management net...

Figure 5.13 Use the Network Restore Options
screen to manage network connectivit...




Figure 5.14 A VMKkernel port is associated with an
interface and assigned an IP a...

Figure 5.15 The network labels for VMkernel ports
should be as descriptive as po...

Figure 5.16 VMkernel ports can carry IP-based
storage traffic, vMotion traffic,_...

Figure 5.17 Using_the CLI helps drive home the fact
that the port group and the ...

Figure 5.18 The Analyze Impact section shows
administrators dependencies on VMke...

Figure 5.19 TCP/IP stack settings are located with
other host networking_configu...

Figure 5.20 Each TCP/IP stack can have its own

DNS configuration, routing_inform...

Figure 5.21 VMKkernel ports can be assigned to a
TCP/IP stack only at the time of...

Figure 5.22 A vSwitch with a VM port group uses
an associated physical network a...

Figure 5.23 Virtual LANs provide secure traffic
segmentation without the cost of...

Figure 5.24 Supporting multiple networks without
VLANS can increase the number o...

Figure 5.25 VI ANSs can reduce the number of

Figure 5.26 The physical switch ports must be
configured as trunk ports in order...

Figure 5.27 You must specify the correct VLAN ID
in order for a port group to re...

Figure 5.28 Virtual switches with multiple uplinks
offer redundancy and load bal...



Figure 5.29 The vSphere Web Client shows when

Figure 5.30 All the physical network adapters in a
NIC team must belong_to the s...

Figure 5.31 Create a NIC team by adding network
adapters that belong to the same...

Figure 5.32 The vSwitch port-based load-:
balancing_policy assigns each virtual ...

Figure 5.33 The source MAC-based load-: balancing
policy, as the name suggests,_...

Figure 5.34 The IP hash-based policy is a more
scalable load-balancing policy th...

Figure 5.35 The physical switches must be
configured to support the IP hash-base...

Figure 5.36 Select the load-balancing_policy for a
vSwitch in the Teaming And Fa...

Figure 5.37 The beacon-probing_failover-detection
policy sends beacons out acros...

Figure 5.38 The failover order helps determine how
adapters in a NIC team are us...

activate when an active adapter fails...

Figure 5.40 Failover order for a NIC team is
determined by the order of network ...

Figure 5.41 Traffic shaping reduces the outbound
bandwidth available to a port g...

Figure 5.42 Without the use of port groups and
VIANSs in the vSwitches, each : IP...

Figure 5.43 The use of the physically separate 1P
storage network limits the red...




Figure 5.44 With the use of port groups and VI.LANs
in the vSwitches, even fewer v...

Figure 5.45 If you want to support all the features
included in : vSphere 5.5, :...

Figure 5.46 The number of uplinks controls how

Figure 5.47 When you're working with distributed
switches, the vSphere Web Clien...

Figure 5.48 All adapter-related changes to
distributed switches are consolidated...

Figure 5.49 The esxcli_command shows full details
on the configuration of a dist...

Figure 5.50 The vSphere Web Client won't allow a
host to be removed from a distr...

Figure 5.51 The vSphere Distributed Switch Health
Check helps identify potential...

Figure 5.52 The New Distributed Port Group wizard
gives you extensive access to ...

Figure 5.53 A distributed port group is selected as
a network connection for VMs...

Figure 5.54 The vSphere Web Client provides a
summary of the distributed port gr...

Figure 5.55 The Topology view for a distributed
switch provides easy access to v...

Figure 5.56 You can apply both ingress and egress
traffic-shaping policies to a ...

Figure 5.57 The Teaming And Failover item in the
distributed port group Edit Set...

Figure 5.58 The Block policy is set to either Yes or
No. Setting_the Block polic...




Figure 5.59 The Manage Virtual Network Adapters
screen of the wizard allows you ...

Figure 5.60 Migrating a virtual adapter involves
assigning_it to an existing_dis...

Figure 5.61 To manage uplinks on a distributed
switch, make sure only the Manage...

Figure 5.62 The Migrate Virtual Machine
Networking wizard automates the process ...

source network selection if the...

Figure 5.64 You'll need the IP address and port
number for the NetFlow collector...

Figure 5.65 NetFlow is disabled by default. You
enable NetFlow on a per-distribu...

Figure 5.66 LLDP support enables distributed
switches to exchange discovery info...

Figure 5.67 Private VI.ANs can help isolate ports on
the same IP subnet.

Figure 5.68 Private VI.AN entries consist of a
primary VLAN and one or more secon...

Figure 5.69 When a distributed port group is
created with PVI.ANs, the distribute...

Figure 5.70 Basic LACP support in a version 5.1.0
vSphere Distributed Switch is ...

eliminates many of the limitatio...

Figure 5.72 With a version 5.5.0 distributed switch,
the LACP properties are con...

adapters can be added to it.



Figure 5.74 1.LAGs appear as physical uplinks to the
distributed port groups.

Figure 5.75 The default security profile for a
vSwitch prevents Promiscuous mode...

Figure 5.76 The default security profile for a
distributed port group on a distr...

Figure 5.77 Promiscuous mode, though it reduces
security, is required when using...

Figure 5.78 A VM's initial MAC address is
automatically generated and listed in ...

Figure 5.79 A VM's source MAC address is the
effective MAC address, which by def...

Figure 5.80 The MAC Address Changes and Forged
Transmits security options deal w...

Chapter 6

Figure 6.1 When ESXi hosts are connected to that
same shared storage, they share...

Figure 6.2 In a RAID 0O configuration, the data is
striped across all the disks i...

Figure 6.3 This RAID 10 2+2 configuration provides
good performance and good ava...

Figure 6.4 A RAID 5 4+1 configuration offers a
balance between performance and e...

Figure 6.5 A RAID 6 4+2 configuration offers
protection against double drive fai...

Figure 6.6 VSAN abstracts the ESXi host's local
disks and presents them to the e...

Figure 6.7 A Fibre Channel SAN presents LUNSs
from a target array (in this case a...




Figure 6.8 The most common Fibre Channel
configuration: a switched Fibre Channel...

Figure 6.9 The Edit Multipathing Policies dialog
box shows the storage runtime (...

Channel frames into Ethernet frames f...

Figure 6.12 Using iSCSI, SCSI control and data are
encapsulated in both TCP/IP a...

Figure 6.13 Notice how the topology of an iSCSI
SAN is the same as a switched Fi...

Figure 6.14 The iSCSI IETF standard has several
different elements.

Figure 6.15 Some parts of the stack are handled by
the adapter card versus the E...

Figure 6.16 The topology of an NFS configuration is
similar to iSCSI from a conn...

Figure 6.17 VMFS stores metadata in a hidden area
of the first extent.

Figure 6.18 vSphere's Pluggable Storage
Architecture is highly modular and exten...

Figure 6.19 Only the SATPs for the arrays to which
an ESXi host is connected are...

Figure 6.20 vSphere ships with three default PSPs.

Figure 6.21 The SATP for this datastore is
VMW_SATP_ALUA CX,_ which is the defaul...

Figure 6.22 It is possible to adjust the advanced
properties for advanced use ca...



Figure 6.23 If all hardware offload features are
supported, the Hardware Acceler...

Figure 6.24 The VAAI support detail is more
granular when using ESXCLI compared ...

Figure 6.25 VAAI works hand in hand with
claimrules that are used by the PSA for...

Figure 6.26 The Storage Providers area is where
you go to enable communication b...

Figure 6.27 The New Tag_dialog box can be
expanded to also create a tag category...

Figure 6.28 The VM Storage Policies area in the
vSphere Web Client is one place ...

Figure 6.29 VM storage policies can match user-
defined tags or vendor-specific c...

Figure 6.30 For proper iSCSI multipathing and
scalability, only one uplink can b...

Figure 6.31 This storage adapter is where you will
perform all the configuration...

Figure 6.32 Only compliant port groups will be
listed as available to bind with ...

Figure 6.33 This configuration allows for robust
multipathing_and greater bandwi...

Figure 6.34 You'll choose from a list of available
LUNs when creating a new VMFES...

Figure 6.35 The Current Partition Layout screen
provides information on the part...

Figure 6.36 From the Datastores subsection of the
Related Objects tab, you can i...

Figure 6.37 If the Expandable column reports Yes,
the VMFS volume can be expande...




Figure 6.38 This 20 GB data-store actually
comprises two 10 GB extents.

Figure 6.39 The columns in the Datastores list can
be rearranged and reordered,_...

Figure 6.40 Among_the other details listed for a
datastore, the VMFS version is ...

Figure 6.41 From this dialog_box, you can enable or
disable storage policies on ...

Figure 6.42 You'll use the Edit Multipathing button
in the Datastore Manage &cmd...

Figure 6.43 This datastore resides on an active-
active array;_specifically, an E...

Figure 6.44 NFS uses the networking stack, not the
storage stack, for high avail...

available NFS datastores depend on y...

Figure 6.46 If you have a network switch that
supports multi-switch link aggrega...

Figure 6.47 If you have a basic network switch
without multi-switch link aggrega...

Figure 6.48 Every NFS datastore has two TCP
connections to the NES server but on...

important to extend the ESXi h...

Figure 6.50 Mounting_an NFS datastore requires
that you know the IP address and ...

Figure 6.51 NFS datastores are listed in among
VMFS datastores, but the informat...

Figure 6.52 This VM has both a virtual disk on a
VMFS datastore and an RDM.



Figure 6.53 A thin-provisioned virtual disk uses
only as much as the guest OS in...

Figure 6.54 VMFS datastores support all three
virtual disk types.

Figure 6.55 The Space Used and Provisioned Space
columns tell you the current an...

Figure 6.56 The Summary tab of a VM will report
the total provisioned space as w...

what kind of disk is configur...

Figure 6.58 There are various virtual SCST adapters
that a VM can use. You can c...

Figure 6.59 This VM storage policy requires a
specific user-defined storage capa...

Figure 6.60 The Enable VM Storage Policies dialog
box shows the current status o...

Figure 6.61 This VM does not have a VM storage

Figure 6.62 Each virtual disk can have its own VM
storage policy, so you tailor ...

Figure 6.63 The storage capabilities specified in
this VM storage policy don't m...

Figure 6.64 This VM's current storage is compliant
with its assigned VM storage ...

Chapter 7

Figure 7.1 Each layer has its own forms of high
availability.

Figure 7.2 An NLB cluster can contain up to 32
active nodes (only 5 are shown he...




Figure 7.3 Server clusters are best suited for
applications and services like SQ...

Figure 7.4 A cluster-in-a-box configuration does not
provide protection against ...

Figure 7.5 A Microsoft cluster built on VMs
residing on separate ESXi hosts requ...

Figure 7.6 A node in a Microsoft Windows Server
cluster requires at least two NI...

Figure 7.7 Add a new device of type RDM Disk for
the first node in a cluster and...

Figure 7.8 The SCSI bus sharing_for the new SCSI
adapter must be set to Physical...

Figure 7.9 The RDM presented to the first cluster
node is formatted and assigned...

Figure 7.10 Clustering_physical machines with VM
counterparts can be a cost-effe...

host multiple failover cluste...

Figure 7.12 vSphere HA provides an automatic
restart of VMs that were running_on...

Figure 7.13 The status of an ESXi host as either
master or slave is provided on ...

Figure 7.14 vSphere HA uses the host-X-poweron
files for a slave host to notify ...

Figure 7.15 vSphere HA is enabled or disabled for
an entire cluster.

Figure 7.16 As you can see in the Tasks pane,
vSphere HA elects a master host wh...

Figure 7.17 Deselecting Enable Host Monitoring
when performing_network maintenan...




Figure 7.18 The Admission Control Policy settings
will determine how a vSphere H...

Figure 7.19 You can define cluster default VM
options to customize the behavior ...

Figure 7.20 Use the VM Overrides setting_to
specify which VMs should be restarte...

Figure 7.21 High-priority VMs from a failed ESXi
host might not be powered on be...

Figure 7.22 The option to leave VMs running when
a _host is isolated should be se...

Figure 7.23 You can configure vSphere HA to
monitor for guest OS and application...

Figure 7.24 The Custom option provides specific
control over how vSphere HA moni...

Figure 7.25 Select the shared datastores that
vSphere HA should use for datastor...

Figure 7.26 This blended figure shows the
difference between a VM currently list...

Figure 7.27 The vSphere HA Summary tab holds a
wealth of information about vSphe...

Figure 7.28 You can turn on vSphere FT from the
context menu for a VM.

Figure 7.29 Several other configuration changes
are enforced when you activate v...

Figure 7.30 vSphere FT must convert existing
virtual disks to Thick Provision (e...

Figure 7.31 The darker VM icon indicates that
vSphere FT is enabled for : this V...

Figure 7.32 The vSphere Web Client shows vSphere
FT status information in the Fa...




Figure 7.33 Running_backup agents inside the
guest OS can provide application- a...

Figure 7.34 vSphere Replication can work between
datacenters, as long_as there i...

Figure 7.35 The network configuration for the

Figure 7.36 New menus are often added in the
vSphere Web Client when virtual app...

within vSphere Replication to...
Chapter 8

Figure 8.1 The vicfg-user command prompts for a
password to execute the command ...

Figure 8.2 For a user,_ you can change the UID,

Figure 8.3 The Security Profile area of the
Configuration tab in the traditional...

Figure 8.4 Traffic to the selected network traffic on
this ESXi host will be lim...

Figure 8.5 Adding the correct XML to the
services.xml file allows you to customi...

Figure 8.6 vCenter Server and ESXi share a
common security model for assigning_a...

Figure 8.7 Custom roles strengthen management
capabilities and add flexibility t...

Figure 8.8 By default, assigning a permission to an
object will propagate that p...

Figure 8.9 Folder objects cannot be added to an
individual ESXi host, leaving re...




Figure 8.10 As objects in the inventory, resource
pools are potential levels of ...

Figure 8.11 The vSphere Client provides a
breakdown of where roles are currently...

Figure 8.12 The vCenter Server default roles offer
much more flexibility than an...

Figure 8.13 vCenter Server's logs are visible from
within the L.og Browser sectio...

Chapter 9

Figure 9.1 VMware ESXi provides both generic and
virtualization-optimized hardwa...

Figure 9.2 The file browser in the vSphere Web
Client shows only a single VMDK f...

Figure 9.3 There are actually two different VM DK
files for every virtual hard di...

Figure 9.4 You can launch the New Virtual Machine
Wizard from the context menu o...

Figure 9.5 Options for creating_a new virtual
machine when using_the vSphere Web...

Figure 9.6 The logical folder structure selected
here does not correspond to whe...

Figure 9.7 You can use storage service levels to
help automate VM storage placem...

compatible datastore to ensu...

Figure 9.9 Based on guest OS selection,_the
vSphere Web Client provides some bas...

Figure 9.10 You can configure a VM with up to four
network adapters, of the same...




Figure 9.11 A virtual disk is configured
automatically when you create a new vir...

Figure 9.12 vSphere 5.5 offers a number of
different Disk Provisioning options w...

Figure 9.13 You can configure the virtual disk on : a
number of different SCSI a...

Figure 9.14 Reviewing_the configuration of the New
Virtual Machine Wizard ensure...

Figure 9.15 The display name assigned to a VM is
used in a variety of places.

Figure 9.16 vSphere automatically appends a
number to the filename for additiona...

Figure 9.17 VMSs can access optical disks physically
located on the vSphere Clien...

Figure 9.18 Use the Upload button to upload ISO
images for use when installing_:...

Figure 9.19 Changing the hardware acceleration
feature of a Windows guest OS is ...

Figure 9.20 As of vSphere 5.1, you can no longer
configure properties in VMware ...

Figure 9.21 You can view details about VMware
Tools, DNS name, IP address, and s...

Figure 9.22 You invoke : the Register : Virtual
Machine Wizard by right-clicking...

Figure 9.23 The Power submenu allows you to

Figure 9.24 Users can add some types of hardware
while the VM is powered on. If ...

must select the adapter type,_the ...




