




Preventing Bluetooth and Wireless Attacks in IoMT Healthcare Systems is a comprehensive 
companion for anyone in healthcare. The insights you gain here will enhance your 
understanding and help drive the mission to create a safer, more secure healthcare 
environment for everyone.

—Tom Brays 
Cybersecurity Analyst and Technical Editor

Preventing Bluetooth and Wireless Attacks in IoMT Healthcare Systems is a masterful 
guide for navigating the challenges of securing healthcare environments, from 
physical spaces to digital systems. It empowers leaders to protect what matters 
most. Worth a read for anyone committed to advancing the safety and integrity of 
our healthcare institutions.

—Robert Blake 
President, E1

I’ve worked in healthcare for over 30 years and Preventing Bluetooth and Wireless 
Attacks in IoMT Healthcare Systems is necessary reading.

—Jean Dwyer 
RN and Clinical Educator in Labor & Delivery

Preventing Bluetooth and Wireless Attacks in IoMT Healthcare Systems is vital for anyone 
navigating the intersection of healthcare and cybersecurity. With real-world insight 
and practical strategies, I can confidently say it belongs on every security leader’s 
shelf.

—T. Mills 
Chief Information Security Officer and Author

I highly recommend reading as it illustrates the importance of cybersecurity in 
healthcare, ethical concerns, and how devastating life can be without it.

—​​Deb Martin 
Privacy and Security Advisor

Preventing Bluetooth and Wireless Attacks in IoMT Healthcare Systems unpacks the 
complexities of technologies in healthcare with a playbook of security strategies.

—Renee Vogley 
Director, Business Operations at Cardinal Health



Preventing Bluetooth and Wireless Attacks in IoMT Healthcare Systems tackles Bluetooth 
and wireless communication vulnerabilities within connected medical device 
infrastructures. Moreover, it offers practical mitigation strategies such as encryption, 
secure device pairing, continuous network monitoring, and multifactor 
authentication—solutions that align with modern cybersecurity best practices. Its 
clear structure makes it accessible to both technical professionals and nontechnical 
audiences.

—Pam Kennedy 
Security Compliance Auditor and Technical Editor

Whether you’re fortifying infrastructure or ensuring compliance in 2025’s stricter 
regulatory requirements, Preventing Bluetooth and Wireless Attacks in IoMT Healthcare 
Systems is an indispensable tool.

—Kevin Knapp 
Sr. Cybersecurity Engineer

John has done a phenomenal job creating a comprehensive treatise on IoMT threat 
management. This is worth a read for anyone dealing with the deployment and 
operational use of technology in healthcare. He adeptly covers the technical security 
challenges but does not stop there. Healthcare administrators, clinical staff, support, 
and even patients will find this book invaluable. Join John on the journey as he digs 
into the overall threat landscape, enumerating indicators of threat and attack while 
offering crucial guidance on best practices, security testing, policy, and response.

—Steve Nardone 
Division Chief and Head of the Trusted Product  

Evaluation Program at the NSA 
Sr. Dir. Security and Compliance, Ret.



Preventing Bluetooth and 
Wireless Attacks in IoMT 

Healthcare Systems





Preventing Bluetooth and 
Wireless Attacks in IoMT 

Healthcare Systems
John Chirillo



Copyright © 2025 by John Wiley & Sons, Inc. All rights reserved, including rights for text and data mining and training 
of artificial intelligence technologies or similar technologies.

Published by John Wiley & Sons, Inc., Hoboken, New Jersey.

Published simultaneously in Canada and the United Kingdom.

ISBNs: 9781394349418 (Paperback), 9781394349432 (ePDF), 9781394349425 (ePub)

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in any form or by any 
means, electronic, mechanical, photocopying, recording, scanning, or otherwise, except as permitted under Sec-
tion 107 or 108 of the 1976 United States Copyright Act, without either the prior written permission of the Publisher, 
or authorization through payment of the appropriate per-copy fee to the Copyright Clearance Center, Inc., 222 Rose-
wood Drive, Danvers, MA 01923, (978) 750-8400, fax (978) 750-4470, or on the web at www.copyright.com. Requests 
to the Publisher for permission should be addressed to the Permissions Department, John Wiley & Sons, Inc., 111 
River Street, Hoboken, NJ 07030, (201) 748-6011, fax (201) 748-6008, or online at http://www.wiley.com/go/ 
permission.

The manufacturer’s authorized representative according to the EU General Product Safety Regulation is Wiley-VCH 
GmbH, Boschstr. 12, 69469 Weinheim, Germany, e-mail: Product_Safety@wiley.com.

Trademarks: Wiley and the Wiley logo are trademarks or registered trademarks of John Wiley & Sons, Inc. and/or its 
affiliates in the United States and other countries and may not be used without written permission. Bluetooth is regis-
tered trademark of Bluetooth Sig, Inc. All other trademarks are the property of their respective owners. John Wiley & 
Sons, Inc. is not associated with any product or vendor mentioned in this book.

Limit of Liability/Disclaimer of Warranty: While the publisher and author have used their best efforts in preparing 
this book, they make no representations or warranties with respect to the accuracy or completeness of the contents of 
this book and specifically disclaim any implied warranties of merchantability or fitness for a particular purpose. No 
warranty may be created or extended by sales representatives or written sales materials. The advice and strategies 
contained herein may not be suitable for your situation. You should consult with a professional where appropriate. 
Further, readers should be aware that websites listed in this work may have changed or disappeared between when 
this work was written and when it is read. Neither the publisher nor author shall be liable for any loss of profit or any 
other commercial damages, including but not limited to special, incidental, consequential, or other damages.

For general information on our other products and services or for technical support, please contact our Customer 
Care Department within the United States at (800) 762-2974, outside the United States at (317) 572-3993 or fax (317) 
572-4002. For product technical support, you can find answers to frequently asked questions or reach us via live chat 
at https://support.wiley.com.

If you believe you’ve found a mistake in this book, please bring it to our attention by emailing our reader support team 
at wileysupport@wiley.com with the subject line “Possible Book Errata Submission.”

Wiley also publishes its books in a variety of electronic formats. Some content that appears in print may not be avail-
able in electronic formats. For more information about Wiley products, visit our web site at www.wiley.com.

Library of Congress Control Number: 2025934397

Cover image: © sudok1/Getty Images
Cover design: Wiley

http://www.copyright.com
http://www.wiley.com/go/permission
http://www.wiley.com/go/permission
mailto:Product_Safety@wiley.com
https://support.wiley.com
mailto:wileysupport@wiley.com
http://www.wiley.com


vii

John Chirillo, an accomplished and published programmer 
and author, has written numerous influential books on cyber-
security, ethical hacking, and IT compliance. His writings are 
celebrated for their ability to demystify intricate technical con-
cepts, making them accessible to professionals and enthusiasts 
alike. With decades of hands-on experience, John has built a 
career that seamlessly integrates the art of ethical hacking with 
the science of IT governance. His work ensures that businesses 
stay ahead in an ever-evolving threat landscape.

About the Author





ix

Stephen Nardone has been involved in almost every aspect of information security 
for over 40 years. This includes systems security, operations security, telecommuni-
cations security, testing, evaluation, and program security. He began his career at the 
National Security Agency, where he spent 15 years supporting the NSA’s mission 
in various challenging roles. He was division chief and head of the Trusted Product 
Evaluation Program at the NSA, responsible for executing security evaluations 
against DoD Standard 5200.28 and the “Rainbow” series of documents (Orange, 
Red, and Lavender Books). The Orange Book, DOD 5200.28-STD, The Department 
of Defense Trusted Computer System Evaluation Criteria, published in December 1985, 
set the standard for computer systems security evaluations.

Stephen became the chief technology and security officer for the Commonwealth 
of Massachusetts, eventually leading to his role as senior director of the Security 
Center of Excellence at Connection. He is now enjoying retirement while staying 
engaged in the evolving world of cybersecurity.

Pamela Kennedy has over 20 years of experience in IT service management 
(ITSM), cybersecurity, compliance, and IT audit. She has developed deep expertise 
in government, healthcare, and financial services. Pamela specializes in cyber
security, auditing, and regulatory compliance, providing assurance and advisory 
services to organizations looking to strengthen or expand their internal controls to 
meet regulatory requirements. Her experience spans cyber policy and risk anal-
ysis, including information security, protection of critical national infrastructure, 
IT operations, government regulatory assessments, control design, IT compliance, 
governance, and incident response. She has led initiatives to help organizations 
align their IT policies, security protocols, and operational strategies with industry 
best practices and regulatory mandates.

About the Technical Editors





xi

First and foremost, I want to express my heartfelt thanks to my family and friends 
for their unwavering support and patience throughout the writing process. This 
is especially true for my wife, Kristi, and son, Conner. Your understanding during 
long nights and busy weekends has been invaluable.

I am profoundly grateful to my cybersecurity and healthcare IT colleagues, who 
have shared their knowledge and experiences.

I want to acknowledge the contributions of the ethical hacking community, whose 
responsible disclosure of vulnerabilities has been crucial in advancing IoMT security. 
Your work continues to be a driving force in improving the safety of medical devices.

My gratitude extends to the legal and ethics experts who provided invaluable 
insights into the complex regulatory landscape of healthcare technology. Your guidance 
has been essential in addressing this field’s critical legal and ethical considerations.

I am grateful to my publisher, Wiley, for believing in the importance of this 
project and providing the platform to share this critical information with the broader 
community. A special note of thanks goes to the managing editor, Navin Vijayakumar; 
acquisitions editor, James Minatel; editorial assistant, Annie Melnick; and project 
manager, Brad Jones, whose keen eyes and insightful suggestions have greatly 
improved the clarity and structure of this book. Also, to my technical editors and 
reviewers, Stephen Nardone and Pamela Kennedy, your expertise has been instru-
mental in making complex topics accessible to a diverse readership.

Lastly, I want to thank my readers—the cybersecurity professionals, health-
care leadership, IT specialists, and experts who protect our medical systems. Your  
dedication to securing the Internet of Medical Things inspired me to write this book. 
I hope the knowledge shared here will support your crucial work.

I sincerely thank everyone who has contributed, directly or indirectly, to the 
realization of this book. This work is a testament to the collaborative spirit of the 
cybersecurity and healthcare communities, which are united to create a safer digital 
healthcare environment for all.

Acknowledgments





xiii

Contents at a Glance

Preface� xxvii

Foreword� xxix

Part I	 Foundation� 1

Chapter 1	 Introduction to IoMT in Healthcare� 3

Chapter 2	� The Evolving Landscape of Wireless Technologies  
in Medical Devices� 23

Chapter 3	 Introduction to Bluetooth and Wi-Fi in Healthcare� 46

Part II	 Attack Vectors� 65

Chapter 4	 Bluetooth Vulnerabilities, Tools, and Mitigation Planning� 67

Chapter 5	 Wi-Fi and Other Wireless Protocol Vulnerabilities� 104

Chapter 6	 Man-in-the-Middle Attacks on Medical Devices� 161

Chapter 7	 Replay and Spoofing Attacks in IoMT� 196

Chapter 8	 Denial of Service in Wireless Medical Networks� 208

Part III	 Case Studies and Real-World Scenarios� 227

Chapter 9	 Pacemaker Hacking� 229

Chapter 10	 Insulin Pump Vulnerabilities and Exploits� 247

Chapter 11	� Attack Vector Trends and Hospital Network  
Breaches with IoMT Devices� 263



xiv	 Contents at a Glance

Chapter 12	 Wearable Medical Device Security Challenges� 282

Part IV	 Detection and Prevention� 295

Chapter 13	 Intrusion Detection and Prevention for IoMT Networks� 297

Chapter 14	 Machine Learning Approaches to Wireless Attack Detection� 338

Chapter 15	 Secure Communication Protocols for Medical Devices� 366

Chapter 16	 Best Practices for IoMT Device Security� 391

Part V	 Future Trends and Emerging Threats� 441

Chapter 17	 5G and Beyond and Implications for IoMT Security� 443

Chapter 18	 Quantum Computing in Medical Device Security� 459

Chapter 19	 AI-Driven Attacks and Defenses in Healthcare� 476

Part VI	 Legal and Ethical Considerations� 491

Chapter 20	 Regulatory Frameworks for IoMT Security� 493

Chapter 21	 Guidelines for Ethical Hacking in Healthcare� 510

Conclusion� 525

Index� 527 



xv

Contents

Preface� xxvii

Foreword� xxix

Part I	 Foundation� 1

Chapter 1	 Introduction to IoMT in Healthcare� 3
What Is IoMT in Healthcare?� 4
Impact of IoMT on Healthcare� 5

Continuous Patient Monitoring� 5
Remote Medical Support� 7
Seamless Healthcare System Integration� 10
Data-Driven Insights� 12
Early Disease Detection� 14
Resource Optimization� 14

How IoMT Works in Healthcare and Its Applications� 16
Challenges and Considerations in IoMT Adoption� 17
Best Practices for IoMT Security� 18
Future Trends in IoMT� 20
Key Takeaways of IoMT in Healthcare� 22

Chapter 2	� The Evolving Landscape of Wireless Technologies  
in Medical Devices� 23
Overview of Wireless Technologies in Medical Devices� 24

Bluetooth� 25
Wi-Fi� 26
Zigbee� 26
LoRaWAN� 27
Cellular� 27
RFID� 28
Near Field Communication� 28



xvi	 Contents

Benefits of Wireless Technologies in Medical Devices� 29
Introduction to Risks in the Applications of  

Wireless Technologies in Medical Devices� 31
Wireless Remote Patient Monitoring Risks� 31
Security Risks in Telemedicine� 33
Implantable Medical Device Security Concerns� 35
Targeted RFID in Hospital Equipment Management� 35
Vulnerable Smart Pill Bottles and Dispensers� 36
Threats to Surgical and Imaging Systems� 37

Wireless Integration Challenges and Considerations� 38
Emerging Wireless Trends and Future Directions� 40
Regulatory Landscape for Wireless Medical Devices� 41
Best Practices for Wireless Technology Implementation� 43
Key Takeaways of Wireless Technologies in Healthcare� 44

Chapter 3	 Introduction to Bluetooth and Wi-Fi in Healthcare� 46
Bluetooth Communication in Healthcare� 47

Understanding Bluetooth Technology� 48
Bluetooth Classic� 48
Bluetooth LE� 49
Understanding BLE Profiles and Services� 51

Applications and Advantages of Bluetooth in Healthcare� 52
Wi-Fi Communication in Healthcare� 52

Understanding Wi-Fi Technology in Healthcare� 53
Applications and Advantages of Wi-Fi in Healthcare� 56

Overview of Bluetooth and Wi-Fi Security Risks� 58
Mitigation Concepts� 60
Overview of AI in Detecting and Protecting Against  

Bluetooth and Wi-Fi Attacks� 61
Key Takeaways of Bluetooth and Wi-Fi� 64

Part II	 Attack Vectors� 65

Chapter 4	 Bluetooth Vulnerabilities, Tools, and Mitigation Planning� 67
Introduction to Bluetooth Security� 68

Pairing and Authentication� 70
Encryption� 70
Privacy Features� 70
Challenges of Bluetooth Security� 71

Common Bluetooth Vulnerabilities� 71
Data Interception� 71
Impersonation Attacks� 72
Man-in-the-Middle Attacks� 75
BLUFFS� 76
Bluesnarfing� 79
Denial of Service� 80
Bluejacking� 81
Bluetooth Remote Code Execution� 81



	 Contents	 xvii

Bluetooth Hacking Tools� 82
Overview of Popular Linux Distributions� 83
Flipper Zero� 87
BlueZ� 88
Bluelog� 90
btCrawler� 92
BTScanner� 93
Ubertooth One� 94
BtleJack� 95
GATTacker� 96
BlueMaho� 98
HCIDump� 98
PyBluez� 99

Mitigating Bluetooth Vulnerabilities� 101
Example Case Studies and Lessons Learned� 102

Key Takeaways of Bluetooth Vulnerabilities and Exploits� 103

Chapter 5	 Wi-Fi and Other Wireless Protocol Vulnerabilities� 104
Introduction to Wi-Fi Security� 105

WPA: The Gold Standard in Wi-Fi Security� 105
Opportunistic Wireless Encryption� 105
Protected Management Frames� 107

Building a Resilient Network Architecture  
with Segmentation� 107

Why Network Segmentation Matters� 108
Key Technologies Enabling Segmentation� 108

Strong Authentication and Access Control� 108
Wi-Fi 6/6E Security Solutions� 110

Secure IoMT Device Management� 110
Challenges for Device Management� 110

Common Wi-Fi Vulnerabilities with Examples and  
Case Studies� 111

Unencrypted Data Transmission� 111
Weak Authentication Protocols� 112
Rogue Access Points and Evil Twin Attacks� 112
Lack of Network Segmentation� 113
Outdated Firmware and Insecure IoMT Devices� 113
Deauthentication and Disassociation Attacks� 114
Phishing Through Wi-Fi Networks� 114
Captive Portal Attack� 115

How to Mitigate Captive Portal Attacks� 116
PEAP Exchange Vulnerabilities and Attacks� 117

Understanding PEAP Exchange Vulnerabilities� 117
How to Mitigate PEAP Vulnerabilities� 119

Wi-Fi Hacking Tools� 120
Aircrack-ng� 120



xviii	 Contents

Bettercap� 122
Strengths of Bettercap� 124
Limitations of Bettercap� 124
Key Takeaways Regarding Bettercap� 124

coWPAtty� 125
Example Penetration Test on a WPA2 Wi-Fi Network� 126
Strengths of coWPAtty� 127
Limitations of coWPAtty� 127
Key Takeaways Regarding coWPAtty� 127

Fern Wi-Fi Cracker� 128
Example of Fern Wi-Fi Cracker in Action� 129
Strengths of Fern Wi-Fi Cracker� 130
Limitations of Fern Wi-Fi Cracker� 130
Key Takeaways Regarding Fern Wi-Fi Cracker� 130

Hashcat� 131
Cracking a WPA2 Wi-Fi Password Example� 132
Strengths of Hashcat� 133
Limitations of Hashcat� 133
Hashcat Key Takeaways� 133

Wifite� 134
Strengths of Wifite� 137
Limitations of Wifite� 138
Wifite Key Takeaways� 138

Kismet� 138
Strengths of Kismet� 140
Limitations of Kismet� 141
Kismet Key Takeaways� 141

Reaver� 141
Strengths of Reaver� 144
Limitations of Reaver� 144
Reaver Key Takeaways� 145

STORM� 145
WiFi Pineapple� 146

Strengths of WiFi Pineapple� 148
Limitations of WiFi Pineapple� 148
WiFi Pineapple Key Takeaways� 148

WiFi-Pumpkin� 149
Steps During a Clinic Coffee Shop Wi-Fi Network Attack� 149
WiFi-Pumpkin Key Takeaways� 150

Wifiphisher� 151
Steps During a Corporate Wi-Fi Network Attack� 151
Strengths of Wifiphisher� 152
Limitations of Wifiphisher� 153
Wifiphisher Key Takeaways� 153

Wireshark� 153
Strengths of Wireshark� 155
Limitations of Wireshark� 155



	 Contents	 xix

Wireshark Key Takeaways� 156
The Evolution of Tools� 156

Modern Wireless Operational Guide for Healthcare  
Compliance� 156

Defining the Sensitive Data Environment� 157
Key Challenges in Securing Healthcare Wireless Networks� 157
Modern Solutions for Wireless Security and Compliance� 157
Operational Best Practices� 158
Additional Compliance Recommendations� 159
Key Takeaways for Healthcare Compliance� 159

Key Takeaways of Wi-Fi Vulnerabilities and Exploits� 159

Chapter 6	 Man-in-the-Middle Attacks on Medical Devices� 161
Understanding Medical Device Man-in-the-Middle Attacks� 162

Types of MITM Attacks� 162
Real-World Implications of MITM Attacks on  

Medical Devices� 163
Key Vulnerabilities Enabling MITM Attacks� 164

Exploits and Other Potential Impacts of MITM Attacks  
on Medical Devices� 167

Data Theft and Privacy Violations� 167
Device Manipulation and Patient Safety Risks� 167
System Downtime and Operational Disruption� 168

Challenges in Securing Medical Devices� 168
Mitigation Strategies for Healthcare Organizations� 169

Leverage Strong Encryption for Healthcare  
Communications� 169

Strengthen Wireless Network Encryption� 169
Secure Communication for Medical Devices� 170
Encrypt Data in Transit Across All Systems� 170

Implement Robust Device Authentication� 171
Secure Pairing with Strong Authentication Mechanisms� 171
Mutual Authentication for Devices and Central Systems� 172
Enforce Multifactor Authentication for  

Administrative Access� 172
Integrate Role-Based Access Control� 173
Continuous Monitoring and Authentication Validation� 173

Deploy Network Segmentation and Isolation� 174
Ensure Regular Updates and Patching� 176

Establish a Comprehensive Patch Management Program� 176
Collaborate Closely with Medical Device Vendors� 177
Implement Proactive Vulnerability Management� 177
Overcome Challenges with Legacy Systems� 178
Audit and Monitor Patch Compliance� 178

Deploy Advanced Monitoring and Intrusion Detection� 179
Using Artificial Intelligence to Analyze MITM Attacks� 180
Integrated Monitoring for IoT and Connected Medical 

Devices� 181



xx	 Contents

Conduct Training and Awareness Programs� 182
Collaborate with Vendors to Enhance Device Security� 186

Use Case for AI-Driven Detection� 189
Key Benefits of a Comprehensive Mitigation Strategy� 190

Case Study of a MITM Attack on Infusion Pumps� 190
The Role of Vendors and Regulators� 192

Key Takeaways of Man-in-the-Middle Attacks on  
Medical Devices� 194

Chapter 7	 Replay and Spoofing Attacks in IoMT� 196
Understanding Replay Attacks in IoMT� 197
How Replay Attacks Work in IoMT Systems� 197
Implications of Replay Attacks in Healthcare� 198
Use Case of a Replay Attack on an Infusion Pump� 199
Other Examples of Replay Attacks in IoMT� 200
Strategies for Mitigation of Replay Attacks� 200
What Is a Spoofing Attack in IoMT?� 202

How Spoofing Attacks Exploit IoMT Vulnerabilities� 202
Weak Authentication� 202
Lack of Secure Communication Protocols� 203
Insecure Device Pairing� 203
Insufficient Device Hardening� 204
Lack of Network Segmentation� 204

Real-World Implications of Spoofing Attacks� 204
Mitigation Strategies for Spoofing Attacks in IoMT� 205
Key Takeaways of Replay and Spoofing Attacks in IoMT� 206

Chapter 8	 Denial of Service in Wireless Medical Networks� 208
Understanding DoS Attacks� 208
Common Types of DoS Attacks, Targets, and Device Impact� 209

Flooding Attacks� 209
Jamming Attacks� 210
Battery Drain Attacks� 211
Deauthentication Attacks� 211
Amplification Attacks� 212
Distributed Denial-of-Service Attacks� 213

Impact of DoS Attacks on Healthcare Operations� 213
Common Vulnerabilities That Enable DoS Attacks  

in Wireless Medical Networks� 214
Insecure Wireless Communication Protocols� 214
Lack of Device Authentication and Authorization� 214
Limited Resource Capacity� 215
Legacy Systems and Outdated Software� 215
Overloaded Wireless Networks� 216
More on the Impact of These Vulnerabilities� 216

Mitigation Strategies for Denial of Service Attacks� 217
Implement Strong Network Segmentation and Isolation� 217



	 Contents	 xxi

Deploy Intrusion Detection and Prevention Systems� 217
Prioritize Strong Device Authentication and Authorization� 218
Upgrade to Resilient Wireless Infrastructure� 219
Monitor for Anomalies and Implement Rate Limiting� 219
Consider DDoS Protection Services� 219
Comparison Between DoS and DDoS Attacks in Healthcare� 222
Ensure Regular Updates and Patch Management� 223
Conduct Security Training and Awareness Programs� 223
Perform Regular Network Audits and Penetration Testing� 224

Key Takeaways from DoS in Wireless Medical Networks� 224

Part III	 Case Studies and Real-World Scenarios� 227

Chapter 9	 Pacemaker Hacking� 229
Understanding Pacemaker Technology and Its Risks and 

Limitations� 230
How Does the Heart Normally Function?� 230
What Is a Pacemaker?� 230

Components of a Pacemaker� 231
How a Pacemaker Works� 231
How Is a Pacemaker Implanted?� 232
Risks and Limitations� 233
Pacemakers and Patient Quality of Life� 233

Understanding Vulnerabilities in Pacemakers in  
Today’s Connected World� 233

Real-World Case Studies and Impact� 235
Ethical Hacking Demonstration� 236

ICD Study� 238
Barnaby Jack’s Ethical Hacking Demonstration� 239
MedSec and St. Jude Medical Controversy� 239
FDA Pacemaker Recall� 240
Academic Demonstrations: 2018 Onward� 240
Medtronic’s Paceart Optima System Risks: 2023� 241

The Impact of Pacemaker Vulnerabilities� 241
Strategies and Technologies to Mitigate Pacemaker  

Cybersecurity Risks� 242
Securing Wireless Communication with Strong Encryption� 242
Implementing Strong Authentication and Access Controls� 242
Regular Firmware Updates and Patch Management� 243
Monitoring for Intrusions and Anomalies� 243
Physical Security and Access Controls� 243
Vendor Accountability and Regulatory Compliance� 244
Raising Awareness and Training Healthcare Staff� 244
Building a Resilient Future for Pacemakers� 244

More on Consequences of Pacemaker Hacking� 244
Breaches of Patient Privacy� 245
Reputation Damage to Healthcare Providers� 245

Key Takeaways from Pacemaker Hacking� 245



xxii	 Contents

Chapter 10	 Insulin Pump Vulnerabilities and Exploits� 247
Understanding Insulin Pumps and Their Vulnerabilities� 249

Current Vulnerabilities in Insulin Pumps� 250
Vulnerability Testing� 251

Implications and Real-World Scenarios of Insulin  
Pump Exploits� 258

Security Research� 259
FDA Warning on Insulin Pumps� 259
Ransomware Attack on a Hospital Network Impacting  

Insulin Pumps� 260
Mitigation Strategies for Insulin Pump Security� 260
Education and Training for Patients and Healthcare  

Providers� 261
Key Takeaways from Insulin Pump Vulnerabilities  

and Exploits� 261

Chapter 11	� Attack Vector Trends and Hospital Network  
Breaches with IoMT Devices� 263
Understanding the IoMT Risk Landscape� 264

Key Vulnerabilities of IoMT and Healthcare Network Breaches� 264
Anatomy of a Healthcare Cyber Attack� 265

Attack Vector Trends and Landscape� 268
Attack Vector Trends Takeaways� 271

Malware Analysis for Digital Forensics Investigations� 272
Key Tools and Challenges� 273
Findings of a Healthcare Security Event� 274
Technical Analysis� 275
Post-Event Lessons Learned� 280

Key Takeaways from Hospital Network Breaches  
with IoMT Devices� 280

Chapter 12	 Wearable Medical Device Security Challenges� 282
The Rise of Wearable Medical Devices� 282

Key Benefits of Wearable Devices� 283
Security Challenges of Wearable Medical Devices� 283

Key Vulnerabilities in Wearable Medical Devices� 284
Data Privacy Risks� 285
Regulatory and Compliance Challenges� 286

New Trends and Threats in Wearable Device Security� 289
AI-Powered Attacks� 289
IoMT Botnets� 289
Data Poisoning� 290
Supply Chain Exploits� 290

Proactive Measures for Mitigating Wearable Device  
Threats� 290

How AI Can Help� 291
Key Takeaways from Security Challenges of  

Wearable Medical Devices� 294



	 Contents	 xxiii

Part IV	 Detection and Prevention� 295

Chapter 13	 Intrusion Detection and Prevention for IoMT Networks� 297
Introduction to Intrusion Detection and Prevention  

Systems for IoMT� 297
Understanding IoMT Ecosystems� 299
What Is Intrusion Detection and Prevention in IoMT 

Environments?� 299
Case Study: Implementing IDPS in a Healthcare Environment� 302
IDPS Solutions� 304

Cisco Secure IPS� 306
Trend Micro TippingPoint� 309
Check Point IPS� 312
Palo Alto Networks Threat Prevention� 315
OSSEC HIDS� 319
Snort� 323
Suricata� 327

Best Practices for IoMT IDPS Deployment� 331
Modern Innovations in IoMT IDS� 333

AI-Powered Detection� 333
Behavioral Analytics� 333
Edge-Based IDSs� 334
Threat Intelligence Integration� 334
Deception Technology� 334

Emerging Trends in IoMT IDS� 336
Future Directions in IoMT IDS� 336

Key Takeaways from IDPS for IoMT Networks� 336

Chapter 14	 Machine Learning Approaches to Wireless Attack Detection� 338
Introduction to Machine Learning for Wireless  

Attack Detection� 339
Why ML Is Critical for Wireless Attack Detection� 339
How Machine Learning Enhances Wireless Attack Detection� 341

Anomaly Detection� 341
Feature Extraction and Classification� 341
Real-Time Analysis� 342
Attack Prediction� 342

Machine Learning Feature Engineering for Wireless Attack 
Detection� 342

Types of Machine Learning Techniques� 344
Machine Learning Applications in Healthcare and IoMT� 350

Securing Wearable Devices� 350
Rogue Access Point Detection� 351
Preventing Denial-of-Service Attacks� 351
Bluetooth and Zigbee Security� 352
Enhanced Network Segmentation� 352

Challenges in Applying ML to Wireless Security in IoMT� 352



xxiv	 Contents

Future Directions of Machine Learning for Attack Detection 
in Healthcare� 356

Federated Learning� 356
Explainable AI� 356
Edge AI� 357
Machine Learning Integration with Existing Security 

Infrastructure� 357
Integration with Zero Trust Architectures� 359
Future Research Directions for Machine Learning in  

Wireless Security� 359
Ethical and Legal Considerations for Machine Learning  

in Wireless Security� 361
Machine Learning Case Studies in Healthcare� 362
Key Takeaways from Machine Learning Approaches  

to Wireless Attack Detection� 364

Chapter 15	 Secure Communication Protocols for Medical Devices� 366
Importance of Secure Communication in Medical Devices� 366
Key Security Requirements for Medical Device  

Communication� 368
Secure Communication Protocols for Medical Devices� 371
Encryption Algorithms and Key Management� 373

Authentication Mechanisms� 375
Multifactor Authentication� 375
Biometric Authentication� 375
Digital Certificates� 376
OAuth 2.0 and OpenID Connect for Authorization� 376
RADIUS and TACACS+ for Network Device Authentication� 376

Secure Device Pairing and Onboarding� 377
Out-of-Band Authentication Methods� 377
QR Code-Based Pairing� 377
Near Field Communication for Secure Setup� 378
Bluetooth Low Energy Secure Connections� 378
The Importance of Secure Pairing and Onboarding� 379

Regulatory Compliance and Standards� 379
FDA Guidance on Cybersecurity for Medical Devices� 379
HIPAA Security Rule Requirements� 380
EU Medical Device Regulation (MDR)� 380
ISO/IEC 27001 Information Security Management� 380
IEC 62304 Medical Device Software Life Cycle Processes� 381
Key Points Regarding Regulatory Compliance� 381

Challenges in Implementing Secure Communication Protocols� 381
Best Practices for Secure Medical Device Communication� 383
Emerging Technologies and Future Trends� 384
Secure Communication Strategies� 386
Ethical Considerations� 387
Key Takeaways from Secure Communication Protocols  

for Medical Devices� 389



	 Contents	 xxv

Chapter 16	 Best Practices for IoMT Device Security� 391
Endpoint Security Best Practices� 392
Network Security Best Practices� 393
Perimeter Security Best Practices� 394
Cloud Security Best Practices� 395
Network Segmentation� 396
Strong Authentication and Access Controls� 397
Regular Updates and Patching� 401
AI-Powered Monitoring and Analytics� 403
Zero Trust Security Model� 405
Encryption and Data Protection� 407
Asset Inventory and Management� 409
Vendor Management and Third-Party Risk Assessment� 411
Compliance with Regulatory Standards� 414
Continuous Monitoring and Incident Response� 417
Employee Training and Awareness� 420
Secure Device Onboarding and Decommissioning� 422
Physical Security Measures� 425
Backup and Recovery� 428
Secure Communication Protocols� 430
Data Minimization and Retention Policies� 433
Cybersecurity Insurance� 435
Regular Security Audits� 436
Key Takeaways of Best Practices for IoMT Device Security� 438

Part V	 Future Trends and Emerging Threats� 441

Chapter 17	 5G and Beyond and Implications for IoMT Security� 443
Introduction to 5G and Beyond Technologies� 443
Impact of 5G on IoMT� 445
Security Implications for IoMT� 447
Regulatory Considerations� 450
Future Research Directions� 455
Industry Collaboration and Knowledge Sharing� 456
Key Takeaways of 5G and Beyond and Implications  

for IoMT Security� 458

Chapter 18	 Quantum Computing in Medical Device Security� 459
Fundamentals of Quantum Computing� 459
Potential Applications in Medical Device Security� 461
Challenges Posed by Quantum Computing� 462
Quantum Attack on IoMT Firmware� 463

Stage 1: Interception� 464
Stage 2: Decryption� 464
Stage 3: Modification� 465
Stage 4: Re-signing� 465
Stage 5: Installation and Damage Assessment� 465

Quantum-Resistant Cryptography for Medical Devices� 466
Quantum Sensing and Metrology in Medical Devices� 467



xxvi	 Contents

Quantum-Safe Network Protocols for Medical Devices� 468
Regulatory and Standardization Efforts� 469
Ethical and Privacy Considerations� 470
Future Research Directions� 472
Preparing the Healthcare Industry for the Quantum Era� 473
Key Takeaways from Quantum Computing in Medical  

Device Security� 475

Chapter 19	 AI-Driven Attacks and Defenses in Healthcare� 476
Types of AI-Driven Attacks in Healthcare� 476
Impact of AI-Driven Attacks on Healthcare� 478
AI-Driven Defenses in Healthcare� 480
Challenges in Implementing AI-Driven Defenses� 484
Future Trends in AI-Driven Healthcare Cybersecurity� 486
Best Practices for Healthcare Organizations� 488
Key Takeaways from AI-Driven Attacks and Defenses in 

Healthcare� 489

Part VI	 Legal and Ethical Considerations� 491

Chapter 20	 Regulatory Frameworks for IoMT Security� 493
Key Regulatory Bodies and Frameworks� 493
Legal Considerations� 495
Ethical Considerations� 498
Challenges in Regulatory Framework Development� 500
Best Practices for Regulatory Compliance� 502
Future Trends in IoMT Security Regulation� 504
Examples of Benefits from Regulation Implementation� 505
Recommendations for Stakeholders� 507
Key Takeaways from Regulatory Frameworks  

for IoMT Security� 509

Chapter 21	 Guidelines for Ethical Hacking in Healthcare� 510
Importance of Ethical Hacking in Healthcare� 510
Scope of Ethical Hacking in Healthcare� 512
Legal and Regulatory Considerations� 513
Ethical Boundaries and Guidelines� 515
Best Practices for Ethical Hacking in Healthcare� 516
Challenges in Healthcare Ethical Hacking� 519
Emerging Trends and Future Considerations� 520
Training and Certification for Healthcare Ethical Hackers� 521

Specialized Certifications� 521
Continuous Education� 522

Case Studies� 523
Successful Ethical Hacking Engagements� 523

Key Takeaways from Ethical Hacking in Healthcare� 524

Conclusion� 525

Index� 527 



xxvii

Preface

In today’s world, healthcare and technology are deeply intertwined, transforming 
how we diagnose, treat, and care for patients. At the center of this transformation 
are connected medical devices—smart tools that collect, share, and analyze health 
data in real time. These devices improve daily lives, from wearable heart monitors 
to robotic surgical systems. But with this progress comes a growing challenge: 
ensuring the security of the technology we increasingly rely on. The Internet of Med-
ical Things (IoMT) has introduced new risks as cyber threats targeting healthcare 
systems become more sophisticated. This book was born from the need to under-
stand these evolving risks and offer practical solutions to protect the devices that 
keep us healthy. I hope to shed light on cybersecurity’s critical role in our connected 
health systems through this book’s use cases and case studies and make complex 
topics accessible.

Part I explores the rapid rise of connected medical devices and the technologies 
behind them. It explains why securing these devices is essential—not just for technical 
reasons but also for the safety and well‐being of patients and healthcare providers.

Part II examines the attack vectors that threaten IoMT systems. I analyze how 
malicious actors exploit vulnerabilities in Bluetooth and other wireless protocols 
standard in healthcare, equipping defenders with a deeper understanding of these 
threats.

Part III brings theory to life with case studies that show how security breaches 
have impacted healthcare institutions and patients. These examples underscore 
why cybersecurity must be a top priority.

Part IV focuses on solutions and best practices for securing IoMT devices and 
preventing attacks. I highlight the latest advancements in safeguarding healthcare 
technology, from artificial intelligence to advanced encryption methods.

Part V looks ahead to emerging trends in IoMT security, including 5G/6G and 
quantum computing. These technologies offer new opportunities for innovation—but 
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also create new risks. I discuss what they mean for the future of secure healthcare 
systems.

To end, Part VI addresses the legal, ethical, and regulatory landscape of IoMT 
security. I explore the responsibilities of healthcare providers and manufacturers 
and how policies and privacy laws are evolving to protect patient data.

Securing medical devices is not just a technical challenge; it’s a matter of patient 
safety and public health. I hope this book sparks greater awareness, better security 
practices, and continued innovation in protecting healthcare environments. As 
healthcare technology evolves, so too will the threats it faces. This book is just the 
beginning of an ongoing conversation. I encourage you to keep exploring, asking 
questions, and staying informed. Together, we can build a future where connected 
healthcare delivers its full potential—securely and safely.

Finally, I transformed several attack vectors into a story to help readers visualize 
the impact. Suppose you’re interested in a fast‐paced fictional depiction of the latest 
in healthcare attack vectors. In that case, you can find my novel, Silent Intrusions, 
in various marketplaces online or scan the following QR code:

John Chirillo

Who Should Read This Book

This book is for anyone interested in the intersection of the Internet of Things (IoT), 
healthcare, and security threats. It is especially relevant to cybersecurity professionals, 
healthcare leadership, IT specialists, and experts protecting our medical systems, 
as it suggests exploring attack techniques, their impact, and mitigation strategies.


