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Foreword

Once again, I am honored to write the foreword to another book by my good
friend George Finney. This novel, Rise of the Machines: A Project Zero Trust Story,
is a sequel to Project Zero Trust, a landmark cybersecurity novel now properly
ensconced in the Cybersecurity Cannon Hall of Fame.

Rise of the Machines focuses on the intersection of Zero Trust and artificial
intelligence. It does this with amazing simplicity. While Al is a complex topic
that means so many different things in different contexts, George does a mas-
terful job of making every aspect of Al understandable to individuals who are
not experts in the nuances of all of the acronyms and buzzwords. We throw
around TLAs (Three-Letter Acronyms) like candy: GAI, LLM, ML (yeah, it’s
two letters, but you get the point). George demystifies all of these terms for the
rest of us and then tells us specifically how to begin the journey of protecting
these critical systems using a Zero Trust strategy.

This novel is not a dry, technical read. It creates characters that resonate with
each of us. It also provides an eye-opening context for the Al discussion about
our perceptions of Al. One of my favorite scenes in the novel occurs early in
Chapter 2 (not a spoiler, I promise), when one of the characters asks, “When
anyone talks about AI, why do we always make them evil?”

What a great question. George then goes on a litany of all of the evil Al
characters we've seen in movies and TV. In fact, I've often thought that most of
what the general public understands about any technology is primarily shaped
by the mass media. In cybersecurity writ large, most of this perception is inac-
curate. In Al, the doomsday predictions are loud and boisterous, but the reality
remains to be revealed.

From my numerous conversations and BBQ Lunches (we live near each other)
with George over the past few years, I know he has thrown his entire being into
Al research to provide you, the reader, with as much accurate information as
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possible. This is done with finesse inside of an engaging story. He is educating
us without the typical didacticism and boredom that comes from academia.

George is also a true Zero Trust expert. This is not just because he wrote a
book about it, but because he’s implemented it in real life. Zero Trust is expe-
riential, not academic. It’s this experience that George has been able to put on
paper so well.

This experience gives Rise of the Machines such punch. A favorite quote in
the book comes early in Chapter 1: “We're still in the early stages of extending
Zero Trust to AL. We don’t have a lot of specifics yet, but even if you can't spell
Al you probably know you need a lot of data. And Zero Trust is all about pro-
tecting data.” What a great line. Simple. Intuitive. Unfortunately, this message
often eludes practitioners. Folks think in products, not data. The first question
you ask in Zero Trust is, “What are you trying to protect?” Of course, in Al it
is the data. The rise of AI will make this truth rise to the top.

Rise of the Machines isn't a long book. You can read it in a single sitting. It
doesn’t waste your time. It doesn’t talk down to you. It’s not preachy or pedantic.
George hasn't padded it out to make it feel weighty. He’s surgically dissected
a convergence of two complex topics, Al and Zero Trust, and articulated them
in such an engaging way that it makes the reader want to achieve George’s
objective: understanding that Zero Trust is simpler than you thought and that
it’s a perfect strategy to protect all the various aspects that comprise what we
generically call artificial intelligence (AI).

As you read Rise of the Machines, look for all the Easter eggs George has hidden
in the novel. George is not only a CISO, cyber expert, and a newly minted Al
guru, but he’s also a lawyer, novelist, and painter. And he’s a pop-culture afi-
cionado. I wouldn’t want to play Trivial Pursuit against him. So keep an eye
out for the cultural references sprinkled throughout.

Rise of the Machines is a must-read for anyone involved in cybersecurity and
/or Al The convergence of these two topics is accelerating at an unprecedented
rate. This will drive the adoption of Zero Trust as the strategic way to protect
all of the data and assets that interact with Al-adjacent systems.

I am forever indebted to my good friend George Finney for supporting me in
telling the Zero Trust story truthfully and simply. This book is a synthesis of a
practitioner and a thinker. In less than 200 pages, George gives us a blueprint
for building a Zero Trust environment for our Al systems. That is a laudatory
accomplishment. I learned a ton about Al from reading this book and was given
a different lens to view the topic.

Thank you, George, for finding new and innovative ways to enlighten us on
things others deliberately obfuscate. You make difficult topics accessible. I can’t
wait for the next book in the Project Zero Trust Novelistic Universe!

John Kindervag
Denton, TX
January 2025
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Introduction

An ounce of prevention is worth a pound of cure. When it comes to cybersecu-
rity, prevention is the most effective way of protecting our organizations. And
when people inside an organization begin to work together, they need a strategy
to follow to align the unique needs of the business with the goal of preventing
breaches. Zero Trust is the strategy for prevention in cybersecurity and this is
what makes Zero Trust one of the most successful cybersecurity strategies. It
focuses on prevention for the thing that cybercriminals target most: trust.

According to a study by Statista in 2024, 43 percent of professionals surveyed
worldwide indicate that their organizations have already adopted Zero Trust
while another 46 percent of organizations have begun the process of adopting
Zero Trust. That means almost 90 percent of all organizations are at some point
on their Zero Trust journey. But in just the last two years, almost every orga-
nization in the world has also started adopting artificial intelligence (Al), and
Al requires that we revisit our Zero Trust posture to ensure our organizations
remain protected.

Rise of the Machines is the second book in the Project Zero Trust series. It applies
the lessons learned from Zero Trust in the first book to the challenge of protecting
organizations that are adopting Al The Project Zero Trust series uses a fictional
case study of a company called MarchFit to show how organizations can adopt
a strategy of Zero Trust. More importantly, readers can see how the different
roles inside an organization will play a part in the overall Zero Trust effort.

If you haven't read Project Zero Trust yet, don't panic! Rise of the Machines can be
read as a stand-alone book to understand the challenges of securing Al systems.
To get a deeper dive into the Zero Trust principles and design methodology,
you can go back and read Project Zero Trust.
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Introduction

Preventing something from happening means that you have some knowledge
about what you're trying to prevent. The pace of change around Al makes
prevention a challenge because we can’t always predict what new attacks or
exploits will be around the corner. Like many other technology innovations
over the last 50 years, Al has been largely developed without security in mind.
And, in fact, the way most Al tools have been designed is with one hundred
percent trust, meaning they trust all the data and inputs at every level in order
to do what they do.

Zero Trust is the most effective strategy we have for securing Al precisely
because of Al's reliance on trust.

While we use terms like Al or machine learning in this book, Alisn’t just one
thing. There are many different flavors of Al. This book will examine many of
the different use cases of Al today, from LLMs and GPTs, to building your own
Al models, to adversarial Al, Al in the SOC, and chatbots or digital avatars.
We will use the Zero Trust design methodology to examine each one in turn,
providing a case study into how to apply the Zero Trust principles and design
methodology to all the different aspects of AL

This second book also provided an opportunity to elaborate on several topics
that we didn't have time to cover in the first book. Rise of the Machines will also
examine how Zero Trust can play a role in critical issues like mergers and
acquisitions, business continuity and disaster recovery, endpoint protections,
regulation and compliance, ethics, certifications, and culture. All of these issues
will also be impacted by Al as time goes on.

We are still in the early days of Al and we should expect changes to occur
at an exponential rate. This makes getting security right for Al systems right
today is critical in order to secure our collective future.

Rise of the Machines: A Project Zero Trust Story is an essential read for profes-
sionals who are new to technology, as well as seasoned IT leaders, executives,
and cybersecurity practitioners who need to understand how to protect their
organizations while adopting Al to help their organizations remain compet-
itive. Rise of the Machines demonstrates how Zero Trust can be integrated into
any organization adopting Al using easy-to-understand examples, bridging
the gap between technical reference guides, vendor marketing, and organiza-
tional strategy.



Al-pocalypse Now

The alarm for Dylan’s smartphone went off again. He had snoozed it several
times already, but this time, he dismissed it altogether. He only had 60 seconds
before he was supposed to go to the biggest interview of his life. The Cloud
Security Alliance was hosting its annual conference for chief information
security officers (CISOs). And the keynote speech this year would be a fireside
chat with Dylan, CISO for MarchFit. Dylan had successfully led MarchFit’s
initial implementation of Zero Trust after a ransomware incident and then
became their CISO.

From backstage, Dylan could see the crowd of about 200 CISOs in a ballroom
that could have contained the entire MarchFit headquarters. The first rows were
filled with couches for the VIPs, then rows and rows of chairs filled with some
of the most successful CISOs in the world, with hundreds of years of experi-
ence collectively. At the back of the conference were even more security leaders
standing up.

Dylan hadn’t been a CISO for very long. He had been in technology for years
but had unexpectedly found himself doing security for his company, MarchFit.
His team hadn’t just implemented Zero Trust—they helped foil a cybercriminal
from getting back into their network after the breach.

From Dylan’s perspective, none of that explained how he was about to give
the biggest presentation of his life. He finally understood why everyone says
their number-one fear is public speaking. But he had seen firsthand how much
of a difference Zero Trust had made, so he hoped he could help make things
easier for someone else.

Backstage, there was a monitor that allowed Dylan to see the stage from the
audience’s perspective. There were two leather wingback chairs and a table
between them, with two bottles of water on the main stage next to a plexiglass
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podium. Behind the chairs was a giant video screen displaying a loop of an
ornate fireplace with a roaring fire.

The conference emcee had silently walked up behind Dylan and patted him on
the shoulder. He was startled until he recognized her. She was the reporter who
had interviewed his boss, MarchFit’s founder, Olivia Reynolds, at the Consumer
Electronics Show two years ago. He remembered her because afterward she had
spent an hour grilling Dylan about cybersecurity as she had been working on
an investigative piece around a group of nation-state actors and several large
Bitcoin transactions. She nodded and gave Dylan a thumbs-up as she walked
out to the lights on the stage.

“Hi, I'm Monica Stewart, and I'm a journalist,” she began, pausing after some
laughter among the crowd. “I know security people get nervous around reporters.
But don’t worry, I'm off duty, but if you have any leads on a good story, you can
always reach me . . ” Again, she paused as the rest of the audience joined in
the laughter. “When one of my security friends found out I was emceeing the
event, they said, ‘Monica, don’t even bring your cell phone. It will get hacked.’
But then the conference organizers require you to have the app to register, so I
had to go back to my room to get it!” She paused, and a roar of laughter came
from the crowd; she let the noise die back down before she continued.

“I know you're all probably tired of hearing about Al So up next, we've got
a fireside chat to talk about the second biggest buzzword in all of technology:
Zero Trust.” The crowd applauded with a hoot as the clapping started to fade.

“You can find the info for the guest Wi-Fi network on each of the tables in
front of you. We'd like to ask that you please refrain from hacking the Wi-Fi
network.” She gave the audience a moment to allow the cheers to die down.
“But seriously, we want to get invited back for this conference next year. And
for the other half of our fireside chat,” she continued, “we’d like to welcome
Dylan Thomas, chief information security officer for MarchFit, to talk about
their Zero Trust journey.”

Dylan walked in from the opposite side of the stage as the crowd and joined
Monica. They sat down across from each other.

“Thanks, Monica,” Dylan said. “I got a Faraday cage for my phone just for
this event.” The crowd cheered at this.

Monica smiled and steepled her fingertips. “Dylan,” she began as a hush went
over the crowd, “you’ve come into some notoriety lately for how your company
was able to stop a cybercriminal by using a technique called Zero Trust. Some
of the people here might not know what that is. How would you explain that
to someone who has never used a computer?”

Dylan cleared his throat nervously, attempting to smile back at Monica, but
it probably looked like he needed to sneeze. This wasn't one of the questions
they had prepared for.

Dylan thought back to a conversation he had with one of his colleagues, Rose,
a few weeks ago. She was the person who helped bring down the cybercriminal
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Encore, aka Richard Greyson. Greyson thought he could intimidate her into
giving him access into MarchFit’s network after they had launched their Zero
Trust project. He didn’t realize she was a Brazilian jiu-jitsu practitioner and
wasn't going to be intimidated by anyone.

“Zero Trust is like kung fu,” Dylan began. “Before we get into a debate about
whether Brazilian jiu-jitsu or Krav Maga is better, I'm just using ‘kung fu’ as
a general term for the personal discipline involved in mastering a martial art.
Zero Trust is the discipline of protecting yourself and your community in the
cyber world. The cybercriminals need trust to disrupt our businesses.”

“Thanks, Dylan, that makes a lot of sense,” Monica said. “I can see how
there may be a lot of different definitions of Zero Trust. What’s your technical
definition?”

Dylan explained, “Zero Trust is a strategy for preventing or containing breaches
by removing the trust relationships we have in digital systems. Every business
leader knows that a strategy is critical for success in any part of the organiza-
tion, and that’s why Zero Trust resonates so much with them. We know from
studying successful breaches that the thing the cybercriminals need to get in
is trust. Hence the name, Zero Trust. And we need a strategy because every-
one in our company needs to be on the same page about how we’re going to
accomplish that. Zero Trust is like a rallying cry, getting everyone moving in
the same direction.”

“Sounds expensive!” Monica said.

“It doesn’t have to be!” Dylan laughed easily. He had heard that kind of criti-
cism of cybersecurity over the years. “You've probably heard the old adage that
an ounce of prevention is worth a pound of cure. Because we focus on preventing
bad things from happening, we know that Zero Trust is the most cost-effective
strategy for securing our organizations. It’s much cheaper than paying millions
in a ransomware incident or losing clients to a competitor because we didn’t
get security right. You don’t necessarily need to go out and buy a bunch of new
tools to make that happen. Sometimes you can even reduce the number of tools
you use and simply deploy them more effectively with Zero Trust.”

“But don’t we need to trust our employees?” Monica asked.

“Our adversaries don’t have the element of surprise anymore. We know what
they're after: money, information, secrets. We also know how they get it. No
matter what technology you use or what industry you're in or what role you
may play in your organization, the one common denominator of the thing that
attackers exploit is trust. We've evolved our defense to focus on trust relation-
ships in digital systems. But Zero Trust is about removing trust relationships
from digital systems. We need to trust our people to work together as a team
to achieve our mission of Zero Trust.”

“Thanks for clarifying that, Dylan,” Monica said. “But so far at least, I'm not
hearing a lot of specifics. Usually with a strategy like this, I'd expect to see some
design principles.”
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“I think we have a slide prepared that might help with this,” Dylan said.
The fireplace behind Monica and Dylan was replaced with a black slide and a
bulleted list:

Principles of Zero Trust
m Focus on business outcomes.
m Design from the inside out.
m Determine who or what needs access.

m Inspect and log all traffic.

Dylan took a sip of water and continued: “I love that Zero Trust starts with
understanding the specific business you work for. Different companies or dif-
ferent risk appetites. They use technology in different ways. They have different
ways of making money. The security industry has talked about aligning the
businesses with security for years, and this was the first principle of Zero Trust
from the beginning.”

Monica was nodding along, so Dylan continued. “The next principle is that
we need to architect our organizations like jawbreakers instead of M&Ms.
We can’t be crunchy on the outside and chewy in the middle. They should be
hard all the way through, and the best way to do that is by starting from the
middle, with your crown jewels, and working your way out from there. A lot
of people correlate microsegmentation or deperimeterization with Zero Trust,
and that falls under this principle.”

“Ilove jawbreakers. But not everyone has the patience for them,” Monica said,
getting a chuckle from the crowd.

“Knowing how your business works means narrowly tailoring your security
to the organization,” Dylan continued, “so you need to know both the human
and nonhuman identities and use least privilege to provide granular access to
everything. And we’ll regularly review if people still need access to that data
or have expiration dates on certain privileges.”

Monica was looking thoughtful, so Dylan paused, but when the reporter didn't
ask a question, he continued. “We know the first thing that cybercriminals do
when they get in is to cover their tracks. Since we assume we’re going to be
breached with Zero Trust, we know we’ll need to capture everything so that
we can be successful at containment. The worst question to get from a board
member is ‘How did this happen?” when you don’t have the logs to be able to
answer the question.”

“I teel like I'm starting to understand cybersecurity, which is really scary,”
Monica admitted. “These principles are great, but how can the CISOs in the
room go back to their organizations and actually take the first steps on their
own Zero Trust projects?”

Dylan used that moment to take a deep breath. “I just happen to have a slide
for that as well,” he said, getting several laughs and a few claps from different
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parts of the audience. A second slide appeared behind them, this showing a
new list that read:

Zero Trust Methodology
m Define your protect surface.
m Map transaction flows.
m Architect your environment.
m Create Zero Trust policies.

m Monitor and maintain.

“After John Kindervag coined the phrase Zero Trust, he spent the next decade
and a half doing strategic security consulting for businesses all over the world.
And he didn’t want to just swoop in for a week and leave. He needed a repeat-
able methodology that covered all the different aspects of a Zero Trust initiative
so that organizations could sustain their progress and measure their maturity.
These five steps are his methodology.”

“What'’s a protect surface?” Monica asked. “That sounds like a new dance
move that’s taking nightclubs by storm.”

“Think of it like a safe you're putting your crown jewels into. You might have
10 or 20 different safes of different sizes. The safes might have better and better
locks depending on how important the contents are. And typically, you'd put all
your credit card numbers in one specific safe, not all of them. If someone breaks
in, you've limited them to getting what’s in just one of those safes.”

“That makes sense,” Monica said. “It’s like that microsegmentation concept
you mentioned earlier.”

“Exactly. But starting with the protect surface, you'll build an interdisciplin-
ary team of everyone who plays a role in securing that protect surface. Your
firewall admin, your antivirus analyst, your server admins, your developers,
and the identity team should all be engaged so that they can coordinate their
efforts more effectively.”

“Am I right that the ransomware gang hit on your first day?” Monica asked.
“What are some surprising things you learned on the way?”

“Yes, it’s true,” Dylan replied. “It seems obvious to say this, but I think the
most important thing I realized is that you can’t be one click away from going
out of business. With Zero Trust, instead of asking what went wrong after the
fact and attempting to fix it, we ask what needs to go right for the business to
succeed and then ensuring what must go right goes right. We're moving away
from firefighting each incident toward problem management by asking what
the root causes of those incidents are. There’s no concept of unknown traffic.
If something is unknown, it’s blocked.”

“I read a lot about Zero Trust architecture to prepare for this interview, so
I'm surprised that you haven't talked about architecture at all,” Monica said.



