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Preface

The prevalence of digital evidence in modern investigation has led to the need for more skilled
analysts who can interpret digital evidence in a meaningful manner. Much digital evidence is stored
in a file system and the correct recovery of this information is crucial to investigation. While there
exist many tools that automate the recovery of data from file systems, there is a need for greater
understanding of what these tools do. This allows the expert to verify the findings of file system
forensic tools leading to greater trust in the recovered evidence.

The target audience of this title is anyone with an interest in digital investigation, who wishes
to know how evidence is recovered from file systems. This includes University students taking
modules or even entire programmes in the digital forensics and cybersecurity domains and law
enforcement agents (or other investigators) who are tasked with recovering information from file
systems and explaining its relevance. For both audiences the aim of this book is to provide an
in-depth understanding of how information is recovered from common file systems.

Structure

This book is organised in five distinct parts. Part I provides the preliminaries that all digital forensic
experts require. Parts II-IV provide the technical meat of the title. These parts focus on the common
file systems for each of the most popular operating systems (Windows, Linux and macOS). Part V
discusses the future of file system forensics and what new (and some old) challenges are ahead for
the discipline.

Part I, Preliminaries, begins with an introduction to digital forensics in general and discusses
some of the principles that govern the area. This chapter also introduces the reader to digital foren-
sic methodologies and how they are used to streamline investigation. Chapter 2 describes the Linux
operating system and how it can be used for file system forensics. Throughout the remainder of the
text the examples will be given using the Linux command line, but there is no requirement for read-
ers to follow this. Chapter 2 provides an introduction to Linux for those that wish to use it going
forward. For those who do not intend to use (or already use) it, this chapter can be skipped. Chapter
3 discusses the topic of information representation. Computers are capable of processing and stor-
ing only binary data (ones and zeros). How these ones and zeros are interpreted as meaningful
information is of vital importance. This chapter shows how numbers, text and time are represented
in computing systems and how we interpret the raw hex data that we will encounter during file sys-
tem forensics. The final chapter in this part introduces the reader to disk storage, partitions and file

xvii
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systems. This chapter describes the common partitioning schemes in use today and shows how they
can be located. It then introduces the file system and shows the various concepts that exist within
this organisational structure. The chapter finishes with an introduction to disk acquisition — how
we acquire the file systems that we will later process —and the analysis of these file systems.

Part II introduces the Windows family of file systems, although more accurately this might
be called the Microsoft family. This includes FAT (Chapter 5), EXFAT (Chapter 6) and NTFS
(Chapter 7). For many years FAT file system variants were the standard for removable media.
While this is changing as EXFAT becomes dominant a large volume of devices with the FAT file
system are still found during investigation. This, coupled with the relative simplicity of the FAT
file system, means that it is an ideal choice for the first file system to be studied in this book.
Subsequently the EXFAT file system is introduced. While some consider this to be another variant
of the FAT file system, it is sufficiently more advanced to be deserving of its own chapter. This is the
most common file system found on removable media today. Both FAT and EXFAT are supported
by all major operating systems and, as such, can be found in many cases. The final Windows file
system in this text is that of NTFS. The New Technology File System is the default on all Windows
systems and as such is very commonly encountered in digital investigation.

Part IIT introduces the Linux file systems. This begins with the ext family of filesystems (Chapters
8 and 9). Many might wonder how important these chapters are as Linux is rarely encountered in
digital investigation. However, these are some of the most important file systems in use today. The
ext family are one of the default file systems found in Android phones, and as such, one of the most
commonly encountered file systems in investigation. Knowledge of these file systems is of vital
importance to all file system forensic investigators. File systems of the ext family are commonly
encountered in many IoT devices. So while true to say that they are not commonly encountered in
the home computer area, they are very important file systems for the analyst. This part of the book
also introduces two less common Linux file systems: XFS (Chapter 10) and BtrFS (Chapter 11).
These file systems are encountered in some Linux distributions, and are also found in large scale
storage applications such as data centres. As device storage capacity increases these file systems
will become more common in the home market.

Part IV examines the Apple file systems. For many years Apple devices utilised the HFS+ file sys-
tem (Chapter 12). Since late 2017 Apple devices have begun to use the APFS file system (Chapter
13). This is a modern file system which can scale to modern device sizes in an efficient manner.
Due to the popularlity of Apple devices (phones, tablets, computers etc.) this file system is encoun-
tered very frequently in modern digital investigation. The final part of this book looks to the future
and in particular examines the challenges that will face the community over the next number
of years.

Each file system chapter (Chapters 5-13) is organised in a similar manner. Initially a description
of the general layout and the actual structures present in the file system is provided for each file
system. This is followed by a manual analysis in which the reader can see all steps required to
recover file content and metadata. Finally each chapter finishes with advanced topics for each file
system. This always includes topics such as deleted and fragmented files along with topics specific
to each file system.

Resources

Throughout this book example file systems are used to demonstrate the manual analysis and more
advanced topics. Each file system generally has between three to five different image files that are
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used. All of this data is available to the user through the book’s supporting website. This data can
be found at: https://www.fsforensics.com/book.
Please email any corrections to me at fergus@fsforensics.com.

Ireland, June 2024 FerGus TooLAN
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1

Introduction

In recent years the volume of digital evidence in criminal investigations has increased dramatically.
Consider the situation at the turn of the century when the standard computer was the desktop
computer a device that resided on, as the name suggests, the desk. The majority of crime scenes
did not involve a computer. When computers were involved they were generally relevant only in
specific case types such as hacking/cybercrime; child abuse material; and fraud. Returning to the
present, there is digital evidence in almost every case!' The majority of people carry smartphones
on their person at all times. Cars contain navigation, entertainment and camera systems. Homes
and businesses have digital CCTV systems that run continuously. People communicate through
social media. The end result for investigators? is that there has been a vast increase in the quantity
of digital evidence encountered during investigation.

Almost all data in electronic storage media is held in files. A file is an object on a computing
device that stores data, information, settings or applications. Every document, picture, spreadsheet,
database, etc. on a computer system is composed of one or more files. Every computer system there-
fore needs a method of managing files. This is generally achieved through the use of a file system.
File systems exist on every electronic storage device and provide a method of locating the actual
file’s content and also provide information about the file itself. An ability to access these files is of
vital importance during investigation.

Investigators have many tools at their disposal which allow them to access this information. How-
ever, these tools suffer certain limitations including:

o Unsupported File Systems: There are many different file systems in existence. File system
forensic tools generally support only the most common file systems, those that are found on the
most common operating systems. However, there are many more that are sometimes encoun-
tered during an investigation. These might be impossible to process without knowledge of how
file systems function.

o Undisclosed Methods: Most file system forensic tools are closed source® meaning users are
unable to see exactly what actions are being performed. A knowledge of file system structures
will allow the investigator to show how data is stored in a file system and therefore show
possible means of recovering said data. It also supports verification of the results of closed-
source tools.

o Cost: The majority of these tools are commercial tools with associated cost implications for users.
Knowledge of how file systems function could ultimately allow an investigator to create their own
tools.

—

The UK’s National Police Chief’s Council estimate that over 90% of crimes involved a digital element in 2020.
Investigator is used throughout this book to signify any party involved in criminal or corporate investigations.
One exception to this is the Sleuth Kit which will be used throughout this book to validate results when possible.
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Hence it is necessary that investigators understand the structures that are utilised by file systems.
This not only allows the investigator to analyse file systems which are not supported by the current
tool but also allows them to explain possible means by which these tools work. Digital forensic
analysts are often considered ‘experts’ in their field. Knowledge of file systems and their underlying
structures will allow these analysts to more validly claim this title and stand over the evidence
generated by file system forensic tools.

1.1 What is Digital Forensics?

In recent years the term digital forensics has become more familiar to all, especially anyone
involved in investigation. Digital evidence is seen in TV shows on a regular basis. Numerous jobs
are available in many areas which require skills in digital forensics, from e-discovery to incident
response and cybersecurity. But what is digital forensics? That’s a difficult question to answer!

There is no single accepted definition of digital forensics. In this section a number of definitions
are presented and the common elements identified. This process will eventually culminate in the
definition that is used throughout this book.

Interpol defines digital forensics as:

... abranch of forensic science that focuses on identifying, acquiring, processing, analysing,
and reporting on data stored electronically.
Interpol (n.d.)

Lang et al define digital forensics as:

... the science of identifying, collecting, preserving, documenting, examining, analyzing and
presenting evidence from computers, networks, and other electronic devices.
Lang et al. (2014)

Techopedia defines digital forensics as:

... the process of uncovering and interpreting electronic data. The goal of the process is
to preserve any evidence in its most original form while performing a structured investi-
gation by collecting, identifying and validating the digital information for the purpose of
reconstructing past events.

Techopedia (n.d.)

These, and the many other definitions that can be found, all share some common traits. For
instance all of them mention electronic devices/data. All evidence in digital forensics is generated
from electronic traces. These traces may be found on storage media, in network traffic, online, etc.
Hence digital forensics is forensic analysis performed on electronically stored/transmitted infor-
mation. Additionally both Lang et al. (2014) and Interpol mention science. Digital forensics is a
branch of forensic science and as such should be based on scientific principles.

All of the above definitions attempt to define the process that is followed. Many definitions use
similar wording to describe these processes. For instance words such as identifying, collecting
(or acquiring), preserving, presenting (or reporting) or analysing (or interpreting) are used in the
majority of definitions.



1.3 Digital Forensic Principles
Hence, for the purposes of this book the following definition will be adopted.

Digital forensics is the application of scientific principles to the identification, preserva-
tion, collection, analysis and presentation of evidence obtained from electronic media.

1.2 File System Forensics

File system forensics is a particular branch of digital forensics in which the electronic medium in
question is the actual storage device (i.e. the disk). File systems are structures which organise infor-
mation on disk. The file system is the structure that allows saved information to be retrieved at a
later date. When a file is saved, not only is the content saved but information about the content
(metadata) is also saved. This metadata provides much necessary information about the file con-
tent such as timestamps and file size, but also provides information on how to locate the content
on disk.
Techopedia defines a file system as:

... a process that manages how and where data on a storage disk, typically a hard disk drive
(HDD), is stored, accessed and managed. It is a logical disk component that manages a disk’s
internal operations as it relates to a computer and is abstract to a human user.

Techopedia (n.d.)

File system forensics therefore involves the application of the scientific method to identify, pre-
serve, collect, analyse and present evidence recovered from a file system. In order to be able to
perform these tasks the analyst (whether human or software) must fully understand the structures
onwhich the file system in question is based. Different file systems result in very different structures
and hence different analysis methods.

For instance compare two commonly encountered file systems in digital forensics: The File Allo-
cation Table (FAT) and the new Apple File System (APFS). FAT is an old file system and in com-
parison to modern file systems such as APFS it is very simple. Generally older file systems allow
for the storage/retrieval of information from them and very little else. FAT contains three struc-
tures that are of interest to forensic examiners (the volume boot record, the file allocation table and
directory entries) meaning that only a small amount of knowledge is required to analyse this file
system effectively. Now compare this to APFS. APFS is a modern file system. It provides much more
functionality than an older system such as FAT. This includes encryption, snapshots, compression,
etc. The underlying structures are inherently more complex meaning that this file system is much
more difficult to examine effectively.

1.3 Digital Forensic Principles
The United Kingdom’s Association of Chief Police Officers* (ACPO) drafted the Good Practice

Guide for Digital Evidence. Version 5 (released in 2012) is the latest version of this document. This
document contains a set of four principles for the effective handling of digital evidence.

4 This organisation was dissolved in 2015 and replaced by the National Police Chief’s Council (NPCC).
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These ACPO principles, as they are often called, are based on the UK legal system and the rules
of evidence in that system. However, the principles are almost universal and have been adopted in
many countries over recent years. These principles are:

e Principle 1: No action taken by law enforcement agencies, persons employed within these
agencies or their agents should change data which may subsequently be relied upon in
court.

o Principle 2: In circumstances where a person finds it necessary to access original data, that
person must be competent to do so and be able to give evidence explaining the relevance and the
implications of their actions.

o Principle 3: An audit trail or other record of all processes applied to digital evidence should be
created and preserved. An independent third party should be able to examine those processes
and achieve the same result.

o Principle 4: The person in charge of the investigation has overall responsibility for ensuring that
the law and these principles are adhered to.

These principles were originally drafted in the early days of digital evidence. At that stage most
digital evidence resided on computer storage devices. The standard method was to power off the
device, create an image and analyse that image. As the area of digital forensics has developed over
the years this standard method of operation has also developed. Now it is no longer always advised
to switch off the computer. Instead it is sometimes recommended to analyse running machines.
Not all information is now stored locally, some will be stored remotely, even the crime scene itself
may be remote. However, while some argue that the principles need to be updated, they are still fit
for purpose.

The overall aim of these principles is to ensure that all digital evidence accessed during a criminal
investigation is handled in such a manner that it can be used in court. Hence the first principle
states that no changes should be made to the original data. The second principle ensures that only
trained personnel will ever access original data and the third principle ensures that others will
be able to recreate and validate the analysis of the evidential material. For traditional computer
forensics these three principles are sufficient.

Now consider a modern scenario. First responders arrive at the home of a suspected cybercrimi-
nal. They use a warrant to enter the premises and seize all electronic evidence that is encountered.
Upon entering the premises they discover a running computer. The traditional advice was to
‘pull-the-plug’; however, with modern computers this might lose evidence. Most modern operat-
ing systems allow options for encrypted storage. If power is removed the data on the device will
become inaccessible due to its encryption. Additionally many users use remote storage resources
for files, emails, profiles, etc. Connections to these sites (and potentially access to the data they
contain) will be lost if the power is removed. Hence live data forensics (LDF) is conducted, in
which the running computer is analysed to determine if there is anything of evidential value
present.

Returning to ACPO Principle 1 which states ‘no action taken by law enforcement agencies ...
should change data which may subsequently be relied upon in court’. LDF immediately breaks this
principle. Every action performed on a running computer system will leave traces in memory and
on disk. Even the simple act of moving the mouse will have consequences, as it will change certain
parts of the computer system. This has led to some researchers suggesting that the ACPO princi-
ples should be rewritten. However, they are still fit for purpose as while LDF breaks principle 1,
combining this with principles 2 (competence) and 3 (audit trail), the altered data collected from
the LDF process can still be used in a court setting.



