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CHAPTER 1

Introduction

Surveillance has existed for as long as human history. Over the centuries, 
organizations or individuals have used it as a means to understand the 
societal realities around them. The major purpose of surveillance, regard-
less of era, has always been the collection of data to serve the specific 
objectives of specific entities. Another factor that has remained constant 
through the centuries is the major element targeted by surveillance: the 
individual (Hughes-Wilson 2017; Andrew 2018; Crowdy 2006). Although 
the contemporary understanding of surveillance has reached beyond the 
traditional perspective that was linked mostly to security objectives, the 
individual remains the most important actor in this process. Different enti-
ties can supervise the individual at the moment he/she is perceived as 
representing a threat to national security—and here, we talk about state 
surveillance. In this case, the latter has one major purpose, which is to 
quickly pinpoint the threat, to obliterate it, and to achieve security objec-
tives (Andrew et al. 2020; Warner 2014). However, the individual cannot 
be associated solely with negative activities that render him/her subject to 
supervision, but some entities that conduct state-wide surveillance may 
seek to improve specific marketing policies that could (for example) help 
companies to strengthen their sales strategies. In this case, surveillance has 
nothing to do with achieving national security objectives, but is conducted 
in order to build efficient strategies that could help individuals to make 

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-84943-5_1&domain=pdf
https://doi.org/10.1007/978-3-031-84943-5_1#DOI
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better decisions when choosing a specific product (Ball and Webster 2003; 
Ball et al. 2012).

The relation between surveillance and the individual is not limited by 
the two aforementioned objectives: national security and strategic market-
ing. Another domain in which surveillance can be conducted is the welfare 
system of every country. This kind of supervision is conducted so that the 
authorities may understand the conditions under which some individuals 
live, and how specific sectors of society may be improved in order to help 
individuals to live better lives. Many examples can be listed in this cate-
gory, ranging from how rural education systems work to the ways in which 
ethnic or national minorities are integrated in society, and to the national 
health system or the safety and security of specific regions. Regardless of 
the domain being discussed, the individual continues to be the most 
important actor who is targeted by surveillance, since without him/her, 
no policies, plans, or strategies would be needed to ensure that they can 
live better lives (Ball and Webster 2003; Slobogin 2007). The last major 
objective in the conducting of surveillance refers to the ‘entertainment’ 
sector. In this context, the individual continues to play the key role as the 
actor subject to supervision, but the aim of the act is the desire of specific 
agencies to collect personal information about the target in order to learn 
private details of their life. This kind of supervision is mostly reserved for 
celebrities or influential individuals, since they are often seen as public 
figures or role models, so the general public are interested in the details of 
their lives (Ball and Webster 2003). Even though this kind of surveillance 
does not necessary serve any kind of “noble” purpose, it exists and refers 
to a specific form of surveillance.

Following this overview, the relation between surveillance and the indi-
vidual cannot be neglected or diminished since both are interconnected, 
influence one another, and do not really exist as individual factors. 
However, since it would be difficult to analyze individuals’ attitudes 
towards every domain wherein contemporary surveillance is conducted, 
this book focuses on explaining the relation between individuals and state 
surveillance—which is performed mostly to achieve national security 
objectives. Large bodies of research have explained the relation between 
individuals and state surveillance in terms of what leads individuals to 
accept state surveillance, and what state institutions’ policies, strategies, 
and values should be in order to conduct efficient surveillance within a 
given society. Accordingly, three major bodies of research explain this rela-
tion by respectively focusing on (1) institutional matters, (2) technological 

  P. TAP
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infrastructures, and (3) specific contexts (Nakhaie and de Lint 2013; 
Trüdinger and Steckermeier 2017; Kininmonth et al. 2018; Nam 2019; 
Wester and Giesecke 2019; Westerlund et al. 2020; Viola and Laidler 2022).

The first body of research, which focuses on institutional matters, 
observes that in order to persuade individuals to cooperate and to accept 
a degree of surveillance in their lives, the state’s institutions have to be 
characterized by four features. First, they have to be trustworthy. In other 
words, they have to get the job done, to not go beyond the pre-established 
legal frameworks that regulate how surveillance has to be conducted, and 
to be able to instill into individuals the idea that their safety and well-being 
is achieved mostly because of the efficiency of their actions. Second, they 
have to be transparent (Vatcha 2007; Trüdinger and Steckermeier 2017; 
Nam 2019). This component refers less to the specific ways of conducting 
surveillance and more to the paths open to individuals to interact with 
surveillance institutions1 and to have access to the laws that regulate those 
institutions’ activities and the practical details of how they are being 
applied. Third, the institutions have to promote safety assurances that the 
collected data will not be misused. Individuals will become more likely to 
accept state surveillance when they believe that the state’s intuitions can 
protect the private data they collect on the individuals. If they do not 
believe this to be true, then they are more likely to oppose state surveil-
lance. Fourth, in terms of the degree of intrusiveness and human rights 
infringements, individuals are less likely to accept state surveillance when 
its practices are perceived to violate their fundamental rights (Thompson 
et al. 2020; Westerlund et al. 2020; Wester and Giesecke 2019).

The second body of research concentrates on the relevant technological 
infrastructures. Although interest in the relations between state surveil-
lance, technologies, and individuals is not new, it has gained momentum 
in recent decades, and technology is now the most important way to con-
duct state surveillance. The prior studies that explain individuals’ accep-
tance of state surveillance by referring to technological infrastructures take 
two major directions. The first approach shows that individuals’ degree of 
acceptance of state surveillance increases when they perceive the surveil-
lance technologies as efficient in achieving their aims (Gurinskaya 2020; 
Kininmonth et  al. 2018; Cayford et  al. 2019; Friedewald et  al. 2016; 
Offermann et al. 2016; Sousa and Madensen 2016). For instance, if the 

1 The book uses surveillance institutions and intelligence agencies as interchangeable terms 
and concepts.
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CCTV systems positioned in some places have led to a decrease in criminal 
activities in those areas over time, then people will be more likely to accept 
them because they help to build confidence and to make those places feel 
safer. The second approach is linked to the values that govern the surveil-
lance institutions, i.e., their underlying respect for human rights. In this 
respect, individuals become more open to the idea of accepting surveil-
lance when the technological infrastructures are not installed by the state 
in places where they could violate individuals’ privacy, such as in or near 
private properties (Zhang et  al. 2019; Sousa and Madensen 2016; 
Offermann et al. 2016; Gurinskaya 2020).

The third body of research explains individuals’ acceptance of state sur-
veillance from the perspective of specific contexts. Here, the institutional 
values or the technological infrastructures still play a role in individuals’ 
acceptance of state surveillance, but are considered to be of ‘secondary 
importance’. Here, specific contexts refer to crisis situations that demand 
specific intervention from the state’s institutions. In recent decades, some 
well-known cases have arisen that belong to this category. For instance, 
the 9/11 terror attacks on the United States heralded a new era in the 
field of state surveillance in the sense that individuals became more open 
to the idea of accepting surveillance for the higher purpose of achieving 
national security (Vlcek 2007; Trüdinger and Steckermeier 2017; Simone 
2009). A more recent example has been the COVID-19 pandemic that 
was mostly managed by state institutions through intensified surveillance 
policies that sometimes violated basic human rights. The major point 
made by this body of research is that individuals are more likely to accept 
state surveillance in times of significant security threats. Under such con-
ditions (e.g., a global pandemic, terror attacks) individuals are more likely 
to sacrifice their rights and liberties for the sake of security—and as a 
result, to accept more state surveillance (Ahmed et al. 2020; Cho et al. 
2020; Morley et al. 2020; Alsyouf et al. 2021; Westerlund et al. 2021).

All these bodies of research explain the relation between individuals and 
state surveillance by underlining that surveillance is accepted due to exter-
nal factors such as institutional actions and values, technological efficiency, 
or contextual threats. However, what all these bodies of research appear to 
have overlooked is an explanation of the individual acceptance of state 
surveillance with reference to the internal psychological mechanisms that 
shape individuals’ views of external realities—the prior research has only 
taken account of external facts to explain what determines acceptance of 
surveillance.

  P. TAP
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The present book aims to fill this gap in the literature by answering the 
research question: how do the personality traits of individuals influence the 
acceptance of state surveillance? This is a relevant question, since no study 
to date has explained the role of the internal mechanisms that shape indi-
viduals’ views of the external realities of state surveillance. Here, state sur-
veillance is not described by a holistic approach of the concept (since 
contemporary surveillance is a multi-faceted process that is used in many 
places and sectors of society, as was briefly outlined above), but instead is 
described as a process through which the state’s institutions strive to 
achieve national security objectives. This definition is in line with the tra-
ditional understanding of state surveillance—which is surveillance per-
formed to fulfill specific national security objectives. The personality of 
individuals is measured in this book using the Big Five personality traits, 
one of the most frequently used taxonomies in the social sciences.

To answer the research question, this book focuses on two cases: 
Hungary and Romania. These cases are analyzed comparatively using the 
most similar systems design. Both countries are typical cases for studying 
individuals’ attitudes towards state surveillance, for several reasons. The 
first of these is their respective authoritarian regimes and positioning under 
the ex-Soviet sphere of influence. It is well known that one of the major 
tools used by authoritarian regimes to enforce their dominance over soci-
ety is an extremely aggressive and intrusive surveillance machinery. In all 
cases, this instills into subject individuals the feeling that their movements 
are always watched and controlled, and that if they want to do something 
against the will of the regime, they will most likely be discovered and pun-
ished (Dunnage 2006; Levina 2017; Richterova 2018; Linz 2000; Topak 
2017; Fonio 2011). For this reason, it is important to understand how the 
personality traits of individuals from two ex-communist countries may 
influence their positions regarding state surveillance.

Second, both countries embraced democratic regimes after the 1989 
revolutions, and democratic reforms were directed towards the intelli-
gence sectors. Although the new democratic authorities strived to democ-
ratize the intelligence agencies’ practices, these continued to be misused 
by political actors after 1989, and many corruption scandals related to 
these agencies have appeared in the years since (Rusu 2017; Svenonius and 
Tarasova 2021; Matei and Bruneau 2011; Clark 2017). It is therefore 
important to explore Hungarian and Romanian attitudes towards state 
surveillance in general, since the democratization of their countries has to 
some extent failed to ensure the trustworthy and transparency of the 
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respective national intelligence agencies in charge of conducting surveil-
lance activities. Third, no study to date has analyzed Hungary and Romania 
comparatively from this perspective. This is not only an important task 
because the present book will show how personality influences individuals’ 
acceptance of state surveillance for national security objectives, but also 
because it advances a holistic understanding of the factors that could influ-
ence this acceptance, by testing other socio-demographic variables (see 
Chap. 3). In addition, both cases are under-studied so far in the surveil-
lance literature, so this book also contributes to the body of literature in 
general.

The relevance of the present timeframe is also important for studying 
individuals’ attitudes towards state surveillance since the data was col-
lected in the short space of time that has passed since the global COVID-19 
pandemic. The impact of that worldwide crisis on individuals’ attitudes 
towards state surveillance has already been extensively documented as 
most of the world’s governments enforced surveillance policies and prac-
tices in order to try to gain control over the spread of the virus (Ahmed 
et al. 2020; Cho et al. 2020; Morley et al. 2020; Amit et al. 2020). Some 
of these practices, although arguably justifiable, infringed some of the 
basic established rights of individuals (e.g., freedom of movement, the 
right to privacy), and because of this, many people became aware of the 
state’s capacity to impose supervision within its society. Hungary and 
Romania were no exceptions to this rule, and citizens in both countries 
faced severe restrictions and intensified surveillance during the COVID-19 
pandemic. This is another important factor that boosts this book’s rele-
vance in the study of state surveillance since a plethora of factors impacted 
individuals’ attitudes towards state surveillance in general. The data for 
the analysis set out here is provided by two national representative surveys 
that were conducted in July and November 2022 in Romania and Hungary 
respectively. Roughly 1000 respondents completed the surveys in each 
case. The data were analyzed using quantitative approaches—statistical 
analysis (correlations, bivariate and OLS analyses).

  P. TAP
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1.1    The Relevance of the Book: Theoretical 
and Empirical Contributions

The book presents two categories of contributions that make it worth 
reading: theoretical and empirical. To start with the theoretical contribu-
tions, the book has two major elements that the author believes will be of 
interest to the audience: the original analytical framework, and the appli-
cation of the most similar systems design to comparatively analyze the two 
cases (Hungary and Romania). The originality of the analytical framework 
is that it combines two major bodies of research: political psychology and 
surveillance studies. Even though this is by no means the first attempt to 
mix different bodies of research in order to shape an analytical framework, 
it is uncommon to combine elements of political psychology with ele-
ments from surveillance studies in order to formulate testable hypotheses 
that could explain individuals’ attitudes towards specific political and social 
phenomena.

In this case, the analytical framework tests the potential impact of the 
Big Five personality traits on individuals’ acceptance of state surveillance. 
The analytical framework contains five hypotheses—one for every person-
ality trait (the independent variables)—and the theoretical arguments for 
the expected effects were built by extracting the elements that define the 
effects from the literature about the Big Five personality traits along with 
the ways they may lead individuals to perceive external political and social 
phenomena. When talking about acceptance of state surveillance (the 
dependent variable in this book), the analytical framework mainly included 
literature from surveillance studies. The two bodies of research were com-
bined in such a way as to generate logical theoretical expectations that 
indicated that some personality traits are likely to generate some attitudes 
of acceptance/rejection towards state surveillance (see Chap. 3 for more 
details).

In addition to these main effects, the book tests for the impact of six 
control variables that are expected to influence acceptance of state surveil-
lance: engagement in the community’s life, the subjective level of informa-
tion, age, education, gender, and TV consumption. Although some of 
these variables are standardized, they have not been analyzed together 
before, thus increasing the originality of the present analytical framework. 
The most similar systems design is not a unique approach, since this way 
of comparatively analyzing cases is common in the social sciences. 
However, there are two major reasons why readers may find the 
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methodological approach adopted in the present book interesting. First, it 
provides an example of how this kind of approach can be used to conduct 
scientific research. Although many studies have explained this at the theo-
retical level, some researchers may find a practical example of how this can 
be done in practice to be helpful. Second, the model provides several fac-
tors that render Hungary and Romania suitable for the most similar sys-
tems design. They can be used as examples of which socio-political 
characteristics could be used to define other cases in Eastern Europe, and 
how to use them either partially or in full to conduct similar research.

Moving on to the empirical contributions, the objective of this book is 
twofold. On the one hand, this is the first attempt to explain how the per-
sonality traits of individuals influence their acceptance of state surveillance 
for national security objectives. Although both the relation between per-
sonality traits and individuals’ attitudes towards workplace surveillance 
and how personality influences individuals’ positions regarding other prac-
tices related to intrusion into their private life have been studied before, to 
date, no scholar has tried to explain how an individual’s personality influ-
ences their acceptance of state surveillance for the purpose of reaching 
national security objectives. The relevance of this topic primarily lies in the 
fact that, unlike previous research that studied this relation from a rela-
tively narrow perspective, such as workplace surveillance or privacy con-
cerns, the present study’s approach is much more global (Sayre and 
Dahling 2016; Junglas et al. 2008), since it explains individuals’ attitudes 
towards state surveillance according to their personality traits at the mass 
level. In other words, the book explains how individuals from Hungary 
and Romania perceive state surveillance at the highest possible level—
which is the array of practices which are implemented by the state’s insti-
tutions to achieve national security objectives. This approach goes beyond 
the limited perspective of how personality traits explain individuals’ atti-
tudes towards workplace surveillance, or their specific privacy concerns—
which are factors that could raise individuals’ awareness of surveillance 
activities.

The literature on state surveillance in post-communist societies is still 
fairly scarce, although in the last few years some studies have addressed 
this matter to some extent (Svenonius and Björklund 2018; Pop-Eleches 
and Tucker 2013; Budak e al. 2012). After engaging in this debate, the 
book brings three main relevant contributions to the broader field of 
study. First, the book focuses on Hungary and Romania, marking the first 
attempt to compare these two cases of state surveillance. Therefore, it 
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advances knowledge in the sense that it discusses the similarities and dif-
ferences between two ex-communist countries in the field of state surveil-
lance after more than 30 years have passed since their democratization 
processes were initiated. Second, although there are some relevant studies 
in the field, not enough studies have presented how state surveillance was 
conducted in Hungary and Romania starting from the establishment of 
the communist regime in both countries through until the present day 
(Stan 2007; Uitz 2005; Wisser and Blanco-Rivera 2016; Clark 2017; Stan 
and Zulean 2018). The book also presents the historical evolutions of 
state surveillance in both countries, describes the contemporary intelli-
gence agencies, and shows how the respective state surveillance appara-
tuses and intelligence agencies in Hungary and Romania have been 
portrayed by their national medias. Third, the book presents the attitudes 
of individuals in each of these ex-communist countries towards state sur-
veillance—a process well known for its repressive nature and intensity 
under the previous regimes. This is relevant not only in terms of the 
knowledge advanced regarding the current state of the art of state surveil-
lance in Hungary and Romania, but also from the perspective of under-
standing how the attitudes of individuals from two ex-communist countries 
are formed and persist regarding a political and social phenomenon that is 
impossible to avoid in the contemporary world.

Based on these lines of argument, there are several reasons why reading 
this book is worthwhile. The audiences that could be interested in it are 
wide-ranging, including academics (students, researchers, and professors), 
practitioners, and individual lay readers who have a particular interest in at 
least one of the topics that this book approaches. As the book falls into the 
“research” category, many academics could use it as material for improv-
ing their knowledge in this field or as a starting point for addressing other 
research questions. Some students may wish to use it as study material, 
and some field experts or even policy-makers could find parts of the book 
relevant in shaping policies or procedures in the field of surveillance.

For individuals who do not occupy an academic position and are not 
practitioners in this field, there is another reason why this book might be 
of interest: the abundance of information it provides on state surveillance 
in general and about the cases of Hungary and Romania in particular. The 
book presents an overview of the historical evolution of state surveillance 
and traces its metamorphoses over time. It also underlines how surveil-
lance has become a multi-faceted practice nowadays, and also clarifies dif-
ferent concepts such as surveillance in general, state surveillance, and 
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personality. It further advances a literature review that describes the rela-
tion between individuals and state surveillance, and which considers dif-
ferent perspectives on the particularities of authoritarian supervision. In 
addition, it extensively discusses the selected cases of Hungary and 
Romania from the standpoint of how state surveillance was conducted in 
different eras (authoritarian through to democratic), and the major chal-
lenges these two states faced in democratizing their intelligence sector 
after the 1989 revolutions, including the modern image of these agencies 
along with many other aspects of their operations. Therefore, many com-
ponents of this book could interest a wide range of readers, regardless of 
their professions. The next section sets out the structure of the book, so 
that readers of this introduction can make their choice regarding which 
part(s) of the book may be of particular interest to them.

1.2  S  tructure of the Book

This introduction is followed by Chap. 2, which has two aims. First, it 
clarifies the key concept that functions as the cornerstone of the book: 
state surveillance. Second, it provides a literature review of what factors 
influence individuals to accept state surveillance. The chapter is divided 
into five sections (divided into several sub-sections) and conclusions. The 
first section discusses the historical evolution of state surveillance in gen-
eral terms. It starts with the first documented examples of state surveil-
lance, which can be traced back to Antiquity, and then presents how this 
process developed through history by underlining some particularly 
impactful eras (e.g., the First World War, the Second World War, the Cold 
War, and the post-Cold War period). This section is followed by the con-
ceptual clarification of surveillance, starting with an overview of the defini-
tions presented in the literature followed by an explanation of how state 
surveillance is defined in the book. After that, the major features and types 
of contemporary surveillance are presented, followed by a presentation of 
how state surveillance is conceptualized. The next section presents a litera-
ture review on the relationship between individuals and their acceptance 
of state surveillance. The section focuses on the three main debates from 
the literature to date that have attempted to explain what determines indi-
viduals to accept state surveillance. These are (1) institutional matters, (2) 
technological infrastructures, and (3) specific contexts. The Conclusions 
section brings together the major lessons generated by this chapter.
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Chapter 3 focuses on the analytical framework of the book. It is divided 
into seven sections and conclusions. The first section is dedicated to the 
conceptual clarification of personality, and it focuses on (1) the conceptu-
alization of personality in general, (2) the presentation of the Big Five 
personality traits taxonomy, and (3) how individuals’ personalities impact 
upon their political and social participation. This is followed by a general 
discussion of how personality can be linked with acceptance of state sur-
veillance, and of the possible elements that justify how acceptance of state 
surveillance can be determined by the personality of individuals. After this, 
the analytical framework of the book is presented, which advances the 
theoretical arguments for every hypothesis set out in the book—one for 
each personality trait from the Big Five taxonomy—by combining two 
major bodies of literature, political psychology, and surveillance studies. 
The following section presents the theoretical arguments concerning the 
six control variables which could impact the acceptance of state surveil-
lance alongside the personality of individuals: the individuals’ level of 
engagement in their communities, their level of subjective information, 
their age, education, and gender, and their TV consumption.

After the presentation of these elements, the following section under-
lines how Hungary and Romania are suitable for analysis via the most 
similar systems design. The next section justifies the temporal relevance of 
the book and emphasizes the COVID-19 pandemic as a period that 
brought increased interest in surveillance studies. This section is divided 
into two sub-sections: the first discusses how the COVID-19 pandemic 
affected the ways in which the world’s governments reshaped their policies 
and practices to allow increased surveillance in order to try to control the 
spread of the virus; the second focuses on the cases of Hungary and 
Romania to explore how state surveillance was conducted during this 
period. The next section focuses on the data and variable operationaliza-
tion, and explains how the data for the analysis were collected as well as 
how the control, dependent, and independent variables of the book were 
coded. After this, the particularities of the methods used for data analysis 
are presented. The conclusions summarize the major findings of this 
chapter.

Chapter 4 has six sections and conclusions. It presents an overview of 
authoritarian surveillance, and the emerging challenges faced by new 
democracies after the end of the Cold War in seeking to reform their intel-
ligence sectors, with a particular focus on the cases of Hungary and 
Romania. The first section discusses the major features of authoritarian 
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