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Introduction
Welcome to the exciting world of Cisco certification! If you’ve picked up this book because 
you want to improve yourself and your life with a better, more satisfying, and secure job, 
you’ve done the right thing. Whether your plan is to enter the thriving, dynamic IT sector or 
to enhance your skill set and advance your position within it, being Cisco certified can seri-
ously stack the odds in your favor to help you attain your goals.

Cisco certifications are powerful instruments of success that also just happen to improve 
your grasp of all things internetworking. As you progress through this book, you’ll gain a 
complete understanding of networking that reaches far beyond Cisco devices. By the end of 
this book, you’ll comprehensively know how disparate network topologies and technologies 
work together to form the fully operational networks that are vital to today’s very way of 
life in the developed world. The knowledge and expertise you’ll gain here are essential for 
and relevant to every networking job. It’s why Cisco certifications are in such high demand—
even at companies with few Cisco devices!

For up-to-the-minute updates covering additions or modifications to the 
Cisco certification exams, as well as additional study tools, review ques-
tions, videos, and bonus materials, be sure to visit the Todd Lammle web-
site and forum at www.lammle.com/ccna.

Cisco’s Network Certifications
Way back in 1998, obtaining the Cisco Certified Network Associate (CCNA) certification 
was the first pitch in the Cisco certification climb. It was also the official prerequisite to 
each of the more advanced levels. But that changed in 2007, when Cisco announced the 
Cisco Certified Entry Network Technician (CCENT) certification. Then again, in May 2016, 
Cisco announced new updates to the CCENT and CCNA Routing and Switching (R/S) tests. 
Today, things have changed dramatically again.

In July 2019, Cisco switched up the certification process more than they have in the last 
20 years! They announced all-new certifications that started in February 2020, and then 
again, an update and revision in the summer of 2024, which is probably why you’re reading 
this book!

So what’s changed? For starters, the CCENT course and exam (ICND1 and ICND2) no 
longer exist, nor do the terms Routing & Switching (rebranded to Enterprise). On top of 
that, the CCNA is no longer a prerequisite for any of the higher certifications at all, meaning 
that you’ll be able to jump straight to CCNP without having to take the new CCNA exam if 
you have already achieved the CCNA or have enough background to skip the CCNA.

http://www.lammle.com/ccna


xxii  Introduction

The new Cisco certification process will look like this:

First, the CCST entry-level certification was added, and you can find the Wiley Study 
Guide for the CCST Network book authored by Todd Lammle and Donald Robb, as well as 
this CCNA Study Guide, at https://www.lammle.com/order-our-books.

If you have an entry-level network background, you will want to head directly to CCNA, 
using this book and the abundant resources on www.lammle.com/ccna, of course!

The Todd Lammle CCNA program, beginning with this book, is a powerful tool to get 
you started in your CCNA studies, and it’s vital to understand the material found in this 
book and at www.lammle.com/ccna before you go on to conquer any other certifications!

What Does This Book Cover?
This first book in the CCNA series covers everything you need to know regarding internet-
working, Ethernet, switching, and routing. Volume II starts right where this first book in the 
series leaves off.

But regardless of which Cisco certification path you choose, as I’ve said, taking plenty of 
time to study and practice with routers or a router simulator is the real key to success.

You will learn the following information in this book:

Chapter 1: Network Fundamentals  In Chapter 1, you will learn the basics of network 
fundamentals, the Cisco three-layer model, and wide area networks. Ethernet cabling 
including, fiber-optic, is discussed. The chapter ends with an overview of PoE. Review 
questions await you at the end to test your understanding of the material.

Chapter 2: Ethernet Networking  Chapter 2 provides you with the Ethernet foundation 
you need in order to pass both the CCST and CCNA exams. Data encapsulation is dis-
cussed in detail in this chapter as well. As with the other chapters, this chapter includes 
written labs and review questions to help you.

Chapter 3: TCP/IP  Chapter 3 covers the protocols of TCP/IP. I’ll begin by exploring 
the DoD’s version of TCP/IP, then compare that version and its protocols with the OSI 
reference model. Lastly, I’ll dive into the world of IP addressing and the different classes 
of IP addresses used in networks today. Review questions are included at the end of the 
chapter to test your understanding of the material.

F IGURE I .1   The Cisco certification path

https://www.lammle.com/order-our-books
http://www.lammle.com/ccna
http://www.lammle.com/ccna
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Chapter 4: Easy Subnetting  Chapter 4 picks up right where we left off in the last 
chapter and continues to explore the world of IP addressing. The chapter opens by 
showing you how to subnet an IP network. Prepare yourself because being able to sub-
net quickly and accurately is pretty challenging. Use the review questions to test your 
ability to understand subnetting. You can also use the bonus tools found at www 
.lammle.com/ccna.

Chapter 5: Troubleshooting IP Addressing  Chapter 5 covers IP address trouble-
shooting while focusing on the steps Cisco recommends following when troubleshooting 
an IP network. Working through this chapter will hone your knowledge of IP addressing 
and networking while refining the essential skills you’ve attained so far.

Chapter 6: Cisco’s Internetworking Operating System (IOS)  Chapter 6 introduces you 
to the Cisco Internetworking Operating System (IOS) and command-line interface (CLI). 
You’ll learn how to turn on a router and configure the basics of the IOS, including 
setting passwords, banners, and more. Be sure to complete the written lab and review 
questions.

Chapter 7: Managing a Cisco Internetwork  Chapter 7 covers the finer points of layer 
2 switching to ensure that you know exactly how it works. You should already know 
that we rely on switching to break up large collision domains into smaller ones and that 
a collision domain is a network segment with two or more devices sharing the same 
bandwidth. Switches have changed the way networks are designed and implemented. If 
a pure switched design is implemented well, the result will be a clean, cost-effective, and 
resilient internetwork.

Chapter 8: Managing Cisco Devices  Chapter 8 describes the boot process of Cisco 
routers, the configuration register, and how to manage Cisco IOS files. The chapter 
finishes with a section on Cisco’s new licensing strategy for IOS. The written labs and 
review questions will help you build a strong foundation for the objectives covered in 
this chapter.

Chapter 9: IP Routing  Chapter 9 focuses on the core topic of the ubiquitous IP routing 
process. It’s integral to networking because it pertains to all routers and configurations 
that use it—easily the lion’s share. IP routing is basically the process of moving packets 
from one network to another network using routers, and this chapter covers IP routing 
in depth.

Chapter 10: Open Shortest Path First  Chapter 10 discusses Open Shortest Path 
First (OSPF), which is by far the most popular and important routing protocol in use 
today—so important that I’m devoting an entire chapter to it! The chapter begins with 
the basics by completely familiarizing you with key OSPF terminology.

Chapter 11: Enhanced IGRP  Chapter 11 covers Enhanced IGRP (EIGRP), which is a 
Cisco-proprietary routing protocol that has been available for other companies to add 
to their router operating systems for a few years now. This advanced distance-vector 
routing protocol is covered in depth, including exam essentials, a written lab, and review 
questions.

http://www.lammle.com/ccna
http://www.lammle.com/ccna


xxiv  Introduction

Chapter 12: Layer 2 Switching  Chapter 12 provides the solid background you need 
on layer two switching, how switches perform address learning, and how to make for-
warding and filtering decisions. In addition, switch port security with MAC addresses is 
covered in detail. As always, go through the hands-on labs, written lab, and review ques-
tions to make sure you’ve really got layer two switching down!

Chapter 13: VLANs and Inter-VLAN Routing  Chapter 13 discusses how we break 
up broadcast domains in a pure switched internetwork. We do this by creating virtual 
local area networks (VLANs). We’ll also guide you through troubleshooting techniques 
in this all-important chapter. The written lab and review questions reinforce the VLAN 
material.

Chapter 14: Cloud and Virtual Private Networks  Chapter 14 provides in-depth cov-
erage of VPNs. You’ll learn some smart solutions that will help you meet your com-
pany’s off-site network access needs and dive deep into how these networks utilize 
IP security to provide secure communications over a public network via the Internet 
using VPNs with IPsec. This VPN section wraps up by demonstrating how to create a 
tunnel using GRE (Generic Routing Encapsulation). We’ll then dive into on-premises 
and cloud technologies. “Private cloud” is simply a fancy term for hosting resources 
inside your physical environment, usually in a data center. You might have heard the 
saying that “cloud is just using someone else’s data center,” but this time, we are refer-
ring to yours! Generally speaking, the terms “private cloud” and “on-premises” are used 
interchangeably.

Chapter 15: Introduction to Artificial Intelligence and Machine Learning  Chapter 15 
dives into the new and exciting world of machine learning and generative AI. By the end 
of the chapter, you will understand how they work and why they are beneficial to under-
stand as a networking professional. We will even get into practical examples!

Appendix A: Answers to the Written Labs  This appendix provides the answers to the 
end-of-chapter written labs.

Appendix B: Answers to the Review Questions  This appendix provides the answers to 
the end-of-chapter review questions.

Interactive Online Learning 
Environment and Test Bank
The interactive online learning environment that accompanies the CCNA Certification Study 
Guide provides a test bank with study tools to help you prepare for the certification exams 
and increase your chances of passing them the first time! The test bank includes the follow-
ing elements:

Sample Tests  All of the questions in this book are provided in the test bank, including 
the assessment test, which you’ll find at the end of this introduction, and the review 
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questions at the end of each chapter. In addition, you’ll find a bonus exam. Use these 
questions to test your knowledge of the study guide material. The online test bank runs 
on multiple devices.

Electronic Flashcards  The flashcards are included for quick reference and are great 
tools for learning quick facts. You can even consider these as additional simple practice 
questions, which is essentially what they are.

PDF of Glossary of Terms  There is a glossary included that covers the key terms used 
in this book.

The Sybex Interactive Online Test Bank, flashcards, and glossary can be 
accessed at http://www.wiley.com/go/Sybextestprep.

Todd Lammle Bonus Material and Labs  Be sure to check www.lammle.com/ccna for 
directions on how to download all the latest bonus material created specifically to help 
you study for your CCNA exam.

Todd Lammle Videos  I have created a full CCNA series of videos that can be pur-
chased at www.lammle.com/ccna.

Like all exams, the CCNA certification is updated periodically and may 
eventually be retired or replaced. At some point after Cisco is no longer 
offering this exam, the old editions of our books and online tools will be 
retired. If you have purchased this book after the exam was retired, or 
you are attempting to register in the Sybex online learning environment 
after the exam was retired, please know that we make no guarantees 
that this exam’s online Sybex tools will be available once the exam is no 
longer available.

CCNA Exam Overview
Cisco has designed the new CCNA program to prepare you for today’s associate-level job 
roles in IT technologies. The CCNA now includes security and automation and programma-
bility, and there is even a new CCNA DevNet certification. The new CCNA program has one 
certification that covers a broad range of fundamentals for IT careers.

The new CCNA certification covers a huge number of topics, including:

■■ Network fundamentals

■■ Network access

■■ IP connectivity

■■ IP services

http://www.wiley.com/go/Sybextestprep
http://www.lammle.com/ccna
http://www.lammle.com/ccna


xxvi  Introduction

■■ Security fundamentals

■■ Wireless

■■ Automation and programmability

Are There Any Prerequisites for Taking the CCNA Exam?
Not really, but having experience is really helpful. Cisco has no formal prerequisites for 
CCNA certification, but you should understand the exam topics before taking the exam.

CCNA candidates often also have:

■■ One or more years of experience implementing and administering Cisco solutions

■■ Knowledge of basic IP addressing

■■ A good understanding of network fundamentals

How to Use This Book
If you want a solid foundation for the serious effort of preparing for the new CCNA exam, 
then look no further. I’ve spent hundreds of hours putting together this book with the sole 
intention of helping you pass the Cisco exams, as well as really learning how to correctly 
configure Cisco routers and switches!

This book is loaded with valuable information, and you will get the most out of your 
study time if you understand the way in which the book is organized.

To maximize your benefit from this book, I recommend the following study method:

1.	 Take the assessment test that’s provided at the end of this introduction. (The answers are 
at the end of the test.) It’s okay if you don’t know any of the answers; that’s why you 
bought this book! Carefully read over the explanations for any questions you get wrong 
and note the chapters where the relevant material relevant is covered. This information 
should help you plan your study strategy.

2.	 Study each chapter carefully, making sure you fully understand the information and 
the test objectives listed at the beginning of each one. Pay extra-close attention to any 
chapter that includes material covered in questions you missed.

3.	 Answer all of the review questions related to each chapter. (The answers appear in 
Appendix A.) Note the questions that confuse you and study the topics they cover again 
until the concepts are crystal clear. And again—do not just skim these questions! Make 
sure you fully comprehend the reason for each correct answer. Remember, these will not 
be the exact questions you will find on the exam, but they’re written to help you under-
stand the chapter material and ultimately pass the exam!

4.	 Try your hand at the practice questions that are exclusive to this book. The questions 
can be found only at http://www.wiley.com/go/sybextestprep. Don’t forget to 

http://www.wiley.com/go/sybextestprep


Introduction  xxvii

check out www.lammle.com/ccna for the most up-to-date Cisco exam prep questions, 
videos, hands-on labs, and Todd Lammle boot camps.

5.	 Test yourself using the flashcards, which are also found on the download link listed in 
step 4. These are brand-new and updated flashcards to help you prepare for the CCNA 
exam and a wonderful study tool!

To learn every bit of the material covered in this book, you’ll have to apply yourself regu-
larly and with discipline. Try to set aside the same time period every day to study, and select 
a comfortable and quiet place to do so. I’m confident that if you work hard, you’ll be sur-
prised at how quickly you will learn this material!

You can download bonus material and hands-on labs from www.Lammle.com/ccna, 
and by doing hands-on labs every single day in addition to using the review questions, the 
practice exams, the optional Todd Lammle video sections on Lammle.com, the electronic 
flashcards, and the written labs included with this book—it would actually be hard to fail 
the Cisco exams.

But understand that studying for the Cisco exams is a lot like getting in shape—if you do 
not go to the gym every day, it’s not going to happen!

Where Do You Take the Exam?
You can take the CCNA Composite or any Cisco exam at any of the Pearson VUE autho-
rized testing centers. For information, check www.vue.com or call 877-404-EXAM (3926).

To register for a Cisco exam, follow these steps:

1.	 Determine the number of the exam you want to take. (The CCNA exam number is 
200-301.)

2.	 Register with the nearest Pearson VUE testing center. At this point, you will be asked 
to pay for the exam in advance. You can schedule exams up to six weeks in advance or 
as late as the day you want to take it—but if you fail a Cisco exam, you must wait five 
days before you will be allowed to retake it. If you need to cancel or reschedule your 
exam appointment, contact Pearson VUE at least 24 hours in advance.

3.	 When you schedule the exam, you’ll get instructions regarding all appointment and 
cancellation procedures, the ID requirements, and information about the testing-center 
location.

Tips for Taking Your Cisco Exams
The Cisco exams contain approximately 50 questions and must be completed in about 
90 minutes. It’s difficult to provide exact details, as they frequently change. Typically, you 
need a score of around 85 percent to pass, but this can vary depending on the exam.

Many questions on the exam have answer choices that at first glance look identical—
especially the syntax questions! So, remember to read through the choices carefully because 

http://www.lammle.com/ccna
http://www.lammle.com/ccna
http://lammle.com
http://www.vue.com
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close just doesn’t cut it. If you get commands in the wrong order or forget one measly 
character, you’ll get the question wrong.

Also, never forget that the right answer is the Cisco answer. In many cases, more than one 
appropriate answer is presented, but the correct answer is the one that Cisco recommends. 
On the exam, you will always be told to pick one, two, or three options, never “choose all 
that apply.” The Cisco exam may include the following test formats:

■■ Multiple-choice single answer

■■ Multiple-choice multiple answer

■■ Drag-and-drop

■■ Router simulations

Cisco proctored exams will not show the steps to follow in completing a router interface 
configuration, but they do allow partial command responses. For example, show run, sho 
running, or sh running-config would all be acceptable.

Here are some general tips for exam success:

■■ Arrive early at the exam center so you can relax and review your study materials.

■■ Read the questions carefully. Don’t jump to conclusions. Make sure you’re clear about 
exactly what each question asks. I always tell my students, “Read twice, answer once.”

■■ When answering multiple-choice questions that you’re not sure about, use the process 
of elimination to get rid of the obviously incorrect answers first. Doing this greatly 
improves your odds if you need to make an educated guess.

■■ You can no longer move forward and backward through the Cisco exams, so double-
check your answer before clicking Next, as you can’t change your mind.

After you complete an exam, you’ll get immediate online notification of your pass or fail 
status, along with a printed examination score report detailing your results by section. (The 
test administrator will provide the printed score report.)

Test scores are automatically forwarded to Cisco within 5 working days after you take 
the test, so you don’t need to send your score to them. If you pass the exam, you’ll receive 
confirmation from Cisco, typically within 2–4 weeks, though sometimes a bit longer.

CCNA Certification Exam 200-301  
Objectives
This table shows where each exam is covered in this book series.


