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Preface

The conference proceedings volume for the 1st International Conference on Deep
Learning and Visual Artificial Intelligence (ICDLAI-2024) held at Bikaner Technical
University in Rajasthan, India, on March 16—17, 2024, contains the written versions of
research contributions that were accepted and presented during the event. The primary
objective of ICDLAI-2024 was to provide a scholarly platform for academicians,
engineers, and researchers to showcase their cutting-edge research and innovative
work within the expansive domains of deep learning and artificial intelligence.

Throughout the conference, a diverse range of interactive forums, core technical
sessions, and top-tier research articles were presented, highlighting the ongoing
efforts within deep learning and artificial intelligence to develop new ideas, method-
ologies, and tools to address pertinent issues. The conference proceedings encom-
pass a wide array of topics, including system paradigms, approaches, and technical
reviews that leverage knowledge and intelligence across various domains.

ICDLAI-2024 received over 257 submissions from 15 different nations, including
the United States, Iraq, China, Ghana, the United Kingdom, Bangladesh, Kazakhstan,
and more. Each submission underwent a rigorous plagiarism check and was reviewed
by at least three reviewers, with some entries undergoing additional reviews. Ulti-
mately, 40 outstanding articles were selected for publication in this proceedings
volume, representing an acceptance rate of 15.56%.

We extend our sincere thanks to all participants for their invaluable contributions to
the conference program and the proceedings. Additionally, we express our gratitude
to the reviewers for their insightful feedback on the papers and acknowledge the hard
work of the organizing team members.

Bikaner, India Vishal Goar
Pune, India Aditi Sharma
Aizu-Wakamatsu, Japan Jungpil Shin

Dhaka, Bangladesh M. Firoz Mridha
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Chapter 1 ®)
Safeguarding User Privacy: Machine G
Learning Strategies for Android

Malware Detection

R. Thamizharasi® and K. Chitra

1 Introduction

Google Android’s imperious presence in the smartphone industry, with uplift of 75%
market share and a user community of 2.8 billion, emphasizes its attractiveness to both
users and manufacturers. This is assigned to its open-source design and flexibility,
making it a preferred choice for creating cost-effective smart devices. The Android
SDK’s accessibility has attracted developers due to its efficiency in creating applica-
tions for this extensive user base. Nevertheless, the platform’s pervasive popularity
has also rendered to malicious activities, notably the accumulation of malware apps.
Over the past decades, the number of malware instances has surged significantly,
reaching 1.34 billion as reported by AV-Test [1]. These malicious applications pose
a significant threat by targeting user privacy and sensitive data. Thus, developing a
productive method to detect and combat these malicious applications is of paramount
importance. Machine learning arrived as a promising approach to tackle this chal-
lenge. A subset of artificial intelligence enables computer programs to automatically
learn from data and make predictions. Through analyzing different features, such as
API calls, requested permissions, and network activity, a machine learning model
can diagnose patterns linked with malware behavior on Android devices. This tech-
nique, known as Android malware detection, enables the creation of models capable
of differentiate between legitimate and malicious applications.
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An essential aspect of this strategy includes monitoring the network to which
an Android device is connected. This helps to assess the suspiciousness of appli-
cations. Following the trained machine learning model, it can be used to classify
new applications as either malicious or non-malicious automatically. Keyes et al.
conducted a study in 2021 and discovered that engrossing the random forest and
ensemble techniques yielded the highest accuracy in detecting malware [2]. Twofold
cross-validation was used to assess the model’s performance, accounting for various
measures like Fl-score, precision, and recall. By hitching up the capabilities of
machine learning in Android malware detection, we can improve users’ protection
from the threats posed by malicious application to ensure their privacy and data
security.

2 Survey Study

Within this section, we carried out a comprehensive survey related to Android
malware detection prevailing the existing research and studies. The survey focused
to provide a contextual understanding of the current landscape, highlighting the
challenges, methodologies, and progressions in the field. By examining the existing
literature, we gain insights into the state-of-the-art techniques and pinpoint gaps that
our proposed approach intent to address.

2.1 Android Malware Detection Landscape

The widespread presence of Android as the foremost smartphone operating system
has made it vulnerable to malware attacks [3].

2.2 Ensemble Techniques for Android Malware Detection

Ensemble techniques, which integrate multiple base classifiers to boost prediction
accuracy, have assurance in Android malware detection [4]. Research has highlighted
the efficacy of ensemble methods like random forest in accomplishing high accu-
racy rates. The diversity introduced by ensemble methods conduces to improved
generalization and robustness.
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2.3 Hpyperparameter Optimization and Cross-Validation

Enhancing the enactment of machine learning models, optimizing hyperparameters
plays a vital role [5]. Cross-validation techniques, like k-fold and twofold cross-
validation, play an essential role in selecting optimal hyperparameters by assessing
model performance on various subsets of the dataset [6]. These techniques avert
overfitting and ensure the model’s capacity to simplify to novel data.

2.4 Research Gaps and Challenges

While prior research has made significant contributions to Android malware detec-
tion, there are still challenges that need to be addressed [7]. Some of these chal-
lenges encompass the rapid evolution of malware techniques, the imperative for
real-time detection, and the balance between accuracy and computational efficiency.
Recognizing these gaps provides the direction for our proposed methodology.

3 Proposed Methodology—Machine Learning Strategies
for Android Malware Detection

Figure 1 shows the steps involved in proposed research methodology.

3.1 Data Collection

During the stage of data collection as explored in Fig. 2, a diverse dataset of Android
malware samples is combined, depicting different types like adware, scareware, and
SMS malware. The dataset is enriched with legitimate Android applications for
comparative analysis. Thorough care is dedicated to choosing data sources to ensure

4

Classification

Processing

Feature
Selection

Data
Collection

Fig. 1 Block diagram of machine learning strategies for Android malware detection
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Fig. 2 Data collection
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quality and legality. Data preprocessing may be entailed to clean and format the
data as needed; if necessary, data balancing techniques are applied to address any
class imbalance. The resulting dataset forms the basis for training and evaluating
machine learning models for detection of Android malware, ensuring their accuracy
and applicability to real-world scenarios.

3.2 Feature Selection

In the context of Android malware detection, feature selection is relevant to construct
an efficient and accurate model which is able to discerning between malicious and
non-malicious applications. To accomplish this, two statistical tests are employed for
different feature types. Initially, the Mann—Whitney U test is utilized for numerical
features. This nonparametric test assesses whether two independent samples have
distinct distributions. In the context of Android malware detection, the numerical
features might represent numerous characteristics of the applications, such as the
number of API calls, permission requests, or other behavioral patterns. Employing
the Mann—Whitney U test to these numerical features, we can determine their
significance in differentiating between malware and legitimate apps. Features that
performing significant differences in their distributions between the two classes are
deemed more relevant and informative for the classification process [8, 9].

The Mann—Whitney U test is given to compare two independent samples and
assess whether they originate from the same distribution. In the context of Android
malware detection, let us consider a numerical feature “X”’ that illustrates the char-
acteristic of the applications, such as the number of API calls made by an app. We
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have two sets of samples: “M” for malware applications and “N” for non-malicious
(legitimate) applications. The null hypothesis (H0) assumes that the distributions of
“X” in both sets are the identical, while the alternative hypothesis (H 1) assumes that
they differ.

The Mann—Whitney U statistic “U” is calculated as follows:

U =min(U1, U2) (1)

Here, U1 is the sum of ranks of the samples in set “M,” and U2 is the sum of ranks
of the samples in set “N.”

The p-value connected with the Mann—Whitney U test is used to drive the signif-
icance of the difference between the two distributions. If the p-value is under pre-
defined significance level (e.g., 0.05), we reject the null hypothesis and conclude that
the feature “X” is significant in differentiating between malware and non-malicious
applications. In this case, “X” is deemed an informative feature for the classification
process.

Secondly, the chi2 test is used for categorical features. The chi2 test is a statistical
method that examines the independence between categorical variables. In the context
of Android malware detection, categorical features could encompass attributes such
as the presence or absence of specific permissions, the app’s category, or other discrete
properties. By dominating these categorical features to the chi2 test, we can measure
their significance in distinguishing between malware and non-malware applications.
Features that represent strong dependencies or notable differences in distribution
between the two classes are considered more valuable for the classification task.

Chi2 Test for Categorical Features:

The chi2 test is used to appraise the independence between categorical variables.
Let us take a categorical feature “Y” that symbolized an attribute of the applications,
such as the presence or absence of a specific permission requested by the app. We
have two sets of samples: “M” for malware applications and “N”’ for non-malicious
applications. A contingency table is created to show the frequency of each category
in both sets as explored in Table 1.

The chi?2 statistic “x2” is calculated as follows:

x* =Y ((Nil % Njl — Ni2 % Nj2)? /(Nil + Ni2) % (Nj1 + Nj2)) )

Here, Nil and Ni2 are the frequencies of category “i” in sets “M”” and “N,” respec-
[13+4]

tively, and Nj1 and Nj2 are the frequencies of category “j” in sets “M” and “N,”
respectively.

Table 1 Contingency table Category-1 Category_1 Category_k

Malware (M) Nl11 N1k
Non-malicious N21 N2k
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The p-value connected with the chi2 test is used to gage the significance of the
dependency between the feature “Y” and the application’s class (malware or non-
malicious). If the p-value falls under the significance level, we reject the null hypoth-
esis of independence, indicating that the feature “Y” is informative and exhibits a
significant difference in distribution between the two classes.

By utilizing the Mann—Whitney U test for numerical features and the chi2 test
for categorical features, the feature selection process effectively recognizes the most
important attributes that plays a significant role in detection of Android malware.
These selected features are pivotal for constructing a compact and robust model
that can accurately differentiate between malicious and non-malicious applications,
enhancing the overall performance and efficiency of the Android malware detection
system.

3.3 Preprocessing

It is a necessary step in machine learning to transform raw data into a format suit-
able for model training. In this context, we will interpret the preprocessing steps,
specifically one-hot encoding and scaling, with mathematical models. By applying
one-hot encoding to categorical data and scaling numerical features, the data are
preprocessed into a format that is tractable to machine learning algorithms, enabling
the model to make precise predictions and classifications based on processed data
[10].

3.4 Classification

Let us break down the steps enhanced in the improved machine learning-based clas-
sification for Android malware utilizing the random forest algorithm and ensemble-
based classification methods (RF-EBCM), along with the optimization process using
twofold cross-validation [11].

Random Forest Algorithm: This algorithm is used to create a decision tree based
on given data. The division of labor is as follows:

RandomPForest (X) = mode({T1(X), T2(X), ..., Tn_estimators(X)}) (3)

Here, New models: T1(X), T2(X), ... and Tn_estimators (X) represent the predictions
from each decision tree in the random forest for sample “X.” The most frequent class
label in each decision tree prediction is created by the function type.

Ensemble-Based Classification Methods (RF-EBCM): This method requires
combining classification methods (such as the random forest algorithm) into an
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ensemble based on base classifiers. The following represents the classification
process:

RF_EBCM (X) = type({C1(X), C2(X), ..., Cn_classifiers(X)}) 4)

Here, X is “m,” a new model with character. Predictions for instance “X” from all
base classifiers in the set are represented by the letters C1(X), C2(X), ... and Cn_
classifiers (X). The type function provides a list of the most frequently occurring
events in the class in the prediction of all base classifiers.

Optimization with Twofold Cross-Validation: In order to achieve the best perfor-
mance in the ensemble, the random forest algorithm must be optimized by selecting
the optimum set of hyperparameters. Twofold cross-validation is used to efficiently
evaluate the model’s performance with different hyperparameter combinations.

In twofold cross-validation, the dataset is divided into two equal-sized subsets (A
and B). The optimization process works as follows.

In the initial iteration, subset A acts as the training set, and subset B acts as the
testing set. The random forest hyperparameters are adjusted, and the model is trained
on the training set. The performance metric (e.g., accuracy, F'1-score) is calculated
on the testing set.

In the second iteration, the process is reversed: Subset B acts as the training set,
and subset A acts as the testing set. The random forest hyperparameters are again
adjusted, and the model is trained on the training set. The performance metric is
computed on the testing set.

The average performance metric across the two iterations is utilized to eval-
uate the random forest’s performance with different hyperparameter combinations.
The hyperparameters that result in the best average performance are chosen as the
optimized set for the random forest.

Sample of Improved Machine Learning-Based Classification for Android
Malware: Let us take an example where we have a dataset of Android applica-
tions categorized as either “Malware” or “Legitimate.” The dataset contains diverse
features, like the number of API calls, requested permissions, and network activity.

Random Forest Algorithm

We build a random forest with “n_estimators” = 100 (i.e., 100 decision trees). The
random forest will learn from the training data and generate an ensemble of 100
decision trees, each capable of making predictions for novel Android applications.

Ensemble-Based Classification Methods (RF-EBCM)

We form an ensemble that includes the random forest as one of the base classifiers.
The ensemble may also include other classifiers such as gradient boosting machines
and support vector machines.

Optimization with Twofold Cross-Validation: We use twofold cross-validation to
enhance the random forest’s hyperparameters. The process involves splitting the
dataset into two equal subsets denoted as A and B. We vary hyperparameters, such as
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“max_depth” and “min_samples_split,” and train the random forest on subset A. We
evaluate its performance on subset B. This process is then reversed roles involving
training on B and testing on A.

After the twofold cross-validation, we evaluate the average performance of the
random forest with various hyperparameter combinations. The optimal hyperparam-
eters are selected to achieve optimal performance for the random forest.

By leveraging the optimized random forest and other base classifiers in the
ensemble, the enhanced machine learning-based classification for Android malware
can accurately identify and classify malicious applications, enhancing mobile secu-
rity and safeguarding users from potential threats. The ensemble’s diverse set of
classifiers and the optimization process through twofold cross-validation ensure a
resilient and effective model for Android malware detection. The steps involved in
proposed research are explored in Table 2. Table 3 explicates the feature dataset.

This dataset includes four features:

App Name: The name of the Android application.

Number of API Calls: The number of API calls made by the application.
Requested Permissions: The permissions requested by the application.
Network Activity: The network activity of the application.

Table 2 The steps involved in the proposed research

Step Description

1. Collect a dataset of Android applications The dataset should contain various features,
labeled as either “Malware” or “Legitimate” | such as the number of API calls, requested
permissions, and network activity

2. Build a random forest with “n_estimators” | The random forest will learn from the training

=100 (i.e., 100 decision trees) data and generate an ensemble of 100 decision
trees, each capable of making predictions for
new Android applications

3. Construct an ensemble that includes the The ensemble may also include other
random forest as one of the base classifiers | classifiers like gradient boosting machines and
support vector machines

4. Use twofold cross-validation to optimize The process involves dividing the dataset into
the random forest’s hyperparameters two equal subsets (A and B). We vary
hyperparameters, such as “max_depth” and
“min_samples_split,” and train the random
forest on subset A. We evaluate its performance
on subset B. We repeat the process with
reversed roles (training on B and testing on A)

5. After the twofold cross-validation, we The best hyperparameters are selected to
analyze the average performance of the achieve optimal performance for the random
random forest with different forest

hyperparameter combinations
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Table 3 Features of dataset

App name Number of API calls Requested permissions
Malware 1 100 SMS, Contacts, location
Malware 2 50 Internet, storage
Legitimate 1 20 None

Legitimate 2 30 Camera, microphone
Taking pictures and recording audio Legitimate

The label column indicates whether the application is malware (Malware) or
legitimate (Legitimate).

4 Result and Discussion

The model is evaluated by the performance metrics as accuracy, precision, recall,
and F1-score as explored in Table 4.

Table 4 provides the performance of different classification models employing
an ensemble-based classification method called RF-EBCM (random forest with
ensemble-based classification method). Each row in the table represents a different
combination of classifiers, preprocessors, and samplers. To evaluate the models, the
metrics include F2-score, F'1-score, recall, and precision. Here is a breakdown of
the key elements.

RandomForestClassifier, XGBClassifier, and LGBMClassifier. Preprocessor:
The method is used to preprocess the data before feeding it into the clas-
sifier. Common preprocessors encompass StandardScaler, MinMaxScaler, and
RobustScaler. Sampler: The method is applied to balance the class distribution in

Table 4 Classification report using random forest with ensemble-based classification methods
(RF-EBCM) with SMOTE sampler

Classifier Preprocessor CV F2 CV F1 CV recall |CV
Score precision
0 | RandomForestClassifier | StandardScaler |0.864462 |0.874977 |0.858342 |0.895014
1 | RandomForestClassifier | MinMaxScaler | 0.851477 |0.865639 |0.843465 |0.893071
2 | RandomForestClassifier | RobustScaler 0.889085 |0.891087 |0.887785 |0.894554
3 | XGBClassifier StandardScaler | 0.868146 |0.877535 |0.862617 |0.895288
4 | XGBClassifier MinMaxScaler | 0.848002 |0.863807 |0.839386 |0.895067
5 | XGBClassifier RobustScaler 0.864448 | 0.874268 |0.858623 |0.892721
6 | LGBMClassifier StandardScaler | 0.871849 |0.879234 |0.867354 |0.892845
LGBMClassifier MinMaxScaler | 0.875484 |0.881530 |0.871739 |0.892514
8 | LGBMClassifier RobustScaler 0.851393 | 0.865168 |0.843505 |0.891646
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the dataset. In this case, the SMOTE technique is used, which stands for synthetic
minority over-sampling technique. It creates synthetic samples of the minority class
to balance the data classifier. The machine learning algorithm used for classification,
such that.

CV F2-Score: The F2-score is a metric that amalgamates precision and recall. It
emphasizes recall more than precision, which can be useful in cases where one class
is more important to detect than the other.

CV F1, CV Recall, CV Precision: These are the traditional F'1-score, recall, and
precision metrics, respectively, calculated using cross-validation (CV) on the dataset.

The latter section of the table provides the classification report for the best-
performing classifiers based on the CV F2-score. The models are ranked from top
to bottom based on their CV F2-scores, indicating their overall effectiveness in
distinguishing between classes (malicious and non-malicious applications). Each
row shows performance metrics of the classifier using various preprocessors and
samplers.

In conclusion, the table showcases the performance of different classifiers under
various preprocessing and sampling techniques. These models can accurately classify
applications as either malicious or non-malicious based on the provided features
with the help of metrics. The goal is to identify the best combination of classifier,
preprocessor, and sampler that yields the highest classification performance.

5 Conclusion

In summing up, improving Android malware detection through machine learning
involves a general process. Different data collection methods were used to provide
identical in a row about lawful and unlawful applications. The next step is specific
assortment, which involves identify and collect data skin for accurate classification
using statistical tests such as the chi2 test for categorical features and the Mann—
Whitney U test for statistical differences. The data are ready for training through
preprocessing methods such as feature scaling and single-bit coding. In the classi-
fication phase, prediction is made by combining the results of the classifier using
the random forest classification and clustering method (RF-EBCM). Using twofold
cross-validation, the optimization process tunes the random forest hyperparameters
to achieve the best performance. All these methods together help create a powerful
and effective model for detecting Android malware and improving digital security.
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Chapter 2 ®)
Deep Learning in Electronic ks
Word-of-Mouth: A Comprehensive

Review and Future Directions

Sneha Singh (®, Deepak Kaushal @, Muskan Singh ), and Sanjay Taneja

1 Introduction

As a result of the appearance of the Internet, in which individuals are not connected
by physical interaction, a virtual society related via cyberspace has emerged. Indi-
viduals on the other end of the screen get a propensity for handshake with other
people without in fact teaching them of confidence because of the absence of any
bodily interactions between them [1]. The Internet made its entrance in the form of
swapping data. The type of communication web 2.0 has fostered includes one-to-one,
many-to-many, many-to-one, and one-to-many consumer discussions on the Internet
regarding a product or company [2]. Therefore, through creating eWOM, many
organizations have generated such customer-to-customer exchanges throughout the
exchange and information experience of online product, program, brand, or orga-
nization information access to a large group of persons and companies, many prior
nominees, or active clients [3]. In the age of the fourth industrial revolution, eWOM
is a whirling advancement of WOM. Electronic word-of-mouth has quickly become
a dominant, ubiquitous, and dynamic force in the consumer world. To be precise,
online forums and personal blogs in the early days have given way to social plat-
forms and unique idea-finding Web sites. According to [4], social networks are
providing consumers a place of residence, permitting ease of sharing with the world,
thanks just to one impartial recommendation or opinion. Only transact the goods, as
bizarre sales locations are unique commerce grids: Social channels enable users to
interact key consumers with professional purchasers [5]. Consumers have access to
a substantial volume of material regarding procedures in the act of buying which are
generated by partners. Existing customer behavior, user-generated content quantity,
and diversity, along with the ultimate increase in electronic fans’ dynamic possibility,
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open up multiple business and research opportunities. Automatically handling soft-
ware volumes present a technological challenge since the social web data quantity is
growing rapidly. “Volume the volume, the subject of the volume of fans, the volume
of heterogeneity.” From there, a need for more advanced research tools keeps on
increasing, which furnishes data worth derived from digital typewriters [6].

Deep learning’s capability to decipher these singular intricacies of the knowledge
and understanding of the phenomenon constituting eWOM is the primary reason for
the current investigation on the marriage of eWOM and deep learning. Traditional
methodologies of sentiment analysis and opinion mining prove to be very inefficient
in constructing all of these nuances, contexts, and emotions associated with the
numerous forms of UGI. A subset of Al known as deep learning was influenced
by the human brain’s structure and functionality. It “learns” by deconstructing the
confusing eWOM with great ability and effectively spotting designs, contexts, and
attitudes never seen before.

Considering the ever-increasing pace of consumer-generated content, organiza-
tions, marketers, and researchers should embrace the window of opportunity that
deep learning enables to develop informed customer insights for actionable insights,
in addition to improving their customer life cycle based on information learned from
the insights [7]. This article therefore seeks to explore how electronic word-of-mouth
has evolved, the challenges facing its analysis, and some of the deep learning-based
methods of addressing the same. By synthesizing some of the current applications
and methodologies, and offering projections for future trends in the niche area, we
believe we will contribute to the extant body of knowledge regarding the convergence
of eWOM and deep learning. It will also serve as a template for charting out future
research goals in this dynamic area.

2 Evolution of eWOM

2.1 Historical Perspective

The first signs of eWOM can be traced back to the early days of the World Wide
Web in the introduction of forums and discussion boards that allowed people to
voice their thoughts and experiences. Since advertising and marketing were more
restricted, talking topics were focused around various small communities where the
knowledge exchange rate was as low as the exchange of that knowledge. The mid
2000s marked the acceleration of eWOM development. During this period, platforms
such as Facebook, Twitter, and later on Instagram became the venue where consumers
could voice their thoughts, recommendations, and complaints globally.

As a consequence, the eWOM reached critical mass for the first time in history
and allowed people to express their opinions to online audiences of unprecedented
size. Simultaneously with social media, organized review sites appeared as a venue
for consumers to make detailed evaluation of products, services, experiences, and
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blog posts, tweets, photographs, ratings, reviews, messages, and videos. Web sites
like Yelp, TripAdvisor, and Amazon Reviews took a major role in gathering and
spreading eWOM in providing valuable information for potential consumers.

2.2 Impact on Consumer Behavior

The evolution of eWOM has dramatically impacted consumer behavior, disrupting
well-established decision-making processes and redefining consumers’ path to
purchase [8]. Unlike traditional advertising, eWOM is more authentic and trust-
worthy because it is based on recommendations between peers rather than brand-
pushed marketing assertions. Consumers increasingly consider the eWOM a pivotal
source of information in the stage of pre-purchase [9]. The knowledge of crowds
of diversified respondents provides a 360-degree view of the product and service,
helping prospects in making well-informed decisions. Positive eWOM serves as an
influential recommendation, which influences brand preference and customer loyalty,
whereas negative eWOM may ruin a brand in a matter of hours.

Finally, itis the immediacy of eWOM and its viral nature that make the information
spread so rapidly. Any review or recommendation, be it bad or good, may target
huge audiences in a matter of seconds, which affects a brand’s image and consumer
attitudes immensely. In conclusion, the eWOM evolution process is like a summary
of the digital progress, from the early forums to social media and review platforms
[10, 11]. The direct impact on consumer behavior means that businesses should
learn to control and manage eWOM and use the information obtained from analysis
for strategic development and decision-making. The following sections will further
investigate the difficulties of processing and analyzing eWOM and the role of deep
learning in dealing with the vast amounts and variety of these data.

3 Challenges in Analyzing e WOM

Volume and Variety

The recent years of eWOM analysis proved to be much challenging since it was heavy
on user-based data and voluminous. The review, image, and video uploads on online
platforms are overwhelming, and traditional strategies of data mining are unable to
find meaningful insight in this enormous amount of information [12, 13]. The scale
challenge is prolonged by the fact that eWOM is rapid and never boring. Social
media, forums, or review Web sites currently at all times generate new contents;
therefore, online analytical tools must be nigh to a true real time as much as possible
S0 as to stay up-to-date with the most current sentiment and trend. This large dynamic
range implies deploying scalable, non-static solutions powerful enough to carry out
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activities on large data sets decisively and demandingly without running the risk to
compromise quality.

Apart from the scale, varied forms on eWOM data delivery are a considerable
analytical issue. Some utilize a great variety of emoticons in reviews along with text,
while others use photographs or videos, which have additional meanings attached
to it. Conventional sentiment analysis has consistently faced challenge with eWOM
due to the richness of expressions and variants it delivers, indicating the need to
invest in versatile methods which can cover different forms of data.

Sentiment Analysis

When it comes to online assessments, sentiment analysis is simply another name for
machine studying. Sentiment evaluation is a key part of eWOM evaluation, but it is
constrained by the truth that consumer reviews are complicated and context-reliant.
Conventional sentiment evaluation fashions frequently rely on a lexicon-primarily
based or rule-primarily based technique, which may also fight to perceive sarcasm or
cultural peculiarities in user-generated content material. The binary classification of
sentiment as positive or negative or neutral is too simplistic to reflect the complexity
of consumer opinion.

Many eWOM expressions imply sentimentality, which means that one example
of content material may have both positive and negative sentiments. Understanding
the context is vital to determining genuine emotional expression, and this evaluation
will require much more advanced analytical tools than conventional emotional eval-
uation strategies, and right now, emotional evaluation does not account for emotional
development over time. Users may change their opinions and feelings based on other
considerations. Then, there is the problem of the temporal view of emotions and the
difficulty of selecting the right models which can capture the dynamics of emotional
change, which adds even more complexity. Integration of deep learning techniques
will be vital facing those challenges.

Because they can automatically learn and symbolize functions, deep studying
fashions in determining on eWOM with the large amount, variety, and complexity
of data seem like a promising approach. The following subsections will explore
the specific approaches and methodologies to which deep gaining knowledge can
contribute meaningful understanding of the eWOM complicated landscape and
facilitate overcoming the challenges.

4 Deep Learning in eWOM Analysis

Natural Language Processing (NLP) in eWOM

In natural language processing, one of the most important tasks is text classifica-
tion. In recent years, many data-driven approaches to text classification have been
offered. Recent research, however, has focused on deep learning-based methods
which have demonstrated outstanding success on a variety of text classification
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tasks. NLP is a field that empowers computer systems to communicate, interpret, and
develop human-like text comprehension. Sentiment analysis is a branch of NLP that
uses similar methodologies and technologies to identify different forms of human
emotional feedback on a product, service, or establishment. The development of
social media, online reviews, and other social and multimedia sharing services have
resulted in wide availability to large amounts of digital text information.

The rapid progress of deep learning is driven by the demands of eWOM analysis;
today, sentiment analysis is the most active NLP topic. User opinions are determined
by their interaction with products, services, or environments, and opinions influ-
ence other people’s decisions. The ability of chronic neural networks to understand
eWOM text is exceptional. This entails understanding that one event takes place
one after another and that context affects the creation of eWOM. Previous machine
learning techniques’ disadvantages in certain ways limited data classification and
generalization capacity, shallow-structured algorithms that were difficult and expen-
sive to train, and an inability to model complex functions. Deep learning techniques
aim to correct the gaps in current methods: for example, attention mechanisms aid
shrink the performance shortfall. Attention mechanisms are used to fuel interpretable
deep learning applications. Due to attention mechanisms, models can perform text
analysis and classify them based on the input.

Image and Multimedia Analysis

Another key transformation present in the evolution of eWOM is the integration of
images, videos, and other multimedia elements by users as part of their expression.
With such a wide variety of data types to analyze, traditional text-based analysis
methods cannot keep up with the demands. Deep learning, as a technique that excels
in analyzing images and multimedia data, can substantially improve the analysis
of eWOM by considering the content associated with it more holistically. Convo-
lutional neural networks are well known for their capabilities in analyzing images.
This technology can be used to extract features from the images shared as part of
eWOM. For instance, when working with product reviews, images may reflect the
characteristics of the product, possible product use cases, or even the user experience.
CNNs can automatically learn the important features of these visuals, contributing
data to the analysis process. Moreover, multimodal deep learning models that work
with textual and visual data at the same time can also be used to enhance the variety
of the analysis. These models can also account for the correlation between senti-
ments expressed through texts and the context reflected in images. The adaptability
of deep learning methods to multiple data types makes them well suited to address
the challenges presented by eWOM. Deep learning that integrates text and visual data
can bring more sophisticated and informed ways to analyze the multiple layers of
the data presented in the electronic word-of-mouth. The following sections provide
more information about the application of deep learning to eWOM analysis.



