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Preface

In the present scenario, the rapid adoption of e-technology is being used rapidly across
all industrial and societal sectors. As a result, various digital technologies (such
as electrical power, telecommunications, transportation, and avionics) have been
deployed to meet human needs. However, these smart technologies are vulnerable
to cyberattacks that compromise the system dependability. Such systems can fail
catastrophically, causing significant harm both human and the natural world. Example
include transportation accidents, Hatch Nuclear Station, emergency shutdown, and
medical device failure due to a software failure will result in financial and human
losses. As cybercrime and technological advancements continue to evolve, it is very
important to evaluate the security metric of Safety-Critical Systems (SCSs) from the
initial phase.

In this book, we present the concepts related to the security analysis of industrial
safety-critical applications across seven chapters. Chapter 1 introduces the depend-
ability metrics of SCS and the importance of security metric in dependability anal-
ysis. The basic principles for a Safety-Critical System are outlined in Chap. 2 while
Chap. 3 presents important aspects of Cybersecurity. Chapter 4 provides the mathe-
matical background necessary for understanding key security metrics in the analysis
of SCS. The aim of Chap. 5 is to demonstrate insight and scope of analytical secu-
rity analysis techniques. Chapter 6 presents the comparative study of dependability
analytical models. Finally, Chap. 7 concludes this book.

Phagwara, India Raj Kamal Kaur
Mumbai, India Lalit Kumar Singh
Navi Mumbai, India Pooja Singh

Haugesund, Norway Ajit K. Verma



Roadmap of Book

Chapter 1 Dependability and Security

This chapter starts with the overview of the dependability metric. Furthermore,
an attempt has been made to emphasize the significance of security metric in relation
to other dependability measures. We point out the important motivation factors for
conducting this research.

Chapter 2 Fundamentals of Safety—Critical Systems

This chapter illustrates an outline of critical systems. In addition, it presents the
structure and applications of safety-critical system. The challenges and open issues
of SCSs are also included in this chapter.

Chapter 3 Important Aspects of Cybersecurity

This chapter describes the cyberworld, cyberoperations, cyberweapons, and
society’s scritical infrastructure as targets in terms of cyberwarfare. In addition,
definitions and domains of cybersecurity are explained in detail.

Chapter 4 Mathematical Background

The second objective of the book is discussed in this chapter. This chapter contains
two sections. In the first section, the important metrics of the security analysis of
SCS are introduced. In the second section, the fundamental concepts of the random
experiment, sample space, and events are presented.

Chapter 5 Security Analysis Models

The evaluation of the security of software, the theme of the book, is neces-
sarily carried out with the help of software models. As a result, practitioners have
the knowledge about scheme that support dependability analysis modeling. This
chapter focuses on the insights and scope of security analysis techniques. Limits and
complementarity between techniques are also taken into account.

To illustrate the uses of these methodologies and help the reader to comprehend
how the models are build, we employed different case examples.

Chapter 6 Comparative Study of Analytical Models

Once the dependability (security) analysis process of SCSs has been achieved,
further discussion about the concluding terms is illustrated in Chap. 7.

Chapter 7 Conclusion

This chapter concludes this book.
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viii Roadmap of Book

Overall, this book is a sound research contribution to the security analysis of
SCSs and puts the base for new efforts in this challenging scientific field. It will be
important in the next research generation.



Goal of Book

This book presents a holistic view of the process of security analysis of safety-critical
safety and control systems.
The main specific objectives are:

[

Elaborate the needs for the security analysis of the SCSs.

2. Demonstrate the important terminologies used in the security analysis of the
SCS:s.

3. Demonstrate security analysis in practice with mathematical techniques using
real-world case studies.

4. Todemonstrate how each analytical approach may be used in the security analysis

of SCSs, we compare analytical techniques using different cases.



About This Book

This book is a scholarly book that can be read by students, researchers, policy-makers,
and regulatory bodies interested in cybersecurity. The book also presents the subject
of destination marketing to students and future practitioners in a structured way. It is
primarily intended for students researching cybersecurity and securing information
systems.

It can serve as a benchmark for undergraduate and graduate studies in cyber-
security. The book is written in simple language so that a reader without previous
experience in the field will find it readable and understandable. Based on this expec-
tation, we anticipate that each library will be interested in compiling extensions of
this book.
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