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Preface

The 3rd International Conference on Emerging Trends in Expert Applications and
Security (ICE-TEAS 2024) was held at Jaipur Engineering College and Research
Centre, Jaipur, India, during 15-17 March 2024 in hybrid mode. The conference
was organized collectively by the “Department of Computer Science Engineering,
Department of Information Technology and Department of Artificial Intelligence
and Data Science” of JECRC, Jaipur, in association with Springer Nature for publi-
cation (LNNS Series), and supported by CSI Jaipur Chapter, ACM Professional
Chapter Jaipur, and GR Foundation, Ahmedabad. The conference addressed recent
technological developments, specifically the “Expert Applications and its Security”.

Technology has transformed with great speed in the last few decades, resulting in
the development of Expert Applications making life more effortless. The conference
raised awareness about issues related to emerging technologies as well as increased
threats in expert applications and security, which will aid in the creation of better
solutions for society. The COVID-19 pandemic has impacted us more than any other
event in most of our lifetimes. Companies, associations, and destinations globally are
trying to navigate their way through this crisis, balancing the short-term need with a
long-term strategy. While we are all in the same storm, we must realize that we are
in different boats, and therefore different solutions and strategies are necessary.

To understand another dimension of the conference abbreviation, it would be
better to understand the word “ICE”, which means “the solid state of frozen water”,
i.e. proposing and discussing the scientific thoughts frozen in the mind by analysing
all its pros and cons in advance. Also TEAS, means “Hot drink infused with dried
crushed herbs and leaves which brings freshness” depicting that the scientific ideas
come up with the fresh noble solution for expert application by discussing with the
scientists, researchers globally during the Technical Sessions and the TEA breaks
resulting the frozen ideas get melted with the proposed solutions. The issues can
be addressed with proper planning and utmost care to benefit the concerned. Here,
through the conference “ICE-TEAS 2024”, the “frozen idea” (ICE) of the rising
threats in the expert applications, would be discussed, analysed, and probably solved,
during various Tea Sessions (and Tea Breaks) of the conference.
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ICE-TEAS 2024 was organized keeping these dimensions at preference. The
conference aimed to provide an international platform to the researchers, academi-
cians, industry representatives, government officials, students, and other stakeholders
in the field to explore the opportunities, to disseminate and acquire beneficial
knowledge from the various issues deliberated in the paper presented on different
themes in the conference. The Technical Program Committee and Advisory Board
of ICE-TEAS 2024 include eminent academicians, researchers, and practitioners
globally.

The conference received incredible response from both delegates and students in
reference to research paper presentations. More than 400 papers were received out of
which 72 were selected after impartial plagiarism checks and rigorous peer-review
processes. All 72 papers have been included in two different volumes (Vol-1, Vol-2)
each containing 36 papers which were presented in 12 different technical sessions.
The conference was in hybrid mode wherein about 30% participants came to attend
the conference physically from across the globe and the rest 70% joined virtually to
present their paper as well as to hear the exemplary speakers across the globe. We
had international participants and delegates from countries like Italy, Serbia, Norway,
Portugal, USA, Vietnam, Ireland, Netherland, Romania, and Poland are few.

We deeply appreciate all our authors for having confidence in us and considering
ICE-TEAS 2024 a platform for sharing and presenting their original research work.
We also express our sincere gratitude to the focused team of Chairs, Co-chairs, Inter-
national Advisory Committee, and Technical Program Committee. We are very much
thankful to Mr. Aninda Bose (Senior Publishing Editor, Springer Nature, India) for
providing continuous guidance and support. Our heartfelt thanks to all the reviewers
and Technical Program Committee Members for cooperation and efforts in the peer-
review process. We are indeed very much thankful to everyone associated directly or
indirectly with the conference, organizing a firm team and leading it towards grand
success.

We hope that it meets the expectations. We are very much grateful to the Patrons,
General Chair, Conference Chairs, Delegates, participants, researchers for their
thought-provoking contributions. We extend our heartiest thanks and best wishes
to all the concerned(s).

Jaipur, India Prof. Dr. Vijay Singh Rathore
PC Chair and Convenor,
ICE-TEAS 2024
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About This Book

This book is Volume 2 of the Proceedings of International Conference ICE-TEAS
2024 at JECRC, Jaipur. It high-quality and peer-reviewed papers from the 3rd
International Conference on Emerging Trends in Expert Applications and Secu-
rity (ICE-TEAS 2024) held at the Jaipur Engineering College and Research Centre
Jaipur, Rajasthan, India, during 15-17 March 2024, which addressed various facts of
evolving technologies in Expert Applications and analysis of the threats associated
with them and eventually proposing solutions and security to those threats.

Technology advancements have broadened the horizons for Expert Applications
proliferation that covers varied domains, namely design, monitoring, process control,
medical, knowledge, finance, commerce and many more. However, no technology
can offer easy and complete solutions owing to technological limitations, difficult
knowledge acquisition, high development and maintenance cost, and other factors.
Hence, the emerging trends and rising threats and proposing adequate security in
Expert Applications are also issues of concern.

Keeping this ideology in mind, the book offers insights that reflect the advances
in these fields across the globe and also the rising threats. Covering a variety of
topics, such as Expert Applications and Artificial Intelligence/Machine Learning,
Advance Web Technologies, IoT, Big Data, Cloud Computing in Expert Applica-
tions, Information and Cyber Security Threats and Solutions, Multimedia Appli-
cations in Forensics, Security and Intelligence, advancements in App Development,
Management Practices for Expert Applications, Social and Ethical Aspects in Expert
Applications through Applied Sciences. It will surely help those who are in the
industry and academia and working on cutting-edge technology for the advancement
of next-generation communication and computational technology to shape real-world
applications. The book is appropriate for researchers as well as professionals. The
researchers will be able to save considerable time by getting authenticated technical
information on expert applications and security at one place. The professionals will
have a readily available rich set of guidelines and techniques applicable to a wide
class of engineering domains.
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