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Preface

This volume constitutes the Proceedings of the International Conference on Internet of
Everything and Quantum Information Processing (IEQIP-2023), held on 24-25 Novem-
ber 2023 in Andhra Pradesh, India. This edition was organized in hybrid mode by
the Department of Computer Science and Engineering, Koneru Lakshmaiah Education
Foundation, and sponsored by the Department of Science and Technology, India.

The Internet of Things (IoT) and Quantum Computing are technological phenom-
ena that are shaping businesses and industries. Moreover, integrating IoT and Quantum
Computing solutions evolves ecosystems to offer optimum commercial practices. The
emergence of these two phenomena offers revolutionary advancements. Further, Quan-
tum Computing introduces avant-garde encryption algorithms for resilient security solu-
tions in IoT systems. Papers presented at this conference showed how the Internet of
Everything (IoE) combines sensing, computation, information extraction, and commu-
nication functionalities together in a device. IoE allows different electronic devices with
different capabilities to sense the environment and to communicate for data exchange.
Further, the challenge now is to identify, monitor, and ensure quality in IoT security.
Moreover, there is a significant rise in data and information transfer due to a rise in the
number of devices. Hence, there is a requirement for responsive, scalable, analytical,
and efficient solutions.

This conference provided a premier venue for showcasing top-notch, original
research, game-changing inventions, and captivating insights into artificial intelligence,
quantum engineering, machine learning, deep learning, data science, and the Internet of
Everything.

The conference papers included in this volume contain topics in the following areas
of research:

Artificial Intelligence

Quantum Computing

Internet of Things, Cloud Computing, and Data Science
Machine learning

Deep learning

Image, text, and signal processing

Disruptive technologies

In IEQIP 2023, we had many eminent Keynote Speakers: Dr. Kathleen Kramer
(USA), Dr. Rajkumar Buyya (Australia), Dr. Edwin Chong (USA), Dr. Tran Duc-Tan
(Vietnam), Dr. Deepak Garg (India), Rut Lineswala (India), Jash Kumar (India).

We are thankful to all the authors from different countries who have submitted papers
to keep the quality of the IEQIP 2023 conference at high levels. The editors of this
book would like to acknowledge all the authors, session chairs, and reviewers for their
contributions. We have received invaluable help from the members of the International
Program Committee and the Chairs responsible for different aspects of the event.



vi Preface

For their help with the IEQIP 2023 edition, we thank all the University Adminis-
tration, Faculty, Scholars, and Students for customizing the registration of conference
participants and all other required arrangements.

Our special thanks go to Dr. Janus Kacprzyk (Editor-in-Chief, Springer, Lecture
Notes in Networks and Systems) for the opportunity to organize this guest-edited volume.

We are grateful to Springer, especially to Dr. Thomas Ditzinger (Senior Editor,
Applied Sciences & Engineering Springer-Verlag), for the excellent collaboration,
patience, and help during the evolution of this volume.

We hope this volume will provide helpful information to professors, researchers,
and graduate students in the area of quantum computing and IoT, and all will find this
collection of papers inspiring, informative, and valuable. We also hope to see you at a
future IEQIP event.

Valentina E. Balas
Kolla Bhanu Prakash
G. P. Saradhi Varma



Organization

International Advisory Committee Members

Janusz Kacprzyk’s
Kathleen Kramer
Edwin K. P. Chong

Kevin Curran
Andrew H. Sung

Raj Kumar Buyya
Arvind Chockalingam
S. K. Ramesh
Thingaran Perumal
Ramani Kannan
Ahmed Elangar

Jens Bo Holm-Nielsen
Migyung Cho

Shweta Agrawal
Vijaya Bhaskar

K. Chandrasekaran

P. Santhi Thilagam

P. Sam Johnson

Chaminda Anuradha Jayakody

Bansidhar Majhi
B. P. Singh

A. K. Garg

K. R. Venugopal

L. M. Patnaik

R. B. V. Subrahmanyam
Deepak Garg
Somayajulu

Manavalan

Systems Research Institute, Polish Academy of
Sciences (SRI PAS), Warsaw, Poland

University of San Diego, IEEE Presidential
Candidate 2024

Department of Electrical and Computer
Engineering, Colorado State University, USA

Cyber Security, Ulster University, Derry, UK

School of Computing, University of Southern
Mississippi, USA

University of Melbourne, Australia

Taylors University, Malaysia

California State University, Northridge

UPM Malaysia

UTP Malaysia

Beni-Suef University, Egypt

Energy Division, Aalborg University, Denmark

Tongmyong University

Department of CSE, IIT Madras, India

EE, IIT, Dhanbad

Department of CSE, NITK, India

Department of CSE NITK, India

Department of Mathematical and Computational
Sciences, NITK, India

Deparment of CSE, Sri Lanka IIT, Colombo, Sri
Lanka

III'T, Kancheepuram, Chennai

Deputy Controller of Patents & Designs, Patent
office, New Delhi

Director - IPR, Govt. of India, MEIT

Bangalore University

IISC Bengaluru

Department of CSE, NIT Warangal

SR University, Warangal

IIIT, Design and Manufacturing, Kurnool

CDAC, Bangalore



viii Organization
H. R. Mohan

Bhujanga Rao

T. V. Prabhakar
Amaresh Chakrabarti
Fernando Gomide

Imre J. Rudas
Jun Wang

Wille, Robert

Humble, Travis S.
Chong, Frederic T.
Charbon, Edoardo

Barzen, Johanna
Sebastiano, Fabio

Drechsler, Rolf
Haghparast, Majid
Ghosh, Swaroop

Yuan, Xiao

Babaie, Masoud
Leymann, Frank
McCaskey, Alexander J.
Babbush, Ryan

Huang, Heliang

Javadi-Abhari, Ali
Almudever, Carmen G.
Rahaman, Hafizur

Bertrand, Benoit
Chen, Xiubo

Wiebe, Nathan
Yan, Fei

Phillipson, Frank
Baker, Jonathan M.
Soeken, Mathias

IEEE India Info, India Council Newsletter
Chairman, ACM India Chennai Chapter

IISc Bangalore

DESE, IISC Bangalore

IISC Bangalore

Department of Computer Engineering and
Automation—DCA, School of Electrical and
Computer Engineering—FEEC, University of
Campinas—UNICAMP, Séo Paulo, Brazil

Obuda University, Budapest, Hungary

Department of Computer Science, City University
of Hong Kong, Kowloon, Hong Kong

Technical University of Munich, Germany

Oak Ridge National Laboratory, USA

Super. tech (a division of ColdQuanta), Venezuela

Ecole Polytechnique Fédérale de Lausanne,
Switzerland

University of Stuttgart, Germany

Department of Quantum & Computer
Engineering, TU Delft, Netherlands

University Bremen, Germany

University of Jyviskyld, Finland

Pennsylvania State University, USA

Peking University, China

Delft University of Technology, Netherlands

University of Stuttgart, Germany

NVIDIA, USA

Google LLC, USA

Henan Key Laboratory of Quantum Information
and Cryptography, China

IBM Thomas J. Watson Research Center, USA

Universitat Politécnica de Valéncia, Spain

Indian Institute of Engineering Science and
Technology, Shibpur, India

Université Grenoble Alpes, France

Beijing University of Posts and
Telecommunications, China

University of Toronto, Canada

Changchun University of Science and
Technology, China

Universiteit Maastricht, Netherlands

Duke University, USA

Microsoft Quantum, Switzerland



Organization ix

Technical Program Committee Members

Andrzej Rucinski
Durgesh Kumar Mishra

Srinivas Mukkamala
Deepak B. Phatak
Narayanan Kulathuramaiyer

Dharam Singh Jat

Arvind Shah

Satyen Parikh

Sharul Kamal Abdul Rahim
Jane Labadin

M. Hassaballah

K. V Ramana

H. R. Vishwakarma

D. Janakiram

Chandrashekhar Sahasrabudhe
S. C. Satapathy

Vivek S Deshpande

Anicia Peters

S. K. Hafizul Islam
Tanmay De

Saptarshi Ghosh
Somnath Bhattyacharya
Indrajit Banerjee
Santanu Phadikar

B. Acharya
Satchidananda Dehuri

G. T. Chandra Sekhar

P. Vijaykumar

Internet of Things Laboratory-IOT Lab,
University of New Hampshire

Department of CSE, Sri Aribundo Institute of
Technology, Indore, Madhya Pradesh

Department of Computer Science, USA

Department of CSE, IIT-Bombay

Institute of Social Informatics & Technological
Innovations University, Malaysia Sarawak,
Malaysia

Faculty of Computing and Informatics, Namibia
University of Science and Technology, SA

Georgia Southwestern State University, Americus

Cambodia Operations, Cambodia

Universiti Teknologi Malaysia

Universitiy Malaysia Sarawak Malaysia

Department of CS, South Valley University,
Luxor, Egypt

Department of CSE, INTUK

VIT University

IITM, Chennai

ACM India

Professor in CSE, Director Research, KIT

Technical University of Sofia, Bulgaria, Europe

Namibia University of Science and Technology,
SA

IIIT, Kalyani

National Institute of Technology, Durgapur, West
Bengal

Dept. of CSE, Indian Institute of Technology,
Kharagpur

Computer Science and Engineering, Assam
University, Silchar, Assam

Department of Information Technology, IIEST
Shibpur, W. B.

Maulana Abul Kalam Azad University of
Technology, West Bengal

Department of ETC, NIT, Raipur, India

Fakir Mohan University, Balasore, Odisha, India

Sri Sivani College of Engineering, Srikakulam,
Andhra Pradesh

UCE, Tindivanam, Chennai



X Organization

J. C. Bansal
Debasish Mitra

Surajeet Roy

Arijit Ghoshal

Imon Mukherjee

Amit Paul

Sanjeevikumar Padmanaban
Mitolo, Massimo

Nguyen, Thi Thu

Doan, Phuc Thinh

Le, Anh-Ngoc

Tran, Duc-Nghia

Tran, Quang Huy
Linh-Trung, Nguyen
Huynh, Huu Tué

Van Pham, Thanh

Khanh, Phung Cong Phi
Nguyen, Vandung

Luong, Quang Hai

Rashed Ahmed Nabih Zaki

Peng Chengzhi

Neven, Hartmut

South Asian University, New Delhi, India

National Institute of Technology, Durgapur, West
Bengal

Department of Information Technology, IIEST
Shibpur, W. B.

Department of IT, St. Thomas’ College of
Engineering & Technology, W.B

Indian Institute of Information Technology,
Kalyani, West Bengal

Department of CSE, St. Thomas’ College of
Engineering & Technology, W.B

University of South-Eastern Norway, Department
of Electrical Engineering, IT and Cybernetic,
Norway

Irvine Valley College, USA

Department Faculty of Electronic Engineering,
Hanoi University of Industry, Hanoi, Vietnam

NTT Hi-Tech Institute, Nguyen Tat Thanh
University, Ho Chi Minh City, Vietnam

Faculty of Electronics-Telecommunications,
Electric Power University, Hanoi, Vietnam

Institute of Information Technology, Vietnam
Academy of Science and Technology, Hanoi,
Vietnam

Phenikaa University, Hanoi, Vietnam

Vietnam National University, Hanoi, Vietnam

Université Laval, Quebec, Canada

Vietnam National University, Hanoi, Vietnam

Hanoi National University of Education, Hanoi,
Vietnam

Ton-Duc-Thang University, Ho Chi Minh City,
Vietnam

Le Quy Don Technical University, Hanoi,
Vietnam

Faculty of Electronic Engineering, Shibin El
Kom, Egypt

Shanghai Research Center for Quantum Sciences,
China

Google LLC, USA



To my husband, Marius, For your unwavering
support and belief in me.

Valentina



Acknowledgment

I would like to say thank you to the Almighty and my parents for the endless support,
guidance, and love through all stages. I dedicate this book to my parents, family members,
and my wife.

I'wouldlike to specially thank Sri. Koneru Satyanarayana, President, K. L. University,
India, for his continuous support and encouragement throughout the preparation of this
book.

I would like to express my gratitude towards all who supported, shared, talked things
over, read, wrote, offered comments, allowed us to quote remarks and assisted in editing,
proofreading and design, through this book journey. We pay our sincere thanks to the
open data set providers.

I am grateful to Springer Publishing team, who showed us the ropes to creating this
book. Without that knowledge I would not have ventured into starting this conference
and preparing the proceedings book, which ultimately led to this. Their trusting in us,
their guidance and providing the necessary time and resources, gave us the freedom to
manage this book.

Last, but definitely not least, I’d like to thank my readers, who gave us their trust and
hope this work inspires and guides them.

Valentina E. Balas
Kolla Bhanu Prakash
G. P. Saradhi Varma



Contents

Enhancing Cloud Security and Resource Management: A Comprehensive
ReVIEW ..
B. Subramanya Anil Kumar and Basant Sah

A Novel Approach Integrating Autoencoders and ESMOTE-GAN

for Credit Card Fraud Detection ................c.coouiiininnnn..
Sai Kiran Pasupuleti, Tirapathi Reddy Burramukku,
Sasank Sai Rayapati, Hari Krishna Vamsi Yarlagadda,
Krishna Priya Suda, and Sai Snigdha Valluripalli

Revolutionizing Agriculture: A Mobile App for Rapid Plant Disease
Prediction and Sustainable Food Security ...........................
Pasupuleti Sai Kiran, B. Tirapathi Reddy, T. Dinesh, V. Sri Harsha,

S. Harini, and S. K. Noor Mohammad

EMG Based Human Machine Integration for IoT Based Instruments . ...
V. Rajesh, V. Sri Sravan, and N. Nanda Prakash

Medrack: Bridging Trust and Technology for Safer Drug Supply Chain
Using Ethereum and IoT .. ...... ... .
S. Porkodi and D. Kesavaraja

A Review on Tuberculosis Pattern Detection Based on Various Machine
Learning Techniques ........... ..o
Devansh Agrahari, Akash Bhanushali, Karunesh Biradar,
and Chitra Bhole

Sensor Based Hand Gesture Identification for Human Machine Interface
V. Sri Sravan, Syed Inthiyaz, and V. Rajesh

An Improved Detection System Using Genetic Algorithm and Decision
Tree
Samudrala Harshadh, Mallu Vijay Kiran Reddy, and A. Suresh

A Detailed Analysis of Colorectal Polyp Segmentation with U-Network .
Talluri Shiva Ramakrishna, Gamini Rama Sai Asritha,
Nagendla Lakshman, D. S. Guru, and Kolla Bhanu Prakash



Xvi Contents

A Review on Internet of Things (IoT): Parkinson’s Disease Monitoring

DEVICE ot e

J. Lokeshwari and R. Senthil Kumar

Machine Learning-Based Prediction of Temperature Rise in Squirrel Cage

Induction Motor (SCIM) ... . e e

B. Sudha, Anusha Vadde, and L. S. Praveen

Quantum Many-Body Problems: Quantum Machine Learning Applications .. ..

Pramoda Medisetty, Veda Manohara Sunanda Vulavalapudi,
Poorna Chand Evuru, Mufti Mahmud, and Kolla Bhanu Prakash

Experimental Study on the Impact of Airborne Dust Deposition on PV

Modules Using Internet of Things ............ ... ... i

Gowtham Vedulla and A. Geetha

Bidirectional Converter with Time Utilization-Based Tariff Investigation
and IoT Monitoring of Charging Parameters Based on G2V and V2G

OPErations ... ..ottt e

A. Geetha, S. Usha, P. Geetha, and C. Jenifer Pon Catherin

Predictive Analysis of Telecom Customer Churn Using Machine Learning

TeChNIQUES ..ottt

K. Baby Lavanya, M. D. Ismail Ansari, Venkateswarlu Gundu,
G. Krishna Mohan, and B. Mouleswararao

Baker’s Map Based Chaotic Image Encryption in Military Surveillance

SYSERIMS ottt ettt et e e e

Nithya Paranthaman Rajendiran

Cyber Security Investigation of GPS-Spoofing Attack in Military UAV

NEtWOTKS .« oottt e

N. Vanitha and S. K. Rakshun Selvaa

IoT Based Enhanced Safety Monitoring System for Underground Coal

Mines Using LoRa Technology ......... ... . oo i,

Salna Joy, Ajay Sudhir Bale, M. I. Anju, R. Baby Chithra,
Kavita Avinash Patil, and P. S. Neethu

IoT Based Hydroponic System for Sustainable Organic Farming ............

Ajay Sudhir Bale, K. A. Sharada, Sathya Vijaykumar,
Naveen Ghorpade, Mamta B. Savadatti, and R. Hamsalekha

79



Contents xXvii

Predicting Stride Length from Acceleration Signals Using Lightweight

Machine Learning Algorithms ......... ... .. i 137
To-Hieu Dao, Duc-Nghia Tran, Van-An Tran, Hoang-Dieu Vu,
Kolla Bhanu Prakash, and Duc-Tan Tran

Unveiling Hate: Multimodal Perspectives and Knowledge Graphs ............ 144
Archana Lopes, David Jennicson, Kunal Wagh, and Akash Agre

Vision-Based Toddler Activity Recognition: Challenges and Applications ..... 150
P. Shilpa and M. Chandrajit

Automated W-Sitting Posture Detection in Toddlers ........................ 157
P. Shilpa and M. Chandrajit

Enhancing Shear Wave Estimation Through Directional and Kalman

Filters for Noise Reduction ..................uuiiiiiiiiiiiinn.. 164
Nguyen Sy Hiep, Tran Duc Nghia, Luong Quang Hai, Vu Thi Thuong,
Kolla Bhanu Prakash, and Tran Duc Tan

Developing Efficient Methods for Tracking the Location, Status,

and Maintenance Needs of Oxygen Cylinders Equipped with IoT Devices .. ... 170
Chinthakuntla Vignesh, R. Jagadesh, K. Ashifa, N. R. Subesh,
and T. Kiruba Devi

Classification of Cyber Attacks in Internet of Medical Things Using
Particle Swarm Optimization with Support Vector Machine .................. 176
J. Viji Gripsy, M. Sasikala, and R. Maneendhar

AutoProc - Al Based Automated Exam Proctoring System with Test Score

ANALYSIS .o 184
Sangeeta Parshionikar, Richa Tripathi, Shamita Shetty, Prisha Sharma,
and Trupti Shah

Network Summarization Through the Lens of Latent Semantic Analysis
and Fuzzy Techniques .......... .. i 191
M. Vanathi and L. Lakshmanan

Acceleration of Variational Quantum Eigen Solver ......................... 198
Manish Modani
Quantum Computing Based Gate Level Optimizer for Digital Electronics . ... .. 206

Ravi Theja Kolluru and Suman Lata Tripathi



Xviil Contents

Graph Optimization Studies with QAOA Using Pennylane ..................
Alhajie Mohamed Sesay, S. Guru Devanur, Thinagaran Perumal,
and Kolla Bhanu Prakash

Author Index



About the Editors

Valentina E. Balas is currently Full Professor in the
Department of Automatics and Applied Software at the
Faculty of Engineering, “Aurel Vlaicu” University of Arad,
Romania.

She holds a Ph.D. Cum Laude, in Applied Electron-
ics and Telecommunications from Polytechnic University of
Timisoara. Dr. Balas is the author of more than 400 research
papers in refereed journals and International Conferences.
Her research interests are in Intelligent Systems, Fuzzy Con-
trol, Soft Computing, Smart Sensors, Information Fusion,
Modeling and Simulation.

She is the Editor-in Chief to International Journal of
Advanced Intelligence Paradigms (IJAIP) and to Inter-
national Journal of Computational Systems Engineering
(IJCSysE), member in Editorial Board member of several
national and international journals and is evaluator expert
for national, international projects and PhD Thesis.

Dr. Balas is the Head of Intelligent Systems Research
Centre in Aurel Vlaicu University of Arad.

Dr. Balas is member in the specialized committee “Com-
puters, Information Technology, and Systems Engineering”
of the National Council for Attestation of University Titles,
Diplomas, and Certificates (CNATDCU) for the 2024-2028
term.

She served as General Chair of the International Work-
shop Soft Computing and Applications (SOFA) in ten
editions organized in the interval 2005-2022 and held in
Romania and Hungary.

Dr. Balas participated in many international confer-
ences as Organizer, Honorary Chair, Session Chair, mem-
ber in Steering, Advisory or International Program Com-
mittees and Keynote Speaker. Recently she was work-
ing on a national project with EU funding support:
BioCell-NanoART = Novel Bio-inspired Cellular Nano-
Architectures - For Digital Integrated Circuits, 3M Euro
from National Authority for Scientific Research and Inno-
vation.



XX

About the Editors

She is a member of European Society for Fuzzy Logic
and Technology (EUSFLAT), member of Society for Indus-
trial and Applied Mathematics (SIAM) and a Senior Mem-
ber IEEE, member in Technical Committee — Fuzzy Sys-
tems (IEEE Computational Intelligence Society), chair of
the Task Force 14 in Technical Committee — Emergent
Technologies (IEEE CIS), member in Technical Commit-
tee — Soft Computing (IEEE SMCS). She is member in
the Committee of IEEE Romania Section as Volunteers
Training Coordinator and vice chair of IEEE Computational
Intelligence Society Chapter — CIS 11. During the interval
2021-2022 she was a member of IEEE European Public
Policy Committee Working Group on ICT. From May 2023
Dr. Balas is associate member of Romanian Academy of
Scientists.

Dr. Balas was past Vice President (awards) of IFSA -
International Fuzzy Systems Association Council (2013-
2015), is a Joint Secretary of the Governing Council
of Forum for Interdisciplinary Mathematics (FIM), - A
Multidisciplinary Academic Body, India.

She is the recipient of the “Tudor Tanasescu” Prize from
the Romanian Academy for contributions in the field of soft
computing methods (2019) and “Stefan Odobleja” Prize
from Romanian Academy of Scientists (2023 and 2024)
and Diploma — Section Information Technology from The
General Association of the Engineers in Romania (AGIR)
2023.

Dr. Kolla Bhanu Prakash is working as Professor, Asso-
ciate Dean [R&D], and Research Group Head for A.I &
Data Science Research Group at KLEF. He is Adjunct Pro-
fessor at Taylors University, Malaysia. He has published
150+ research papers in international and national journals
and conferences. He published Scopus and SCI publica-
tions 89 with an H-Index of 16 and a total citations of 1085.
He is Reviewer for several international journals, including
IEEE, Elsevier, Springer, Wiley, Taylor, and Francis, and
served as Reviewer, Keynote Speaker, and TPC Member
for several International conferences. His research interests
include deep learning, data science, and quantum comput-
ing. He received the Best Researcher Award 4 times. He
authored 2 books and edited 12 books with internation-
ally reputed publishers like IEEE, Elsevier, Springer, River,
CRC, Degryuter, and Wiley. He also published 15 patents, 2



About the Editors Xxi

patent grants, and 1 Copyright. He is guiding 4 Ph.D. schol-
ars. Under his guidance, 3 Ph.D. students were awarded
doctoral degrees. He is IEEE Senior Member, Fellow-ISRD,
and Treasurer—ACM Amaravathi Chapter, India, LMISTE,
MIAENG, SMIRED. He is Series Editor of “Next Genera-
tion Computing & Communication Engineering” for Wiley
Publishers. He is Series Editor of “Industry 5.0: Artificial
Intelligence, Cyber-Physical Systems, Mechatronics, and
Smart Grids” for CRC publishers. He is NAAC Accessor. He
is listed in the world’s top 2% of researchers cited by Stan-
ford University and Elsevier for 2021. He received a grant of
27 lakhs from Meity for establishing a Quantum Computing
Research lab [QCAL] at KLEF and a grant from DST SERB
worth 3 lakhs for organizing a workshop and conference in
Quantum Computing. He delivered many Keynote speeches
and expert talks worldwide in quantum computing, machine
learning, and deep learning.

Prof. G. P. S. Varma Vice-Chancellor, KLEF, is one of the
most widely experienced leaders in Indian higher education,
known for his commitment to expanding student opportu-
nity, catalyzing academic innovation, and encouraging the
university’s civic engagement and service to society. He
adorned the position of Chairman, ISTE (Indian Society
for Technical Education)—AP State, TSEMCET Test Com-
mittee Member-2021 nominated By Telangana State Govt,
APEAMCET Admission Committee Member in 2016 by
Andhra Pradesh State Council of Higher Education, Govt.
of Andhra Pradesh. He has been a very farsighted Peer Team
Visit Member for the National Assessment and Accredita-
tion Council (NAAC) and an expert Committee Member for
University Grants Commission (UGC) Autonomous Visits.

In the capacity of Board Member of IUCEE (Indo US
Collaboration for Engineering Education), Board Mem-
ber of GEDC (Global Engineering Deans Council), Mem-
bership Chair of ASEE (American Society for Engineer-
ing Education) Indian Chapter, Executive Body Member
for Andhra Pradesh Private Engineering Colleges Manage-
ments Association (APPECMA) and Former Board Mem-
ber for Storage Area Networks Industrial Association, the
visionary professor advanced the unrelenting commitment
to excellence in teaching, research, and public service and
fostered significant collaborations across the globe.

He has received the Top 100 Educators 2015 award by
the International Biographical Centre, Cambridge, England.



xxii

About the Editors

He has been honored with the 2000 Outstanding Intellectu-
als of the 21st Century medal by the International Biograph-
ical Centre, Cambridge, England. He has received the Vice
Chancellor Excellence Award-2022 by AICTE—EduSkills.
He has received the Lifetime Achievement Award 2021-
2022 from the Bharat Education Excellence Awards, the All
India Level most significant award ceremony for education
and research.

During his pristine career, he held visiting delegations at
universities in Israel, USA, Germany, Switzerland, Norway,
Poland, Austria, Dubai, and China to submit a report on
how to enhance the quality of education as per the Indian
scenario.

Under his guidance, 22 doctoral students were awarded.
He published 6 books, 9 patents, 38 National, and 153 Inter-
national research papers in various reputed International and
National Journals. While guiding KLEF through successful
leaps, he brought to fruition the most ambitious projects
funded by AICTE, UGC, DST, and NITI Aayog in the
university’s history.

He, the audacious leader, guided the university’s efforts
in undergraduate and graduate education, research initia-
tives, international and industrial partnerships, and strate-
gic planning while playing an integral role in soaring the
prestige of KLEF exponentially in the global arena of
world-class education leaders.



q

Check for
updates

Enhancing Cloud Security and Resource
Management: A Comprehensive Review

B. Subramanya Anil Kumar® and Basant Sah

Department of CSE, Koneru Lakshmaiah Education Foundation, Guntur, AP, India
batchuanilkumar@gmail.com, basantbitmtech2008@kluniversity.in

Abstract. The rapid proliferation of cloud computing has ushered in a new era
of convenience and scalability for organizations and individuals alike. However,
this convenience also comes with a host of security and resource management
challenges that demand innovative solutions. This review paper embarks on a
comprehensive exploration of three pivotal objectives aimed at fortifying the cloud
ecosystem. This paper also offers a thorough perspective on the changing environ-
ment of cloud security and resource management by synthesising and analysing
the most recent developments in these fields. Researchers, practitioners, and other
interested parties may all benefit from it since it provides insights that can spur
further innovation and growth in the rapidly developing area of cloud computing.

Keywords: Cloud Security - Data Integrity - User Authentication - Resource
Optimization - Encryption - Virtual Machine (VM) Management

1 Introduction

Cloud computing has enabled businesses to streamline operations, reduce infrastructure
costs, and adapt to ever-changing market demands [1]. However, this transformational
shift towards the cloud also brings forth a new set of challenges, notably in the realms
of security and resource management.

Strong security measures become crucial in this circumstance to ensure the avail-
ability, confidentiality, and integrity of data. Organizations must not only safeguard their
data but also demonstrate compliance with regulations like GDPR, HIPAA, or industry-
specific standards, which often come with strict security requirements [2]. These commit-
ments requires the ability to allocate resources dynamically based on application needs,
user demands, and performance objectives. These mechanisms enable cloud providers
to match available resources with application workloads effectively, optimizing resource
utilization while maintaining acceptable levels of performance and security [3].

This review paper embarks on a comprehensive exploration of these critical facets
of cloud computing — security and resource management. It develops into the devel-
opment and evaluation of cutting-edge models for multi-level user authentication, data
integrity verification, and VM failure detection. By synthesizing and analyzing the latest
advancements in these domains, this paper aims to provide a holistic perspective on the
evolving landscape of cloud security and resource management.
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Fig. 1. Cloud Security & Resource Management

The Fig. 1 acts as a visual guide to our comprehensive review, providing a clear and
structured overview of the intricate relationship between cloud security and resource
management. This figure serves as the central reference point that unifies our exploration
of these critical facets of cloud computing, emphasizing their deeply interwoven nature.
At its core, the figure places cloud security as the central pillar, representing the bedrock
upon which our entire study is founded. Cloud security is the linchpin that ensures the
confidentiality, integrity, and availability of data and services in the cloud environment.
Radiating outwards from the central core, we encounter three distinct segments, each
encapsulating a vital domain of investigation: Authentication Models (Fig. 2), Data
Integrity Models (Fig. 3), and Resource Management Models (Fig. 4).

Cloud User Authentication: User authentication is a key component of security in the
world of cloud computing. It is crucial to strengthen this component against changing
threats since it acts as the entry point to cloud resources [4].

Traditional Authentication Challenges: Despite their widespread usage, traditional
authentication systems are rife with flaws [5]. In the ever-evolving landscape of cyberse-
curity, the trustworthiness of password-based security measures has come under scrutiny
due to a plethora of critical vulnerabilities. In light of the previously discussed work in
the domain of cloud computing and security, it is imperative to delve deeper into the
pressing challenges associated with password-based authentication.

Comparative study with current ways: The Aytaj Badirova et al. paper explores multi-
level user authentication, data integrity verification, and VM failure detection models,
all with the goal of boosting cloud security and resource management, build on this by
laying the groundwork [6].

In their study, P. Hari Kumar et al. focus on the significance of cloud data storage
within the context of cloud providers like Amazon Web Services, Google Cloud Platform,
and Microsoft Azure. The proposed system leverages multi-copy storage across multiple
cloud servers, enhancing data security and reducing dependency on a single provider.

Authentication

Energy-cfficient Adaptive fault VM migration Encrgy-cfficient VM
VM mapping detection strategy pimi using pl algorithms
algorithm (EVIMA) (VMLM) MI-based VMLM ( RUA and PA)

Fig. 2. Authentication Models

Authentication Models is crucial for understanding this work core concepts (see
Fig. 2). It provides a structured overview of authentication models, including details
about each model’s purpose and benefits. Energy-efficient VM mapping algorithm
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(EVIMA), is highlighted, showcasing its proposal and achievement of better schedul-
ing performance, improved energy consumption, and a reduced makespan. Adaptive
fault detection strategy (VMLM), is presented with clarity, offering insights into its
purpose and benefits within the realm of cloud security. VM migration optimization
using machine learning-based VMLM, is depicted, shedding light on its role in reducing
VM migrations, lowering energy consumption, and achieving a significant reduction in
fault ratio. Energy-efficient VM placement algorithms (RUA and PA), are showcased,
emphasizing their introduction and demonstration of trade-offs, particularly RUA’s role
in reducing SLA violations and preventing overloading.

2 Data Integrity Verification in the Cloud

This section explores the several facets of data integrity verification and how it contributes
to cloud security.

Issues with Maintaining Data Integrity: The cloud environment presents a number
of issues with keeping data integrity [7]. Threats to data include insider threats, unautho-
rised access, data corruption during transit or storage, and others. Data may be dispersed
across several servers and locations, making its tracking and validation difficult [8].

Strong Encryption and Decryption methods: Data integrity verification spans the
whole lifespan of data in the cloud thanks to lifecycle management [9]. Monitoring
and verifying data integrity at each of these stages are critical to preventing tampering,
unauthorized changes, or data loss [10].

Data Integrity
/ Models \
1oT Access Control and Enhancing Cloud Security Enhancement in
Data Integrity with Storage Sccurity and Multi-Cloud
MLS-ABAC scheme Reducing Vendor Environments with
and Lightweight Lock-in with Dynamic Authenticat and Data
Functions Identity-Based System Integrity

Fig. 3. Data Integrity Models

Data Integrity Models is pivotal for comprehending the core concepts of this work
(see Fig. 3). The figure offers insights into various data integrity models, including details
about each model’s purpose and benefits. For instance, ‘loT Access Control and Data
Integrity with MLS-ABAC scheme and Lightweight Functions’ is highlighted,. ‘Enhanc-
ing Cloud Storage Security and Reducing Vendor Lock-in with Dynamic Identity-Based
System’ is presented, shedding light on its role in providing a multi-copy storage system
for flexibility and security.

Case Studies and Use Cases: To illustrate the practical application of data integrity
verification in the cloud, this section provides real-world case studies and use cases. Data
integrity issues are addressed by Mani Deep Karumanchi et al. in cloud-based Internet
of Things (IoT) applications, especially in the dynamic IoT data environment. Experi-
mental findings show that their improved supply chain data integrity model outperforms
conventional methods in terms of integrity bit change, runtime, and encoding average
runtime [11].



