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Preface 

The Ninth International Congress on Information and Communication Technology 
will be held during February 19–22, 2024, in a hybrid mode, Physical at London, 
UK and Digital Platform : Zoom. ICICT 2024 organized by Global Knowledge 
Research Foundation and Managed by G. R. Scholastic LLP. The associated partners 
were Springer and Springer Nature. The conference will provide a useful and wide 
platform both for display of the latest research and for exchange of research results 
and thoughts. The participants of the conference will be from almost every part of the 
world, with backgrounds of either academia or industry, allowing a real multinational 
multicultural exchange of experiences and ideas. 

A great pool of more than 2400 papers were received for this conference from 
across 129 countries among which around 485 papers were accepted and will be 
presented physically at London and Digital platform Zoom during the four days. Due 
to the overwhelming response, we had to drop many papers in the hierarchy of the 
quality. Total 70 technical sessions will be organized in parallel in 4 days along with a 
few keynotes and panel discussions in hybrid mode. The conference will be involved 
in deep discussion and issues which will be intended to solve at global levels. New 
technologies will be proposed, experiences will be shared, and future solutions for 
design infrastructure for ICT will also be discussed. The final papers will be published 
in ten volumes of proceedings by Springer LNNS Series. Over the years. this congress 
has been organized and conceptualized with collective efforts of a large number of 
individuals. I would like to thank each of the committee members and the reviewers 
for their excellent work in reviewing the papers. Grateful acknowledgements are 
extended to the team of Global Knowledge Research Foundation for their valuable 
efforts and support.
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vi Preface

I look forward to welcoming you to the 10th Edition of this ICICT Congress 2025. 

Amit Joshi, Ph.D. 
Organising Secretary, ICICT 2024 

Director—Global Knowledge Research 
Foundation 

Ahmedabad, India
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A Review on Image Steganography 

Bana Shekh Faraj and Abdulrahman Siddiq 

Abstract This paper is concerned with an important aspect of data security, known 
as steganography. In steganography, a secret message is hidden into another data 
file such as image, video, audio, or text file. The advantage of steganography over 
cryptography is that the intended secret message does not attract attention to itself 
as an object of scrutiny. In this paper, the different steganography techniques and 
related security issues are reviewed. The main focus is made on the most widely 
used technique called the Least Significant Bit (LSB) approach. The details of the 
LSB algorithm are presented, and it is implemented by using a MATLAB code. Text 
data has been embedded into a cover image, after the embedding process the stego 
image is generated that seems to be the same as the original cover image with only 
slight changes that Human Visual System cannot detect. 

Keywords Steganography · Cryptography ·Watermarking · LSB steganography ·
Stego image 

1 Introduction 

The evolution of wireless communication has also launched new security problems 
specified for the wireless environment. Some of the existing security technologies 
are useful for particular problems, while for others new solution technologies in the 
security concept must be added in a sophisticated manner [1]. 

At the present time, the protection of data in order to make it confidential when 
transmitting it through a public medium is demanded. Mainly the data had been 
processed before being transmitted which would reform the data into a formation that 
is not readable. Only the authorized people could manage to reverse the formation 
and make it in the normal form so that they could read and understand the data. 
Cryptography is the science that deals with such techniques; nowadays, a different
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technique is available to protect the data, which is steganography [2]. Steganography 
has come from the Greek word “Protected Writing” [3]. Steganography is the science 
of concealing information into a safe object in a way that is unnoticeable to an intruder. 
The safe object is known as the cover, and the hidden information is the payload; the 
cover can be in the form of text, images, audio, and video files. The most common 
cover type is the image because of the widespread use for this type of file in everyday 
life and its plenty of repetitions [4]. 

The rest of this paper is ordered as literature review that compares related work 
in terms of the used methodology in the second section. A methodology is to show 
the method of concealing information using a specific approach called Least Signif-
icant Bit (LSB) regarding image steganography technique in the third section. An 
implementation for the design of steganography is provided in the fourth section, a 
discussion on the resulted data from the implementation has been presented in the 
fifth section, the sixth section is a conclusion of the whole review paper, and finally, 
the references are cited. 

2 Literature Review 

In this section, related work regarding the methodology of using steganography is 
reviewed. Steganography includes different disciplines for hiding information such as 
image, video, audio, text, DNA, and protocol [5, 6]. In addition, two other techniques 
are commonly used for securing data transmission, which are cryptography and 
watermarking. Table 1 shows a comparison between the three techniques [7, 8]. 

Every steganography technique contains three main elements; a cover object, 
serves as a surface to transfer the original message, message object, which is the orig-
inal message needs to be transmitted without been exposed, and resulting steganog-
raphy object, which is the combination of the two first elements and it is the exposed 
object while being transmitting [9]. 

A popular technique for hiding secret information is the image steganography, 
because it can easily spread out through the World Wide Web or in newsgroups. The 
cover source that is in the format of image is altered in noisy areas with many color 
variations. So that the appearance of the overall cover is not affected so as not to attract 
attention. The common methods for achieving this type is the LSB, masking, filtering, 
and the transformations on the cover image [10, 11]. Other techniques regarding the 
image steganography had been studied, such as spatial domain, transform domain,

Table 1 Comparison between steganography, cryptography, and watermarking 

Techniques Purpose Carrier 

Steganography Hiding data from intruders Needs a carrier 

Cryptography Encrypting data to be unreadable format for intruders Does not need a carrier 

Watermarking Protecting the content of the carrier (data) Needs a carrier 
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and model-based steganography. While each technique evolves many different types 
for achieving the goal, among them is the LSB that is explained in the previous 
literature which is a branch of spatial domain steganography [12]. 

A different technique for image steganography had been proposed, which is the 
Mid Position Value (MPV). In the transmitter side the cover image is scrambled by 
applying Arnold Transformation, “Arnold scrambling algorithm is based on square 
digital image in most literature, and these images are mostly N × N pixels of the 
digital image” [13], resulting in a randomized cover image that is secure because the 
pixels of the image had changed their position before been embedded. After that, bits 
of the secret image had been inserted to the modified cover image, for this purpose the 
MPV had been integrated, using the idea of middle position and its respective values 
for the existing pixels, additionally, basing the other pixels on the ground level, the 
computation of key values was gained. Last but not least, a specific insertion method 
had been considered, so that to embed the private bits. 

For getting back the original stego image, Inverse Arnold Transformation had to 
be executed. Furthermore, in the receiver side, the same steps, as in the transmitter, 
would lead to retrieve the secret image [14]. 

Another method for embedding and extracting data rather than MPV had been 
proposed, which was Overlapping of Three Pixel Block of Image. The embedding 
process was executed by passing through the image in a raster scan arrangement, 
splitting the image into blocks of a sequential size of three pixels, after that mathe-
matical explanations for the two processes had been presented for further explaining 
the method, the result of the technique showed quite small difference between the 
cover image and the modified cover image; thus, secure steganographic with a high 
capacity method was achieved throughout the study [2]. 

Another paper presents the use of LSB in image steganography, mentioning the 
weakness of this method for being vulnerable to attack due to its simplicity; therefore, 
the paper suggests adding a stego key for overcoming the issue. 

A 24-bit color image is used as the cover to embed the secret image, a color combi-
nation of Red, Green, Blue (RGB) components, each pixel of the image contains 
24-bitmap values for each of the three colors represented as bits; thus, a wide variety 
of colors can be achieved in this whole process can be achieved by LSB. Though 
embedding the secret image changes the color’s intensity, it does not make a notice-
able change in the carrier/cover image because of its huge size besides, human eyes 
cannot notice the small modifications of the pixels’ intensity. 

As stated earlier for overcoming the weakness of this method, a stego key must be 
added and encrypted into the carrier image. A password can be seen as an example 
for stego key, and it is also another secret information in the cover image [15]. 

Text steganography is another form of hiding information. Here, words have been 
selected based on how frequent they are used in everyday life and their popularity 
in social medias such as Facebook, WhatsApp, Hike, and Yahoo messenger. For 
instance, the word see is replaced by the letter C and you by U. this technique can 
manage to hide a large amount of data but it is a time consuming process [16]. A 
design of coding methods was proposed for the purpose of developing alterations that 
can be decoded reliably and in the same time highly unnoticeable to the reader, even
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noise would not affect the designed method, the method is to alter text formatting or 
altering specific characteristics of textual elements known as text steganography. 

The conflicting of being both reliable decoding and minimum visible changes 
makes the challenges to design document marking techniques. The format of a 
document file describes the content and page layout of a computer file, standard 
languages were used for the format description such as PostScript2, Tex, and @off, 
and the image viewed to the reader was generated from this format file. Three tech-
niques had been used for this method, Line-Shift Coding, Word-Shift Coding, and 
Feature Coding [10]. 

Audio steganography conceals information in which a basic model for such type 
includes a carrier, cover file, to hide the secret information. A message contains the 
secret information that needs to be transmitted confidentially and a password/stego 
key to ensure the receiving of secret information to the authorized recipient The 
following techniques had been utilized for the method, LSB, parity coding, phase 
coding, spread spectrum, and echo hiding [17, 18]. 

A technique named substitution was used regarding audio steganography. It 
replaces either a bit or a few bits in the cover file that makes unnoticeable changes 
to human ear depending on the type of file. The technique has a high embedding 
capacity (41,000 bps); however, it is considered as the least robust against attacks 
attempting to reveal the secret information nevertheless, against distortion with high 
average power. Two solutions had been proposed to fix the problems. For the first 
problem, making discovering of which bits are embedded difficult through modi-
fying other bits rather than the LSB, as in usual cases, additionally, selecting the 
samples for modification private not modifying all of the samples. Regarding the 
second problem, embedding the bits of the message in deeper layers and altering the 
other bits to decrease the amount of error [19]. 

In spite of the many techniques used for hiding information, in this review video 
steganography is provided as the final technique. It is a technique that is hiding secret 
messages into a video; here the video acts as the cover file, and it has become more 
popular nowadays because the security issue is becoming much more serious with 
the evolution of computer applications. Additionally, video is an electronic medium 
considered to be a powerful tool recently for sharing digital video contents and its 
size. The regarding algorithm can be divided into three categories in the terms of 
their embedding position, video steganography technique based on intra-embedding, 
pre-embedding, and post-embedding [20]. 

An effective method for hiding secret data into a video has been demonstrated. 
A video file is normally composed of several frames, in this method some of the 
frames (or images) were used for the hiding process. The secret data is hidden in 
random frames, using index helps to identify the frames containing the secret data 
referred to as index frames. The remaining frames are also going to the same process 
of steganography in order to provide further security to the data. The process can be 
managed through three steps sequentially which are analyzing the video, determining 
the index frame with its data, and determining frames for secret data [21].
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3 LSB Steganography 

A simple and common approach for embedding data in a cover file is the LSB 
substitution. Since the cover file for this type is an image, which contains RGB 
components, the pixel information is stored in encoded format in one byte. The first 
bit regarding each pixel can be modified in order to store the secret data. For this 
purpose, the preliminary condition must be applied, which states that in order to store 
a text in an image, the text size must be smaller or equal to the image size so that the 
image can hide the text. 

LSB is a spatial domain method, making the secret data exposed to cropping and 
noise. In this method, the Most Significant Bit (MSB) of the secret message image 
is stored in the LSB of the cover image. 

The pixels of an image are stored in the form of bits. In a grayscale image, the 
intensity of each pixel is stored in 8 bits (i.e., 1 byte), similarly, for color image 
(RGB) each pixel requires 24 bits (i.e., 3 bytes), 8 bits for each layer. When the 
LSB of an image is modified, the Human Visual System (HVS) cannot detect the 
modification regarding the color or intensity of a pixel. This has been taken as an 
advantage to store and hide information using the method, as the hidden information 
can be stored in the stated bit [9]. 

3.1 Steps Taken in LSB Steganography 

At the sender in order to hide an image message into a cover image, the following 
steps must be taken: 

1. Selecting a cover image with addition of noise for making the process of disguise 
easier. 

2. Selecting the image message that needs to be hid. 
3. Separating the bit planes for each of the images. 

LSB has the least information regarding the image, while the MSB mostly contains 
the shape and color of the image. The ideal case for the separation step is to replace 
up to four bitplanes in regards to the cover image with the 4. 

LSB of the message image results in a steganographic image pixel that does not 
reveal any change compared to the original message. Less number of bitplanes by 
the message image can be used but resulting in a distorted and loss of information 
in the corresponding image, further cleared by Fig. 1.

4. Replacing the 4 least bitplanes of the cover image by the 4 most bitplanes of the 
message image. 

5. Combining the bitplanes results in the steganographic image. In the receiver sider 
to retrieve the hidden message image:

1. Getting the steganographic image.
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Input data Secret data 

Hidden data Cover image pixels 

Output data 
Steganographic 

Image pixels 

Fig. 1 LSB in image steganography

2. Extracting the amount of bitplanes of the image as needed. 
3. Reversing the process by recombining the 4 least bit planes in order to retrieve 

the message image [9]. 

3.2 Implementation and Result 

MATLAB program was used to carry out the result. A black and white image was 
chosen to be the cover image, as shown in Fig. 2a, the message to be hidden is 
(Communication Network Security). Figure 2 (b) shows the embedded message 
within the image. It is clear that human beings are unable to recognize the message 
because from the appearance only the size of the image is changed.

Detection of the hidden message/data can be through comparing the stego to the 
cover file, and detecting files of larger sizes and/or variations in statistical properties 
is most probably the file contains the hidden data. Analyzing the distribution of 
known characteristics often reveals the hidden message. 

4 Steganalysis 

Steganalysis is the study of detecting steganography and decoding the stego-message 
to regenerate the hidden message. Steganalysis is the integration of steganography 
similar to cryptography and cryptanalysis. According to knowing the actual message, 
the cover file, and the steganography algorithm, steganalysis can be divided into six 
parts (Table 2).

4.1 The Detection Processes 

Detection of the hidden message/data can be through comparing the stego to the 
cover file, detecting files of larger sizes and/or variations in statistical properties is
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(a) cover image 

(b) the stego image 

Fig. 2 LSB method for a black and white image

Table 2 Steganalysis types 

Steganalysis types Hidden message Cover-file Algorithm Stego file 

Stego only attack Unknown Unknown Unknown Known 

Known cover attack Unknown Known Unknown Known 

Known message attack Known Unknown Unknown Unknown 

Chosen stego attack Unknown Unknown Known Known 

Known stego attack Known Known Known Known
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most probably the file contains the hidden data. Analyzing distribution of known 
characteristics often reveals the hidden message. 

Furthermore, detecting and deciphering the original message are complicated, and 
it faces many challenges since it can be destroyed before reaching the destination. 
For instance, an image file that might be used as a cover for the original message 
can be altered in terms of changing file format, compression algorithms, and levels, 
while there would be no visible impact on the file image [8]. 

5 Discussion 

The cover image has chosen to be black and white because it provides the clarity of 
the method in an easy way. It is clear that the resulted stego image is slightly changed 
to the original image in a way that HVS cannot detect the changes. This is because 
a greyscale or black and white image is a monochrome (one-color) image, just the 
brightness of the image changes. The level of the brightness is altered from 0 to 255 
levels, since each pixel contains 8 bits that allow such levels of representation [22]. 
If the LSB for example 0 is black, converting it to 1 only makes it a little brighter. 
However, the size of the image has been changed due to the requirements of the 
MATLAB code program. Also, the input image was in the form of JFIF (JPEG File 
Interchange Format), while the program deals with other formats of images such as 
png and jpg; therefore, the image has been converted to png format. Furthermore, 
there are some factors that must be achieved throughout steganography to determine 
the effectiveness of each steganography technique. Such as the following; 

Robustness defines the ability of a technique to remain the hidden data safe even 
if the stego file (i.e., stego image) endures modifications. 

Imperceptibility refers to the invisibility of a steganography algorithm, which 
determines the strength of steganography. And it is considered as the main 
requirement in order to transmit data without being noticed to human eyes. 

Bit Error Rate (BER) is the ratio of the error bits to the total number of bits sent 
over a communication channel. In order to recover a hidden data, this ratio must be 
in a very low amount. 

Mean Square Error (MSE): computation is obtained by comparing byte by byte 
of the cover file to the generated stego file. It can be used to measure distortion. 

Peak Signal-to-Noise Ratio (PSNR) is the ratio of maximum signal to noise corre-
sponding to the stego file. It can be used as a measure of image quality. The higher 
the PSNR the less the distortion thus better quality image [23].


