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This book is dedicated to the victims of cryptocurrency fraud and all who work 
tirelessly to combat it.



Preface 

Since the original Bitcoin white paper, “Bitcoin: A Peer-to-Peer Electronic 
Cash System,” was published on October 31, 2008, there has been no 
shortage of critics of the digital asset space. Recently, these critics have 
found no shortage of evidence to support their arguments. For starters, in 
2022 alone, there were a series of crypto bankruptcies, the collapse of Terra 
(LUNA), and the exposure of the FTX fraud. More recently, other troubling 
trends have developed, including an explosion of cryptocurrency-enabled 
romance and pig butchering scams, phishing scams, and a continued series 
of decentralized finance (DeFi) hacks, demonstrating there is no shortage 
of malicious actors in the space. Additionally alarming is the growing 
involvement of Chinese and Russian organized criminal enterprises in crimes 
involving cryptocurrency and crypto-related money laundering. Even more 
concerning is the steady growth in state-sponsored cyberterrorism groups 
that increasingly involve the use of cryptocurrency in their hacks and illegal 
schemes. Furthermore, these fraudulent activities extend beyond simply 
stealing crypto into other areas of the digital asset spectrum, including decen-
tralized autonomous organizations (DAOs), non-fungible tokens (NFTs), 
crypto casinos, and GameFi. Additionally, as of July 2023, it was reported 
that illegal crypto mining operations known as cryptojacking had increased 
almost 400% over the previous 12 months. With all of these different types 
of increasingly global, complex, and diverse frauds, it is now more important 
than ever for those involved in all aspects of the cryptocurrency industry to 
be appraised of criminal tactics and trends in fraud.
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viii Preface

This book continues the work of the first volume of the Cryptocurrency and 
Digital Asset Fraud Casebook to continue the education on combatting fraud 
in the space. The first section of Chapters 1, 2 and 3 introduces the topic of 
cryptocurrency and digital asset fraud and crime. Chapter 1 begins the discus-
sion with an overview of statistics relating to fraud in the space. Included 
in this discussion is an analysis of the impact of the COVID-19 pandemic 
on digital asset fraud. The chapter next discusses the backdrop of cryptocur-
rency bankruptcies and turmoil that laid the groundwork for the FTX fraud, 
including the bankruptcies of Voyager Digital and Celsius Network, and the 
collapse of Terra (LUNA). The chapter concludes with an analysis of the 
follow-on effects of the FTX fraud throughout the cryptocurrency industry. 

Chapter 2 starts with a discussion of cryptocurrency romance scams, 
including an analysis of how they work, classifications of victims, and law 
enforcement challenges related to cryptocurrency romance scams. Next, the 
chapter discusses pig butchering scams and their explosive growth. The 
chapter concludes with an examination of the ways criminal money laun-
dering groups in locations including Australia and China are involved in 
orchestrating and supporting these cryptocurrency-based romance and pig 
butchering schemes. Chapter 3 discusses frauds, hacks, and controversies in 
DAOs. The chapter commences with an introduction to DAOs and an anal-
ysis of The DAO Hack. Next, it discusses common types of DAO fraud 
and hacks and discusses price oracle manipulation and oracle alternatives. It 
then turns to a discussion of DAO security measures, voting and governance 
approaches, and vote fraud methods. The chapter concludes with an analysis 
of case studies in DAO fraud and controversies, including the BONq DAO 
hack (February 2023), the Tornado Cash DAO vote fraud case (May 2023), 
and the events leading up to the Azuki DAO hack (July 2023). 

Chapters 4, 5 and 6 make up the second section of the book. These 
chapters delve into the complexities and vulnerabilities inherent in the decen-
tralized finance (DeFi) ecosystem. Chapter 4 begins with an analysis of trends 
in DeFi frauds and hacks. The chapter then proceeds with an overview of 
flash loans and flash loan attacks. The remainder of the chapter analyzes case 
studies in flash loan attacks, including the Platypus Finance hack (February 
2023) and the ethical hacker defense, Deus Finance flash loan and bot attacks 
(March 2022, April 2022, May 2023), and Kyberswap flash loan exploit 
(April 2023). Chapter 5 continued our conversation about DeFi with an 
analysis of case studies in smart contract vulnerabilities and bounty programs,
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including Rodeo Finance (February 2023), Temple DAO (August 2023), and 
Dexible Aggregator (February 2023). The chapter then proceeds to discuss 
case studies in DeFi wallet hacks, reentrancy attacks, and read-only reentrancy 
attacks. These cases included the Binance deployer wallet hack (November 
2023), the Yearn Finance hack (April 2023), and the Curve Finance hack 
(July 2023). Chapter 6 proceeded with an analysis of oracle attacks, defi 
market manipulation schemes, and rug pulls. Associated case studies include 
the El Dorado Exchange oracle attack (May 2023), the Mango Markets 
market manipulation case (October 2022), and the Ordinal Finance rug 
pull (April 2023). The chapter concludes with additional case studies in 
DeFi, including OptyFi’s permanently inaccessible funds (June 2023) and 
the phishing attack on the Stargate Snapshot platform (December 2023). 
The third section of the book is made up of Chapters 7, 8, 9, and  10. 

These chapters cover a wide array of case studies in fraud, hacks, and contro-
versies from across the cryptocurrency universe. Chapter 7 begins with an 
overview of cryptocurrency phishing scams and provides an analysis of the 
different types of phishing attacks. The chapter concludes with an analysis 
of the mechanics of cryptocurrency spoofing scams and a discussion of the 
example of researcher spoofing. Chapter 8 begins with a discussion of meme 
coins and honeypot scams. As part of this discussion, a number of case studies 
in meme coin fraud and controversies are discussed, including Teddy Dodge, 
SafeMoon, BALD, and GROK. The chapter concludes with an analysis of 
frauds using deepfake technology to impersonate well-known figures such as 
Elon Mush, Sam Bankman-Fried, and Mark Zuckerberg in scams involving 
cryptocurrency. 

Chapter 9 discussed decentralized applications (dApps) and cryptocur-
rency gaming fraud. It began with an introduction to dApps and then 
discussed their interactions with artificial intelligence and cryptocurrency. 
Next, dApp scams involving non-fungible tokens (NFTs), honeypots, and 
relevant case studies were presented. The chapter then discussed crypto 
casinos, crypto gambling fraud, and its interaction with money laundering. 
The chapter concluded with a discussion of GameFi, Play 2 Earn (P2E) 
scams, crypto fraud in online multiplayer games, and case studies. 

Chapter 10 begins with a discussion about crypto exchanges and their use 
of digital asset wallets. The chapter then proceeds to discuss wallet drainers, 
cryptostealers, Malware as a service (MAAS), and ransomware attacks. The 
chapter concludes with an analysis of cryptojacking methods, reasons for the 
global growth in cryptojacking, and case studies, including cryptojacking in 
education and government institutions.
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The fourth and final section of the book concludes with Chapters 11 
and 12. Chapter  11 discusses non-fungible token (NFT) frauds, hacks, and 
controversies. Case studies were then discussed, including the Neopets data 
breach and the Pixelmon controversy. The chapter then discussed NFT rug 
pulls including Evolved Apes and Pixel Penguins case studies. The chapter 
concludes with several other case studies, including the Gutter Cat Gang 
Sim swap attack and the OpenSea spoofing scam. Chapter 12 began with 
a discussion of trends in cross-chain criminal activities. The chapter then 
analyzes the tactics of front-running bots, MEV bots, and MEV bot hacks. 
Next, we discuss the rise of state-backed cybercrime collectives, including 
North Korea’s Lazarus Group. Additional topics discussed include Dark Web 
drug trafficking operations involving cryptocurrencies, crypto mining invest-
ment fraud, liquidity mining, and cloud mining are discussed. The chapter 
concludes with a discussion of cryptocurrency ATMs and QR code payment 
scams as well as a case study of a religion-based affinity scheme involving 
cryptocurrency. 

Despite all of the fraud discussed throughout this book, there is good 
news on the horizon. Data suggests overall fraudulent activity in the space is 
declining. For 2023, Chainalysis reported that illicit crypto addresses received 
at least $24.2 billion, however, this was a significant decrease from a reported 
$39.6 billion in 2022. The types of cryptocurrencies used in fraudulent activ-
ities are also changing. While Bitcoin always remains popular, increasingly 
stablecoins account for the majority of the reported 2023 transaction volume. 

Law enforcement is becoming increasingly adept at tracing stolen cryp-
tocurrencies and catching and prosecuting crypto criminals. For example, 
in January 2024, German police made their largest-ever Bitcoin seizure by 
seizing 50,000 BTC in connection with a $2.17 billion fraud. In March 
2024, the UK Crown Prosecution Service (PCS) reported the largest-ever 
Bitcoin seizure in the UK of 61,000 Bitcoin, worth over £4.3 billion, from a 
massive fraud and money laundering scheme. Finally, on January 10, 2024, 
the industry received some needed regulatory clarity with the approval of the 
Bitcoin ETF by the U.S. Securities and Exchange Commission (SEC). All of 
the gains, however, are of little consolation to victims who have lost billions 
in cryptocurrency and digital asset crime. The problem of cryptocurrency and 
digital asset crime represents a complex web of global organized crime, inter-
national law enforcement, evolving regulations, jurisdictional challenges, and, 
worst of all, millions upon millions of victims. While overall trends show a 
decline in the percentage of total on-chain activity represented by cryptocur-
rency crime, certain pockets of fraud, such as pig butchering, continue to
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expand at alarming rates. As the industry continues to grow, it is my hope that 
publications such as this will continue to promote the best remedies to abate 
the continued growth of cryptocurrency fraud—education, transparency, and 
continued vigilance. 

New York, NY, USA Jason Scharfman



Contents 

1 Introduction to Cryptocurrency and Digital Asset Fraud 1 
Introduction to Cryptocurrency and Digital Asset Fraud 
and Crime 1 
Effect of COVID-19 Pandemic on Digital Asset Fraud Trends 2 
Pandemic Response Accountability Committee (PRAC) 3 
Technological Sophistication of Fraud in the Pandemic Era 4 
Cryptocurrency-Related COVID-19 Economic Injury 
Disaster Loan (EIDL)/Paycheck Protection Program 
(PPP) Fraud 4 
Laundering Fiat into Crypto 6 

Case Studies in Cryptocurrency Bankruptcy and Turmoil 7 
Cryptopia (January 2019) 7 
Fcoin (February 2020) 7 
Hodlnaut (January 2022) 8 
Babel Finance (July 2022) 8 
Zipmex (July 2022) 9 
Voyager Digital (July 2022) 9 
Core Scientific (December 2022) 10 

Terra (LUNA) collapse (May 2022) 11 
SEC Fraud Charges Against Terraform and Do Kwon 
(February 2023) 12 

Celsius Network (July 2022) 13 
FTX Fraud and Impact (November 2022) 15 
FTX High-Profile Sponsorships and Celebrity Endorsements 16

xiii



xiv Contents

FTX and SBF Political Contributions and Effective Altruism 17 
FTX Collapse and Investigations 18 
Deltec Bank, Moonstone Bank, and Silvergate Bank 19 
FTX and Alameda Startup Investments 20 

FTX Fallout Throughout Cryptocurrency Industry 20 
Ikigai Asset Management FTX Exposure (November 2022) 21 
BlockFi (November 2022) 22 
Impact on African Crypto Firms of FTX Failure 24 
Huboi Entities FTX Exposure (November 2022) 25 
Salt Crypto Lending FTX Exposure (November 2022) 26 
Auros Global FTX Exposure (December 2022) 27 
FTX Related Venture Capital Litigation (August 2023) 27 

Post-FTX Cryptocurrency Ponzi Schemes 28 
Chapter Summary 28 

2 Crypto Romance Scams and Pig Butchering 39 
Introduction to Crypto Romance Scams 39 
African Romance Scam Groups 40 
Ghana—Sakawa Boys 40 
South Africa—The Black Axe 40 

Distinguishing Romance Scams and Catfishing 41 
Anatomy of Romance Scams 41 
Where Do the Victims Come From? 43 
Targeting of Elderly in Romance Scams 43 
Online and App-Based Dating Scams 43 

Law Enforcement Challenges Related to Crypto Romance 
Scams 44 
Law Enforcement’s Options for Recovery 44 
Jurisdictional Challenges Faced by Law Enforcement 45 
Typical Law Enforcement Actions for Victims 46 

Social Stigmas Lead to Underreporting 47 
Romance Scam Victims 47 
Fake Facebook Profile Romance Scam (February 2024) 48 
Interview with Anonymous Romance Scam 
Victim—iPhone scam (2024) 48 
Scammers May Themselves Be Human Smuggling Victims 50 

Lies Told by Scammers 51 
Derek Mylan Alldred Romance Scam (2018) 51 

Use of Sextortion in Romance Scams 52 
Explosive Global Growth in Romance Scams 53



Contents xv

Use of Cryptocurrency in Romance Scams 53 
Cryptocurrency Advanced Fee Scams Combined 
with Romance Scams 54 
Increased Use of Artificial Intelligence in Scams 56 

Introduction to Pig Butchering 56 
Contrasting Romance Scams and Pig Butchering 57 

Use of Cryptocurrency in Pig Butchering 57 
Australia–China Crypto Money Laundering Gangs 57 
Chen Organization 58 
Long River and Changjian Currency Exchange 58 
Thailand–China Crypto Money Laundering 59 

Chapter Summary 59 

3 Decentralized Autonomous Organization (DAO) Fraud, 
Hacks, and Controversies 65 
Introduction to DAOs 65 
The DAO 66 
The DAO Hack (2016) 67 

Reentrancy Attack Vulnerabilities 67 
White Hat Robin Hood Counterattack 68 
The DAO Hack Aftermath 70 
Research into the DAO Hacker’s Identity 72 

Common Types of DAO Frauds and Hacks 72 
DAO Oracle Manipulation 73 
Functions of Oracles 73 
Types of Oracles 74 
Comparing Centralized to Decentralized Oracles 76 
Oracles Can Fit into Multiple Categories 77 

Oracle Alternatives 78 
Hash Locks 78 
Time Locks 79 
Height Locks 79 
Sequence Locks 79 
Multisig Approval 79 

Combining Oracles and Alternative Mechanisms 80 
Blockchain Interoperability Alternatives 80 
DAO Security Measures and Challenges 81 
DAO Voting and Governance Approaches 82 
DAO Decentralization Metrics 83 
Gini Coefficient 85



xvi Contents

Nakamoto Coefficient 85 
Additional DAO Decentralization Metrics 87 

DAO Governance Challenges and Evolution 88 
DAO Vote Fraud Methods 89 
The Mechanics of On-Chain Vote Buying 89 
Dark DAOs 89 

Case Studies in DAO Fraud and Controversies 90 
Parity Multisig Wallet Freeze (November 2017) 90 
Olympus DAO (October 2022) 91 
friesDAO Profanity Exploit (October 2022) 91 
Layer2DAO (October 2022) 92 
TempleDAO (October 2022) 92 
Core DAO Airdrop Direct Warning (February 2023) 93 
BONq DAO (February 2023) 94 
Movement DAO (March 2023) 95 
PeopleDAO (March 2023) 96 
Tornado Cash DAO Vote Fraud Case (May 2023) 98 
Atlantis Loans (June 2023) 98 
Azuki DAO Hack (July 2023) 99 
AirDAO (March 2024) 101 

Chapter Summary 101 

4 Decentralized Finance (DeFi) Fraud and Hacks: Part 1 107 
Introduction to Decentralized Finance (DeFi) Fraud 
and Hack Trends 107 
Case Studies in DeFi Fraud and Hacks 108 
Flash Loans 108 
Flash Loan Attacks 110 
Platypus Finance (February 2023) 111 
Ethical Hacker Defense 111 
Platypus Finance Additional Hacks (July 2020, October 
2023) 112 

Deus Finance (March 2022, April 2022, May 2023) 113 
Euler Finance (March 2023) 113 
Themis Protocol (June 2023) 116 
Jimbos Protocol (May 2023) 117 
KyberSwap (April 2023) 117 
Palmswap (April 2023) 120 
Liquidity Pools (LPs) 120



Contents xvii

Arcadia Finance (July 2023) 121 
Earning Farm (August 2023) 122 
0VIX Protocol (April 2023) 122 
Chapter Summary 123 

5 Decentralized Finance (DeFi) Fraud and Hacks: Part 2 127 
Smart Contracts and Vulnerabilities 127 
Team Finance (October 2022) 128 

Transit Swap (October 2022) 128 
LendHub (January 2023) 129 
Rodeo Finance (February 2023) 130 
Dexible Aggregator (February 2023) 131 
CS Token Exploit (May 2023) 132 
Level Finance (May 2023) 133 
Rabby Wallet (August 2023) 133 
Temple DAO (August 2023) 134 

DeFi Bounty Programs 134 
DeFi Wallet Hacks 135 
Terraport (April 2023) 136 
Binance Deployer Wallet Hack (November 2023) 136 

Reentrancy Attacks 137 
Orion Protocol (February 2023) 139 
Mutex Locks in Smart Contracts 140 
Other Reentrancy Guards 142 

Hundred Finance (March 2022, April 2023) 147 
Sentiment Protocol (April 2023) 149 
Yearn Finance (April 2023) 149 
Sturdy Finance (June 2023) 149 
Curve Finance (July 2023) 150 
Read-Only Reentrancy Attacks 151 
dForce (February 2023) 151 
Checks-Effect-Interactions (CEI) Pattern in Smart 
Contract Development 152 

Conic Finance (July 2023) 153 
Chapter Summary 153 

6 Decentralized Finance (DeFi) Fraud and Hacks: Part 3 159 
Oracle Attacks 159 
Lodestar Finance (December 2022) 159 
Solend (November 2022) 160 
El Dorado Exchange (May 2023) 161



xviii Contents

DeFi Market Manipulation Schemes 165 
Moola Market (October 2022) 165 
Mango Markets (October 2022) 165 

Pando Rings (November 2022) 168 
TheStandard.io (November 2023) 168 
Rug Pulls 169 
Ordinals Finance (April 2023) 170 
Atomic Wallet (June 2023) 171 
Magnate Finance (August 2023) 172 
DeFrost Finance (December 2022) 173 
Dungeonswap and LaunchZone Hacks (February 2023) 174 

Social Engineering and Private Key Exploits 174 
Ankr and Helio Protocols (December 2022) 175 
UnshETH (May 2023) 176 

Other Case Studies in DeFi Fraud and Hacks 179 
MakerDAO “Black Thursday” (April 2020) 180 
Sovryn (October 2022) 181 
WDZD Swap (May 2023) 182 
OptyFi (June 2023) 182 
Levana (October 2023) 183 

Chapter Summary 184 
Stargate Snapshot (December 2023) 184 

7 Crypto Phishing and Spoofing Scams 193 
Introduction to Phishing Scams 193 
Cryptocurrency Phishing Scams 193 
Distinguishing Cryptocurrency Phishing Scams 
and Wallet Phishing 194 

Mechanics of Cryptocurrency Phishing Scams 194 
Phishing Bots 194 
Prevalence of Cryptocurrency Phishing Scams 195 
Types of Phishing Scams 196 
Targeted Phishing Attacks 198 

Spear Phishing 199 
Whaling 199 

Technology Exploitation Phishing 199 
Pharming 200 
Permit Phishing 201 
Ice Phishing 202 

Communication Channel Phishing 203



Contents xix

Smishing (SMS Phishing) 204 
Text Message Phishing 204 
Vishing (Voice Phishing) 205 

Content Manipulation Phishing 206 
Homograph Phishing 206 

Credential Theft Phishing 207 
Social Engineering and Deception 207 
Sextortion, Extortion, Blackmail, and Romance Scams 209 
Malicious Airdrops 210 

Service and Platform Abuse 211 
Emerging Technology Phishing 211 
Delivery Method Phishing 211 
Website Spoofing 212 

Introduction to Spoofing Scams 213 
Cryptocurrency Spoofing Scams 214 
Comparing Cryptocurrency Spoofing and Phishing Scams 214 
Mechanics of Cryptocurrency Spoofing Scams 215 
Researcher Spoofing 216 
Chapter Summary 217 

8 Meme Coins, Honeypots, and Artificial 
Intelligence-Enabled Crypto Fraud 221 
Introduction to Meme Coins 221 
Bonk 226 

Pump and Dump Meme Coin Schemes 226 
Repeat Offender Meme Coins Scammers 228 
BOB 228 
SafeMoon 229 
Teddy Doge 230 
BALD 231 
GROK 233 
Squid Game Coin (November 2021) 234 
Anti-Dump Features 234 
Honeypot Scams 236 
Honeypots as Cyber-Defense Mechanisms 236 
Production and Research Honeypots 237 

MetaMask Fake Token Honeypot Scam (December 2021) 239 
Dechate Erroneous Honeypot Link (December 2021) 240 
Deepfake Frauds 241 
Elon Musk SpaceX Starship Deepfake (November 2023) 241 
TikTok Deepfake News Story (December 2023) 242



xx Contents

Sam Bankman-Fried FTX Deepfake (November 2022) 242 
Elon Musk TED Talk Deepfake (May 2022) 243 
Warren Buffett, Mark Zuckerberg, Bill Gates TikTok 
Deepfake (December 2023) 243 
Binance CCO Deepfake Exchange Listing Scam (August 
2022) 244 

Chapter Summary 244 

9 Decentralized Applications (dApp) and Cryptocurrency 
Gaming Fraud 251 
Introduction to dAPPS 251 
Web3 dApps 252 
dApps and Cryptocurrency 252 
Artificial Intelligence and dApps 252 
dApp Scams 253 
Honeypot Scams and dApp Scams 254 
NFT dApp Scams 255 
Case Studies in dApp Fraud 255 
Water Labbu (October 2022) 255 
YieldTrust.ai (April 2023) 256 
Crypto Casinos and Gambling Fraud 257 

Crypto Gambling and Money Laundering 258 
Stake.com Hack (September 2023) 259 
GameFi and Play 2 Earn (P2E) Scams 260 
Webaverse Social Engineering Hack (February 2023) 263 
Ragnarok Metaverse (August 2022) 263 
Gala Games Fake Hack (November 2022) 265 
Multiplayer Online Games and Cryptocurrency Fraud 266 
Fortnite Wallet InfoStealer Malware Attacks Target Cheaters 
(2018–2019) 267 
Call of Duty Wallet Drainer Malware Attacks Targeting 
Cheaters (March 2024) 267 
Crypto-Related Attacks On Star Gamers and Gaming 
Executives 268 
Chapter Summary 268 

10 Wallet Drainers, Crypto Stealers and Cryptojacking 271 
Introduction to Digital Asset Wallets 271 
Uses of Digital Asset Wallets 272 
Bitrue (April 2023) 273



Contents xxi

Vanity Wallet Addresses 274 
Binance’s CZ Fake Wallet Address Attack (August 2023) 274 
Profanity Vulnerability Case (September 2022) 275 

Wallet Drainers 276 
Notable Wallet Drainers 276 

Crypto Stealers 276 
Distinguishing Wallet Drainers and Crypto Stealers 278 
Lumma Stealer 278 

Malware As a-Service (Maas) 280 
MaaS Use To Steal Cryptocurrency 280 

Distribution Methods of Wallet Drainers and Crytpo Stealers 282 
Ransomware 282 
LockBit 284 
Cryptojacking and Crypto Mining Malware 284 
Cryptojacking Methods 285 
Global Growth of Cryptojacking 287 
Migo Malware (2024) and XMRig 287 
Commando Cat and Docker APIs (February 2024) 288 
Ukrainian and Italian Cryptojacking Attacks (2024) 289 
Other Notable Cryptojacking Cases 289 
Cryptojacking at Higher Education Institutions 293 
Cryptojacking at Other Educational Institutions 295 
Cryptojacking at Government Institutions 296 

Chapter Summary 299 

11 Non-Fungible Token (NFT) Fraud, Hacks, and Controversies 307 
Introduction to Non-Fungible Tokens (NFTs) Frauds, Hacks 
and Controversies 307 
Neopets Data Breaches 307 
Pixelmon Controversy (September 2021) 308 
Evolved Apes Rug Pull (September 2021) 309 
Gutter Cat Gang SIM Swap Attack (July 2023) 310 
Multi-Factor Authentication and Sim Swap Attacks 310 

Polygon NFT Airdrop Phishing Campaign (June 2023) 313 
Pixel Penguins Charity NFT Rug Pull (February 2023) 313 
Arcade.DAO Controversy (March 2023) 314 
OpenSea Spoofing Scam (September 2021) 315 
Seth Green’s Bored Ape Theft (May 2022) 316 
Mutant Ape Planet Rug Pull (January 2023) 317 
Chapter Summary 321



xxii Contents

12 Additional Cases and Trends in Cryptocurrency Fraud 327 
Introduction 327 
Growth in Cross-Chain Crime 327 
Cryptocurrency Crime Against Financial Institutions 328 
Unauthorized Transfer Example (November 2023) 329 
Overdraft Scam Example (December 2023) 331 

Front-Running Bots 331 
MemPool 331 

MEV Bot Hacks 332 
MEV Bots 333 

Distinguishing Front-Running and MEV Bots 334 
False Hack Rumors Influencing Token Price 335 
Rise in State-Sponsored Crypto Hacking Groups 335 
Atomic Wallet Cyberattack (June 2023) 336 
CoinsPaid Hack (July 2023) 337 

Dark Web Narcotics Schemes Using Crypto 338 
Crypto Mining Investment Fraud 340 
Chet Mining (November 2022) 340 
HyperFund (January 2024) 343 

Orbit Chain Hack and Recovery Scams (December 2023) 345 
Liquidity Mining Scams 345 
Cloud Mining Scams 347 
ZenMiner (2014) 348 
HashOcean (June 2016) 350 

Fake Job Interview Scams Involving Crypto 351 
Fake Reporter Interview Scams 351 
Use of QR Codes in Cryptocurrency Scams 352 
Cryptocurrency ATMs and QR Code Payment Scams 353 

Religion-Based Affinity Scheme Involving Cryptocurrency 355 
Chapter Summary 357 

Index 363



1 
Introduction to Cryptocurrency and Digital 

Asset Fraud 

Introduction to Cryptocurrency and Digital Asset 
Fraud and Crime 

As the cryptocurrency and digital asset industry has continued to grow 
significantly in recent years, unfortunately, frauds in the space have also 
seen a similar meteoric rise. Perhaps more concerning, the sophistication of 
fraud has continued to expand on numerous fronts. While criminals have 
continued to focus on well-established scams such as romance scams, celebrity 
impersonation, fake contests, and fraudulent investment schemes, they have 
also continued to develop new and innovative fraud techniques, including 
sophisticated wallet drainers, malware as a service, complex phishing schemes, 
and an increasingly complex Decentralized Finance (DeFi) attacks. 

Additionally, cryptocurrency and digital asset fraud is increasingly a global 
problem, and victims come from all walks of life. In many cases, those 
involved in carrying out different aspects of these crypto frauds are themselves 
being victimized. Further complicating the landscape and the importance of 
cracking down on crypto fraud are the national security implications this 
criminal activity can have, especially when driven by large hacking groups 
from countries such as North Korea. 
To begin with, let us examine the data in the following table, which 

summarizes the total value received by so-called illicit cryptocurrency 
addresses that have been classified as such based on historical activity1:

© The Author(s), under exclusive license to Springer Nature 
Switzerland AG 2024 
J. Scharfman, The Cryptocurrency and Digital Asset Fraud Casebook, Volume II, 
https://doi.org/10.1007/978-3-031-60836-0_1 

1
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Year Total cryptocurrency value received by illicit addresses 

2023 $24.2 billion 
2022 $39.6 billion 
2021 $23.2 billion 
2020 $9.4 billion 
2019 $12.5 billion 
2018 $4.6 billion 

While the amounts of the actual losses involved in cryptocurrency crime 
are astounding, equally staggering are the methods used to orchestrate these 
crimes. According to data from the Federal Trade Commission, from the 
period January 2021 to March 2022, the top frauds by reported cryptocur-
rency losses were broken out as follows: 

Type of fraud Amount 

Investment-related fraud $575 
million 

Romance scams $185 
million 

Business imposters $93 
million 

Government imposters (i.e., scammers pretend to be from a 
government agency) 

$40 
million 

Effect of COVID-19 Pandemic on Digital Asset 
Fraud Trends 

The COVID-19 Pandemic, also known as the coronavirus disease 2019, has 
precipitated profound transformations across the global economy, notably 
within the digital asset sector. The pivot to digital platforms for financial 
transactions and investments, driven by lockdowns and social distancing, 
has significantly expanded the digital asset market. This expansion, however, 
paralleled an increase in fraudulent activities. The first of the COVID-19 
pandemic was reported in the city of Wuhan, Hubei province, China, in 
December 2019. In 2020, the sector witnessed losses exceeding $1.9 billion 
due to cryptocurrency-related fraud, marking a significant uptick from the 
preceding year.2 This statistic underscores the scale of the challenge that the 
pandemic introduced to the digital financial ecosystem. A report by Tran-
sUnion highlighted an 80% spike in suspected digital fraud attempts globally,
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compared to pre-pandemic levels, underscoring the escalating challenge of 
securing digital transactions and assets against fraudulent activities.3 

With the onset of the pandemic, the landscape of digital asset fraud 
evolved dramatically. Scammers were able to capitalize on large portions of 
the global population being confined to their homes with Internet access. 
This period has been marked by what some deemed a “scamdemic,” with a 
global epidemic of scams and frauds coinciding with the pandemic, raising 
unprecedented concerns in areas such as phishing attacks.4 Interestingly, 
during this time, cryptocurrencies have also been viewed as safe havens, 
similar to precious metals, providing diversification benefits for investors 
amid the crisis.5 This suggests a nuanced impact of the pandemic on 
digital assets because, alongside an increase in fraud, there has also been 
an enhanced perception of digital currencies as a secure investment option. 
The FBI’s Internet Crime Complaint Center (IC3) noted a substantial 
increase in cryptocurrency-related fraud reports, with over 82,135 incidents 
in 2020, nearly doubling the figures from 2019.6 These amplified fraud 
signals demonstrate not just the growing allure of digital assets but also the 
opportunistic exploitation of pandemic-induced vulnerabilities by fraudsters. 
The regulatory landscape reacted dynamically to the pandemic’s chal-

lenges, with global regulators stepping up to fortify the digital asset sector 
against the uptick in fraudulent activities. The Financial Action Task Force 
(FATF) exemplified this proactive stance by revising its guidelines to enforce 
stricter compliance requirements for virtual asset service providers, including 
enhanced due diligence and more rigorous monitoring systems.7 These regu-
latory adjustments were precisely aimed at mitigating the risks posed by the 
pandemic, emphasizing the need for a robust regulatory framework to protect 
investors and the integrity of the digital asset market. 

Pandemic Response Accountability Committee (PRAC) 

Regulatory efforts to address crypto fraud during the pandemic have intensi-
fied, with a focus on mitigating risks and enhancing oversight. The Pandemic 
Response Accountability Committee (PRAC) has been actively involved in 
combating fraud against pandemic response programs, particularly targeting 
small business loan recipients at the highest risk of fraud.8 Additionally, the 
Department of Justice’s COVID-19 Fraud Enforcement Task Force, of which 
the PRAC is a member, has been instrumental in uncovering fraud schemes 
and providing valuable leads for the Inspector General community.9 Lessons 
learned from the pandemic underscore the importance of stronger financial 
regulation and supervision, as well as the development of global standards to
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stem the risks associated with crypto assets.10 These developments highlight 
a concerted effort by regulatory authorities to adapt and respond to emerging 
threats posed by crypto fraud during the pandemic, laying the groundwork 
for more robust regulatory frameworks in the future. 

Technological Sophistication of Fraud in the Pandemic 
Era 

The technological intricacy of fraud schemes saw significant advancements 
during the pandemic. Cybercriminals leveraged the situation to deploy 
sophisticated techniques such as deepfake technology and advanced phishing 
schemes to orchestrate more convincing scams. The utilization of these tech-
nologies not only diversified the fraud landscape but also presented significant 
challenges in detection and prevention. During the pandemic, there was 
a notable increase in the deployment of sophisticated fraud mechanisms, 
indicating a shift toward more complex and hard-to-detect scams.11 This 
evolution points to a critical need for ongoing innovation in cybersecurity 
measures to counteract the evolving threat landscape. 

Cryptocurrency-Related COVID-19 Economic Injury 
Disaster Loan (EIDL)/Paycheck Protection Program (PPP) 
Fraud 

As part of the U.S. government’s COVID-19 financial assistance programs, 
the Small Business Administration’s (SBA) managed programs, including 
the COVID-19 Economic Disaster Loan (EIDL) and Paycheck Protection 
Program (PPP) whereby assistance funds were loaned out and, in some cases, 
simply given to qualifying businesses impacted by the pandemic. As with 
most government programs, scammers came out in droves to try to steal from 
the PPP program. According to the SBA itself, a staggering 17% of all the 
funds paid out, or roughly over $200 billion, were potentially fraudulent.12 

The cryptocurrency industry was no exception to the EIDL and PPP-
related fraud. These cases are related to allegations of fraud being carried out 
in multiple ways and in multiple areas of the crypto industry. In one case 
in November 2022, the owner of a pooled Bitcoin fund was alleged to have 
fraudulently applied for over $400,000 in PPP loans. The following is an 
excerpt from the U.S. Department of Justice related to this matter13: 

“A Dallas man who allegedly devised a scheme to defraud a pandemic-era 
financial program out of hundreds of thousands of dollars has been federally
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charged announced U.S. Attorney for the Northern District of Texas Chad 
E. Meacham. 

John Corbin Corona, 35, was indicted on October 5, 2022, on one count 
of wire fraud and one count of money laundering. He was arrested on 
Monday and made his initial appearance before U.S. Magistrate Judge Toliver 
today. 

“As millions of small business owners grappled with the fallout from the 
pandemic, this defendant raked in a couple hundred thousand bucks at his 
fellow citizens’ expense,” said U.S. Attorney Chad Meacham. “The Paycheck 
Protection Program, funded by taxpayers, was designed to help small busi-
nesses stay afloat during the pandemic. The Justice Department will relentlessly 
pursue those who defrauded the PPP.” 

According to the indictment, Mr. Corona—the owner of HODL LLC, 
a cryptocurrency company operating a purported bitcoin pooled invest-
ment fund known as Bitcoin Bank America—fraudulently applied for two 
Paycheck Protection Program (PPP) loans totaling over $413,000 through 
BlueVine Inc. and FundBox, Inc., financial technology companies that 
partnered with third-party PPP lenders, including Celtic Bank. 

According to the indictment, Mr. Corona inflated HODL LLC’s payroll 
and misrepresented his business’s number of employees in the PPP loan 
applications that he submitted to BlueVine and Fundbox. In support of the 
PPP loan applications, he also submitted IRS Form 941s (Employer’s Quar-
terly Federal Tax Return) that allegedly contained false information about his 
business. 
The indictment also alleges that after Celtic Bank deposited $206,902 

in PPP loan proceeds into Mr. Corona’s bank account, Mr. Corona trans-
ferred over $155,000 in PPP loan funds to Coinbase Inc., a cryptocurrency 
exchange platform.” 

In many other cases, people used EIDL and PPP money that was obtained 
under fraudulent means to simply purchase cryptocurrencies. An example of 
this was the July 2023 allegations raised against a Nevada doctor and his wife 
for fraudulently obtaining nearly $1.3 million in economic relief loans and 
then using the funds to purchase stocks and cryptocurrencies.14 

In another example, in May 2023, two men pled guilty to stealing over $7 
million in COVID-19 relief funds by using techniques including falsifying 
payroll records and creating fake tax returns. The stolen funds were used to 
purchase vehicles, undertake home renovations, pay personal expenses, and 
finally purchase cryptocurrencies.15
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In July 2020, a Texas man, Joshua Thomas Argires, took out a fraudulent 
PPP loan in the amount of $956,600 for a company called “Texas Barbecue.” 
The problem was that its investigators later uncovered that Texas Barbecue 
had no documented employees, no online reviews, and no bank account 
until four days prior to the PPP loan request.16 Another fraudulent request 
was also allegedly filed by Mr. Argires for another company called Houston 
Landscaping that also reportedly had no employees. In total over $1.1 million 
in fraudulent loans. After receiving the loans some of this money was later 
transferred to a Coinbase account where it generated a profit.17 

In July 2022, a California man named Lebnitz Tran pled guilty to submit-
ting at least 27 fraudulent PPP loan applications and at least seven fraudulent 
EIDL applications to obtain over $3.6 million that was spent on, among 
other items, a $100,000 Tesla and cryptocurrencies.18 

In August 2023, Dana McIntyre, the former owner of a Boston area 
pizzeria, was sentenced to two years in federal prison and ordered to pay 
$679,156 in restitution and forfeiture for taking fraudulent PPP loans. He 
had used the funds to purchase an alpaca farm in Vermont, pay personal 
expenses, and purchase airtime for cryptocurrency themed radio show.19 

Laundering Fiat into Crypto 

Although blockchains provide public records of transactions, in some 
instances, because of the supposed anonymity of cryptocurrencies, some 
criminals attempt to take fiat earned through non-crypto-related schemes. 
Once the fiat is stolen (either in physical or electronic forms), it is then 
transferred into crypto. The criminals usually attempt to further obfuscate 
the sources of the illegal funds by running the crypto through networks of 
offshore crypto exchanges and mixers. 

Some of the attempts to launder fiat through crypto were related to 
the fraudulent loan cases of EIDL and PPP that were discussed in the 
previous section. One example involves a former social media influencer 
named Danny Devan, whose real name is Denish Sahadevan, who became 
famous on TikTok for creating financial literacy content focused on investing 
in cryptocurrencies and stocks.20 Mr. Devan pled guilty to federal charges 
that he took out of 70 fraudulent PPP loans worth over $1.2 million and 
then laundered some of those funds in cryptocurrencies and a gold physical 
Bitcoin.21
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Case Studies in Cryptocurrency Bankruptcy 
and Turmoil 

In order to better understand the backdrop for more recent developments in 
cryptocurrency fraud, it is important first to develop an understanding of key 
events that have impacted the space. We will proceed with discussing a series 
of cryptocurrency-related bankruptcies and turmoil within the space that set 
the stage for the FTX fraud and its follow-on effects. 

Cryptopia (January 2019) 

In January 2019, the New Zealand-based cryptocurrency exchange Cryptopia 
experienced a significant security breach, leading to the platform going offline 
and reporting “significant” losses.22 The hack not only resulted in substan-
tial financial damage but also raised concerns about the security measures 
implemented by exchanges to protect users’ assets. The incident prompted 
Cryptopia to suspend its services, as it worked to assess the extent of the 
losses and to implement measures to prevent further breaches. 

Following the hack, Cryptopia struggled to recover from the financial 
and reputational damage it sustained. In May 2019, the exchange filed 
for bankruptcy protection in the United States. This move was aimed at 
preserving vital user data stored on servers in Arizona and managing the 
liquidation process more effectively.23 This step was necessary to address the 
complexities arising from the hack, including securing assets and information 
still under its control. The bankruptcy filing highlighted the challenges faced 
by cryptocurrency exchanges in maintaining security and trust, emphasizing 
the need for robust security protocols and transparent communication with 
users in the aftermath of such incidents. 

Fcoin (February 2020) 

FCoin was a cryptocurrency exchange platform that operated using a 
novel “trans-fee mining” model, where traders were incentivized with native 
tokens for their trading activities. The exchange FCoin has faced significant 
challenges, culminating in a complex scenario involving insolvency, token 
buybacks, and unresolved user debts. FCoin, once a prominent player in 
the crypto exchange market, announced its insolvency in February 2020, 
revealing a shortfall of up to $130 million worth of Bitcoin.24 This disclo-
sure came after the exchange encountered Bitcoin outflow issues just two
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months post-launch, signaling deep-rooted financial and operational difficul-
ties.25 FCoin struggled to manage its assets eventually leading to its inability 
to fulfill user withdrawals and ultimately declaring bankruptcy. 

Further complicating matters, FCoin initiated a buyback scheme in 2018, 
committing to repurchase $24 million of its own tokens to inject capital 
into a new fund of funds.26 This move, often seen as a strategy to manage 
token supply and stabilize the market price, underscores the broader industry 
practices where exchanges engage in buybacks and token burns to influence 
token economics positively. However, FCoin’s efforts in this direction were 
insufficient to counterbalance the operational challenges it faced. As FCoin 
ceased operations, it left a substantial debt to its users, estimated between 
$67 million to $125 million, sparking outrage and concern within the crypto 
community.27 

Hodlnaut (January 2022) 

Hodlnaut, a cryptocurrency lending platform, faced significant challenges in 
January 2022 that led to judicial managers being appointed to oversee its 
restructuring efforts.28 Initially, need to explore various options to salvage 
the business and repay its creditors. Amid these efforts, Hodlnaut’s judicial 
managers received a buyout offer from OPNX, valued at $30 million. This 
proposal was seen as a potential lifeline for the embattled lender, which had 
over 17,000 customers awaiting the recovery of their funds.29 

However, the offer from OPNX was rejected due to concerns over the 
liquidity of the FLEX token, which had plummeted by 90% in value.30 

The decline in the FLEX token’s value raised doubts about the viability of 
the offer and its ability to adequately compensate Hodlnaut’s creditors and 
facilitate the company’s recovery. The rejection of OPNX’s bid underscored 
the complexities involved in navigating the aftermath of a crypto platform’s 
collapse, highlighting the challenges in securing a viable path forward for 
Hodlnaut and its stakeholders. In November 2022, it was reported that 
Hodlnaut would be liquidated.31 

Babel Finance (July 2022) 

Babel Finance is a Hong Kong-based crypto lender. In June 2022, the firm 
announced a suspension of withdrawals, citing “unusual liquidity pressures” 
amid a broader downturn in the crypto market.32 This decision reflected the 
strain many crypto lenders were experiencing due to the volatile nature of
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cryptocurrency markets and the knock-on effects of broader economic chal-
lenges considering the issuance of a crypto-backed stablecoin in conjunction 
with a decentralized finance platform as a strategy to repay creditors after 
experiencing significant losses.33 

This move comes after Babel Finance faced liquidity issues, leading to the 
suspension of withdrawals and the loss of $280 million through customer 
fund trading activities.34 The proposed stablecoin, part of a broader effort to 
address the company’s financial challenges, aims to generate revenue to cover 
the $766 million owed to creditors.35 Babel Finance’s plan to introduce a 
stablecoin as a repayment method underscores the ongoing attempts within 
the crypto industry to find innovative solutions to financial distress, while 
also highlighting the risks and complexities of operating within this rapidly 
evolving sector. 

Zipmex (July 2022) 

In 2022, Zipmex, a cryptocurrency exchange focused on Southeast Asia, filed 
for bankruptcy protection in Singapore amidst a significant downturn in the 
crypto market.36 This move came as a response to the looming threat of legal 
actions from creditors. Zipmex’s decision to seek bankruptcy protection high-
lighted the broader impact of the bear market on crypto firms and followed 
the pause of customer withdrawals, signaling severe liquidity issues within the 
exchange. 
The situation was further complicated by the exchange’s exposure to the 

collapse of Hong Kong-based crypto lender Babel Finance, to which Zipmex 
had reportedly lent as much as $100 million.37 This financial entanglement 
with a failing entity underscored the interconnected risks prevalent in the 
crypto industry. The bankruptcy filing by Zipmex in Singapore was a notable 
event, reflecting the challenges faced by cryptocurrency exchanges during 
market downturns and the cascading effects of financial distress within the 
sector. 

Voyager Digital (July 2022) 

Voyager Digital was a cryptocurrency brokerage company. The firm promised 
users the ability to earn interest on their cryptocurrency deposits. This 
approach, however, exposed Voyager to significant risks, particularly as it 
extended credit lines to large institutional borrowers like Three Arrows 
Capital. The downfall of these borrowers amidst a wider crypto market slump
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left Voyager in a precarious financial state, culminating in a Chapter 11 
bankruptcy filing.38 This move was designed as a strategic restructuring effort 
to salvage the company from its debts and operational challenges. 
The FTC’s subsequent legal action against Voyager Digital and its former 

executive underscores the regulatory scrutiny facing the crypto industry.39 

The agency’s charges, focused on misleading claims regarding FDIC insur-
ance, highlight the tension between crypto’s innovative zeal and the need 
for consumer protection. The FTC’s settlement with Voyager, while not 
including the former CEO, Stephen Ehrlich, who faces ongoing litigation, 
marks a significant moment of accountability. It serves as a cautionary tale 
for the crypto industry, emphasizing the importance of truthful advertising 
and the protection of consumer assets. 
The National Basketball Association (NBA) found itself entangled in 

legal challenges due to its promotional partnership with Voyager. A class-
action lawsuit accused the NBA of gross negligence, alleging that the league’s 
endorsement led fans to invest in a platform that would eventually suffer 
losses exceeding $4.2 billion.40 

Core Scientific (December 2022) 

Core Scientific is a blockchain infrastructure and software solutions provider 
specializing in high-performance computing and large-scale cryptocurrency 
mining operations.41 In late December 2022 Core Scientific, grappling with 
financial distress exacerbated by plummeting Bitcoin prices and soaring 
energy costs, filed for Chapter 11 bankruptcy.42 This event was not a reflec-
tion of the broader market conditions affecting the crypto mining industry 
at the time. 
The filing for bankruptcy was a strategic move, aiming not for liquidation 

but for restructuring. Core Scientific’s goal was to recalibrate its operational 
framework. In January 2024 when the company received court approval for 
its restructuring plan.43 Central to Core Scientific’s restructuring plan was an 
equity stake agreement with Bitmain and Anchorage.44 

Building upon the crypto bankruptcies we have discussed, several large 
cryptocurrency projects experienced significant turmoil in a relatively short 
period in 2022. While largely spurred on by the failure of FTX, which turned 
out to be a fraud, and the cascading effects that followed, prior to FTX, the 
impetus for much of the turmoil that followed can be traced back to Terra 
(LUNA).


