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Dedication by Griffin Weaver

As | present this book on cybersecurity and governance, coauthored with
immense dedication and passion, my thoughts turn not only to the profound
complexities of our digital world but also to the incredible journey that has led
me here. As a legal expert deeply entrenched in the nuances of cybersecu-
rity, I've embarked on this endeavor with a singular purpose: to bridge the gap
between theoretical knowledge and practical application in a field that is as
challenging as it is essential.

To my wife, Whitney, and our three children, Harper, Gideon, and Flynn, my
journey in this field is a testament to the balance between pursuing profes-
sional passions and cherishing the invaluable support of family. It is with this
balanced perspective that I've approached the writing of this book, aiming to
infuse it not just with legal and technical insights but also with the underlying
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Cybersecurity and the law are not just areas of professional interest to me;
they are vital pillars upon which our digital society rests. In writing this book, my
hope is to illuminate these complex subjects for a diverse audience, from stu-
dents who are just beginning their academic pursuits to seasoned practitioners
looking to deepen their understanding and enhance their skills.

The landscape of cybersecurity is ever-evolving, and with it, the legal
frameworks that govern our digital interactions. It is my earnest desire that
this book serves as a beacon, guiding readers through the intricacies of cyber-
security and governance with clarity, depth, and relevance. May it inspire you
to explore further, question deeper, and contribute to the shaping of a secure,
ethical digital future.
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Purpose of the Book

The first step in any journey of understanding is to clarify the why. This book
was born out of a need for comprehensive yet practical insights into cybersecu-
rity governance, risk management, and compliance. Navigating these complex
domains can be a daunting task without a reliable roadmap. This book aims
to guide, elucidating the pathways through the labyrinth of cyber threats and
security measures, organizational policies, and regulatory requirements.

This book aims to bridge the knowledge gaps in the dynamic cybersecurity
field. While many resources tackle the subject, they often focus on a narrow
aspect, leaving you to stitch together various pieces of information. This guide
takes a different approach to provide a holistic understanding of cybersecurity
from a governance, risk, and compliance perspective.

A critical aspect of cybersecurity is compliance. Compliance is not just about
checking off boxes on a list. Instead, it is about integrating practices safe-
guarding an organization’s data and digital assets. This book strives to provide
insights that can elevate an organization’s compliance activities from mere tasks
to strategic initiatives, thus enhancing the resilience of the enterprise against
cyber threats.

Professional development is a continual process. The pace of technological
change necessitates that professionals in the field of cybersecurity continually
upgrade their skills and understanding. This book is designed to be a valuable
tool in that process, providing in-depth insights and practical approaches that
can be applied in various professional settings.

The regulatory landscape related to cybersecurity is multifaceted and
ever-evolving. Without a clear understanding of these complexities, an organiza-
tion can easily find itself noncompliant and vulnerable. This book aims to aid you
in navigating this challenging environment, providing you with the knowledge
needed to build a cybersecurity program that aligns with regulatory requirements.

While this book strongly focuses on financial compliance, the insights and
guidance can be applied to all industries. Cyber threats and the need for effec-
tive cybersecurity measures are universal issues impacting businesses of all
sizes and sectors. Therefore, this guide can be beneficial for a diverse range of
professionals.

Finally, this book is not just about learning but also about sharing experi-
ences. You contribute to the book’s purpose by exploring the content and apply-
ing the insights in your professional environment. By adding your expertise to
the collective wisdom, you can help others navigate their cybersecurity journey.
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Target Audience

The subject of cybersecurity touches a wide range of professionals. One of the
key strengths of this book is its cross-industry applicability, which means it
can benefit a diverse audience. This guide targets cybersecurity professionals,
from those beginning their careers to seasoned experts. It provides founda-
tional knowledge and in-depth insights into cybersecurity governance, risk, and
compliance.

Compliance officers are another primary audience for this book. These pro-
fessionals ensure that their organizations adhere to the necessary regulations
and standards. Compliance officers can more effectively align their practices
with the organization’s cyber risk management efforts with a clear understand-
ing of cybersecurity principles.

IT professionals can gain substantial value from this guide, whether directly
involved in cybersecurity or not. Cybersecurity is not a stand-alone function; it
is deeply interwoven with other IT practices. Therefore, understanding cyberse-
curity principles can aid IT professionals in designing, implementing, and main-
taining systems and networks that are resilient against cyber threats.

For business executives, understanding cybersecurity is about much more
than technology; it is about ensuring business continuity and preserving stake-
holder trust. This book aims to give executives the knowledge they need to
make informed decisions related to cybersecurity and drive cyber risk govern-
ance in their organizations.

The book is equally valuable for boards of directors. Boards are responsi-
ble for overseeing risk, including cyber risk. With the knowledge in this guide,
board members can play a more active role in directing their organization’s
cybersecurity strategy and ensuring compliance with relevant regulations.

Legal professionals can also find value in this book. As laws and regula-
tions related to cybersecurity continue to evolve, legal professionals must stay
informed. This guide can help them understand cybersecurity’s technological
and compliance aspects, enabling them to provide more practical advice and
support to their clients or organizations.

Regulators are the final primary audience for this book. Effective regula-
tion requires a deep understanding of the subject being regulated. This guide
can support regulators in developing and implementing effective cybersecu-
rity regulations by providing comprehensive insights into cybersecurity from a
governance, risk, and compliance perspective.
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Structure of the Book

As authors, we have crafted this book to offer a well-rounded and engaging
journey through cybersecurity governance, risk, and compliance. The book
is thoughtfully divided into specific sections, each concentrating on a unique
aspect of the subject. These sections are filled with in-depth discussions, prac-
tical tips, and real-world examples that help bring the subject to life.

Our book is not just for sequential reading from cover to cover. We have
designed it so you can read specific sections depending on your immediate
needs or interests. Each chapter is independent, providing a focused explora-
tion of a distinct cybersecurity dimension. This means you can always revisit
or explore new sections at your own pace and according to your requirements.

Throughout the book, we have highlighted key themes such as the crucial
role of cybersecurity in an organization’s strategy, the use of risk management
in cyber defense, and the importance of compliance in safeguarding against
cyber threats. We believe that understanding these themes is fundamental to
grasping the complex world of modern cybersecurity.

We've also included over 70 Key Risk Indicators (KRIs) and Key Performance
Indicators (KPIs) and references to relevant regulations, standards, and online
resources. These additions are intended to aid you in measuring your cyberse-
curity efforts and to provide extra material for your learning.

We want you to understand and act on what you learn. So, after each section,
we offer a few actionable recommendations. With over 1300 suggestions in
the book, we are equipping you with the tools to translate the knowledge into
practical steps.

One of our favorite features of the book is the real-life case studies and
examples. They illustrate the concepts we are discussing and help you envision
how they can be applied in real-world situations.

Finally, we have mapped the Federal Financial Institutions Examination
Council (FFIEC) Information Security Handbook to the National Institute of Stand-
ards and Technology Cybersecurity Framework (NIST CSF). This will serve as a
guide, helping you navigate these critical regulatory and guidance documents.
It will enable you to understand their connections and overlaps for an efficient
approach to compliance, thus bolstering your cybersecurity stance.
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Foreword by Wil Bennett

Over the past 30 years in cybersecurity, I've witnessed its transformation from
a simple defense mechanism to an intricate architecture interwoven with gov-
ernance, risk, compliance, leadership, technology, and business strategies. This
evolution was unimaginable three decades ago.

Having worked extensively in crafting and steering cybersecurity strate-
gies, I've been fortunate to observe the expertise and dedication of Jason and
Griffin closely. Their combined strengths in cybersecurity strategy, regulatory
remediation, and legal aspects have proved crucial in meeting contemporary
cybersecurity challenges.

The Cybersecurity Guide to Governance, Risk, and Compliance represents
the wealth of knowledge and practical insights that Jason and Griffin possess.
Having collaborated with Jason at USAA, | can attest to his unwavering com-
mitment and strategic expertise in cybersecurity, especially in regulatory reme-
diation. Similarly, Griffin’s expertise in legal aspects has significantly shaped
our understanding of cybersecurity laws and regulations.

This book delves deeply into the multifaceted realm of cybersecurity in
today’s age. Designed for professionals across the board, from seasoned
cybersecurity veterans to business leaders, auditors, and regulators, this guide
integrates the latest technological insights with governance, risk, and compli-
ance (GRC). Every chapter brims with actionable recommendations from the
authors’ vast experience and forward-thinking vision.

Readers will find a comprehensive range of topics, from key performance
indicators and cutting-edge technological advancements to risk management
strategies and regulatory insights. This book stands not just as a testament to
the knowledge of Dr. Jason Edwards and Griffin Weaver but also as a beacon
guiding those eager to navigate current and future cybersecurity challenges.

In sum, this book is more than a text — it's an enlightening compass for
traversing the dynamic terrain of cybersecurity governance, risk management,
and compliance. | wholeheartedly endorse this guide as a pivotal resource for
anyone striving for cybersecurity excellence and resilience.

—Wil Bennett

Vice President,

Chief Information Security Officer
CISSP
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Foreword by Gary McAlum

In an era of constant digital evolution and deepening ties between governance,
risk, compliance, and cybersecurity, The Cybersecurity Guide to Governance,
Risk, and Compliance emerges as a pivotal resource. This guide combines prac-
tical insights with actionable strategies, providing a detailed road map through
the complexities of modern cybersecurity.

During my tenure as Chief Security Officer at USAA, | had the privilege of
working with Griffin Weaver and Dr. Jason Edwards. Griffin's expertise as a
cyber attorney enhanced our cybersecurity strategies, ensuring their robust-
ness and alignment with regulatory requirements. Dr. Jason Edwards’ strategic
approach and practical experiences significantly contributed to our efforts, and
their insights are evident in this book.

Jason and Griffin have crafted a versatile guide suitable for beginners, edu-
cators, cybersecurity professionals, and executive leaders. With over 1300
actionable recommendations, KPIs, and KRls, it offers a comprehensive route
to a more secure cyber environment. From my role as Chief Information Secu-
rity Officer, | appreciate the guide’s exploration of cutting-edge topics like Al,
cloud, and quantum computing, providing insights into their potential impacts
on security and compliance.

This guide’s coverage of governance, leadership, legal frameworks, and
regulatory nuances ensures organizations can establish resilient cybersecurity
postures. Each chapter delivers actionable knowledge, making the guide thor-
ough and practical.

In summary, this book is a testament to the authors’ expertise and commit-
ment to advancing cybersecurity knowledge. It's a valuable resource for any-
one in the field of cybersecurity, governance, risk, and compliance.

—Gary McAlum

Senior Vice President,

Chief Information Security Officer
CISSP
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