




Advances in Fuzzy-Based  
Internet of Medical 

Things (IoMT) 



Scrivener Publishing
100 Cummings Center, Suite 541J

Beverly, MA 01915-6106        

Publishers at Scrivener
Martin Scrivener (martin@scrivenerpublishing.com) 

Phillip Carmical (pcarmical@scrivenerpublishing.com)



Scrivener Publishing
100 Cummings Center, Suite 541J

Beverly, MA 01915-6106        

Publishers at Scrivener
Martin Scrivener (martin@scrivenerpublishing.com) 

Phillip Carmical (pcarmical@scrivenerpublishing.com) Advances in Fuzzy-Based 
Internet of Medical 

Things (IoMT) 

Edited by
Satya Prakash Yadav

Department of Computer Science and Engineering, GL Bajaj Institute of 
Technology of Management, Greater Noida, U.P., India

Sudesh Yadav
Dept. of Higher Education, Govt. PG College, Ateli, Mahendergarh, Haryana, India

Pethuru Raj Chelliah
Edge AI Division, Reliance Jio Platforms Ltd., Bangalore, India 

and  

Victor Hugo C. de Albuquerque
Department of Teleinformatics Engineering (DETI), Federal University of Ceará, 

Brazil



This edition first published 2024 by John Wiley & Sons, Inc., 111 River Street, Hoboken, NJ 07030, USA 
and Scrivener Publishing LLC, 100 Cummings Center, Suite 541J, Beverly, MA 01915, USA
© 2024 Scrivener Publishing LLC
For more information about Scrivener publications please visit www.scrivenerpublishing.com.

All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, or 
transmitted, in any form or by any means, electronic, mechanical, photocopying, recording, or other-
wise, except as permitted by law. Advice on how to obtain permission to reuse material from this title 
is available at http://www.wiley.com/go/permissions.

Wiley Global Headquarters
111 River Street, Hoboken, NJ 07030, USA

For details of our global editorial offices, customer services, and more information about Wiley prod-
ucts visit us at www.wiley.com.

Limit of Liability/Disclaimer of Warranty
While the publisher and authors have used their best efforts in preparing this work, they make no rep-
resentations or warranties with respect to the accuracy or completeness of the contents of this work and 
specifically disclaim all warranties, including without limitation any implied warranties of merchant- 
ability or fitness for a particular purpose. No warranty may be created or extended by sales representa-
tives, written sales materials, or promotional statements for this work. The fact that an organization, 
website, or product is referred to in this work as a citation and/or potential source of further informa-
tion does not mean that the publisher and authors endorse the information or services the organiza-
tion, website, or product may provide or recommendations it may make. This work is sold with the 
understanding that the publisher is not engaged in rendering professional services. The advice and 
strategies contained herein may not be suitable for your situation. You should consult with a specialist 
where appropriate. Neither the publisher nor authors shall be liable for any loss of profit or any other 
commercial damages, including but not limited to special, incidental, consequential, or other damages. 
Further, readers should be aware that websites listed in this work may have changed or disappeared 
between when this work was written and when it is read.

Library of Congress Cataloging-in-Publication Data

ISBN 978-1-394-24222-1

Cover image: Pixabay.Com
Cover design by Russell Richardson

Set in size of 11pt and Minion Pro by Manila Typesetting Company, Makati, Philippines

Printed in the USA

10 9  8  7  6  5  4  3  2  1



v

Contents

Preface xv

1 IoMT—Applications, Benefits, and Future Challenges  
in the Healthcare Domain 1
E. M. N. Sharmila, K. Rama Krishna, G. N. R. Prasad,  
Byram Anand, Chetna Vaid Kwatra and Dhiraj Kapila
1.1 Introduction 2
1.2 Literature Review 6
1.3 Healthcare System and IoT Overview 8
1.4 IoT-Based Healthcare System 10
1.5 Smart Healthcare System—Benefits 11
1.6 Smart Healthcare System—Applications 12
1.7 IoT Applications 13
1.8 Different Layers in the IoMT 14
1.9 Data Collection Using the IoMT 16
1.10 IoT Future Benefits 18
1.11 IoT Healthcare for the Future 19
1.12 Conclusion 20
 References 21

2 Fuzzy-Based IoMT System Design Challenges 25
Ramakrishna Kolikipogu, Shivaputra  
and Makarand Upadhyaya
2.1 Introduction 26

2.1.1 Multiple Criteria Analysis 26
2.1.2 AHP Methods 27
2.1.3 Topics 28

2.2 TOPSIS Method 28
2.2.1 Medical IoT Challenge 29
2.2.2 Fuzzy Analytic Hierarchy Process 30
2.2.3 Calculating of Local and Global Weights 30



vi Contents

2.2.4 Fuzzy TOPSIS Technique 31
2.3 Results and Discussion 31
2.4 Conclusion 34
 References 35

3 Development and Implementation of a Fuzzy Logic-Based 
Framework for the Internet of Medical Things (IoMT) 39
Santosh Reddy P., Mamatha A., Akshatha Kamath,  
Sreelatha P. K., Santosh Y. N. and Pallavi C. V.
3.1 Introduction 40
3.2 Literature Review 44
3.3 The Integration of a Fuzzy Logic System 46
3.4 Fuzzy Latent Semantic Analysis 49
3.5 Fuzzy in Healthcare 51
3.6 Conclusion 56
 References 56

4 Detecting Healthcare Issues Using a Neuro-Fuzzy Classifier 59
D. Saravanan, R. Parthiban, G. Arunkumar,  
D. Suganthi, Revathi R. and U. Palani
4.1 Introduction 60

4.1.1 Processing of the Medical Image 61
4.1.2 Proposed Systems 62
4.1.3 Histogram-Based Method 62
4.1.4 Stages of Image Enhancement 62
4.1.5 Soft Computer Techniques 63

4.2 Clustering 64
4.2.1 K-Means Clustering 64
4.2.2 C-Means Clustering 66

4.3 Fuzzy Clustering 67
4.3.1 C-Means Fuzzy Clustering 68
4.3.2 Neuro-Fuzzy Model 69

4.4 Fuzzy Based on Image Fusion 69
4.5 Neuro Techniques 70
4.6 Results of Fuzzy Logic 71
4.7 Conclusion 71
 Bibliography 72



Contents vii

5 Development of the Fuzzy Logic System for Monitoring  
of Patient Health 75
Norma Ramírez-Asís, Ursula Lezameta-Blas,  
Anil Kumar Bisht, G. Arunkumar, Jose Rodriguez-Kong  
and D. Saravanan
5.1 Introduction 76
5.2 Literature Review 77
5.3 Fuzzy Logic System in Healthcare 80
5.4 Proposed Design 82
5.5 Overall System Architecture 86
5.6 Modified Early Warning Score 88
5.7 Conclusion 90
 References 90

6 Management of Trust Between Patient and IoT  
Using Fuzzy Logic Theory 93
L. Rajeshkumar, J. Rachel Priya, Konatham Sumalatha,  
G. Arunkumar, D. Suganthi and D. Saravanan
6.1 Introduction 94
6.2 Scalable Trust Management 95

6.2.1 Experience € 96
6.2.2 Recommendation (R) 97
6.2.3 Device Classification (D) 97

6.3 IoT Integration 99
6.3.1 IoT Device Authentication 100
6.3.2 Confidentiality and Non-Repudiation 100
6.3.3 Trust Management and Data Leakage 100

6.4 Approaches to Blockchain Solutions for IoT Applications 100
6.5 Implementation and Result 101

6.5.1 Experimental Setup 101
6.5.2 Implementing Smart Contracts for IoT Solutions 102
6.5.3 Experimental Purposes for SCHIS (Smart Contract-

Based Health Insurance System) 102
6.6 Conclusion 103
 References 104



viii Contents

7 Improving the Efficiency of IoMT Using Fuzzy Logic Methods 107
K. Kiran Kumar, S. Sivakumar, Pramoda Patro  
and RenuVij
7.1 Introduction 108
7.2 Related to Work 110

7.2.1 Fuzzy Interface System for DSM 110
7.3 Problem Formulation 111
7.4 System Model Implementation 112
7.5 Performance Evaluation 112
7.6 Results 113

7.6.1 Result of FIS with Proposed FLC in Cold Cities 114
7.6.2 FLC Proposed Cost in Cold Cities 115
7.6.3 Proposed FIS Using PAR 116
7.6.4 Maintaining the Proposed FIS 116

7.7 Discussion 117
7.8 Conclusion 118
 Bibliography 118

8 An Intelligent IoT-Based Healthcare System Using  
Fuzzy Neural Networks 121
Chamandeep Kaur, Mohammed Saleh Al Ansari,  
Vijay Kumar Dwivedi and D. Suganthi
8.1 Introduction 122

8.1.1 Work with HEMS 123
8.1.2 Based for Algorithms in DSM 123
8.1.3 Fuzzy Inference System for DSM 124

8.2 Problem Formulation 125
8.2.1 Controller for FIS Logic 125
8.2.2 The Proposed Model 126
8.2.3 Model of Residential Heating System 127

8.3 House Heating System 128
8.4 Simulation Results of FIS 129
8.5 Conclusions 130
 References 131

9 An Enhanced Fuzzy Deep Learning (IFDL) Model  
for Pap-Smear Cell Image Classification 135
Rakesh S., Smrita Barua, D. Anitha Kumari  
and Naresh E.
9.1 Introduction 136
9.2 Work Related 137
9.3 Methods and Materials 139



Contents ix

9.3.1 Deep Neural Network Model 139
9.3.2 Dataset Preprocessing 142
9.3.3 Parameters of the Model 142

9.4 Results 143
9.5 Conclusion 146
 References 146

10 Classification and Diagnosis of Heart Diseases Using Fuzzy  
Logic Based on IoT 149
Srinivas Kolli, Pramoda Patro, Rupak Sharma  
and Amit Sharma
10.1 Introduction 150
10.2 Related Works of IoMT 151
10.3 Hybrid Model for Hortonworks Data Platform (HDP) 153
10.4 Ant Lion Optimization and Hybrid Linear Discriminant 155

10.4.1 ALO 155
10.4.2 Linear Discriminant Analysis 156

10.5 Result 157
10.5.1 Dataset Description 157
10.5.2 Performance Metrics 157

10.6 Conclusions 160
 References 160

11 Implementation of a Neuro-Fuzzy-Based Classifier for the 
Detection of Types 1 and 2 Diabetes 163
Chamandeep Kaur, Mohammed Saleh Al Ansari,  
Vijay Kumar Dwivedi and D. Suganthi
11.1 Introduction 164
11.2 Methodology 166
11.3 Proposed Approach 167

11.3.1 Feature Selection 167
11.3.2 Neuro-Fuzzy Temporal Classification 171

11.4 Result with Discussion 172
11.5 Conclusion and Future Scope 176
 Bibliography 176

12 IoMT Type-2 Fuzzy Logic Implementation 179
Sasanko Sekhar Gantayat, K. M. Pimple  
and Pokkuluri Kiran Sree
12.1 Introduction 180

12.1.1 Motivational 180
12.1.2 Contribution and Organization 180



x Contents

12.2 Related Work 181
12.2.1 Sensor Monitoring System 181
12.2.2 Environmental Monitoring System 181
12.2.3 FIS Monitoring System 182
12.2.4 Data Fusion and Detection of Outliers 182
12.2.5 Prediction Techniques 182
12.2.6 Consensus Methods and Metrics 183

12.3 Rationale 183
12.3.1 Description Scenario 183
12.3.2 Fuzzy Set of Type 2 184
12.3.3 Driven Uncertainly Mechanism 184
12.3.4 Fusion Data of Multi-Sensor 185
12.3.5 Detection of an Outlier 186
12.3.6 Sensor Confidence 186
12.3.7 FIS Process of Type 2 187

12.4 Performance Evolution 188
12.4.1 Comparison with a Type 1 in FIS 189
12.4.2 Comparison with Other Models 190
12.4.3 Discussion on Sensor Coverage Impact 191

12.5 Conclusions 192
 References 192

13 Feature Extraction and Diagnosis of Heart Diseases  
Using Fuzzy-Based IoMT 195
Tribhangin Dichpally, Yatish Wutla, Vallabhaneni Uday  
and Rohith Sai Midigudla
13.1 Introduction 196
13.2 Literature Survey 196
13.3 Prediction of Heart Disease by IoMT 198

13.3.1 Configuration of the System 199
13.3.2 IoT 199
13.3.3 Deep Framework 200

13.4 Feature Extraction from Signals 200
13.4.1 Overall Current Distortion of Signal 200
13.4.2 The Entropy Function 201
13.4.3 Mean of Minimum and Maximum 201

13.5 Optimized Cascaded CNN 201
13.5.1 GSO 203

13.6 Results and Discussion 204
13.6.1 Analysis Based on Heuristic Techniques 205
13.6.2 Comparative Analysis 206



Contents xi

13.6.3 K-Fold Validation 207
13.7 Conclusion 207
 References 207

14 An Intelligent Heartbeat Management System Utilizing  
Fuzzy Logic 211
K. Suresh Kumar, R. Sudha, T. Suguna  
and M. K. Dharani
14.1 Introduction 212
14.2 Literature Survey 213
14.3 Implementation of the System Design 214

14.3.1 Architecture System 214
14.3.2 Design System 215
14.3.3 ThingSpeak 216

14.4 Analysis and Result 217
14.4.1 Measurements of Heartbeat Rate 217
14.4.2 Temperature Measurements 218
14.4.3 Air Measurements 218
14.4.4 Cloud from Data 220

14.5 Conclusion 221
 References 221

15 Functional Fuzzy Logic and Algorithm for Medical Data 
Management Mechanism Monitoring 225
U. Moulali, Bhargavi Peddi Reddy, Srikanth Bhyrapuneni, 
Shruthi S.K., Shaik Khaleel Ahamed and Harikrishna Bommala
15.1 Introduction 226
15.2 Fuzzy Logic System Integration 228
15.3 FLSA 230
15.4 FIS in Data Healthcare 233
15.5 Conclusion 235
 Bibliography 236

16 Using IoT to Evaluate the Effectiveness  
of Online Interactive Tools in Healthcare 239
K. Suresh Kumar, Chinmaya Kumar Nayak,  
Chamandeep Kaur and Ahmed Hesham Sedky
16.1 Introduction 240
16.2 Healthcare and Applications of the IoT 242

16.2.1 Healthcare Monitoring Systems 242
16.2.2 Benefits of Using IoMT Healthcare 243



xii Contents

16.3 Review of Related Studies 243
16.4 IoWT 245

16.4.1 IoT Healthcare System 246
16.4.2 Classification of Health Sensors 247

16.5 IoT Challenges of Healthcare 248
16.5.1 Security and Privacy 248
16.5.2 Based on Energy 250
16.5.3 Based on Integration 250

16.6 Results and Recommendations 250
16.7 Conclusion 251
 Bibliography 252

17 Integration of Edge Computing and Fuzzy Logic to  
Monitor Novel Coronavirus 255
K. Rama Krishna, R. Sudha, G. N. R. Prasad 
and Jithender Reddy Machana
17.1 Introduction 256
17.2 Literature Review 257
17.3 COVID Detection 259

17.3.1 Function and Workflow of FLCD 259
17.3.2 Data Collection Layer 260
17.3.3 Cloud Layer 261

17.4 Setup of FLCD 261
17.4.1 Data Refinement Phase 262
17.4.2 Fuzzification 263
17.4.3 Defuzzification 263

17.5 Result 264
17.5.1 Confusion Matrix 265

17.6 Conclusion 266
 References 267

18 Implementation of IoT in Healthcare Barriers and Future 
Challenges 271
Aravindan Srinivasan, Veeresh Rampur,  
Munagala Madhu Sudhan Rao and Ravinjit Singh
18.1 Introduction 272
18.2 The IoT in Healthcare 274
18.3 IoT Smart Features 275
18.4 The IoT Process in the Health Process 278



Contents xiii

18.5 Applications 279
18.6 IoT Barriers and Future Challenges 280
18.7 Discussion 281
18.8 Conclusion 282
 References 283

Index 287





xv

Preface

This book explores the latest trends and transitions concerning the 
Internet of Medical Things (IoMT). The emerging notion is that IoMT will 
play an important role in shaping the future of healthcare. Many medical 
instruments, equipment, scanners, robots, appliances, cameras, handhelds, 
wearables, and other devices are becoming integrated with cloud-hosted 
software applications, analytics platforms, digital twins, databases, AI 
models, etc. This integration adds the required intelligence necessary to 
exhibit intelligent behavior. 

Decision-making in the medical profession is imprecise and fuzzy logic 
handles the partial truth concept well. Fuzzy logic is advantageous in situ-
ations in which the truth-value ranges between completely false and com-
pletely true. The combination of the established fuzzy logic concepts with 
the IoMT systems is a game-changer. 

The fuzzy logic theory is an important tool that deals with imprecise 
linguistic concepts, addresses the loss of precision in the decision-making 
power of a physician, and ultimately will improve medical science in the 
ensuing digital era. 

Here the main goal is to strengthen medical professionals, caregivers, 
and surgeons by providing methods for achieving fuzzy logic-based health 
diagnosis and medication. The health condition and various physical 
parameters of humans, such as heartbeat rate, sugar level, blood pressure, 
temperature, and oxygen quality, are captured through a host of multi-
faceted sensors. Additionally, remote health monitoring, medication, and 
management are being facilitated through a host of ingestible sensors, 5G 
communication, networked embedded systems, AI models running on 
cloud servers and edge devices, etc. Furthermore, chronic disease man-
agement is another vital domain getting increased attention. The distinct 
advancements in the fuzzy logic field are useful in various advanced med-
ical care functionalities and facilities.

The first chapter focuses on the IoMT paradigm, its healthcare appli-
cations, the challenges, how to surmount them, and the distinct benefits. 



xvi Preface

Chapter 2 illustrates various technical challenges in fuzzy-based IoMT 
system design and development. Chapter 3 conveys the design and imple-
mentation of a novel fuzzy logic-based IoMT framework. 

Chapter 4 focuses exclusively on the different aspects of fuzzy logic- 
based medical image processing. It also deals with how fuzzy logic aids in 
efficient image processing. Chapter 5 explores the development of a fuzzy 
logic system for monitoring patients’ health conditions and the articu-
lation of solution approaches. Chapter 6 underscores the importance of 
establishing complete trust between patients and IoT systems using fuzzy 
logic theory. 

Chapter 7 concentrates on articulating and accentuating the proven and 
potential methods for significantly improving the efficiency of IoMT using 
fuzzy logic techniques. Chapter 8 is predominantly about fuzzy interfer-
ence system (FIS) for IoMT. Chapter 9 is a use-case chapter that primarily 
focuses on leveraging a fuzzy deep learning method to analyze Pap smear 
images to identify cervical cancer. 

Chapter 10 deals with the classification and diagnosis of heart diseases 
using fuzzy logic-powered IoMT. Chapter 11 describes an implementa-
tion of a neuro-fuzzy-based classifier to find Type-1 and Type-2 diabe-
tes. Chapter 12 discusses an efficient implementation of Type-2 fuzzy 
logic mechanisms in IoMT. Chapter 13 explains the ways and means of 
doing feature extraction and diagnosis of heart diseases using fuzzy logic- 
inspired IoMT.

Chapter 14 is dedicated to demystifying the unique capabilities of an 
intelligent heartbeat management system using fuzzy logic methods. 
Chapter 15 expounds on a fuzzy logic algorithm for effective monitoring 
of medical data management systems. Chapter 16 concerns the imple-
mentation of IoT’s function in healthcare monitoring systems. The impor-
tance and value of IoT healthcare systems are discussed, along with the 
advantages of using such a system. Chapter 17 addresses the integration of 
edge computing and fuzzy logic to monitor novel coronavirus. Chapter 18 
illustrates the aspect of IoT implementation in healthcare barriers and its 
future challenges.

We wish to express our gratitude to everyone involved in this project for 
their efforts, as well as Wiley and Scrivener Publishing for their coopera-
tion and assistance in the timely publication of this book.

Editors:  Satya Prakash Yadav, Sudesh Yadav, Pethuru Raj Chelliah 
and Victor Hugo C. de Albuquerque

January 2024
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Abstract
In the healthcare sector, the Internet of Medical Things (IoMT) is significantly 
enhancing the accuracy, reliability, and efficiency of electronic devices. Interactions 
between machines and people or a combination of the two are made possible via 
the Internet of Things (IoT). The most recent advancements in the Internet of 
Things technology have helped human daily activities, including rapid service 
delivery and real-time information access. Our area of interest is the research 
benefits of the IoT in the healthcare sector though. By enabling the quick and 
efficient capture of diagnostic information and patient care, this technology has 
improved healthcare management and delivery, particularly inside medical facili-
ties. The existing literature consists primarily of different investigations. The study 
focuses mostly on the evolution of the Internet of Things architecture, its accom-
panying challenges, and its benefits for the general public, with little to no atten-
tion paid to the IoT’s potential applications in the healthcare industry. This study 
investigates the effects of utilizing the IoT to close the healthcare management gap. 

*Corresponding author: emnsharmila@gmail.com

mailto:emnsharmila@gmail.com
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The study offers a thorough examination of how the IoT might be used to improve 
hospital management systems’ operating capabilities. This study investigates pro-
spective new innovations that might aid in development. Systems for managing 
hospitals are controlled by the IoT technology. Medical practitioners are able to 
treat patients anywhere and at any time. Patients, especially the elderly, are fre-
quently offered medical care and monitoring. The goal of wearable sensor tech-
nology is to improve people’s welfare in their homes. Multiple obstacles, such as 
the production of unnecessary and useless data, worries about the security and 
privacy of patient information, and the high cost of IoT adoption make it difficult 
to integrate IoT applications into the field of healthcare. Future research initiatives 
on the application of the IoT technology in the healthcare industry also include 
the prediction of stroke and epileptic convulsions as well as the use of prosthetic 
sensors to gather important information to speed up patient treatment.

Keywords: IoMT, IoT, healthcare, management

1.1 Introduction

Scholars from all over the world have been investigating new methods to 
use technology to augment conventional healthcare services by utilizing 
the Internet of Medical Things (IoMT) [1]. This study demonstrates how 
the use of multi-homing dense networks enhances a hitherto unexplored 
component of the IoMT deployment, highlighting the significance of each 
contribution. The convergence process in the healthcare industry presents 
both new challenges and opportunities [2, 3]. The research aims to high-
light cutting-edge research projects that advance the field. A major global 
challenge for civilization is preserving people’s health. The healthcare 
industry has drawn a lot of scholarly attention in the last 10 years [4]. The 
current study examines the current applications of the Internet of Things 
(IoT) in healthcare and the possible benefits it might bring to the industry.

Figure 1.1 describes the IoMT’s journey to improve the effectiveness 
and efficiency of healthcare applications. Researchers are also inter-
ested in spotting patterns in developing technologies [5]. An in-depth 
analysis of the multiple barriers preventing the widespread adoption of 
effective, reliable, and scalable IoT healthcare applications is provided in 
this study. New opportunities to raise the level of healthcare and, conse-
quently, human life expectancy are urgently needed. It is envisaged that 
a reinforcement algorithm be developed and joined to the IoT-enabled 
healthcare infrastructure to address the issues brought on by duplicated 
sensory data acquired by wearable sensor devices [6–8]. This is antici-
pated to take place soon.
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The Internet of Things refers to a collection of physical elements con-
nected to one another via the Internet to facilitate the storage of shared and 
aggregated information [9]. These elements include sensor information, 
data processing, intelligence services, software, and intelligent applica-
tions. Potentially, medical institutions and potential patients may com-
municate via the Internet, opening up access to high-quality healthcare 
services at any time and from any location [10–13]. As a result, organi-
zations or groups of healthcare experts can create a system that is open 
and effective. Additionally, the adoption of IoT technologies can make it 
easier to develop a real-time healthcare delivery paradigm. Additionally, 
IoT-based healthcare methods have improved the provision of healthcare 
services from a traditional healthcare standpoint, providing a cutting-edge 
real-time healthcare system [14]. Thus, the incorporation of bIoTechnol-
ogy has aided in the modernization of traditional medicine and acted as 
a key catalyst for the creation of intelligent healthcare systems for hospital 
administration [15]. Because of its integration, Internet of Things technol-
ogies are establishing an innovative healthcare-based hospital manage-
ment method for providing healthcare services.

Technology makes it possible to create an intelligent hospital manage-
ment system with access to healthcare data that is frequently referred to 
as the IoMT [16, 17]. It entails employing wearable medical sensors and 
Internet-connected smart devices to monitor patient health, confirm med-
ication compliance, predict cardiac events, and obtain the most recent 
diagnostic information. The healthcare sector is currently being affected 
by a surge of new trends and technological developments that are quickly 
gaining traction on a worldwide level. The latest innovations in the develop-
ment of medical devices improve patient care. The immediate transmission 
of important data is made possible by emerging technical developments, 
which range from physical gadgets to intelligent systems. This makes it 
possible for specialists, medical professionals, and regular people to com-
municate and spot crucial situations that can jeopardize lives [18]. In order 
to meet patient needs, the paradigm of medical services being available 
always, everywhere, and spanning all facets of healthcare is changing. This 
change is causing the field to generate innovative innovations. At this time, 
smartphone framework developments have achieved a level of practicality 

Manual Record Computerized Biomedical Devices IOMT

Figure 1.1 Journey of the IoMT system.
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and utility that enables medical practitioners to offer consultations for 
medical support. A substantial problem is presented by the interconnect-
edness of IoT regions, which calls for the integration of frameworks related 
to enormous amounts of data, security, and privacy [19].

Additionally, it gives users the ability to upload, access, archive, and 
aggregate data, which results in the creation of enormous databases. 
Transfer, retrieval, storage, and accumulation of data by persons are made 
easier by information technology (IT). The current study also investigates 
continuous considerable data streams to derive insightful conclusions in big 
data implementations across certain domains [20, 21]. Internet of Things 
technology’s structures and automated systems, as well as healthcare sys-
tems that handle copious volumes of data to improve decision-making, are 
just a few examples of the potential digital solutions this study explores in 
the numerous facts of daily life. Technical developments have a substantial 
impact on the IoMT, and remote medical services are the main topic of 
this study.

The Internet of Medical Things makes it feasible for medical device per-
formance to be improved, response times to be accelerated, and healthcare 
to be more widely accessible. The IoMT can collect health information 
from patients who are over a long distance to wearable sensors and gadgets 
connected to Internet health monitoring platforms. The processing of the 
IoMT is made easier by Wi-Fi-enabled medical devices by connecting to 
one another and transferring M to M. A cloud server receives data from 
connected medical devices and stores and analyzes them [22]. The method 
of continuously monitoring someone’s health by tracking his or her activity 
levels and comparing them to expected future activity levels is known as 
“remote health monitoring” (RHM). Although RHM may ultimately lead 
to the provision of clinical services, there are other priorities. Physiological 
characteristics like heart rate may need to be monitored.

The idea of remote healthcare entails the methodical gathering and eval-
uation of health-related data to determine the efficacy of a certain program 
[23–25]. This strategy makes it easier to do fundamental analysis, which 
helps to get the desired results. Patients can conduct routine tests on their 
smartphones or wearable technology and submit the results to healthcare 
professionals in real time by integrating remote health monitoring with 
healthcare assistance. The use of remote health monitoring and healthcare 
services has enhanced doctors’ ability to supervise and control patients in 
unusual healthcare settings [26]. RHM uses sophisticated methods to col-
lect health information from people in a specific locality, like a patient’s 
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home, and transfer the information to medical professionals in another 
location to access the patient and give directions to the nurses.

The concept of the IoMT refers to the Internet-based integration 
of computer networks and medical devices, allowing the collection of 
real-time data and enhancing patient participation. The IoMT refers 
to the concept of connecting animate and inanimate objects through 
the Internet. The term “things oriented” refers to everyday items that 
are connected to intelligent systems using cutting-edge interfaces like 
Zigbee, LAN Bluetooth, Wi-Fi, radio frequency identification (RFID), or 
other working devices to enable communication in social and client con-
texts. This concept is encompassed by the IoMT [27]. The object-oriented 
methodology used in the IoMT module relates to a physiological gadget 
with cutting-edge technology that permits virtual communication via 
Internet-based technologies [28]. A patient’s physical measures concern-
ing any element of his or her health can be collected and transmitted by 
the IoMT at any time and place [29, 30]. This is accomplished by utilizing 
the best services offered by different pathways and networks, as shown 
in Figure 1.2. People with chronic illnesses can connect remotely to the 
Internet of Medical Things. This is accomplished by using the physi-
cal locations of patients and hospitals, as well as by tracking medicine 
requests and wearable medical technology [31, 32]. The present study’s 
noteworthy contributions are delineated as follows:

ANY ONE

AMAZON
SERVICES AND

DEVICESIOT

ANY WHERE
ANY PLACE

ANY CONTEXT
ANY TIME

ANY MEDICAL
NETWORK

ADMINISTRATION

Figure 1.2 Various environments in the IoT.
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• The significance and rationale behind the creation of the 
IoT-enabled smart healthcare were emphasized and delib-
erated upon [33].

• This study presents a comprehensive examination of the 
implementation of Internet of Things technologies in the 
healthcare sector, with a particular focus on their utilization 
in medical hospitals.

The identified challenges pertaining to security and privacy were thor-
oughly discussed, thereby laying the groundwork for potential research in 
future avenues in this domain [34].

A major goal is to give academic scholars a thorough assessment of the 
present state of IoT technologies in the field of healthcare-enabled hospital 
administration and key issues for future attention. The goal of the essay is 
to give a critical critique that helps to guide academic discussion on the 
topic.

1.2 Literature Review

For monitoring epileptic seizures, a dependable and low-power alert sys-
tem has been created. Conceptual learning and fuzzy categorization form 
the basis of this system, guaranteeing its efficacy and precision. In addition, 
a selective data transfer technique has been designed to pick the optimal 
data transmission mode according to the recognized patient’s individual 
needs.

A mobile app has been developed to facilitate the transfer of health 
information between individuals, their healthcare providers, and their 
insurance companies. To ensure a thorough data gathering, this software 
gathers information from various sources, including wearables, manual 
input, and medical equipment. Every medical file is kept safely on the 
cloud, where its authenticity and accuracy can be independently verified. 
In addition, the blockchain links these documents for even greater security 
and transparency.

An IoMT healthcare system architecture framework has been suggested 
for use in the medical profession. The patient’s health is tracked in real time 
through a network of sensors infused into the patient’s body. The system’s 
ability to recognize trends and insights on patients’ health and offer pos-
sible preventative measures directly results from its use of ensemble tree-
based learning algorithms. When a patient’s health state changes, medical 
staff receives real-time instructions and alerts to respond quickly to keep 
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the patient alive. Integrating an IoMT-based wearable body sensor net-
work has shown potential for improving patient health outcomes.

Various machine learning (ML) algorithms are applied to enhance the 
reliability of diagnostic tools in healthcare. The effectiveness of different 
courses of action is compared, ensuring informed decision-making in 
medical settings. Moreover, the report addresses open issues and explores 
possibilities arising from the convergence of the IoMT in the healthcare 
sector, paving the way for future advancements.

The emerging healthcare applications and specific technological require-
ments for delivering end-to-end solutions are thoroughly discussed. The 
focus is on both short- and long-range communication, and a comprehen-
sive analysis of present and future technologies and standards is presented. 
These discussions provide valuable insights into the potential of technolog-
ical advancements in healthcare.

In the coming years, artificial intelligence (AI) and machine learn-
ing will play vital roles in medical professionals’ ability to diagnose dis-
eases accurately, suggest treatment options, and offer recommendations. 
Additionally, AI is expected to assist in providing cues for image interpre-
tation in medical imaging, further enhancing diagnostic capabilities.

The comprehensive analysis of the IoMT examines various method-
ologies employed in smart healthcare systems (SHSs). This includes the 
utilization of radio frequency identification, artificial intelligence, and 
blockchain technologies. Multiple architectural frameworks proposed by 
scholars in the field are compared, aiding in the development of robust 
IoMT solutions.

Ensuring data security in the Internet of Things is of utmost impor-
tance. The method that employs an improved version of the Crowd search 
algorithm has been introduced to detect data manipulation and infiltration 
in IoT environments. Deep convolutional neural networks are utilized to 
conduct a comparative analysis, enhancing coordinated data security.

The research efforts dedicated to enhancing the IoMT are comprehen-
sively analyzed, exploring data collected from various sensors that monitor 
a wide range of aspects, from heart rate to emotional well-being. These 
efforts contribute to the continuous improvement of healthcare systems 
and pave the way for personalized patient care.

The increasing frequency of cyberattacks on the healthcare sector is 
a pressing concern. This analysis seeks to identify the most critical chal-
lenges in cybersecurity, examine the solutions implemented by the health 
sector, and explore areas that require further development to ensure robust 
security measures.
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The Internet of Things has the potential to improve healthcare in a num-
ber of ways, one of which is the ability to monitor breathing via noncontact 
wireless technologies. In this research, the accuracy of ultrasound (US) 
and Internet of Things-based methods of measuring respiration rate is 
assessed. The effectiveness and viability of the suggested method are inves-
tigated via simulation utilizing a programmable moving surface platform 
to model chest movement during breathing.

Significant difficulties exist in optimizing IoMT cybersecurity and 
establishing resilience against cyberattacks. Physical layer risks and the 
necessity for collaborative efforts to combat crime-as-a-service (CaaS) in 
the healthcare ecosystem are two examples of the difficulties that must be 
overcome.

The effective deployment of the IoT technology in healthcare depends 
on the ability to understand customers’ concerns about privacy and secu-
rity. Understanding the hazards involved with using the IoT technology is 
important; thus, it is important to have open and safe processes in place.

Consideration of the public’s part in the creation and deployment of 
IoT applications in healthcare is crucial. Acceptance and adoption of IoT 
solutions in healthcare might be facilitated through public outreach and 
the resolution of public concerns.

In conclusion, innovations like conceptual learning, wearable sensors, 
ML algorithms, and IoT integration have the possibility to change the 
healthcare system. Accurate diagnoses, individualized treatment plans, 
strengthened data security, and better health outcomes are all made pos-
sible by these innovations. Research and analysis of this scale show a per-
sistent dedication to improving healthcare via technology.

1.3 Healthcare System and IoT Overview

The Internet of Things has revolutionized the way intelligent devices inter-
act with the environment. With the IoT, devices like mobile phones, sen-
sors, and Raspberry Pi can connect to the Internet, allowing enhanced 
connectivity and communication. Thanks to this network, machines can 
talk to one another, and people can talk to devices. This network is used to 
conduct operations, keep tabs on patients at home, and keep an eye on the 
physical facilities of hospitals in real time, among other applications in the 
healthcare sector.

Interactions between humans and machines let people perform their 
healthcare duties more efficiently. These duties might include everything 
from operating on patients to checking on their well-being at home.  
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In addition, computers may exchange data with one another for conve-
nient access. Sensors may send information to a cloudlet system for short-
term storage to make data administration easier.

The scenario above is representative of a typical IoT-enabled healthcare 
platform. This infrastructure exemplifies how the Internet of Things might 
transform the medical industry by facilitating seamless information shar-
ing across smart devices.

Figure 1.3 shows the four main parts of a typical IoT-enabled health-
care system. The hospital is the hub where medical staff coordinates and 
provides inpatient and outpatient treatment. Hospitals may keep tabs on 
patients’ well-being and recovery after being discharged from the facility 
by using the Internet of Things (IoT) apps. Wearable or implanted medical 
body sensors may be used to get this information.

Machine learning algorithms and application software are used to pro-
cess and interpret the obtained sensor data. The sensor data give the hos-
pital staff a visual representation of the outpatient’s health at home. If a 
patient’s health suddenly worsens or becomes life-threatening, steps are 
made to get him or her to the emergency department, such as calling an 
ambulance.

For patients who are no longer hospitalized or have fully recovered, 
ambient assisted living devices powered by the Internet of Things come 
into play. These devices enable individuals to monitor their health in 
real time from the comfort of their own homes. They can track vari-
ous parameters like calorie expenditure, blood sugar levels, and heart 
rate. With the data obtained from these ambient assistive IoT devices, 
patients can proactively manage any unforeseen health issues that may 
arise.

By equipping healthcare professionals with timely and accurate data, a 
competent IoT-enabled healthcare system enhances patient outcomes. It 
empowers medical professionals to deliver high-quality treatment and care 
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Figure 1.3 Healthcare and the IoT system.
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when needed, ultimately improving the overall healthcare experience for 
patients.

1.4 IoT-Based Healthcare System

The concept of a “Smart Planet” forms the basis of “Smart Healthcare,” 
which is an intelligent infrastructure driven by sensor-based informa-
tion retrieval. The data collected from various sources are transmitted to 
a cloud data center, where it is processed into actionable information. This 
information is then made accessible to healthcare practitioners and autho-
rized patients through the Internet of Things. The demand for excellent 
and fast healthcare services anytime, anywhere has been a key motivator in 
the development of efficient healthcare systems.

Innovative healthcare has been defined in various ways, but it gener-
ally refers to patient-centric facilities connected within an ecosystem that 
extends beyond traditional hospital settings. These facilities can include 
patients’ homes, hospital wards, and other healthcare settings. Innovative 
healthcare aims to improve patient–provider interaction by facilitating the 
exchange of emotional information, enabling informed decision-making, 
optimizing resource allocation, and ensuring high-quality treatment. The 
term “smart healthcare” encompasses advanced interpretation and utiliza-
tion of medical data.

A healthcare management service enabled by the IoT can be classified 
as a form of heterogeneous computing. The wireless communication sys-
tem employed by IoT applications and devices serves as a means of con-
nectivity between patients and healthcare professionals. This enables a 
wide range of services, including identification, monitoring, observation, 
and storage of crucial medical and statistical data. Numerous potential 
applications of innovative healthcare involve devices such as brainwave- 
 measuring headsets, sensor-embedded clothing, blood pressure monitors, 
glucose monitors, electrocardiogram (ECG) monitors, and pulse oximeters. 
Additionally, medical sensors integrated into equipment, drug- dispensing 
systems, surgical robots, implantable devices, and various wearable tech-
nologies fall within the scope of innovative healthcare.

A notable example of intelligent healthcare implementation is demon-
strated by Ably Medical Centre in Norway, where a smart bed has been 
deployed. Equipped with sensors, the smart bed can measure essen-
tial physiological parameters such as weight, blood pressure, heart rate, 
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and vital signs. This technology enables healthcare professionals to stay 
updated on the patient’s current health status, indicating whether his or 
her condition is improving or deteriorating in response to medical inter-
ventions. Additionally, the smart bed helps prevent falls and allows patients 
to reposition themselves autonomously, reducing the occurrence of pres-
sure ulcers.

1.5 Smart Healthcare System—Benefits

Figure 1.4 illustrates the benefits of integrating the IoT technology into 
healthcare systems. These benefits include improved treatment outcomes, 
enhanced disease management, and increased safety and maintenance of 
medical facilities.

The use of IoT devices in capturing and processing diagnostic informa-
tion has led to more accurate and error-free diagnoses, ultimately improv-
ing treatment outcomes. Patients receiving improved or high-quality 
treatment are likely to have increased confidence and trust in the health-
care providers and institutions associated with the hospital.

The Internet enables the general public to access medical advice in real 
time from anywhere and at a reasonable cost. This accessibility to medical 
guidance contributes to better healthcare outcomes and empowers indi-
viduals to make informed decisions about their health.

Intelligent healthcare systems, enabled by the IoT, play a crucial role in 
the maintenance and security of healthcare facilities. Continuous surveil-
lance through embedded camera sensors ensures the upkeep and safety of 
medical establishments.

Furthermore, the IoT technology assists the elderly in effectively man-
aging significant health concerns without the need for frequent hospital 
visits. Remote monitoring and healthcare applications allow healthcare 
professionals to evaluate and monitor patients’ conditions remotely, 
reducing the burden on elderly individuals and promoting better health 
management.
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Figure 1.4 Benefits of healthcare and the IoT system.
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Overall, incorporating the IoT technology in healthcare systems brings 
forth a range of advantages, including improved treatment outcomes, 
enhanced disease management, increased accessibility to medical advice, 
and the ability to maintain and secure medical facilities.

1.6 Smart Healthcare System—Applications

The organizational structure of companies has undergone significant 
changes, driven by the development and widespread use of modern tech-
nology. However, the e-healthcare industry has been relatively slow in 
adapting to these transformations, which recently started to experience 
the reorganization that other sectors have skilled. Similar to other com-
mercial fields, the healthcare industry is witnessing a trend toward tech-
nology division and standardization, leading to improved quality and 
cost- effectiveness in healthcare delivery.

Within the IoMT framework, various types of e-health data are gen-
erated and shared among relevant parties. The increasing prevalence of 
the IoT devices has attracted attention from different industries, including 
healthcare. The healthcare industry is actively investigating the potential of 
technologies like ingestible sensors, wearables, moodables, and intelligent 
video pills to improve medication administration, monitor patients, and 
support paramedical personnel. The Internet of Things is revolutionizing 
the delivery of healthcare.

By implementing self-correcting capabilities based on feedback, IoMT 
devices may further increase the accuracy of their decisions. Doctors may 
use virtual assistants to research recent developments in the healthcare 
industry and academic literature and publications. Using virtual assistants 
in this way has the potential to improve healthcare.

Multiple hashes should be stored on sensor data to guarantee data integ-
rity and patient ownership. By taking this precaution, vital medical records 
are protected from prying eyes and kept private.

In conclusion, the online healthcare industry is reorganizing to keep 
up with the rest of the business world. The proliferation of IoT devices 
offers diverse applications, including improved drug management, patient 
tracking, and assistance for healthcare professionals. Implementing the 
IoT technology in healthcare can lead to enhanced decision accuracy and 
improved patient care. Safeguarding data integrity and patient ownership 
is crucial to maintain the privacy and security of e-health data.


