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Foreword

Power line communications (PLC) has drawn increasing interest in recent years
due to its potential to provide wireline communications services using existing
power-line infrastructure. A key issue arising in the use of PLC is that power-
line infrastructure was not designed originally for communications purposes and,
as an open medium, is generally not secured against potential eavesdropping
and other security breaches. Physical layer security (PLS) has emerged in recent
years as an alternative or companion technology to more traditional methods
of communications security, especially for securing networks of low-complexity
devices such as those envisioned for many applications of PLC. Consequently, there
has been a considerable amount of work on the application of PLS in PLC in recent
years, and this book provides, for the first time, a comprehensive treatment of the
state-the-art of this field. It also serves as a very useful introduction to PLC itself,
with the initial chapters providing a concise review of the state-of-the art in PLC.
By examining the entire range of issues arising in this context, the authors provide
readers with the tools to understand and potentially develop PLS techniques for
application in PLC networks. This book is an excellent resource for those interested
in learning about the potential of PLS to help secure PLC networks, and for those
who merely want to learn more about PLC technology. Its breadth and depth of
coverage, and its expert insights, make it a singular contribution to the field.

Princeton, NJ, USA H. Vincent Poor

December, 2023 Michael Henry Strater University Professor
Princeton University
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Preface

We live in an ever increasingly interconnected and digitally dependent world,
where the critical infrastructure that sustains our modern way of life still shows
a worrying degree of vulnerability. In this scenario, the power line communications
(PLC) technology and associated paradigms have the potential to emerge as
a linchpin, serving as the nervous system that facilitates the seamless flow of
information between various components of our energy grid. Moreover, given their
pervasiveness, their possible usages are yet to be fully discovered. For instance, PLC
could be the silver bullet to provide IoT with the long-sought connectivity grail, or
being an enabler for the edge cloud.

Whatever the usages will be, already today, in the realm of PLC, given the
convergence of power systems and communication technologies, robust security
measures are a pre-requisite—though intertwined with challenges and constraints.

We felt the need to produce this book in an attempt to both unravel the
complexities and safeguard the confidentiality, integrity, and availability of power
line communications. In particular, we intended to not only clarify the fundamental
principles of physical layer security in PLC, but also to provide practical insights
into mitigating risks and fortifying resilience.

This book is intended for engineers, researchers, and practitioners struggling
with the multifaceted dimensions of cybersecurity in our energy infrastructure. The
clarity of the language is accompanied by a rigorous treatment of the topics, and
findings are supported by extensive simulations, showing the viability of the several
offered solutions, also through the exposition of compelling use cases.

We hope our readers will find this book useful and inspiring, enjoying it at least
as much as we enjoyed the research journey that has led to its publication.

Doha, Qatar Javier Hernandez Fernandez
Doha, Qatar Aymen Omri
Jeddah, Saudi Arabia Roberto Di Pietro

May, 2024
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Chapter 1 ®
Introduction Check for

Abstract Although Power Line Communication (PLC) technology has a long
history, its broader acceptance and deployment have only gained momentum in
recent years, primarily due to its applications in industrial settings. For years,
various standardization organizations and industrial associations have been working
towards making PLC a widely accepted and secure communication technology.
Despite its quick adoption, there has not been much focus on the security of
PLC, particularly regarding physical layer techniques, with current measures mostly
relying on traditional cryptographic principles. This book provides an in-depth
analysis of PLC Physical Layer Security (PLS), examining its techniques, features,
and limitations. It also introduces novel metrics and reviews existing ones to
deliver a comprehensive security performance assessment of PLC networks. This
introductory chapter presents an overview of PLS in PLC and outlines the structure
and scope of the remaining chapters of the book.

1.1 Power Line Communication

The Power Line Communication (PLC) industry has seen tremendous advances in
the past few years. Fueled by the deployment of smart meters and the rise of the
Internet of Things (IoT), PLC technology has experienced a significant growth spurt.
At the same time, advances in communication technologies have enabled wider
and higher-throughput networks, which can support numerous applications beyond
metering and monitoring. For those applications that rely on PLC networks, the
opportunities for novel uses of such technologies have ushered in a new era where
previously unthinkable implementations are becoming increasingly common.

The potential of PLC comes from its ability to leverage existing power lines
and wiring infrastructure for data transmission. This makes it cost-effective and
reliable compared to other wired or wireless communication systems. Moreover,
the introduction of multiple protocols, such as Power Line Intelligent Metering
Evolution (PRIME) or G.hn, has made deploying PLC increasingly easier. As a
piece of evidence, a 2022 report indicated that the deployment of smart meters in the
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