Blockchain, loT and Al
Technologies for Supply
Chain Management

Apply Emerging Technologies to Address
and Improve Supply Chain Management

Edited by

Dr. Veena Grover

Dr. Balamurugan Balusamy
Dr. Mariofanna Milanova
Dr. A. Yovan Felix

ApPress:



Blockchain, loT, and
Al Technologies for
Supply Chain
Management

Dr. Veena Grover
Dr. B. Balamurugan Balusamy
Dr. Mariofanna Milanova

Dr. A. Yovan Felix
Apress:



Blockchain, IoT, and AI Technologies for Supply Chain Management: Apply
Emerging Technologies to Address and Improve Supply Chain Management

Dr. Veena Grover Dr. B. Balamurugan Balusamy
Noida Institute of Engineering and Technology = Campus Housing, Tower 7
Faridabad, Haryana, India Shiv Nadar University, Flat 754
Tensil Dadri, Uttar Pradesh, India
Dr. Mariofanna Milanova Dr. A. Yovan Felix
Little Rock, AR, USA Chennai, Tamil Nadu, India
ISBN-13 (pbk): 979-8-8688-0314-7 ISBN-13 (electronic): 979-8-8688-0315-4

https://doi.org/10.1007/979-8-8688-0315-4

Copyright © 2024 by The Editor(s) (if applicable) and The Author(s), under exclusive
license to APress Media, LLC, part of Springer Nature, corrected publication 2024

This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or
part of the material is concerned, specifically the rights of translation, reprinting, reuse of
illustrations, recitation, broadcasting, reproduction on microfilms or in any other physical way,
and transmission or information storage and retrieval, electronic adaptation, computer software,
or by similar or dissimilar methodology now known or hereafter developed.

Trademarked names, logos, and images may appear in this book. Rather than use a trademark
symbol with every occurrence of a trademarked name, logo, or image we use the names, logos,
and images only in an editorial fashion and to the benefit of the trademark owner, with no
intention of infringement of the trademark.

The use in this publication of trade names, trademarks, service marks, and similar terms, even if
they are not identified as such, is not to be taken as an expression of opinion as to whether or not
they are subject to proprietary rights.

While the advice and information in this book are believed to be true and accurate at the date of
publication, neither the authors nor the editors nor the publisher can accept any legal
responsibility for any errors or omissions that may be made. The publisher makes no warranty,
express or implied, with respect to the material contained herein.

Managing Director, Apress Media LLC: Welmoed Spahr
Acquisitions Editor: Spandana Chatterjee
Development Editor: James Markham

Editorial Assistant: Kripa Joseph

Copy Editor: Mary Behr

Cover designed by eStudioCalamar
Cover image designed by Freepik (www.freepik.com)

Distributed to the book trade worldwide by Springer Science+Business Media New York, 1

New York Plaza, Suite 4600, New York, NY 10004-1562, USA. Phone 1-800-SPRINGER, fax (201)
348-4505, e-mail orders-ny@springer-sbm.com, or visit www.springeronline.com. Apress Media,
LLC is a California LLC and the sole member (owner) is Springer Science + Business Media
Finance Inc (SSBM Finance Inc). SSBM Finance Inc is a Delaware corporation.

For information on translations, please e-mail booktranslations@springernature.com; for reprint,
paperback, or audio rights, please e-mail bookpermissions@springernature.com.

Apress titles may be purchased in bulk for academic, corporate, or promotional use. eBook
versions and licenses are also available for most titles. For more information, reference our Print
and eBook Bulk Sales web page at www.apress.com/bulk-sales.

Any source code or other supplementary material referenced by the author in this book is available
to readers on GitHub. For more detailed information, please visit www.apress.com/gp/services/
source-code.

If disposing of this product, please recycle the paper


https://doi.org/10.1007/979-8-8688-0315-4

Table of Contents

Abhout the AULROLS.......ccueeeiiirrenerirr s nn e nnnmnsssns Xvii

L0 T T Xix

Chapter 1: Supply Chain Management Strategy and Practices:

Traditional vs. Advanced ..........cccusmmmemmsmmmsssmsssmssssmssssssssssssssssssssassnsass 1
The Concept 0f SCM.......ccvcvirerererrerere s s ss e s sa e e s sae s 5
Traditional SCM........covieeerirerreesese s 8
AdVANCEA SCM ... e 11
Transitioning from Traditional to Advanced SCM............ccccorreerrnereresernsesenenens 13
Aligning Supply Chain Objectives with Business Strategy:

Business Environment PErspective.........ccvvvinrninienesnsinsenesssessesesesessesessens 16
Supply Chain Design: Traditional vs. AdVanced..........c.ccccvvrrerereeserseressesessersenees 19
Traditional Supply Chain DeSigN.........cccvrerrerrererseriereesersesesesessesessessssessessens 19
Advanced Supply Chain DESIgN .......ccocvververerrrrerserersesessessessesessessessessssessessens 20
Technology and Automation in Supply Chain Operations...........cceevverererserseraens 22
Inventory Management: Traditional vs. Advanced Approaches..........cceevcviennene 23
Traditional Inventory Management...........ccccoovorvninnnnnnnnnn s 24
Advanced Inventory Management............ccoovvninnnnnnnnnnn s senensens 25
Transportation and Distribution: Evolution and Efficiency........c.cccocvveerncerennnene 27
Evolution of Transportation ... 27
Evolution of DiStribution .........ccceeeereernnennesese s 28
Efficiency IMProvements .........cooovceeerncnnesesese s 28
Resilience and Risk Management in Modern Supply Chain:
Safeguarding the GIODal FIOW ........c..cccvvvvniernnnsniene s nae e 30

iii



TABLE OF CONTENTS

Lean Operations in Supply Chain: Optimizing Efficiency and

Minimizing WaSte.........cccvvrierinnsr e s sneas 32
Sustainability and Corporate Social Responsibility in SCM ..........c.ccocvvvininenne. 35
Future Trends 0f SCM.........ccvvevrenernserseses s senns 39
Blockchain TECHNOIOGY .......coveeerenerreerrsesessesesre s e ssese s sessesessesesennes 40
Artificial Intelligence and Automation...........ccveceresresesnsesessesesesessesessenens 40
Increased Sustainability ..o 41
AGIIIY ... —————————— 41
Data Protection and PrivVaCy ...........cccuernsermmnnesnsesnsmsessesesssesessesessesessssessnss 41
E-commerce Integration and Last-Mile Optimization............cccccvvrvinienenne. 41
[0 1 U [T OSSOSO 42

Chapter 2: Convergence of loT, Artificial Intelligence and

Blockchain Approaches for Supply Chain Management............cccueeus 45
SCM’S TranSfOrmation............ccoeverneseseserensesesese s sessns 47
Artificial INtelligencCe........ccvvvrvrirerr e 48

3] 0T (] 2 T 49
The Internet of TRINGS......cccovvrvriir 49
Mastering the Supply Chain Foundations .............ccovernennenrnscnnsesesesereeenes 50
The Significance of Supply Chain Management............ccocoreenrenrnccnnienens 51
The Seven Components of SCM ... 52
Empowering with BIOCKCH@IN .........ccovcevnererenerese s 55
How Does BIoCKCh@in WOrK?.........ccoeeernenenenesesesssesesesesss s sessesessesenennes 56
Enhancement of Supply Chain Performance Through Blockchain...........c.c..c..... 57
Traceability ....ccceveerrecerres e ————————— 57
RelIADIITY ...veeeveeresseesee s 57
Coordinated TranSaCtiONS ........cccucevvrerenesernse s 58
COSt-EffeCHIVENESS.....cceivieerrresirrese s 58

iv



TABLE OF CONTENTS

Revolutionizing with Internet of Things......c.ccccvinininnninrrr e 59
The Impact of I0T 0N SCM .......cccverirrririere e sesse s 59
Layered Architecture of [0T.......cccuveriininnn s 60
Features of I0T-Based SCM ... sesssssneaes 61
Issues in Supply Chain Management ...........cccvverevnrensesiesenessessesessssessessenes 62
RoIE OF 10T iN SCM ... s 63
Benefits of I0T in SCM ... 65
10T Use Cases in Supply Chains........cccvrerevernenienensssensessessssessessessessssessessenes 67

Al: The Cognitive Catalyst.........cccccvrverrerrnierre s seeaes 68
Demand PrediCtion ..........ccoeerererercrrererese e 69
Inventory Management...........cccovvnininnn s 71
Supplier RelationShip ........ccvrevrerrnscrrcsire s 72
Logistics Optimization ...........cccevvnininnncnsnr s 74
Warehouse AUTOMALION..........ccoveerreereer e 75

Fusion of TEChNOIOGIES........ccovreeereerecrerce e 77
Unifying Supply Chain MOdElS..........covermreeerreereer e 77
Transforming Industries with the Convergence of Al, loT, and Blockchain....80

Addressing Challenges and Charting the Future.........cccoovvvvrinnininnncniennen, 83
FULUFISTIC OF SCM ..o 87

[0 e [T S SRS 87

Chapter 3: Exploring the Potential of Blockchain in

Transforming Supply Chain Financing.........cccssusssenssmssssnssssssssssssssssnns 91
The Emergence of Blockchain ... 92
Unveiling the Conceptual FrameworkK ............ccoveernnererenereseressesesesessese e 93

Key Participants and Their Driving FOrCes..........cccuuerrrenmrrenernscrenseneseserennes 94
Resources and Practices: The Building Blocks of Value Creation.................. 94
Value Creation Mechanisms: Unraveling the Pathways to Success .............. 95



TABLE OF CONTENTS

Beyond the Horizon: Challenges and Future Opportunities........cccvvveereverserieraens 98
Addressing Challenges and Seizing Opportunities........cceevrevrrerieriesensensenens 98
Future Frontiers: Emerging Trends and Potential Applications...........c........ 101

Expanding the Conversation: A Deeper Dive into Value Creation....................... 102

Measuring and Quantifying Value Creation: Beyond Qualitative Analysis ......... 104
Walmart Leads the Charge .........ccoeeererreserercrresesese e 104
Maersk Streamlines Global Shipping ..o 104
Emerging Applications: Exploring the Frontiers of
Innovation QUANTITYING........cccoerrrnerererere s 105

(0] U 11 o SR 106

Chapter 4: Artificial Intelligence Applications for Demand
Forecasting and Optimization..........ccccusemmmnssennnmnssssnnnnsssssnsesssnnnns 107

Related WOrK.........ooueriririere s 111
Dataset Description and Exploratory Data Analysis ..........c.cceeivininiensiensennenn, 114
Machine Learning Model for Bike Sharing Forecasting..........ccoccevreererenennnne. 118
Performance MEriCS ........cucvrenernsmrnesere s 120
Result and DiSCUSSION.......cucccerrirerrnserrsenesresesrssesssese s srs e e sssessssessssssessens 121
{0] T 11 (0] o 122

Chapter 5: Al-Enabled Supply Chain Planning and Execution:

A Pathway to Sustainability.........ccccssssmnmmssssnnnnmsssssnmnssssnensssnm.. 123
Importance of Sustainability in Supply Chain Management ..........c.c.ccocveeenee. 125
Practical Applications of Al to Achieve Sustainable SCM...........cccccvevvereriennen. 127

Inventory Optimization...........cveerenernsnnnesre s 127
Logistics Optimization ..........ccovevrenernssnnesenese s 127
Ethical Supplier Collaboration .............ccccvvvninininnnnnne e 128
Demand FOrecasting .......c.ccovvrernnerensenessnesnsesesesessse s e s s sssessenens 129
Chathots for Customer SUPPOr ... 129



TABLE OF CONTENTS

Integrating Al for End-to-End Supply Chain Resilience.........c.ccocvovvererrernnncnes 130
Models For Managing Supply Chains...........ccccvrnernenernsenenesesssesessesessesessens 131
Planning and Execution of Al-Enabled Sustainable SCM..........c.cccoovvireeiennnne. 133
Metrics for the Evaluation of Sustainability in SCM..........c.cccvvvnvninicniennenn 134
Mondelez Case — Net Zero 2050; The Role of Sustainable Sourcing ................ 135
Role of Sustainable SOUICING ........ccovverrerernsesnesess s 136
ALINTEGration ........ccoveeererernse s e 137
Sustainable Supply Chain Management..........c.ccovnvninnnsnsnnennsensensenns 137
Country Delight Case: Using Tech to Build a Farm-To-Home Supply
Chain Of MK ..o ss e sesesssssssssssnsnas 138
Al-Powered Operational EXCEIIENCE ........ccevevrererersersersesessnsessessessssessessessens 138
Sustainable Supply Chain PractiCes.........cccvrreriennrensersessnensensesessssessessenes 139
Impact Amid Challenges and Growth ..........cccccvvvivvnrniennennsnsenesssessenenns 139
Issues Using Al to Facilitate a Sustainable Supply Chain..........c.cccoovvvrecennne. 140
L] 0 (e 11 o S 144

Chapter 6: Leveraging I0T in Supply Chain Sustainability:

A Provenance Perspective .....ccccerrrresssssssssnssnnssssssssssssssssssssssssssssnnnnns 147
INternet of THINGS ....covvveriererr e e 148
A LOOK BACK. .. ...crviiiriirice s 152

HOw We DEefine 0T ... 153
Supply Chain Management and Logistics and the 0T ..........cccccvvnnrencncrerennan 154
Locating Goods and Shipments in Real Time ...........ccccovrrnsiencscrenennnnenes 154
Monitoring Storage Conditions..........ccccveeerrvernieneniesrnce e 154
Better Estimation of Arrival TIMe ... 155
Improved Contingency Planning and Risk Mitigation ..........cccccocveevreccnne. 155
Locating Goods in STOrage..........ccuvcernvernreneresernsesensesese s sesesesesesenaes 155
Triggering Post-Arrival Administrative Tasks.........c.ccovrerrerrnnenenencrnscnens 156
RAISEU PrOfile ......coeeereecrireerese e 156

vii



TABLE OF CONTENTS

Teams Work Together More Effectively........ccvvvvvnininnnnininsnsenneniennnns 156
Maximizing Asset Utilization...........c.ccevverenininsnnnenses s 157
Improved Customer EXPEHENCE .....ccvverereererserersesensessessessssessessesssssssessenses 157
Better Inventory Management...........ccccvvvvenininnnnensensensee s ssesses e ssessessens 157
Regulatory COMPLIANCE .......cccvverrerererrerieressssesessessssessessessessssessessessssessessens 158
Process AULOMALION.........ccccoiimrnsrr s 158
loT Use Cases in Logistics and Supply Chain...........ccccccovvnrienrnccrnsenenescnnnne, 158
SMArt WarEhOUSE .......ccoeeerererreeererereseesese e e ssssssssesensns 159
Remote Container Management............cccccvvvevnenenisnennsesenesesesesessesessenens 159
Predictive Maintenance Solution...........c.coovveevnrnnenescssns s 159
10T Applications in SCM ... s 160
Using loT to Control the Supply Chain..........coceeemenernnesnsesenesesesesessesessesesennes 163
Applications of loT in the Management of Supply Chains...........c.ccceevnvererienns 166
Keeping Track Of ASSELS......cccvurernrereneseresessse s ss s snssenens 166
Forecasting and Planning for INVentory...........ccuvvnenrnsesnesenesesnsesenseens 167
Viewing in Real TIME .......cccvvvevrnennneserssesssese s e s sessesens 167
Finance for the Global Supply Chain...........coucviniennnnnnsesnesenese e 168
CONNECTEU FIBELS.....cueeereerreererese s 168
Predictive MaintenancCe............ccvvvevnrerenesesinsesseses s ssssessse s ssssenens 168
Compliance with Regulations............coouevnrennesennsennnesesesessse s 169
Relationships with VENAOrS ..o 169
Help for CUSIOMENS.......ccoveeireserre e 169
Blockchain Integration for Traceability........c..cocvvvvrirvinrnini e 170
Cold Chain Management..........ccccvrerereererrerernsessessessessssessessesssssssessessessssessessens 170
Problems with loT Implementation ..o 171
Actions to Reduce Risks and the Best Ways to Deal with Problems................. 172
FULUIE DIreCHIONS......ccerveerercreree s 175
CONCIUSION ...t e 176

viii



TABLE OF CONTENTS

Chapter 7: Al and Machine Learning in Supply Chain

Optimization: Mapping the Territory..........ccccunnnmmmmnnnnnnnsnssssssnnns 177
Blockchain and IVR SYSIEMS.........cccvvirmrenernsesnesese s sessnnes 179
Enhanced Use Authentication SyStems..........cccuveeerrnnrnsesnnesessnsesnsesenenens 180
Role-Based Authentication .............coveeverenernsmsnsesesssse s sessesessenens 182
LIteratlre SUIVEY ......ccovceviesircse s s 185
Supply Chain Management...........ccoucvvsernrennenesnsessssesessse s sessesssssesssses 186
Supply Chain Management and Machine Learning..........ccccoevvernsesereserennes 188
Blockchain TECHNOIOGY .......covvveierrererenenerresersse s s ss e sessesnssenens 193
Interactive Voice Response SYStemS........ccccvevrnvennnesnnesesssesesesesesesenns 195
Secured Smart Contract ArchiteCture ..o 199
Machine Learning Algorithm for Detection of Malicious IVR Systems......... 199
Smart Contracts and SCM ... 211
Prototype for Secured IVRS and Supply Chain Management .............ccceuen. 217
Results and DiSCUSSION........c.ccouerinmreniniree s s 219
{0 T[T (0] o OSSR 220

Chapter 8: Blockchain and loT Integration-Based Transparency

of Supply Chain Social Sustainability..........ccccossssmssnsmsnssssnsssansssasnns 221
10T in the Digital ReVOIULION .......cccvceerriircccrrer s 222
Blockchain to Secure the Digital World ...........couoevrienrnvennennesessseseneens 223
What Is Social Sustainability in a Supply Chain?..........ccevvvvrininnniniennens 225
Related Research Works.........cccvnnnmnnns s 225
loT and Blockchain Integrated Supply Chain Architecture
aANd APPlICALIONS.......covicirerer e 226
Food Supply Chain........cccceviicrrccrrcscrr s 228
Medical or Pharma Supply Chain .........cccceovrvvnienrinsrsce e 228
Industrial SUPPlY CRAIN.........ccovirrecrr e 229
Radioactive Supply Chain..........ccccvrevrerrnccrrc e 229

ix



TABLE OF CONTENTS

Why Social Sustainable Supply Chains Need loT and Blockchain ............ce...... 230
Barriers in Integrating Blockchain and 10T Technologies..........ccccvvernieniennenn 233
CONCIUSION ...t bbb s r e s s ae s r e e nne s 235

Chapter 9: Integrating Blockchain, loT, and Al in Supply

Chain Management.........ccccunnemmmmmssssnnmmmsssssnmsssssssssssssssssessssssssssssnnns 237
Sustainable SUPPIY Chains.........cccvevnrnieniennsnserese s ssesessessessens 238
Significance in Today’s Business Environment...........ccccoevvvnvnienenenseniennes 239
Key Challenges of Sustainable Supply Chain Management ............ccccveeruens 241
ReSEArCh DESIQN.......cccvvererriririerere s s s se e sre e se e snens 242
Blockchain For Supply Chain Sustainability..........cccvivvnimierinnensensensenssensenenns 243
Improving Sustainability Through Blockchain ...........ccevrevvvnveniernnenseniennes 243
Real-World Examples and Case STUdIES........ccverrerrrerrerierenessesseressssensensens 244
Environmental and Social Impact..........cccvvvrvrinnnninnne e 245
Challenges and LImitations .........ccocvvvvevievnnnneniensssssessesessssesessesessessessennes 246
loT Applications For Sustainability ..........ccccocvverreriennrniersenssensesesesessesenees 247
Examples of loT-Enabled Sustainable Supply Chain..........ccccveveerevenseniennens 247
Monitoring Environmental Conditions and Asset Tracking .........ccccvevveriernens 249
Real-Time Data and Supply Chain EffiCieNnCY .......cccecevverrererennerierienessensenaens 249
Security and Privacy ConsSiderations ..........ccocveerevnrenserserssensessessessssessessenes 250
Al’'s Contribution To Sustainability..........c.ccovrerrnvrnienninsrrcerrse s 251
Real-World Examples and Case Studies.........ccocvveverererncernienerenernsesenenens 251
Demand Forecasting, Optimization, and Resource Management................ 252

Al and Sustainability GOAIS..........ccceverrrerrienre s 252
Predictive Maintenance for Sustainability.........c..ccccoeervinnienniesrinsenenienens 253
Ethical Implications of Al in Supply Chain Sustainability.............ccceecernnns 254
Comparative ANAIYSIS........ccoveererrererenerersesesese e se s ssesesessesenns 255

Strengths and Weaknesses of Blockchain, loT, and Al in the
SUPPIY ChaiN.....oiiirecce e e s 255



TABLE OF CONTENTS

Cost-Effectiveness and Scalability of Blockchain, loT, and Al in

L( LT 0T 0] o)A T R 257
Integration Opportunities and Challenges .........ccoevvvvvierevensensesereesessessenees 257
Future Trends and Recommendations .........c..cccoveeerenrnncnenenesese e 259
Emerging Trends and Developments.........ccccccvnvnnnnnennnsnsnsesessssensensens 259
For Supply Chain Practitioners .........c.ccoceeernvrnenenissennsesensesesesesessesensenens 260
FOr POIICYMAKENS .......cceerieiccircr et sn s snens 261
FOr RESBAICNENS ... 261
L] 0 (e 11 o S 262

Chapter 10: Challenges of Supply Chain Management

PoSt COVID-19.....cccccmmmsunnmssannmssannsssannssssnsssssnsssssnnssssnnssssnnssssnnssssnnssssas 265
Defining Supply Chain Management...........cccvvvrvriernnnsensese s sessese s sessessenns 267
Importance of Effective Supply Chain Management .............ccccvnrninnenes 268
Impact of COVID-19 on Global Supply Chains...........ccccovmrmnnsnsseserensnnenes 270
Challenges Faced by Supply Chains Post COVID-19 .......c.cceeevvrerveriernnensenseneens 272
Disrupted Commaodities and Supply Chain ..........ccocvevvrrerinnennerieniesessensensens 273
High-Tech Products .........cccocvvrinnininirin s 273
Disrupted International LOQISTiCS.......cccvcvrerinvninnnirsensee e 276
Mitigation Strategies for Supply Chain Challenges.........ccccvverrvcrnierereccrnne. 281
Digital Transformation and Technology Integration .........c.cccccvcviernienicnnens 281
Adoption of Advanced Analytics and Al: Enhancing Predictive
(07 1o 10 1 T 283
loT and Blockchain in Supply Chain Management: Revolutionizing
Transparency and Traceability.........c.couerrerrnsernsesenesers s 285
lllustrative Example: Pharmaceutical Industry Evolution..........c.cccceveierenne. 287
Future Implications and Challenges ...........coouevvnererenernsesensesesesesessesenseens 287
Introduction to Supplier Diversification and Sourcing Strategies .........c.ccccevu.e. 287
Reducing Dependency on Single SUPPIErS.....c.cccverrnsesnenesesesensesensenens 288
Regionalization and Nearshoring.........c.cuouevvsevnennnssnsesnesesssesssesesseens 289



TABLE OF CONTENTS

Robust Risk Management Frameworks: Safeguarding the Supply

Chain RESIlIENCE .......courvrriereriri s 290
Agile and Flexible Supply Chain Structures: Navigating Dynamic
BUuSINESS REalIties .........cocuecierinernnrnire s 292
Practical Lessons Learned from the COVID-19 Experience: Navigating
Disruptions and Building ReSilieNCe ...........ccoveerienererernrcrreser e 295
Case Studies and Real-World Examples: Extracting Wisdom from
(L] =] T TR 295
Importance of Collaboration and Communication: Foundation for
Resilient Supply Chains.........cccureininininsne s sesesnens 297
Building Adaptive and Resilient Supply Chains: A Strategic Imperative....... 300
(0] e 110 o SR 302
Chapter 11: Autonomous Vehicles and Delivery Robots in SCM....... 305
Inbound and Outbound Logistics in SCM .........ccccueeerecrniennesensse e 306
Trade Services and Their Impact on Supply Chains ..........ccccovvvevrenernsennne 307
Adopting SCM in Product Delivery..........ccuvevrenrnsesnnesensse e 311
Industry 4.0 and Its Impact on SCM.........ccceevvvrvriennrr e 315
Investigations on System Integration ...........cccceevivvnvriniennsnsenre e 316
Case Study: Autonomous Delivery Bots using Al TeChnology........cceevreverrersereens 325
Legal ChallENgEs.......cccverererereerinerere s s e st se et se s sse s 329
(0] 0 (e 11 0 o 330

Chapter 12: Using Blockchain for Sustainable Supply Chain

Management in Industry 4.0 ..........cccccmmnnmmnnmmenmmsmms s 333
The Shifting Paradigm ..........ccecvvrerninine e enes 334
Literature REVIBW .......c.cccviierce e 336
Overview of Sustainable Supply Chain Management ...........cccccoovvevriencrinccnnn. 338
Understanding Blockchain TEChNOIOGY ........cccoceererereencrersererenere e 339
Need for Sustainability and Security in Industry 4.0.........ccocvvverrviriniennenernnne 3
Integrating Blockchain with Sustainable Supply Chains...........cccccvnvevnenernne. 342

xii



TABLE OF CONTENTS

Innovative Applications and Case StUdIES..........ccvverrerrrerrenierienensenseresessessessenes 343
The Autopilot Technology of TESIa........cccvreririninnnirir e 344
IBM Food Trust and BIoCKChain ............cccovvenrinennsnnsesesse s 344
Zoom Video Communications During the COVID-19 Pandemic............cc...... 345

{0 T 1T (0] o TSR 345

Chapter 13: Managing the Dynamics of New Technologies in

the Global Supply Chain.......ccccccemmrremmsssssssssssnnsssssssssssssssssssssssssssnnnnns 347
SUpPlY Chain OVEIVIEW ......covceerreririerinsessssese s se s sessesens 349
SEIVICE DISCOVEIY ...viueerrierrnerrssesessese s ssssesesse e s sss e e s sss e sessessssaessnnes 349
SErViCe SEIECHION.......ccevveerreerir s 350
Service ComMPOSILION........ccovcerrreseneserne e 352
Service EXECULION.......cvecerreerrre e 353
Ethereum Blockchain-Based Design for Semantic Web ..........cccccvvvvevvcniennene, 355
The Drawbacks of Traditional Semantic Web Service
Composition HANAIING.........ccocrrerenrrriene s sseenes 357
Cloud Computing Can Be Used in the Blockchain as a Webservice.........c.cceu... 357
Blockchain As @ SErvice (BaasS)........cuuvrerererrerseressnsessessessessssessessessssessessens 358
Advantages 0f BaasS ........ccccevreverinienennnensesesessssessesessessssesessessessssessessens 359
Disadvantages 0f BaaS..........ccccvreverennrienensnsensesessssessesessessssessessessssessessens 360
SOftWAre AS @ SEIVICE .....ccovvvririrerir s 360
Platform AS @ SEIVICE ......cvieereririnnsrse s 362
Infrastructure as a Service in Blockchain...........ccovvenennnnsnsscscsenessnnenes 364
{0 T 1T (0] o TSR 365

xiii



TABLE OF CONTENTS

Chapter 14: Future Trends and Challenges in Supply Chain

TeChNOIOGY..ccisuumnrrrsssnnnnmssssnnnnsssssnnnnsssssnnnnsssssnnnnsssssnnnnsssssnnnnsssssnnnnssssn 367
Role of the Digital SUPPIY Chain.........ccccovvrernresnseserese s seseens 368
Characteristics of Digital Supply Chain...........ccccvrnvernenninsennsesesesese e 372
New Digital Technology in Supply Chain........ccccccvvriernrnrnieniennsersese s sessessens 375

Drone TEChNOIOQY ......cccvevieririirrir e e 375
Warehouse RODOTICS.........ccccvererermiiccrirss s 377
Maching Learning.......c.ccocevvvrverierinnensensesessssessesessssessessessssessessessessssessessens 377
Internet of TRINGS ....ccoccvevrirrere e e 378
AR and VR Technology in Supply Chain .......c.ccccvrvvnvrieniennsnsersesesessenensens 379
Challenges in Managing Digital Supply Chain.........ccccoevvvverievnsensersessesessensensens 379
{0 T[T (0] o OSSR 380

Chapter 15: Real-World Applications of Generative Al For

Data Augmentation.........cccunemmmnnsmmnmnnsssnnmmsssnns——————— 383
Fundamentals of ‘Data Augmentation’............ccovverninnninnnnennnnse s 384
Generative Al for Data Augmentation............ccccveviennrnieniennsnsese s 385
Understanding Generative Al: Unravelling GANs and VAES...........c.ccccevvreriernenns 386
Generative Adversarial NEetWorks ... 388
Variational AUtOENCOUENS.........ovuieirerirrrsre e 389
Image Data Augmentation............cccvverinininne s 391
0= 14T =] 392
Super-Resolution TECANIQUES .....evvvrererereerersereressssessessessesessessessessssessessees 392
Conditional GANSs for Image Synthesis .........cccvrerevnrnieriennsnsenere s senenes 392
Top Three Data Augmentation Libraries in Python for Images...........cccveue 393
Benefits and OQUICOMES .........ccccvrrriinniner e 395
Text Data Augmentation...........cccvevvininnnsnsn e 395
Language Modeling’ .........ccovcrerennnnnniess s snes 395
Paraphrasing ......cccocucvvrieninnnnse s s enens 396

Xiv



TABLE OF CONTENTS

Text-t0-Image SYNthESIS........vvvvrvrieriere s saens 396
Top Three Data Augmentation Libraries in Python for Text.........c.cccecvvninnns 397
Benefits and QUICOMES ... 398
Audio Data Augmentation ... —————— 399
Pitch MOdUILION. ..o 399
Genre Transformation ...........ccoveererrn s 399
Speech SYNThESIS ..o e 400
Speech ReCOGNILION.........cccccveerircrrcccr e 400
Benefits and QUICOMES ... 401
Challenges and Ethical Considerations: Navigating the Generative
IR T 10 o o OSSR S 401
Bias, Fairness, and TranSParenCy ........ccccocevvvnveresnsessesesessssessessessssessessens 401
Responsible Development and Deployment...........c.ccccvveevnnenesesesnsesensenens 403
Future Directions and Emerging Trends...........ccovenmrenernsesenesesssesessessssesessenes 404
Advancements in Generative MOdElS ..........ccccvveernrennenennsesnesesese e 404
Future Directions and Emerging Trends in Interdisciplinary
Applications of GENerative Al............cocurrinnnnn s 406
Bridging Divides: Generative Al in Interdisciplinary Applications ................ 406
Navigating the Horizon: Emerging Trends in Generative Al Applications .....408
The Road Ahead: Nurturing Collaborative Innovation ...........cccccovenerniennnn 409
Call t0 ACTION ..ottt e 410
{0] T 11T (0] o R 412

Chapter 16: Revolutionizing Supply Chain Dynamics:
A Comprehensive Case Analysis of Synergies in Blockchain,

loT, and Al Integration .........ccccinsnemmmmnnsssnmnmnnsssnnmmssssnenssssn s 413
INErOTUCHION.......ccieirccc 414
Purpose Behind the Research..........cccccccvvvinnnnininsin s s 416
Literature REVIBW .......c..cocieeeerecree e 417

Theoretical FrameWOrK .........ccouooererrnncneresese s 417



TABLE OF CONTENTS

G 0] 1 10 o) RS 418

Challenges with loT, Al, and Blockchain in SCM.........ccccoeevvvnverierenensensenes 420

Best practices for 10T, Al, and Blockchain in SCM ........c.ccoevvvvvierevensensenaens 421
Case Study: Synergistic Assimilation of Al, loT, and Blockchain
Technologies iN SCM....... ..o e 423
DESCHPLION.......ccticre e ——— 424
ANIYSIS..c.viuerrrierriesrsese s e nr e n e 425
Implication of STUAY .......ccvcrerrirrrr e ———— 426
Future Research DIreCtion ... 427
(00416 L1 OO 429

Correction to: Al-Enabled Supply Chain Planning and Execution:

A Pathway to Sustainability.........cccccssmmmmnsssnnmmnnssnnmnsssnmsmmmm. C1
REfEreNCES....uuunsssssssssnssssnssssssssssssssssssssssssssssssssssnsssssnssnsnsnnnnnnnnnnnnnnnnnn 431
INO X treeeeiirnnnessinsnnnsssnsnnnsssssnnnsssnnsnnssssssnnnsssssnnnsssssnnnsssssnnnnnssnnnnnnssnnnns 523



About the Authors

Dr. Veena Grover is a Professor in Department of Management at Noida
Institute of Engineering & Technology, Greater Noida, India. Her interests
include micro finance, sustainability, macro economic variables, supply
chain management, and innovation strategy. She has published multiple
articles in various journals and presented papers at various conferences.
She serves as an Editor of International Journal of Advanced Trends in
Technology, Management & Applied Science and a reviewer of International
Journal of Applied Behavioural Economics (IJABE) ISSN: 2160-9802|EISSN:
2160-9810|DOI: 10.4018/IJABE.

Dr. Balamurugan Balusamy is currently working as Associate Dean-
Student Engagement in Shiv Nadar University, India. He has 15 years

of experience in the field of computer science. His areas of interest are
Internet of Things, big data, and networking. He has published more than
150 papers and 100 books and contributed multiple book chapters.

Dr. Mariofanna Milanova is a Professor in Computer Science at the
University of Arkansas at Little Rock, USA. She has 30 years of experience
in the field of artificial intelligence. Dr. Milanova has extensive academic
experience at various academic and research organizations worldwide. Dr.
Milanova is an IEEE Senior Member, Fulbright U.S. Scholar, and NVIDIA
Deep Learning Institute University Ambassador. Dr. Milanova’s work is
supported by NSE NIH, DARPA, DoD, Homeland Security, and NATO as
well as Nokia Bell Lab, NJ, USA and NOKIA, Finland. She has published
more than 130 publications, over 53 journal papers, 35 book chapters, and
numerous conference papers. She also has two patents.

xvii



ABOUT THE AUTHORS

Dr. A. Yovan Felix has mentored students in the project areas of big data,
deep learning, and data mining. He has published technical papers in
national and international journals. He has over 17 years of experience and
expertise in data analytics, smart prediction systems, and deep learning
algorithms. He has also coordinated several events at national and
international levels.

xviii



Introduction

The book will examine the synergistic possibilities of combining
blockchain, IoT, and Al technologies in supply chain management. The
current state of supply chain management involves several challenges,
including lack of transparency, limited visibility into product movements,
inefficient inventory management, and difficulty in tracking and tracing
products. Blockchain, IoT, and Al are three emerging technologies that can
potentially address some of these challenges and improve supply chain
management.

This book will also address the difficulties and possibilities of
integrating these technologies and offer helpful implementation advice.
Case studies and actual instances of businesses implementing or
experimenting with blockchain, IoT, and Al technology in their supply
chains will be included in the book. It will provide helpful advice on
implementation and highlight successful deployments, lessons learned,
and the impact of these technologies on supply chain visibility, agility,
sustainability, and customer experience. It will further elaborate the
fundamental concepts of Al and ML algorithms and demonstrate how Al
can process enormous volumes of supply chain data to produce actionable
insights, improve inventory control, forecast demand, and increase
forecasting precision.

The book will serve as a comprehensive guide for supply chain
professionals, researchers, and technology enthusiasts interested in
understanding the potential of blockchain, IoT, and Al technologies in
revolutionizing supply chain management practices.
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INTRODUCTION

What You Will Learn

e You will explore the evolving landscape of technology,
potential advancements, and how Blockchain, IoT, and
Al can shape the future of supply chains.

e You will gain insight into upcoming developments and
prepare for changing dynamics in the industry.

¢ Youwill learn the intricate details of blockchain, IoT,
and Al technologies in real-life scenarios.

* You will explore the convergence of blockchain,
IoT, and Al technologies to improve supply chain
operations.

Who Is This Book For

This book is for industry professionals working in the domain of

supply chain management including supply chain managers, logistics
managers, procurement officers, and operations managers. It’s also for
academics, research scholars, and university students at the graduate
and post-graduate levels who are interested in understanding how these
technologies can enhance efficiency, transparency, and optimization in
supply chains.
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CHAPTER 1  SUPPLY CHAIN MANAGEMENT STRATEGY AND PRACTICES: TRADITIONAL
VS. ADVANCED
When an abundance of articles and books on the subject emerged in

the mid-1990s, the term “supply chain management” (SCM) gained
popularity. SCM involves the centralized coordination of the flow of goods
and services to and from a business. It encompasses the entirety of the
processes required to convert raw materials and components into finalized
products. Companies may save costs and deliver items to customers faster
and more efficiently by optimizing the supply chain. A well-managed
supply chain can assist in avoiding costly product recalls, lawsuits, and
negative press by ensuring quality control, selecting reliable suppliers,
maintaining transparency, complying with regulations, managing risks,
fostering communication, and continuously improving processes.
SCM'’s five most important phases are planning, sourcing, production,
distribution, and returns. A supply chain manager is responsible for
regulating and reducing expenses as well as avoiding supply shortages.
While traditional supply chains focus on the accessibility, transportation,
and cost of physical assets, contemporary supply chains prioritize the
administration of data, services, and products packaged as integrated
solutions. Contemporary supply chain management systems extend beyond
the mere tracking of the location and timing of product deliveries. They play
a pivotal role in influencing product and service quality, pricing, customer
experience, and, ultimately, the overall profitability of a business. In 2017,
a standard supply chain processed 50 times more data than it did just five
years earlier. Despite this surge in data, only about a quarter of it has been
thoroughly analyzed. As a result, crucial and time-sensitive information such
as weather conditions, unexpected labor shortages, political unrest, and
sudden spikes in demand might go unexplored, posing potential risks to the
supply chain efficiency. Modern supply networks are curated by analytical
professionals and data scientists and take advantage of large volumes of
data created by the chain process. Future supply chain leaders and the ERP
systems they run will almost certainly focus on maximizing the usefulness of
this data by analyzing it in real time with minimal latency.
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VS. ADVANCED
In contrast to supply chain management, a supply chain refers to a

network of companies collaborating to transport materials in a directional
manner. It represents a collective of organizations intricately connected
through upstream and downstream flows of products, services, funds, or
information, extending from a source to a client. The administration of
such a chain is known as supply chain management (La Londe, B. and
Masters, J. M., 2023). Supply chain professionals play pivotal roles in
shaping and overseeing supply chain operations. Their responsibilities
extend to determining whether a company produces a product or service
internally (insourcing) or outsources it to another entity. They orchestrate
manufacturing processes across multiple providers, ensuring seamless
production and transportation with minimal challenges related to quality
control and inventory. The ultimate aim of a well-designed and efficiently
managed product supply chain is to achieve the production of goods at
the most economical cost possible. Such a well-structured supply network
can be viewed as a competitive advantage for a company, as highlighted
by Enver Yiicesan (2007) and David Blanchard (2007). Companies engage
in ongoing efforts to enhance the efficiency and cost-effectiveness of their
supply chains, making SCM a continuous and vital undertaking.

SCM aims to centrally control or link a product’s manufacturing,
shipment, and distribution. Companies can reduce superfluous expenses
and unnecessary stages in the supply chain, allowing them to deliver items
to customers faster. Achieving this involves exercising more stringent
control over internal inventories, internal manufacturing, distribution,
sales, and vendor stocks. SCM operates on the principle that nearly every
product entering the market is the outcome of collaborative efforts from
various organizations within a supply chain. Although supply networks
have existed for centuries, most businesses have only recently seen them
as a value-add. The following five important components of SCM are
commonly referred to by experts and practitioners:
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o Planning: Develop strategies and oversee the allocation

of resources to meet the product or service demand of
a company. Establish metrics to assess the efficiency,
effectiveness, customer value, and alignment with the
organizational goals of the formed supply chain.

e Sourcing: Select suppliers to provide the items and
services required to manufacture the product. Then,
create systems for monitoring and managing supplier
relationships. Ordering, receiving, and maintaining
inventory and authorizing supplier payments are all
critical operations.

e Manufacturing: Organize the actions required to
accept raw materials, make the product, test for quality,
package for shipping, and deliver on time.

o Logistics and delivery: Customer orders must be
coordinated, delivery must be scheduled, cargo must
be dispatched, customers must be invoiced, and
payments must be received.

o Returns: Establish a system or framework to handle the
return of damaged, surplus, or unwanted goods. SCM
holds considerable importance in achieving various
corporate objectives. For instance, exerting control
over manufacturing processes can enhance product
quality, mitigate the risk of recalls and legal issues, and
contribute to the development of a robust consumer
brand. Similarly, managing shipping methods can
enhance customer service by averting costly shortages
or instances of excess inventory. In essence, SCM
provides organizations with multiple avenues to boost
profit margins, particularly pertinent for large-scale
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and global businesses. Within the production cycle,

efficient SCM solutions result in reduced costs, waste,
and time. The adoption of a just-in-time supply chain,
where retail sales automatically trigger replenishment
requests to manufacturers, has become an industry
standard. This facilitates rapid replenishment of retail
shelves, keeping pace with product sales. An additional
strategy to enhance this process involves analyzing
data from supply chain partners to identify areas for

improvement.

The Concept of SCM

SCM involves overseeing the movement of goods and services to and
from a company, encompassing the entire process from converting

raw materials and components into finished products to delivering

them to the end customer. A well-executed SCM process enables a
company to optimize its operations, minimize waste, enhance customer
value, and gain a competitive edge in the market. SCM encompasses

a comprehensive framework that includes procurement, operations
management, logistics, and marketing channels. These elements
collectively contribute to the transformation of raw materials into finished
products, which are then delivered to end customers (Kozlenkova, Irina;
et al., 2015; Ghiani, Gianpaolo; Laporte, Gilbert; Musmanno, Roberto.,
2004). A more specific definition of SCM is “the design, planning,
execution, control, and monitoring of supply chain activities with the goal
of creating net value, building a competitive infrastructure, leveraging
global logistics, synchronizing supply with demand, and measuring global

performance.”
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SCM is a pivotal facet of business operations, entailing the

orchestration and integration of diverse activities, processes, and
stakeholders throughout the entire supply chain. This encompasses
activities ranging from the procurement of raw materials to the ultimate
delivery of finished products to end consumers. The primary goal of SCM
is to optimize the overall efficiency, effectiveness, and responsiveness of
the supply chain to meet customer demands while minimizing costs. The
following is a list of additional key concepts:

¢ Supply chain components

o Upstream: Involves activities such as sourcing,

procurement, and inbound logistics

« Internal operations: Encompasses the processes
related to manufacturing, assembly, and
quality control

o Downstream: Encompasses distribution, outbound

logistics, marketing, sales, and customer service
o Supplier relationship management:

o Fostering strong relationships with suppliers is
crucial for a smooth and efficient supply chain.

e Collaboration, communication, and trust-building
are essential elements of SRM.

e Demand planning and forecasting:

e Accurate demand forecasting helps organizations
anticipate customer needs and align production
and distribution accordingly.

e Advanced analytics and data-driven insights play a
significant role in demand planning.
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VS. ADVANCED

° Inventory management:

Balancing the costs of holding inventory against the
costs of stockouts is crucial.

Just-in-time (JIT) and economic order quantity
(EOQ) are common inventory management
strategies.

o Logistics and transportation:

Efficient transportation and logistics ensure timely
delivery of products.

Mode selection, route optimization, and carrier
selection are key considerations.

¢ Information flow:

Real-time information sharing is essential for

effective decision making.

Technologies like enterprise resource planning
(ERP) and advanced analytics enhance
information flow.

¢ Risk management:

Identifying and mitigating risks throughout the
supply chain is crucial.

External factors like natural disasters, geopolitical
events, and supply chain disruptions can impact
operations.
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¢ Sustainability:

o Consideration of environmental and social factors
in supply chain operations

e Green and sustainable practices are becoming
increasingly important.

¢ Globalization and outsourcing:

o Many organizations operate on a global scale,
necessitating the management of complex
international supply chains.

e QOutsourcing certain processes can lead to cost
efficiencies but requires careful oversight.

¢ Continuous improvement:

e Regular evaluation of supply chain performance
and implementation of process improvements

e Lean and Six Sigma principles are often applied for

continuous improvement.

Effective SCM can contribute to increased customer satisfaction,
reduced costs, improved product quality, and enhanced overall
competitiveness in the market. The dynamic nature of markets and
technologies requires supply chain professionals to stay adaptable and
responsive to changes to maintain a competitive edge.

Traditional SCM

Conventional SCM pertains to the traditional practices and methodologies
historically utilized by businesses to oversee the movement of goods
and services from their origin to the point of consumption. While there
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have been advancements in technology and methodologies, many
organizations still operate with some aspects of traditional SCM. Here are
key features of traditional SCM: linear and sequential, silos and functional
departments, forecast-driven planning, bulky inventory, long lead times,
manual processes, limited visibility, risk management challenges, limited
use of technology, and less emphasis on collaboration.

Traditional SCM often follows a linear and sequential process where
each stage in the supply chain is viewed as a distinct and separate
function. It typically starts with procurement of raw materials, followed
by manufacturing, distribution, and finally, reaching the end customer.
Each stage of the supply chain is often treated as a separate functional unit,
and departments may operate in isolation. Siloed communication can
lead to inefficiencies and a lack of coordination across different functions.
Forecasting is a crucial element in traditional SCM where companies rely
on historical data and predictions to plan production and distribution.
The focus is on producing large quantities to meet anticipated demand.
Traditional SCM tends to involve holding larger inventories as a buffer
to meet potential demand fluctuations. Warehousing is a significant
aspect of this approach, with large storage spaces used to stockpile
goods. Due to the sequential nature of traditional SCM, lead times can
be long, particularly when sourcing materials from different suppliers
or when relying on a make-to-order production model (an approach
where product is not built until confirmed order for product is received).
Manual processes, paperwork, and human intervention are common in
traditional SCM, leading to potential errors and delays. This can include
manual order processing, inventory tracking, and communication.
Limited real-time visibility into the entire supply chain is a characteristic
of traditional SCM. Companies may lack the tools and technologies to
monitor and respond quickly to changes or disruptions. Traditional
SCM may face challenges in effectively identifying and managing risks,
especially in a global and dynamic business environment. Issues such as



