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Preface

High-quality, comprehensive research is undoubtedly pivotal to forensic science
innovation, yet its transition into the operational domain represents a significant
challenge and provides the greatest barrier to innovation.

This book serves to provide a broad and multifaceted understanding of the current
forensic science innovation landscape, whilst evaluating some of the enablers, road
blockers and barriers to implementation that must be traversed in order to cross the
valley of death between ‘idea’ and its successful implementation.

It is undisputable that forensic science is central in appropriately supporting the
criminal justice system. This is especially demonstrated in cold cases, where crimi-
nals are continually apprehended, thanks to the technological and scientific advances
of the discipline. Notwithstanding, there is a mismatch between this unquestion-
able truth and the ability to efficiently translate forensic innovation into practice.
This dissonance holds true across both the national and international landscapes in
different ways, and at different levels, with understandable disparities between the
industrial and academic environments. Nonetheless, the underlying issues are very
similar and appoint to two fundamental causes:

(1) the lack of a recognition of forensic science as an actual discipline, and
(2) afundamental lack of appreciation for forensic science as a societal priority.

As a consequence, there is a general lack of dedicated funding, or, alternatively,
a misdirection of the funding which may support blue-sky research, but very rarely
supports the final steps of the journey, to its implementation.

Moreover, whilst communication channels between end-users (practitioners) and
innovators (academia and industry) has notably improved over the last decade, it
still lacks a solid framework and structure to support the journey of innovation into
the real world. Generating real impact in translating forensic science innovation
into exploitable practice necessitates a profound ‘bottom-up’ paradigm shift, from
researchers to policy makers, governmental bodies, policing and research councils.

vii



viii Preface

This book, the first of its kind, is intended to act as a platform to facilitate the
dialogue between key innovation stakeholders, namely academia, industry and end-
users, to propose a roadmap that serves to facilitate practical developments and offer
a revolutionary springboard to initiate the aforementioned paradigm shift.

The book merges the technical and scientific aspects of some of the innovations
that have been implemented across forensic science within the national and interna-
tional landscapes, and with (i) the necessary considerations to take into account on
the road to success, such as understandings of cognitive bias, business planning, data
privacy and legal and regulatory aspects, (ii) the end-users perspective and (iii) the
industry perspective.

The breadth of topics is addressed in a coherent, comprehensive, unique and
synergistic manner, such that the challenge of transitioning a forensic science idea to
forensic science product/solution has a real opportunity to be addressed. These oppor-
tunities will serve to significantly improve the conversion rate of research endeavours
into implementable tools thus impacting the criminal justice system in a positive,
effective and efficient manner.

Sheffield, UK Simona Francese
Evesham, UK Roberto S. P. King
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Chapter 1 ®)
The Chicken and the Egg: Research oo

and Innovation Within Forensic Science

Roberto S. P. King

Abstract The chicken and the egg causality dilemma, or chicken and egg paradox,
is a longstanding idiom that stems from the observation that all chickens hatch from
eggs and all chicken eggs are laid by chickens. It seeks to probe, in a metaphorical
sense, situations that lack clarity in what should be considered the cause and what
should be considered the effect. The very nature of the postulation depicts a process
of infinite regress, whereby the consequence of one action must depend on the other,
and vice versa. To that end, forensic science is widely recognised as a discipline that
is fundamentally underpinned by research, upon which the end goal, or application,
must be objectively substantiated. In the practical sense, the application of these
forensic ‘tools’ are exploited through innovative solutions that typically take the
form of hardware, software, physical techniques, chemical processes, etc. Accord-
ingly, how are new product/process innovations developed in a discipline that is built
on the foundations of scientific rigor? Does forensic research solely drive forensic
innovation? Do the latest forensic innovations drive the next generation of forensic
research? Or do the two co-exist in a symbiotic manner that serves to benefit the
process as a whole?

1.1 Research and Innovation

Research is defined as “the systematic investigation into the study of materials and
sources in order to establish facts and reach new conclusions” [1]. The process of
research within forensic science has, like other disciplines, a fundamental emphasis
on structured explorations into a defined subject matter(s) in order to understand the
consequence of such actions and develop factual conclusions that serve to improve
and increase our knowledge. Whilst remaining a relatively small contributor to the
‘Life Sciences’ sector as a whole, at the time of writing, there are over 50 interna-
tional journals dedicated to publishing forensic science research articles [2], and, on
an annual basis, an order of magnitude more forensic science conferences that are

R. S. P. King (<)
Research and Development, foster+freeman, Vale Park, Evesham WR11 1TD, Worcestershire, UK
e-mail: drrobertoking @outlook.com
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focussed on the dissemination of such research conclusions. It is clear that suitable
vehicles exist for the sharing of research outputs from forensic science, and such
delivery mediums serve as an ideal opportunity for broader collaboration and itera-
tive idea generation. For the most part, such disclosure opportunities are exploited
mainly by academic research institutions and forensic practitioners who wish to share
the findings of their work either for professional recognition and/or for the benefit
it serves the forensic community as a whole. Less so is the involvement, either in
person or via publications, of the forensic science technology manufacturer, who
is oftentimes the segue between (proof-of) concept and practical exploitation, typi-
cally via productisation. Forensic technology manufacturers (FTMs) may regularly
have a presence at forensic conferences that include an exhibition annexe, yet their
involvement beyond showcasing their products either in the exhibit arena or during
a workshop, is typically limited.

Innovation may be considered as “the creation, development and implementation
of a new product, process or service, with the aim of improving efficiency, effec-
tiveness or competitive advantage” [3]. Naturally, innovation, or the evolution of
innovative offerings, is more plentiful during the embryonic stages of novel subject
matter exploration, where new ground and new learnings are commonly encountered.
Whilst innovation is often considered to be the fruit of commercial labour, and an
opportunity for revenue generation, there exists a bounty of techniques, processes
and methods utilised within forensic science that are, by the very definition, innova-
tive. Methods that are used around the world, on a daily basis, where the primary goal
is not necessarily to generate financial income, but to improve efficacy, efficiency
and applicability of forensic science. Quite often, forensic practitioners must apply
innovative thinking and methodology when dealing with unusual items of evidence
and crime scenes. FTMs have naturally evolved over the last few decades, developing
innovative technologies that serve to improve and expand the capabilities of forensic
end users both in the laboratory and in field. For the most part, each manufacturer
tends to specialise in one or two forensic ‘value streams’—the evolutionary journey
from concept to application by the customer. Other larger manufacturers provide
a broader range of product offerings that usually have some degree of technical
overlap (such as analytical characterisation devices): the likes of Thermo Fisher [4]
and Agilent Technologies [5], for example, are recognised for their product portfolio
that includes offerings suitable for forensic DNA, Mass Spectrometry, Raman and
IR analysis. Manufacturers such as foster+freeman [6], on the other hand, are estab-
lished as market leaders within the physical forensic sciences; that is in the search
and investigation of physical evidence such as Questioned Documents, Fingerprints,
Glass, Body Fluids, etc. Naturally, the broader the product portfolio, the more organ-
isational resource required to sustain, develop and support the innovation reaching
the marketplace.



1 The Chicken and the Egg: Research and Innovation Within Forensic ... 3

1.2 The Research and Innovation Cycle

As illustrated in Fig. 1.1, the act of conducting research and developing innovation
are harmonious in their association with technology development. As our knowledge
and understanding of a subject matter broadens and develops, it begins to unlock tech-
nological enablers that can be built upon to yield a solution. This solution may take
the form of a physical device, a piece of software, a process improvement, or one
of many other innovative mediums that exist. Ultimately, in the industrial (commer-
cial) setting, it is preferred that the resulting innovation(s) is usually monetised in
order to directly accrue revenue. With increased revenue and profit generation, comes
available cashflow that may be injected back into the business to further develop the
research and development programmes that underpin the process [7-9].

Outputs from research within the industrial sector are arguably prioritised differ-
ently to those that may be encountered in academia or forensic practice. In the
case of the latter, research conclusions are usually disseminated in order to increase
awareness of operationally relevant material (the efficacy of traditional fingermark
enhancement processes on a new substrate type, for example [10, 11]). Academic
institutions, whilst also striving to influence operational undertakings through their
work, commonly use their research outputs, which largely take the form of publica-
tions and conference presentations, to leverage their applicability for external funding
and strengthen the overall impact and stature of the organisation in a highly compet-
itive Higher Education landscape. As with all manufacturers, FTMs are no different
in their intrinsic desire to drive revenue and grow the business. Naturally, the size,
maturity and ownership structure of the FTM will dictate the specific metrics that
must be achieved or maintained, but without revenue and profit generation, the busi-
ness cannot exist or grow organically. Accordingly, the primary focus of an FTM is
that of profitability in any innovation that they develop. The business, as a whole,

& RESEARCH /~

?k )
/* INNOVATION &

Fig. 1.1 The research and innovation cycle
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must therefore work to develop product that offers a competitive edge and then seek
to establish it within the market. Research outputs in the form of publications are, to
an increasing extent, being recognised as important and powerful vehicles that can
underpin commercially focussed ventures through provision of peer-reviewed, scien-
tifically credible and transparent research manuscripts [12—16]. Understandably, the
rigors associated with successful publication of research in peer-reviewed journals
may allow FTMs to substantiate, to some degree, the credibility and viability of the
product developments, whilst also facilitating informed evaluation of the work, and
associated innovation, by the community that ultimately seeks to exploit it.

Whilst the benefits of peer-reviewed publications are understood by practitioner
and manufacturer alike, it is often a resource limitation that hinders smaller FTMs
from venturing down the peer-review journey. This, coupled with the relatively slow
publication process (often months), render the prospect of manuscript compilation
and submission an unfavoured activity within the commercial forensic sector. A
compromise is often achieved through generation of ‘white papers’ or ‘internal appli-
cation notes’ that serve to disseminate research findings via a manufacture-controlled
process. Understandably, however, whilst research findings published in this way are
of relevance to the forensic community as a whole, and may also be leveraged by
end-users to support their technology procurement business case, the acceptance and
implementation of such innovation is typically retarded given the perceived absence
of independent review.

An additional road-blocker for the FTM in sharing their research and building
their scientific pedigree can also stem from the negative perception of commer-
cial participation within educational conferences. For some, the inclusion of FTM
representatives within a conference agenda is construed as being too commercial,
with undertones of an ulterior (sales) motive. Naturally, whilst there are commer-
cial gains underpinning the very research being presented (and in fact it is primarily
the commercial revenue itself that funds the research conducted), the researchers
involved in the project(s) have a fundamental intrinsic motivation to share their
findings and open-up discussion channels with the broader community. This reci-
procity facilitates research evolution and relationship development between industry,
academia and practitioner alike. It has the propensity to strengthen the fundamental
building blocks upon which we can evolve our understandings and, more importantly
perhaps, forensic science practice. Ultimately, the transparency and dissemination of
scientifically robust forensic research should be supported through as many means as
possible. There must be a representative demographic of research presented at such
events, so as to fully appraise the shape and capabilities of the forensic landscape
and strengthen opportunities for cross-functional engagement and collaboration.
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1.3 Understanding the ‘Customer’

The development of new forensic technologies has changed significantly over the
last half century [17]. During the embryonic phases of the forensic science disci-
pline, there existed an almost carte blanche of capabilities waiting to be developed
that were rationalised and brought to life as the significance and importance of our
forensic understandings matured. The chemical composition of a latent fingermark,
for example, gave way to decades of research into fingermark enhancement reagents.
The discovery of genetic fingerprinting and DNA profiling resulted in a paradigm
shift across the forensic science research landscape and the race to develop new
techniques and technologies to exploit the forensic capability that DNA provided,
began. As the outputs of such research endeavours began to be utilised in an emerging
discipline, and the resulting impact appreciated, focus naturally centred on process
refinement and optimisation of these ‘core enablers’, rather than a quest for the next
‘big thing’.

As such, some of the early FTMs were able to monopolise new process enabling
innovation, by productising what would otherwise have remained a laboratory
research commodity. Concurrently, these emerging manufacturers helped shape the
forensic capabilities of the time. They began broadening their research ventures as a
function of the emerging needs of the forensic community and their own appreciation
of how technology building blocks could be assembled in a manner to provide new
innovation in an otherwise sparse marketplace.

As a function of time, such technologies have naturally developed in a way that
serves to automate complex or time-consuming processes and provide effective turn-
key solutions. The focus has, to a large extent, been dominated by easing the labour
burden on the end user and, in turn, helping to reduce evidence backlogs.

Forensic science itself, and the innovations it utilises, harnesses concepts,
processes, technologies and components from wider disciplines, in a manner that is
exploited for forensic application. As other more mainstream market sectors develop,
so too does the potential for forensic exploitation. To that end, the transformation of
forensic technologies in recent years has focussed heavily on deployable instrumen-
tation; products that provide the crime scene examiner with laboratory capabilities.
The amalgamation of forensic light sources with high end imaging technology is
one such advancement that has recently begun to improve efficiency at the crime
scene and help triage evidence in situ, rather than mandating it be analysed back in
the laboratory [6]. The importance of arming crime scene investigators (CSIs) with
previously considered laboratory technologies must not be downplayed; ensuring
both parties have similar capabilities is paramount in maximising evidence recovery
and detecting more evidence. An analogous example can be seen in the area of toxi-
cology, where portable analytical devices, such as Raman Spectrometers, are now
readily available and have resolving power that is suitably fit-for-purpose in the quest
to identify compounds of interest, in field [18, 19].

Despite the breadth of technological offerings at the disposal of the FTM, the
art of forensic innovation relies on a journey that is catalysed by a ‘problem’. The
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‘problem’ may exist in many forms: from a new class of evidence that requires better
detection methods, to the deployment of a technique in an outdoor environment. The
‘problem’ may present itself to different stakeholders, in different ways:

time saving

cost saving

regulatory compliance
automation

fatigue avoidance
repeatability
reliability

functional suitability
others.

Itis also important to consider that quite often, the end users of the technology may
not recognise that a problem exists. The daily processes that occur across forensic
science are well engrained within the end users. Their familiarity and reliability
of such methods may, undoubtedly, constrain their exploration of improved and/
or alternative approaches. They may be unaware of synergistic technologies that
have the potential to create innovative step-changes within their own discipline and,
ultimately, there may even be intrinsic resistance to the acceptance of innovation,
should the alternative(s) be perceived to jeopardise the importance of the roles of the
individuals concerned.

In contrast, as a discreet entity, the FTM may not necessarily be aware of existing
challenges or ‘problems’ facing their existing/potential end users. Whilst their daily
operational focus is that of engineering, manufacture, marketing and sales, the
research and product development agenda must be managed in a way that drives
continued growth and innovation. It is typical that FTM research and development
functions constantly review technology advances in other areas that may be exploited
within their own. In essence, it may be considered that the FTM has the ‘answers’,
but are looking for the ‘problems’, and the forensic practitioner has the ‘problem’,
but is looking for the ‘answer’.

Accordingly, it is imperative for the manufacturer to adopt a customer-centric
approach to ensure that the correct innovations are developed and delivered in a
timely manner and that they fundamentally address the problem(s) at hand. The
customers’ challenges must be clearly identified (the problem) and solutions (the
answer) considered as a function of what is a mandatory requirement (the need)
and what may be preferred (the want). The priority with any innovative develop-
ment is that the offering is functionally capable; it is fit-for-purpose and solves the
problem it was designed to. The inclusion of additional features and capabilities,
whilst desirable, should not detract or compromise the primary function of the tech-
nology. This is especially true for first generation innovations, where the immediate
impact should be that of functional capacity, with feature rich offerings typically
emerging as iterations of the innovation develop with time.

The archetypical definition of a customer is that of a person or organisation that
buys goods or services from an organisation [20]. It is widely construed as the end
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user; the person who actually uses the product that is purchased. As such, in its
simplest form, a customer-centric approach to forensic product innovation would
concern itself solely around the use case, or application, that the practitioner is to
conduct. Whilst such functionality must of course be at the very heart of any product
development, the FTM must also consider other stakeholders as ‘customers’ to the
products, or services, that they develop. To bring a product to market, all facets
of the business must be involved in defining the requirement specifications that the
product must possess, so that the implementation and execution of technology market
introduction is optimised. The product must be designed with many considerations
in mind, some of which are entirely independent of the product use case:

what are the market differentiators for the product?

what will the sales strategy look like?

what costing model will be applied?

how might the forensic procurement process impact on the commercial strategy?
how will the product be supported in field?

are there market specific variations that need developing?

what marketing methods will be employed?

how will the product be demonstrated?

what languages must be supported?

what regulatory governance should be supported?

how will the supply chain be supported?

has design-for-manufacture been considered?

what application studies are required?

what training will be required (sales, customer support, applications, service,
forensic end user)?

e what supporting documentation is required?

Whilst the list above is by no means exhaustive, it does serve to highlight the
plethora of factors, and decision-making influences, that must be traversed in order
to develop an effective and comprehensive forensic technology innovation in the
modern era and, importantly, one that stands the best chance of being widely adopted
and relied upon by the forensic end user.

1.4 Collaborative Engagement

Developing a desirable innovation for the forensic laboratory, or crime scene, should
not be perceived as a process that is conducted, in isolation, by an FTM (closed
innovation). Given the broader understanding of who the customer of the product is,
the development cycle benefits significantly from a comprehensive stakeholder input
to ensure the outputs are aligned to the required need(s) and use case(s). Naturally,
the size of the FTM will dictate the resource allocation that is available to develop
ideas and concepts internally. Larger organisations may have sufficient personnel to
explore such endeavours in detail, drawing on external input at key product design
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Fig. 1.2 Open and closed innovation funnels

phases where the ‘voice of the customer’ is critical. Smaller organisations may work
more closely with external stakeholders (open innovation) in order to bolster their
resource and knowledge pool and optimise the efficiency of their innovation process.
In essence, both approaches are capable of affording noteworthy innovations, but the
input of external stakeholders remains critical to effective product development and
market acceptance. It ensures the technology is fit-for-purpose and has been executed
with the use-case in mind. The distinction between open and closed innovation work-
flows, as illustrated in Fig. 1.2, is governed by the methods in which innovation is
created.

The latter demands innovation be generated and controlled within the confines
of the organisation, whereas and open innovation approach draws more heavily on
external stakeholder knowledge and input to drive and support the innovation cycle
[21-23].

The demands and benefits of each mode of action differ significantly, with closed
innovation requiring the greatest minds of the discipline to be employed by the FTM.
It adds significant burden (and overhead) to the manufacturer to ensure its research
and development team has all the necessary skillsets and is capable of establishing
itself as an industry ‘thought-leader’, whereby the new ideas and technology that are
developed are wholly created, developed, implemented and brought to market by the
FTM. The implementation of this approach can often be seen in niche technology
sectors, such as forensic science, where unique innovation gives the manufacturer
incontrovertible advantages over its competitors. In such instances, the FTM strives
to become synonymous with their ‘first-to-market’ technology and can leverage that
impact to substantiate the brand and develop market leadership [24-26]. Organisa-
tions that operate under closed innovation boundaries often prefer the control and
exclusivity of Intellectual Property (IP) ownership, utilising protective means such
as patents, publications and copyrights to deter competitors from stealing product
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ideas and know-how. Of course, such IP protection is not infallible, and in a disci-
pline where the innovative exploitation of a range of complementary technologies is
central to the application, and therefore harder to protect, the costs involved in devel-
oping an IP portfolio need to be balanced against the benefits they may be perceived
to afford (tax relief, innovation protection, etc.).

Open innovation enables the FTM to broaden its idea generation potential through
the strategic utilisation of the wider forensic community. It involves engaging with
key opinion leaders and external bodies in an effort to improve the impact of the
innovation itself. This may necessitate the collaboration with end users, suppliers,
academia, governing bodies and sales partners to maximise the effectiveness of the
innovation. Collaborative networking in this way requires extremely well managed
project oversight. It is often more challenging to work to efficient timelines, given
multiple contributors will likely be involved at any stage of the process. Ultimately,
however, the goal here is to develop the very best technology available, by ensuring
the very best resources are called upon as and when required. There is much less
reliance on the skills and knowledge necessarily residing within the FTM itself. In
the United Kingdom (UK), for example, schemes such as the Knowledge Transfer
Partnership (KTP), governed by Innovate UK [27], exist to link forward-thinking
businesses with the UK’s leading academic experts to deliver innovation projects
led by inspired graduates. In connecting industry with academia, both organisa-
tions benefit greatly in harnessing the complimentary skills and resources that the
other possess, in turn delivering impactful innovation as a function of an open and
collaborative innovation journey.

Whilst the modes to innovation will vary between FTMs and even on a project-
by-project basis, there are key external innovation stakeholders that must be included
during the development cycle if the resulting technology is to be effective welcomed.
There is perhaps no one more important to garner feedback from than the intended
end user (in this case, the forensic practitioner), after all, these are the people that will
be utilising the technology on the front-line and have more experience in product
application than the FTMs themselves. In addition, an FTM must consider their
entire global marketplace and the region-specific needs that are regularly encoun-
tered. Product development cannot simply focus on home market requirements,
without understanding the potential impact and implementation in other territories,
where skillsets, knowledge, challenges, experience, and legislation are likely to be
very different and may demand alternative approaches to the way the innovation is
delivered.

The relationships an FTM develops with its (potential) end user base is critical
to its success not only in innovation development, but in becoming a reliable and
dependable source of technology within an ever increasingly competitive forensic
sector. The FTM should attempt to engage with practitioners at key touchpoints along
the innovation journey in an attempt to understand whether the technology concept
is warranted and understood, and how it will likely fit in to, or change, the existing
workflows in place. There is, of course, no obligation for end users to engage in such
technology developments with an FTM, but in a discipline that strives for scientific
excellence and ensuring justice prevails, the community as a whole are extremely
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receptive to engagement and discussion. Understandably, however, a factor that is
often encountered is the requirement for practitioners to remain impartial as part of
their tenure within their organisation—that is, not to give ‘preferential’ advice, guid-
ance or input to a particular commercial entity over another. As such, it can oftentimes
be difficult to dive deeply into concept exploration and product development feed-
back and improvement; the latter typically being the greatest road-blocker between
the FTM and practitioner as it is these very suggestions and improvements that are
central to iterative product advancements. Undoubtedly, if innovation is to be effec-
tive, timely and impactful, barriers between end users and manufacturer need to be
navigated in a manner that ensures both parties see tangible benefits. Ultimately, the
manufacturer wishes to develop a concept and launch it within the forensic market-
place, and the forensic end user strives to improve their practice and exploit, where
suitable, the latest innovations. A certain symbiosis exists as a function of necessity,
but that relationship could arguably be deeper rooted through concerted collaborative
endeavours that would better arm both parties with the tools and foresight required
to develop wholly fit-for-purpose technology, at the right time, with the end user
application at the very heart of the product.

1.5 The Research and Innovation Funnel

An FTM must ensure that they possess a balanced product portfolio so that it is
well positioned to take advantage of its current and future market growth opportu-
nities. This strategic product roadmap typically seeks to maintain an even combina-
tion of new, growing, and mature product offerings. Product oversight using busi-
ness tools such as the Boston Consulting Group (BCG) Matrix, shown in Fig. 1.3,
allow an organisation to review its portfolio and understand where opportunities for
improvement exist and how to maximise revenue generation [28, 29].

A balanced portfolio would ideally strive to have products within all categories
(except for ‘dogs’!), so that the ‘cash cows’ can provide investment funds for the
‘stars’, which in turn ensure the future success of the business and help turn the
‘question marks’ into stars. The FTM must seek to hold, build, harvest and divest
as a function of their existing portfolio and consider how their research activities are
positioned to provide them with market advantage and growth as a function of time.

The research and innovation funnel is a simple concept in which an FTM can assess
and review a continuous stream of ideas to ensure those that will likely be most effec-
tive and rewarding are developed further, prototyped and ultimately launched as a
product. As its name suggests, this process is fed with multiple inputs (ideas) that
result in comparatively few outputs (products). As such, it is critically important to
feed the funnel with ideas, opportunities, applications, collaborations, etc., so that the
organisation has solid foundations upon which to develop its future (forensic) inno-
vation pipeline. A narrow focus at the idea stage, will ultimately result in limitations
to innovative scope. Conversely, an over-populated idea pool requires significant
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Fig. 1.3 The Boston Consulting Group matrix

resource to evaluate and triage, whilst also creating the potential to dilute impact and
scope of chosen product developments.

Idea generation requires input from individuals and functional groups right across
an FTMs organisation. It also necessitates inputs, either directly or indirectly, from
external stakeholders. The importance of a balanced product portfolio is supported
by the importance of a balanced research portfolio. They rely on each other to drive
iterative products (new model variants, for example), evolutionary products (next-
generation derivatives already present market innovations) and revolutionary prod-
ucts (first of a kind, step-change technology). For this reason, the FTM research
roadmap must include a healthy mix of both evolutionary research ideas that can
build on existing technology already known to the discipline and within the product
arsenal of the manufacturer, and blue-sky concepts that will hopefully move forward
to be the stars of the future. The research and development teams must work in unison
to develop these ideas and explore them comprehensively from both a feasibility and
scientific credibility perspective, given the nature of the target end user. They must
also work collaboratively with the commercial arm of the business to understand
the product positioning and marketing strategies that will be implemented and, as a
consequence of this business alignment, determine the viability and implementation
of the product idea.



12 R. S. P. King

The development of modern era forensic innovations has seen its focus migrate
towards automation and ease of use, with a particular emphasis on process control
and feedback. Forensic practitioners still heavily rely on the tried and trusted tech-
niques that have emerged over the last few decades, but with continually inflating
evidence backlogs and the scrutiny of forensic best practice ever more in the spotlight,
improvements to how evidence is detected, processed, interrogated, and reported has
become one of the biggest challenges for FTMs. They need to ensure their modern
technologies are scientifically robust and match or exceed the benchmarked state of
the art standard, but at the same time deliver elements of automation and ease-of-
use, whilst ensuring what happens in the ‘background’ is recorded in such a way that
it can be accessed and reported on as necessary. For example, automated evidence
processing, such as the treatment of items within a cyanoacrylate fuming cabinet, can
be executed with a single button operation on modern day fuming cabinets [26], but
the end user must be able to demonstrate and verify the parameters that were effected
by the instrument across a particular treatment cycle. Similarly, the application of
image enhancements within a proprietary FTM imaging software suite must detail
every function that has been applied to an original image to obtain the result that it
subsequently outputs (and may be used in a court of law).

The rigors of laboratory and crime scene ‘best practice’ in the twenty-first century
continues to develop and is largely underpinned by the guidance created in the ISO/
IEC 17025 and ISO/IEC 17020, respectively. ISO/IEC 17025 ‘enables laboratories
to demonstrate that they operate competently and generate valid results [30].” This
standard is intended to specify the operational requirements for the competence,
impartiality and consistency of the laboratory and is applicable to all organisations
(falling under, or requiring, the ISO requirements) that conduct laboratory activities.
In a relevant capacity, ISO/IEC 17020 specifies the ‘requirements for the compe-
tence of bodies performing inspection and for the impartiality and consistency of
their inspection activities.” This standard is designed to ensure in-field conformity
is achieved across a range of ‘inspection bodies’, which, from a forensic science
perspective, relates primarily to crime-scene examination (or anything outside of the
laboratory environment). As these standards have evolved over recent decades, not
only has the practitioner had to adapt and improve the integrity and transparency
of their standard operating procedures, but so too have FTMs had to develop and
enhance their technology offerings and capabilities to better align with new and best
practices mandated by their end users.

Whilst it is often de facto to consider forensic innovation as a tangible piece of
hardware (a new instrument, for example) the effects of ISO/IEC 17025 and ISO/
IEC 17020 from an FTM perspective has required the implementation of sophisti-
cated diagnostics and the provision of substantial amounts of data to the end user. As
we strive for more automation and more capacity in the technologies we utilise, the
forensic regulator understandably requires documentable confirmation that equip-
ment/process is performing as intended (correctly). How these confirmatory checks
are implemented in a product will vary from FITM to FTM and from product to
product, but ultimately it must be demonstrated that technologies, whether it be



