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Preface 

Any man who sells his soul to synthesis will be a tragic target for a myriad merry darts of 
specialist critique. —Will Durant, The Story of Civilization 

This book provides a synoptic view of our knowledge of corrosion through Bayesian 
networks. Bayesian Network (BN) is an artificial intelligence (AI) approach that 
provides a flexible way of modeling a system subject to a complex set of interac-
tions. Unlike other AI approaches, such as neural networks, that seek to establish 
correlations between observations, BN can incorporate fundamental knowledge of a 
system and thus attempt to answer causal relationships. Such causal relationships are 
the key to predicting the performance of systems that can suffer a variety of 
corrosion-related failure processes. When the exact relationship between factors 
governing a phenomenon is known through an analytical or numerical model, then 
calculation of probabilities can be executed by propagating the uncertainties in the 
factors through the model. However, when the phenomenon is affected by factors 
that have complex interrelationships and when the models relating the factors to the 
desired end result are a mix of analytical, numerical, and expert-based relationships, 
the propagation of uncertainties from factors to the desired result is complex. 
Furthermore, multiscale models involving a variety of size and time scales may be 
difficult to handle because the handoffs between various models may be difficult. 
BN provides a convenient framework for these situations: (1) the exchange between 
various models is through conditional probabilities enabling independent develop-
ment of models, (2) analytical, numerical, and statistical models can be included 
with complex interrelationships, and (3) inputs may be numerical, intervals, logical 
alternatives (true/false), or ordinal values (ranking). Thus, BN is a flexible tool that 
can be used in a variety of applications. 

Although BN interfaces with our day-to-day lives in a variety of ways, including 
banking, phone calls, medical diagnosis, etc., its use for modeling an engineering 
discipline like corrosion is more limited. Although corrosion constitutes only a small 
number of overall BN publications, there has been a quadrupling of papers in BN’s 
related to corrosion. There are several books on BN for medical, financial, and other
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AI applications, but there is no book on the use of BN modeling in corroding 
systems. This book is aimed at practicing engineers, who wish to use BN to model 
corrosion processes. The book does not aim to provide a rigorous treatment of the 
mathematical underpinnings of BN, for which a number of other sources exist. A BN 
model is a living framework to encapsulate our evolving knowledge of corrosion 
processes. 

viii Preface

The book does not aim to provide a recipe for BN of different systems, as this will 
be an impossible task. Instead, the focus is on how BN can be used to integrate our 
knowledge of corroding systems and make predictions of corrosion probability. 
Corrosion-related problems can be found in all engineering systems. The book 
provides examples from selected systems, with the hope that similar principles can 
be adopted for other systems. It is an assemblage of the experience of several people 
involved in developing and deploying BN for corrosion assessment. Therefore, the 
book provides a relatively broad perspective to the reader on the potential of BN as 
well as its limitations. 

Chapter 1 introduces risk assessment to provide a context for the evaluation of the 
probability of corrosion. The chapter concludes with the use of risk assessment in 
society in terms of risk governance. Chapter 2 presents the principles of Bayesian 
Network models. The purpose of the chapter is to familiarize the reader with 
Bayesian networks, requirements to build a network, approaches to developing 
conditional probability tables, and presentation of results. The perspective is that 
of someone applying BN to a corrosion problem. Chapter 3 describes models used in 
corrosion life prediction (mechanistic, semi-empirical, etc.). The process for abstrac-
tion/simplification of models for probability assessment is discussed. Chapter 4 
describes methods to propagate the distribution in input parameters using different 
sampling methods. It also describes the Markov modeling approach to propagate the 
probability of pitting corrosion over time using transition state probability. Chapters 
5 through 10 describe the application of BN models in various industries from the 
perspective of corrosion. Chapter 11 sums up the current status of the use of BN in 
corrosion systems and possible future directions. 

Columbus, OH, USA Narasi Sridhar
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Chapter 1 
Introduction: Risk Assessment 

Narasi Sridhar 

Risk and time are opposite sides of the same coin, for if there 
were no tomorrow there would be no risk. 
Peter L. Bernstein, Against the Gods, The Remarkable Story 
of Risk. 

Risk and Probability 

Risk is defined by International Standards Organization (ISO) document on risk 
management principles [1] as the effect of uncertainty on objectives, the “effect” 
indicating any beneficial or adverse deviation from the expected. Generally, we 
associate risk with adverse consequences and reward with beneficial consequences. 
Indeed, one of the etymological origins of risk signifies ‘heading into danger’ or 
‘navigating between different dangers’ [2]. All living beings make risk informed 
decisions, whether that is performed by genetic programming or deliberate analysis 
[3]. Some form of risk assessment existed even in ancient civilizations [4]. However, 
mathematical risk assessment methods evolved in the eighteenth century from games 
of chance. These formal risk assessment methods enabled systematic large scale 
investments in capital and trade and the growth of modern industrial civilization 
[2]. Risk is often defined as probability multiplied by consequence. However, this 
latter definition, while attractive in representing risk as a single value, does not 
convey the entirety of information needed to make decisions. For example, we often 
treat a low probability event leading to a high consequence (e.g., a large tsunami 
affecting a nuclear power plant) differently than a high probability event leading to a 
low consequence (e.g., an automobile fender bender). These two events may give 
rise to the same risk number, but are perceived differently. Therefore, a broader 
definition of risk involves asking three questions [5]: “what can go wrong?”, “how
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likely is it?”, and “how does it affect us?”. In mathematical terms, risk is properly 
defined as a set of triplets:

2 N. Sridhar

R= Si, f i,Cif g ð1:1Þ 

where, the risk, R, is defined as a function of a set of scenarios, Si, (what can go 
wrong?), frequency or probability of occurrence, fi, (how likely is it?), and conse-
quence, Ci, (how does it affect us?). The scenarios are also referred to in different 
applications as features, events, and processes (FEP), threats, or hazards. For 
example, corrosion of a steel pipeline by groundwater causing a reduction in pipe 
wall thickness and leading to mechanical failure from internal pressure is a scenario. 
External corrosion of pipeline is considered to be a threat in ASME B31.8S standard 
[6], but is a part of this scenario. Adding to the confusion in terminology, literature 
on reliability analysis refer to a hazard rate as the ratio of probability distribution 
function at any time divided by the reliability up to that point in time. To avoid 
confusion, scenario is used in this book to refer to a sequence of events leading to an 
adverse consequence. The term, probability, goes beyond frequency and statistics. 
Probability is often defined statistically as the limit of the frequency for an infinitely 
large population of observations. However, probability can also be defined in terms 
of our confidence in an event, especially if repeated experiments cannot be done for 
that event to generate a frequency metric. This is the sense of probability used 
throughout this book. 

The cumulative probability of an event is defined as the integral of the probability 
distribution function over time: 

F tð Þ= 
x= t 

x= -1 
f xð Þdx ð1:2Þ 

Where, x is the value of a factor whose probability distribution function is given by 
f(x). The reliability function (also called survival function) is defined as the proba-
bility of survival up to a certain time, t: 

R tð  Þ= 
x=1 

x= t 
f xð Þdx= 1-F tð Þ ð1:3Þ 

A risk map can be created that places the different scenarios as illustrated in Fig. 1.1. 
In this figure, a series of scenarios are analyzed in terms of the probability of 
exceeding different consequence levels. For example, a scenario could be the 
external corrosion of a buried pipeline. There may be different consequences 
associated with such a scenario, such as environmental contamination, property 
damage, and fatalities. The probabilities of different levels of a consequence, such 
as environmental contamination, for the scenario of pipeline corrosion can be 
assembled in the form of a Complementary Cumulative Distribution Functions 
(CCDF), for example S1 to S4 in Fig. 1.1 and compared to regulatory requirements. 
The curve shows that high consequence events have a lower probability of



exceedance than low consequence events. However, this does not have to be the case 
for all scenarios [5]. It is possible that the probability of high consequence event, 
such as damage from construction activity in a densely populated area, may be 
higher than the probability of a low consequence event of a construction damage at a 
remote area. 
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Fig. 1.1 Risk map based on 
evaluating various scenarios 
(given as S1 to S4) in terms 
of their probability of 
exceeding a given value and 
the consequence levels 
associated with each 
probability. Also shown is a 
risk limit imposed by 
regulations 

Although Fig. 1.1 depicts smooth curves for the different scenarios, they can also 
be discrete values represented by segmented lines. Once such scenarios and the 
associated probabilities and consequences are assembled, they can be compared to 
regulatory limits or other decision limits imposed by an organization to take miti-
gation actions. 

Different dimensions of risk can be visualized (Fig. 1.2). The term, reliability, 
refers to the probability that a failure will not occur within a specified time frame. 
Mathematically, it is defined by Eq. 1.3. In reliability, the consequence is not 
explicitly considered. Figure 1.2a illustrates reliability by replacing “consequence” 
with “time”. In scenario RE1, the system is highly reliable at short time periods, but 
its reliability decreases rapidly with time (e.g., a non-rechargeable battery). In 
Scenario RE2, the system has low reliability at short time periods (perhaps due to 
high initial defects), then stabilizes at a higher value as these defects are fixed, and 
then decreases at longer times due to aging and wear-out. This scenario is the typical 
bath-tub curve turned upside down (bath tub curves represent failure probabilities). 

Reliability refers to a system’s ability to function as intended over a desired time. 
The term, safety, on the other hand, refers only to the personal bodily consequence 
(injury or fatality) arising from the failure of a system, and not its functionality 
(Fig. 1.2b). A system can be reliable (i.e., perform its intended function), but not safe 
(the intended function can cause injury even if operated properly). Conversely, a 
system can be safe, but not reliable. For example, hexavalent chromium containing 
coating pre-treatment system is reliable, but not safe from a health perspective. 
Alternative coatings may be safer, but not as reliable. Sustainability (Fig. 1.2c)  is  
the ability of a system to function today without causing harm to future generations 
or the environment. For example, reinforced concrete can be designed to perform 
reliably and safely today, but may create severe environmental consequences at a 
future time due to CO2 emissions in its manufacturing or safety consequence due to 
corrosion of reinforcing steel bars. Alternate cement formulations with much lower



CO2 emissions have been put forward, but have not proven to have the same strength 
characteristics as Portland cement. Thus, sustainability combines reliability, safety, 
and environmental consequences. Resilience (Fig. 1.2d) is a term used to describe 
the ability of a system to recover or survive from a man-made or natural accident. 
Thus, resilience refers to the conditional probability of a system to function as 
intended after an adverse event. For example, a flooding event may reduce the 
functionality of a bridge structure severely (i.e., its reliability decreases as shown 
by T1), but it may recover its usage after the floodwater recedes if it is designed to 
retain its strength after it is exposed to floodwater (T2). 
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Fig. 1.2 Different dimensions of risk. (a) reliability (RE); (b) safety (SA); (c) sustainability; and 
(d) resilience (T) 

Corrodible Systems 

Why should there be a book dedicated to risk assessment of corrodible systems? 
After all, there are many books on risk and reliability analyses. The main reason for a 
book dedicated to corrosion risk management is that the books on risk or reliability 
assessment, generally, deal with corrosion in a superficial manner or not at all. In 
many cases, risk is focused essentially on consequences of failure and the probability



of failure is assigned a number based on the experience with a certain population of 
equipment without regard to the actual service environment. In some cases, corro-
sion is considered as a factor and given an index or a failure probability based on 
service experience. Another approach, typically used in structural reliability analy-
sis, is the assumption of a continuous corrosion process—for example continuous 
decrease in the thickness of a structural member or the growth of a defect. The 
fundamental assumption in the conventional reliability approach is that the corrosion 
mode does not change with time (corrosion rate may change). However, corrosion 
can shift dramatically from one mode to another, like a low-grade fever morphing 
into raging pneumonia, with seemingly small changes in environmental or other 
factors. The likelihood of new failure modes of structures and systems due to 
corrosion are increasing with the age of the assets, lack of resources for maintenance, 
accumulation of contaminants, and external events such as climate change. 
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Corrosion adversely affects the reliability, safety, sustainability, and resilience of 
systems. Many international studies have indicated that the cost of corrosion ranges 
from 1.5% to 5.2% of the Gross Domestic Product (GDP) or Gross National Product 
(GNP) [7–11] and a significant part (ranging from about 15% to 35%) of this cost 
can be avoided through proper corrosion management. More importantly, corrosion 
adversely affects the sustainability and safety of society. For example, a study by 
Milford et al. [12] showed that CO2 emission targets for the steel industry can only 
be met by extending the use of materials and reducing the tonnage of materials used 
through improved designs. Both these approaches require careful consideration of 
corrosion. 

Risk assessment must be coupled with a deeper understanding of corrosion 
processes, especially if proper mitigation is desired. The need to develop fundamen-
tal, predictive models should, however, be balanced against data and computational 
needs. No modeling, however sophisticated, can predict the behavior of complex 
systems, so testing and monitoring are essential. The coupling of sensors to real-time 
risk assessment is an emerging field that has significant implications on how we 
select corrosion models. Finally, regardless of how quantitative one gets, risk 
involves human judgements and actions. Thus, combining the “hard sciences” 
with “soft” data, such as human-machine interfaces, training, etc. is necessary to 
develop a comprehensive understanding of corrosion risks. 

A risk-informed approach is necessary because as systems age, the degradation of 
the various components increases the probability of failure and introduces new 
failure modes. The uncertainty about our knowledge to estimate the failure proba-
bilities also increases with time. An examination of the corrosion literature suggests 
that many failures were not anticipated when they occurred:

• Stress corrosion cracking of coated and cathodically protected carbon steel 
pipelines in soil environments was not known prior to a major failure in 1965.

• Stress corrosion cracking of nickel base alloys in high temperature, high purity 
water was not acknowledged despite research conducted in the 1950’s until many 
failures in steam generators occurred.
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• Extremely high corrosion rate of carbon steel pressure vessel due to boric acid in 
control rod drive nozzles in nuclear power plants was not known until the Davis-
Bessy nuclear power plant inspection revealed such a problem.

• Stress corrosion cracking of steel in methanol and fuel grade ethanol was not 
known prior to the 1980’s and 1990’s, respectively.

• Stress corrosion cracking of martensitic stainless steel in high temperature meth-
anol was not known until about 2021. 

Even when certain failure modes are anticipated, such as the hydrogen embrittlement 
of high strength steel bolts, the pertinent information may not have been available, 
uncertain, or used to assess the risks and take mitigation actions. This has occurred in 
the case of sub-sea bolts [13] as well as bridges [14]. An aging system loses its 
resilience because any adverse event, such as an earthquake or flooding, can cripple 
an already deteriorated system. 

There are several qualitative and quantitative approaches to assessing the risks of 
corrodible systems [15]. There is no one universal approach to risk assessment. The 
techniques used for risk assessment often depend on the complexity of the system, 
the specific needs of the stakeholders, regulatory requirements, and resources avail-
able. Often, more than one approach is used, starting with a simple, qualitative 
assessment. Rigorous mathematical methods are not always better than qualitative 
approaches in providing risk insights, nor are they free of subjectivity. However, 
quantitative methods do allow one to test the system and assess the effect of 
assumptions in a consistent manner. 

Risk Assessment Approaches 

A brief description of the techniques for risk assessment are listed in Table 1.1. 

Qualitative Approaches 

Qualitative risk analysis methods include check lists, structured interviews, Hazard 
and Operability (HAZOP) analyses, Failure Modes and Effects Analysis (FMEA), 
Risk Matrices, and Barrier—Block (Bow-ties). The qualitative approaches are useful 
in providing an overview of the risk factors related to a system and developing risk 
mitigation actions. They can be used as a first step in identifying the risk factors. Risk 
rating systems are used by many organizations to understand and communicate risks 
to the stakeholders. 

Although qualitative methods are good at gaining initial insights into risk factors 
and as communication tools, they suffer from many serious deficiencies, especially 
in systems that can suffer from corrosion:
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Table 1.1 Risk assessment techniques—description 

Risk assessment technique Description 

Job Hazard Analysis (JHA) A procedure that systematically identifies: (1) job 
steps, (2) specific hazards associated with each job 
step, and 3) safe job procedures associated with 
each step to minimize accident potential. It is also 
called job safety analysis. (Process Safety Glossary 
n.d.) 

Management of Change (MOC) Written procedures to manage changes (except for 
“replacements in kind”) to process chemicals, 
technology, equipment, and procedures, and 
change to facilities that affect a covered process, 
must be established and implemented. (Process 
Safety Glossary n.d.) 

Pre-Start-up Safety Review (PSSR) A safety review that takes place before any highly 
hazardous chemical is introduced into a process to 
confirm if design meets specifications, employee 
training is adequate, operating, maintenance and 
emergency procedures are in place to name a fewa 

HAZOP (Hazard and Operability Studies) It is a method recommended for identifying hazards 
and problems that prevent efficient operation. A 
standard series of guidewords is used to carry out 
this exerciseb 

Hazard identification (HAZID) Hazard Identification is a collective term that 
encompasses all activities involved in identifying 
hazards and evaluating risk at facilities, throughout 
their life cycle, to make certain that risks to 
employees, the public, or the environment are 
consistently controlled within the organization’s 
risk tolerance 

Bow tie analysis Bow ties are a simple and effective tool for com-
municating risk assessment results to employees at 
all levels. The analysis clearly displays the links 
between the potential causes, preventative and 
mitigative controls and consequences of a major 
incident. Bow tie exercises may be integrated with 
other HAZID or other semi-quantitative analysis 
techniques such as Layers of Protections Analysis 
(LOPA) depending on the level of complexity 
required 

Risk Matrix A tabular approach for presenting risk tolerance 
criteria, typically involving graduated scales of 
incident likelihood on the Y-axis and incident 
consequences on the X-Axis. Each cell in the table 
(at intersecting values of incident likelihood and 
incident consequences) represents a level of riskc 

Layer of Protection Analysis (LOPA) Layer of protection analysis (LOPA) is a simplified 
method of risk assessment that provides the much-
needed middle ground between a qualitative pro-
cess hazard analysis and a traditional, expensive 
quantitative risk analysis. Beginning with an 

(continued)



identified accident scenario, LOPA uses simplify-
ing rules to evaluate initiating event frequency,
independent layers of protection, and consequences
to provide an order-of-magnitude estimate of risk
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Table 1.1 (continued)

Risk assessment technique Description 

Safety Integrity Level (SIL) It is the Discrete level (one out of four) allocated to 
a safety instrumented function for specifying the 
safety integrity requirements to be achieved by the 
safety instrumented system 

JITF risk model This is recently developed semi-quantitative risk 
analysis model by the Joint Industry Task Force 
(JITF)d 

Fault Tree Analysis (FTA) and Bayesian 
Network (BN) Analyses 

A method used to analyze graphically the failure 
logic of a given event, to identify various failure 
scenarios (called cut-sets), and to support the 
probabilistic estimation of the frequency of the 
event. The Fault Tree analysis is a subset of the 
more general Bayesian Network analysis. The BN 
analysis links various causative events through 
conditional probabilities 

Failure Modes Effects Analysis (FMEA) This method tabulates a list of equipment in the 
process along with all possible failure modes for 
each item. The effect of a failure is considered with 
respect to the processe 

Event Tree Analysis (ETA) A method used for modelling the propagation of an 
initiating event through the sequence of possible 
incident outcomes. The event is represented 
graphically by a tree with branches from the initi-
ating cause through the success or failure of inde-
pendent protection layers 

Quantitative Risk Analysis (QRA) A QRA is a formal and systematic approach to 
estimating the likelihood and consequences of 
hazardous events, and expressing the results quan-
titatively as risk to people, the environment or a 
business 

Performance Assessment (PA) or Total 
System Performance Assessment (TSPA) 

Performance Assessment techniques link a variety 
of process models in a logical sequence of events 
leading to an ultimate consequent event. The linked 
models are then run through a probabilistic driver, 
with each run, called a realization, involving vari-
ations of parameters of the models. The resultant 
CCDF lines are then compared to performance 
requirements 

Bayesian Network (BN) or Bayesian Belief 
Network (BBN) 

This involves first developing a full understanding 
of the factors and events leading to system perfor-
mance, creating a graphical description of the 
cause-effect relationships between these factors in 
the form of a network of nodes and lines/edges 
connecting these nodes, and quantifying these 
relationships (lines/edges) in the form of 

(continued)



conditional probability tables. There are parent
nodes that affect subsequent nodes, called child
nodes. The BN is a generalized form of fault-tree/
event tree approach

1 Introduction: Risk Assessment 9

Table 1.1 (continued)

Risk assessment technique Description 

a U.S. Department of Labor, Occupational Safety and Health Administration, “Process Safety 
Management” OSHA 3132, 2000 
b Trevor. A. Kletz, Hazop & Hazan: Identifying and assessing process industry hazards: CRC Press, 
2018 
c CCPS Process Safety Glossary, Center for Chemical Process Safety. https://www.aiche.org/ccps/ 
resources/glossary 
d API, 2017, Underground Natural Gas Storage: Risk Assessment and Treatment—Natural Gas 
Storage Well Methodology Guidance for Underground Natural Gas Storage Operators, Prepared by 
The American Petroleum Institute, The American Gas Association, The Interstate Natural Gas 
Association of America, 2017 
e Crowl, D.A., Louvar, J.F., 2002. Chemical Process Safety, Fundamentals with Applications, 
second ed. Prentice Hall International Series in the Physical and Chemical Engineering Sciences, 
ISBN 0-13-018176-5

• Qualitative methods do not help us prioritize our actions in an objective fashion;
• It is difficult to judge the importance and sensitivity of different factors and thus 

evaluate the cost/benefit of mitigation measures;
• It is difficult to make time-based assessments and corrosion is a time-based 

phenomenon;
• It is difficult to assess failures that occur through a new mechanism. Experts 

before 1960 would have never assessed the risk of external SCC on pipelines as 
there was no mechanistic basis for expecting it. 

Semi-quantitative Methods 

These methods provide a risk score or index, but are essentially qualitative and 
subjective in developing the risk scores. The overall risk is treated as a sum of 
weighted values of various factors. Each factor is assigned a weight (positive or 
negative) and a value. The weights and values may be based on expert input or 
industry experience, and may be tuned to a specific application. Although the risk 
scoring approach provides a number for ranking of relative risks, the numbers do not 
truly follow the laws of probability and they lack predictive value. For example, 
adding the risk indices essentially assumes that the factors are independent of one 
another and do not occur together. There is no conditional dependence between 
different factors.

https://www.aiche.org/ccps/resources/glossary
https://www.aiche.org/ccps/resources/glossary
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Quantitative Methods 

Component Level Statistical Analysis Methods 

Statical treatment of past performance are typically called Quantitative Risk Assess-
ment or QRA, but they are far from the only quantitative method, or even the most 
useful from a corrosion perspective. This is because the traditional QRA relies on 
component-level failure statistics (e.g., frequency of valve failures) and cannot 
assess the effect of process, material, or environmental changes on future failures. 
However, such aggregated statistics may be useful as a first cut to assessing the 
probability of failure of a complex system. They can also be used to validate other 
probabilistic analysis methods. 

Reliability and Performance Assessment Methods 

The traditional reliability analysis methods compute the probability of a limit state 
function approaching a defined criterion. The limit state function is defined in 
structural reliability as a function representing the “Resistance (R)” and “Load 
(L)”. For example, R, also called fragility, may be the tensile strength or fracture 
toughness and L may be the applied or residual stress on a load bearing member. 
However, this concept can be broadened to other factors defining the performance of 
a system (e.g., corrosion potential (Ecorr) representing the “load” and repassivation 
potential (Erp) representing the resistance to localized corrosion [16]. A simple limit 
state for failure may be R - L ≤ 0, where R and L are regarded as independent of 
each other. In such a case, if R and L are regarded as random parameters defined in 
terms of normal distributions, then exact analytical solution for the probability of 
failure can be attained [17] (Eq  1.4): 

pf =Normal -
μR - μLð Þ  

σ2 L þ σ2 R 
0:5 ð1:4Þ 

Note that in Eq. 1.4, L and R can be defined as functions of time, thus yielding the pf 
as a function of time. However, in the most general case, the limit state is a 
complicated function of R and L. Further, R and L may not be independent of 
each other. For example, in SCC, the resistance, defined as either a crack growth rate 
or a threshold stress intensity factor, is dependent on loading conditions, such as load 
mode, strain rate, etc. Finally, both R and L may be complex functions of time. 
Solutions for such complicated situations may require a variety of simplifications 
[17–19]. Reliability, which is 1- F(t), where F(t) is the cumulative probability of 
failure, is not concerned about the consequences of failure. Performance assessment 
is a term used for assessing the risk of systems, where the probability of failure is 
coupled to possible consequences [20]. The reliability and performance assessment 
methods can be generally depicted as shown in Fig. 1.3.
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Fig. 1.3 Schematic representation of performance assessment method and resultant predictions 

The limit state (Model C) for failure is modeled either through a single or 
multiple, interconnected models (A and B), resulting a deterministic output. The 
adjective “deterministic” in this context can be defined as a single output based on 
single input parameter. Determinism does not imply a physics-based model—deter-
ministic outputs can be obtained from empirical correlations. The whole sequence of 
models is then computed repeatedly using randomly generated input parameters for 
the various models, each computational run being called a “realization”. The ensem-
ble of realization results are then depicted either as a probability—consequence 
diagram (sometimes referred to as a spaghetti diagram) or as a cumulative comple-
mentary distribution function (CCDF) describing the probability of exceedance 
versus time. The probability of failure is a sub-part of the performance assessment 
process and results in a probability of failure versus time plot. 

Bayesian Networks 

The Bayesian Network (BN) approach also uses a sequence of events/processes. 
Unlike the case of performance assessment methods, where the whole sequence of 
processes is run through a probabilistic driver, these processes are represented as 
probability distributions and they are linked through conditional probability tables 
(CPT). This allows BN models to be more flexible because probability distributions 
of individual processes can be computed outside the main BN. Additionally, the 
approach allows easier insertion or editing of processes at a system level. The BN 
modeling approach is described in greater detail in the next chapter.
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Consequence Analyses 

Environmental, health, safety, and financial consequences are parts of risk assess-
ment. Although all consequences can be monetized, one or more types of conse-
quences are given priority in different industrial applications. For example, in 
radioactive waste disposal, the radiological exposure and health consequence dom-
inates risk assessment. On the other hand, in nuclear power production, all four 
consequences are evaluated, but health and safety consequences dominate in public 
consciousness. In liquid hydrocarbon pipelines, environmental and financial conse-
quences are given greater weight, whereas in natural gas pipelines, safety and 
financial consequences are given greater weight. In some cases, one type of conse-
quence is converted into another. Thus, number of fatalities (a safety consequence) 
may be monetized in terms of average value of a life in certain situations, e.g., 
dealing with emissions regulations. The evaluation methods differ in terms of levels 
of sophistication. Typically, environmental consequences are evaluated using 
sophisticated plume modeling. On the other hand, safety consequences are described 
in simpler terms, such as fatalities or injuries. This book does not address conse-
quence analysis. 

Risk Governance, Acceptability, and Decision Making 

Although this book is about probabilistic calculations, it is important to recognize the 
context in which probabilistic analyses are performed. Probability analyses are 
performed to improve decision making under uncertainty and to meet regulatory 
criteria. These two processes are obviously intertwined. 

The regulatory regimes in different countries and industries span the gamut of 
completely prescriptive to fully risk-based approaches. In a prescriptive regulatory 
approach, the processes, procedures, designs, and materials are all fully specified. 
The advantage of this approach is that there is less ambiguity in the requirements— 
the stakeholders know exactly what standards to meet. However, there are several 
major disadvantages to a prescriptive approach: the prescriptive approach does not 
guarantee that system-wide risks are mitigated. Even if specific parts of the system 
meet prescribed requirements, their interactions may lead to unplanned conse-
quences. Prescriptive approaches discourage innovation and diminish the desire by 
the industry to do its utmost to reduce risks. It encourages the “check-the-box” 
mentality, wherein actions are taken to satisfy a regulatory requirement and not 
necessarily to mitigate risks (a failing even with risk-based approaches). An alter-
native to the prescriptive regulation is a risk-based regulation. In the risk-based 
regulations, the overall risk limits are prescribed, but the technology developer and 
operators are given the freedom to meet these risk criteria using appropriate methods. 
The methods used to meet the risk criteria must be defensible. The risk-based 
approaches encourage innovation and place the burden on the technology developer



and operator to mitigate risks. However, it is recognized that risk-based approaches 
involve considerable uncertainties in risk limits, knowledge, and data. Therefore, 
such regulations also require that the technology developers and operators make the 
maximum effort to reduce risks beyond the risk calculations. This principle is called 
As Low as Reasonably Practical (ALARP) or As Low as Reasonably Achievable 
(ALARA). The ALARP requirement involves performing cost/benefit analyses and 
determining whether the cost of reducing risks far exceeds the benefit derived from 
such actions. The ALARA requirement, which arose in the nuclear power industry, 
requires that actions be taken to reduce the radiation dose rates to individuals as low 
as possible, even if risk assessment indicates that the dose criteria are met. ALARP 
and ALARA are fuzzy numerical requirements, but ensure that considerations 
beyond risk assessments are brought into the discussion of overall system risk. A 
modification of the risk-based approach is the risk-informed performance-based 
approach that is espoused by the U.S. Nuclear Regulatory Commission. In this 
approach, a combination of risk criteria as well as specific system/sub-system 
prescriptive requirements are imposed. This approach tries to capture the advantages 
of both prescriptive and risk-based approaches. 
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Proper risk governance is necessary for a risk-based approach. Governance, as 
opposed to government, refers to the coordinated actions of the governmental and 
non-governmental organizations (including industry, standardization bodies, local 
communities, and other non-profit organizations) in regulating activities of societal 
interest. More and more, this coordinated, collective action is regarded by econo-
mists and policy makers as more effective than governmental organizations alone 
using the traditional regulatory and legal approaches. Risk governance refers to such 
a collective decision-making activity performed under uncertainties. Renn [21] 
states that risk is a human construct—a mental model of the world around us. It is 
not a real phenomenon, but the anticipation of a real phenomenon. It is linked to a 
real phenomenon that can cause real harm. Since risk is not a real phenomenon, it 
cannot be proven or verified like a physical phenomenon. It also depends on societal 
values—what is perceived as risk by one society may be a natural occurrence or fate 
by another. Risk governance may consist of many interlocking steps (Fig. 1.4). 

1. Pre-estimation: This step brings together the various societal stakeholders in 
selecting what risks are worth managing. This step frames the risk discussion. 
For example, certain parts of a society may want to avoid a particular risk by not 
employing a specific technology (e.g., nuclear power). They may consider the 
consequences to be too large and reducing the probability of occurrence of 
adverse events too costly or difficult. Others may believe that a technology has 
merit (e.g., nuclear power may reduce global warming relative to fossil power) 
and wish to discuss the pros and cons of managing the technology. The 
pre-estimation step is a broad discussion of whether we wish to undertake a 
specific activity. 

2. Interdisciplinary Risk Assessment: Risk assessment is a technical activity in 
which various technical disciplines are brought to model the scenarios, probabil-
ities, and consequences of a set of activities as discussed in previous sections and 
the rest of this book. Lindoe et al. [22] argue that the interdisciplinary risk
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Fig. 1.4 Risk governance framework [21] 

estimation consists of two major activities: risk assessment and concern assess-
ment. The former is the technical assessment of risk with respect to corrosion or 
other adverse phenomena. The concern assessment is the psychological and 
sociological consequence assessment. It can be further characterized by ubiquity, 
persistence, reversibility, delay effect, potential for mobilization, perception of 
familiarity and experience with the hazard, intergenerational equity, perception of 
fear/dread, perception of personal or institutional control, and confidence in the 
risk management organizations. 

3. Risk Acceptability: This is a highly controversial task that deals with evaluating 
the tolerability of risk (ToR). Although, the tolerability of risks can be quantita-
tively defined in terms of number of fatalities, radiation or chemical dose, etc., 
how these are demarcated in terms of whether a mitigation action should be taken 
and how to apportion them among different populations for those risks that are 
not localized are issues that can be debated.
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4. Risk management: If the risks are tolerable, no further action needs to be taken 
other than continued monitoring. If the risks are intolerable, risk avoidance may 
be followed (but avoiding a technology may carry its own risks). If the risks fall 
between these two endpoints, risk mitigation measures must be taken. 

5. Risk Monitoring and Control: Risk evaluation, at least as a technical discipline, 
tends to be model oriented as different scenarios are developed and the probabil-
ities and consequences are calculated. However, models are partial representa-
tions of reality and no matter how rigorous and comprehensive a model is, there 
are aspects of reality that cannot be captured or may not be known. In terms of 
psycho-sociological aspects, risk evaluation is even more difficult and ambigu-
ous. Therefore, continued monitoring of the systems and actions is essential to 
update our risk evaluation. Such monitoring can be using physical means (sen-
sors, etc.) or social means (survey, etc.). Control measures must be in place to 
manage risks if monitoring indicates potential risk elevation due to unforeseen 
circumstances. 

6. Communication: Open communication is key to all the previous steps. Commu-
nication increases the confidence in the risk governance activities. Communica-
tion enables better risk evaluation by incorporating inputs from all knowledge 
holders in the risk assessments. Finally, communication raises the awareness of 
risks and helps in the monitoring and control of risks. 

Acceptability of Risk 

We accept many risks subconsciously in our lives because to evaluate every poten-
tial hazard consciously would paralyze us as individuals and as a society. However, 
our sub-conscious acceptance of a hazard is rooted in sociological and cultural 
circumstances. For example, in advanced countries, we do not think consciously 
about the hazards of getting in a car and driving, whereas we do think consciously 
about the risks of hiking in a wild place. In contrast, someone in a primitive society 
may have misgivings about getting in a car, but not about walking in a wild place. 
We may think consciously about the hazards of air travel despite the statistical 
evidence that car travel kills more people than air travel. This is due to the psycho-
logical phenomenon of giving a lower risk tolerability of multiple deaths in a single 
accident than the same number of total deaths in separate individual accidents. It may 
also be due to our feeling of greater control over our cars than an aircraft controlled 
by third parties. Acceptability or tolerability of risk is a value judgement placed by 
individuals, companies, and societies. Despite the great sophistication in the quan-
titative assessment of risks, the acceptance of that risk is subject to many 
unquantifiable factors. 

An approach that is broadly used to classify risks by society is shown in Fig. 1.5 
[23]. In the U.K. HSE, a risk of fatality to individuals of 10-6 per year is considered 
acceptable for both workers and the public. It must be noted that this number is 
essentially the probability of fatality. This risk is considered to be far below the



typical risk the public undertakes in its everyday activities. On the other hand, a risk 
of fatality of 10-3 per year to an individual worker is considered unacceptable and 
forms the upper boundary of tolerable risk. To account for the societal aversion of 
multiple fatalities from a single accident, the HSE sets the tolerability limit for risk 
involving more than 50 fatalities to 2 × 10-4 per year. For the general public, on 
whom a risk is imposed, the limit of tolerability of risk is set at 10-4 per year. 
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Fig. 1.5 Overall framework for risk acceptability as described by the U.K. Health and Safety 
Executive 

However, HSE does not limit the definition of risk tolerability to fatalities alone, 
but considers other consequences, such as environmental damage, in evaluating total 
risk to an activity. In this book, risk governance and tolerability will not be discussed 
in detail. However, the concepts outlined above provide the framework in which 
corrosion risk assessment should be conducted. 

Summary 

The concept of probability is an essential element of evaluating risk. Probability is 
defined in this book as our confidence in an outcome and can be evaluated using a 
variety of qualitative and quantitative methods, depending on the objective of the 
evaluation. The book will elaborate the quantitative assessment of corrosion prob-
ability using a Bayesian network approach. Once risk is evaluated, the acceptability 
of risk and how it is managed is a dictated by societal decisions. The acceptability of 
the probability of an adverse event, such as fatality, is defined in some risk gover-
nance documents and regulations.
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Chapter 2 
Bayesian Network Basics 

Narasi Sridhar 

Causal questions can never be answered by data alone. They 
require us to generate a model of the process that generates 
the data. 
– Judea Pearl and Dana Mackenzie, The Book of Why 

Introduction 

Scientists and engineers are trained in the use of statistical techniques to understand 
the significance of their findings and correlate the results to factors they controlled in 
their experiments or observed in the field. The basis for statistical techniques is that 
there is an inherent variability in the measured results superposed on possible 
causative factors. The inherent variability in the measured values itself is a result 
of myriad causative factors that cannot be easily quantified. For example, a coin toss 
provides variability in the results that is considered random or stochastic, but it is not 
truly random. The result is caused by variations in tossing mechanics, atmospheric 
parameters, differences in the weight of the coin faces, etc. When these causes 
become numerous and hard to quantify, they can all be combined into a random 
variability. Such randomness is called aleatory uncertainty, derived from the Greek 
word alea for a dice. The variability arising from our lack of knowledge of the 
fundamental forces shaping a phenomenon is called epistemic uncertainty. Indeed, 
one can argue that, except for quantum mechanical phenomena, there is no true 
aleatory variability. Aleatory uncertainty is just the result of epistemic uncertainty. 
This relationship between aleatory and epistemic variability is illustrated in a highly 
readable book on the game of roulette by Bass [1]. The chances of winning in 
roulette wheel can be increased by implementing the physics of the ball movement. 
Thus, stochastic reasoning may sweep much under the rug. 
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